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(57) ABSTRACT 

Various embodiments of the present invention provide 
strong authentication of users on behalf of commercial 
entities and other parties to electronic transactions. In these 
embodiments of the present invention, a user interacts With 
an authentication service provider to establish policies for 
subsequent authentication of the user. Thus, in these 
embodiments of the present invention, a user controls the 
level and complexity of authentication processes carried out 
by the authentication service provider on behalf of both the 
user and commercial entities and other entities seeking to 
authenticate the user in the course of conducting electronic 
transactions, electronic dialogues, and other interactions for 
Which user authentication is needed. The policies speci?ed 
by a user may include speci?cation of variable-factor 
authentication, in Which the user, during the course of an 
authentication, provides both secret information as Well as 
evidence of control of a tangible object. 
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METHOD AND SYSTEM FOR 
USER-CONTROLLED, STRONG 

THIRD-PARTY-MEDIATED AUTHENTICATION 

TECHNICAL FIELD 

[0001] The present invention is related to user authenti 
cation services and, in particular, to a strong authentication 
service provided to, and controlled by, users authenticated 
by authentication-service clients, including various commer 
cial clients, Web sites, and other parties to electronic trans 
actions and dialogues With users. 

BACKGROUND OF THE INVENTION 

[0002] With the advent of electronic-commerce-transac 
tion systems, including automatic teller machines (“ATM”), 
Internet commerce, automated telephone transaction sys 
tems, and other electronic-commerce systems, the need for 
authenticating remote users by commercial enterprises that 
conduct transactions With remote users has become a central 
and continuing problem for commercial entities, including 
banks, sellers of products and services through the Internet, 
and other commercial entities. More recently, the need for 
authentication has become an increasingly vexatious and 
important problem for users, as Well, as users seek to protect 
themselves from Internet fraud, banking fraud, identity theft, 
and other types of fraud. Many users are Woefully unpre 
pared to understand and assemble complex technologies 
currently available to secure electronic transactions, and, to 
users’ disappointment, many of these currently available 
technologies are insuf?cient to protect users from fraudulent 
activities of thousands of determined and technology-savvy 
fraud artists. Although a large number of authentication 
protocols and strategies have been devised, soon after the 
advent of each neW authentication protocol or strategy, neW 
problems tend to quickly arise. Many current authentication 
services are based on passWord or other secret-information 
schemes, in Which a user, during the course of an electronic 
transaction, provides a remote commercial entity or other 
remote entity With a passWord or other secret information to 
verify the user’s identity. In certain stronger authentication 
systems, such as ATM systems, the user supplies both a 
passWord, or PIN number, as Well as an ATM card With 
encoded information. As is obvious from the many neWs 
reports of increasing levels of fraud and illegal activities 
involving electronic transactions, both Weak passWord 
based and stronger tWo-phase authentication schemes are 
decidedly less than secure. A lost ATM card, loss of user 
information to various electronic eavesdropping devices, 
and other such events can quickly spell disaster for a user. 
Commercial entities, Internet service providers, users of 
commercial services provided through electronic media, and 
other parties and vendors involved in electronic transactions 
have all recogniZed the need for more reliable authentication 
of users of electronic-transaction services. 

SUMMARY OF THE INVENTION 

[0003] Various embodiments of the present invention pro 
vide strong authentication of users on behalf of commercial 
entities and other parties to electronic transactions. In these 
embodiments of the present invention, a user interacts With 
an authentication service provider to establish policies for 
subsequent authentication of the user. Thus, in these 
embodiments of the present invention, a user controls the 
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level and complexity of authentication processes carried out 
by the authentication service provider on behalf of both the 
user and commercial entities and other entities seeking to 
authenticate the user in the course of conducting electronic 
transactions, electronic dialogues, and other interactions for 
Which user authentication is needed. In many of the embodi 
ments, the user and commercial entity are remote from one 
another, an communicate through an electronic communi 
cations medium. In other embodiments, the user may 
directly interact With a commercial or other entity that needs 
to identify the user. The policies speci?ed by a user may 
include speci?cation of variable-factor authentication, in 
Which the user, during the course of an authentication, 
provides both secret information as Well as evidence of 
control of a tangible object. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] FIG. 1 shoWs general interactions betWeen an 
authentication service provider (“ASP”) that represents one 
embodiment of the present invention, users authenticated by 
the ASP, and ASP-clients that seek authentication of users 
from the ASP. 

[0005] FIG. 2 illustrates three fundamental interfaces pro 
vided by the ASP to remote parties. 

[0006] FIG. 3 illustrates a model interaction betWeen a 
user, an ASP client, and an ASP. 

[0007] FIG. 4 illustrates components of an ASP. 

[0008] FIG. 5 illustrates an example of the user informa 
tion and policies stored for a user by an ASP. 

[0009] FIGS. 6-10 are control-?ow diagrams that illustrate 
one embodiment of the ASP softWare routines that imple 
ment the account interface and authentication interface 
discussed above With reference to FIG. 2 and shoWn as 
blocks 408 and 410, respectively, in the block diagram of the 
ASP shoWn in FIG. 4. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0010] FIG. 1 shoWs the general interactions betWeen an 
authentication service provider (“ASP”) that represents one 
embodiment of the present invention, users authenticated by 
the ASP, and ASP-clients that seek authentication of users 
from the ASP. In many embodiments, the ASP 102 is a 
softWare-implemented service that runs on one or more 

computer systems interconnected by various communica 
tions media With both ASP clients and users. For example, 
as shoWn in FIG. 1, a ?rst user 104 is interconnected With the 
ASP via tWo different communications media 106 and 108. 
The user 104 is also connected to an ASP client through yet 
another communications medium 110. A great many inter 
connection apologies and strategies are possible. For 
example, the user, an ASP client, and the ASP may all be 
interconnected through a single communications medium, 
such as the Internet. At another extreme, the user may be 
connected to the ASP client through one communications 
medium and to the ASP through one or more other commu 
nications medium, While the ASP client may be intercon 
nected With the ASP through yet another, different commu 
nications medium. For certain types of authentication, 
including certain types of variable-factor authentication that 
represents one embodiment of the present invention and that 
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is discussed below, a user needs to be interconnected With 
the ASP by at least tWo different types of communications 
media. 

[0011] In general, users intercommunicate With ASP cli 
ents to conduct electronic transactions, such as ordering 
products and services, conducting dialogs With remote indi 
viduals, receiving information through interactive queries, 
and other such electronic transactions. An ASP client may 
attempt to authenticate a user by transmitting an ASP-client 
transaction request to the ASP, in Which the ASP client 
provides information, acquired from the user during the 
course of an initial portion of an electronic transaction, to the 
ASP and receives from the ASP an af?rmative or negative 
authentication response. Based on that response, the ASP 
client may choose to alloW or deny certain types of trans 
actions, or may take other actions based the authentication 
reply. 

[0012] A user may directly interact With the ASP in order 
to register With the ASP for subsequent authentications or, in 
other Words, to be initialiZed for subsequent authentications 
by ASP clients. The user may also directly interact With the 
ASP in order to establish authentication policies and to 
update and revise authentication policies over time. The ASP 
interacts With the user in order to carry out authentications, 
on behalf of ASP clients, according to the authentication 
policies speci?ed by the user. In these interactions, the ASP 
may interact With the user via tWo different communications 
media, such as a combination of the lntemet and a cell 
phone. 

[0013] FIG. 2 illustrates three fundamental interfaces pro 
vided by the ASP to remote parties. The ASP provides an 
authentication interface 204 to ASP clients Which alloWs 
ASP clients to request authentication of users during elec 
tronic transactions. The authentication interface may also 
provide a management and ASP-client-registration interface 
to alloW ASP clients both to manage their interactions With 
the ASP and to establish policies for transmitting subsequent 
authentication requests. The ASP 202 provides an account 
interface 206 to users that alloWs users to establish accounts 
With the ASP, or register With the ASP, establish policies 
With the ASP, and to modify and update authentication 
policies over time. The ASP provides a third interface 208, 
referred to as the “communication channel interface,” that 
alloWs the ASP to interface With user devices through 
alternative communications media, such as a cell phone, fax 
machine, telephone, or other communications devices. The 
ASP provides a third interface 208, referred to as the 
“communication channel interface,” that alloWs the ASP to 
interface With virtually any netWork enabled resource 
through an appropriate medium, including both physical 
devices such as a cell phone, fax machine, telephone, or 
other communications devices, and also soft devices, such as 
an instant messaging account, or an email account. 

[0014] FIG. 3 illustrates a model interaction betWeen a 
user, an ASP client, and an ASP. The user 302 may initialiZe 
an electronic transaction With the ASP client 306, such as by 
requesting to logon to a commercial Website or requesting a 
product or service through an electronic medium. The ASP 
client and user carry out the initial part of the electronic 
transaction to the point that the ASP client has acquired 
su?icient information from the user to attempt to authenti 
cate the user. The ASP client then transmits an authentication 
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request 308 to the ASP 310, including information obtained 
from the user, to determine Whether or not the user is 
authentic, so that the electronic transaction can proceed to 
completion. The ASP 310 then carries out an authentication 
transaction 312 With the user, in order to authenticate the 
user according to predetermined authentication protocols 
established by the user. The is an optional step, depending on 
the speci?ed policies. The ASP, upon completion of the 
authentication transaction, then returns an authentication 
result 314 to the ASP client. The ASP client 306 then uses 
the authentication result to, for example, complete the 
transaction and return a transaction completion status 316 to 
the user. 

[0015] FIG. 4 illustrates the components of an ASP. The 
ASP 402 includes policy templates 404 that may be used to 
describe the types of policies available to users and to alloW 
users to specify policies based on templates. The ASP 
includes user information and policies 406, commonly 
stored Within a database, for each registered user. The ASP 
includes account-interface routines 408, authentication-in 
terface routines 410, and communication-channel-interface 
routines 412 that implement the account interface, authen 
tication interface, and communications-channel interface, 
respectfully, described With reference to FIG. 3. The ASP 
may also include ASP-client information and policies 414 
that are generally stored Within a database, and the ASP is 
generally implemented above a softWare and hardWare plat 
form or platforms 416 that include operating systems, loWer 
level applications, and computer-server hardware. 

[0016] FIG. 5 illustrates an example of the user informa 
tion and policies stored for a user by an ASP. As shoWn in 
FIG. 5, the user information may include user identi?cation 
information 504, such as a user’s name, a user’s address, 
user-speci?ed passWords, and other such information. User 
information also includes user contact information 506, such 
as the types and addresses or telephone numbers of the 
user’s computer, cell phones, and other such contact infor 
mation. User information may include additional informa 
tion 508, including billing information, employment infor 
mation, or other information needed by particular 
implementations of the ASP. Finally, the user information 
includes a list of policies 510. Each policy may be speci?ed 
by the user according to a policy template provided by the 
ASP to user through the account interface. An exemplary 
policy 512 is shoWn in FIG. 5. The policy speci?es that, for 
Acme Bank account transactions involving the Acme Bank 
and the user, only transactions that occur betWeen 1:00 pm. 
and 4:00 pm. on Monday through Friday should be autho 
riZed, and authoriZation should involve variable-factor 
authentication using randomly generated pas sWords sent via 
the user’s second cell phone and fumished by the user to 
ACME Bank during the transactions. Moreover, these trans 
actions should be authoriZed only in the greater Centerville 
Metro area. 

[0017] FIGS. 6-10 are control-?ow diagrams that illustrate 
one embodiment of the ASP softWare routines that imple 
ment the account interface and authentication interface 
discussed above With reference to FIG. 2 and shoWn as 
blocks 408 and 410, respectively, in the block diagram of the 
ASP shoWn in FIG. 4. FIG. 6 is a high-level control-?ow 
diagram illustrating the overall functionality of the ASP 
softWare. FIG. 6 shoWs an endless loop in Which the ASP 
receives and handles requests. Received requests may be 
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queued by lower-level operating-system routines, and ASP 
software may then subsequently dequeues and handles each 
received request using operating-system-provided utilities 
and routines. In step 602, the ASP dequeues and receives the 
next request transmitted by an ASP client or user. If the 
request is an ASP-client-transaction request, as determined 
in step 604, then an ASP-client transaction routine is called, 
in step 606, following execution of which control returns to 
step 602. Otherwise, if the request is a user-account request, 
as determined in step 608, then a user-account-request 
routine is called, in step 610, after execution of which 
control ?ows back in step 602. Otherwise, if the request is 
a user-initialization request, as determined in step 612, then 
a user-initialiZed-request routine is called, in step 614, after 
execution of which control ?ows back to step 602. If the 
received request is an ASP-client-initialiZation request, as 
determined in step 616, then an ASP-client-initialiZation 
routine is called, in step 618, after execution of which 
control ?ows back in step 602. If another type of request has 
been received, as determined in step 620, then an appropri 
ate handler for that type of request is called, in step 622, after 
execution of which control ?ows back to step 602. Thus, at 
the highest level, the ASP software comprises a request 
handling loop that handles each received request, in turn. 

[0018] FIG. 7 is a control-?ow diagram ofthe ASP-client 
transaction routine called in step 606 of FIG. 6. In step 702, 
the ASP-client-transaction routine receives the ASP-client 
transaction request. In step 704, the ASP-client-transaction 
routine accesses ASP-client information (1414 in FIG. 4) to 
determine whether or not a relationship has been established 
with the ASP client. Stored ASP-client-information may be 
used not only to identify the ASP-client, but also to authen 
ticate the ASP-client. If the ASP-client that transmitted the 
received ASP-client-transaction request cannot be identi?ed 
or authenticated, then an error is returned, in step 706, in 
certain embodiments. In alternative embodiments, the ASP 
client-transaction routine continues, but uses constrained or 
limited authentication procedures, as discussed above. Oth 
erwise, in step 708, the ASP establishes a secure commu 
nications link with the ASP client. If a secure communica 
tions link cannot be established, as determined in step 710, 
then an error is returned in step 712. Otherwise, in step 714, 
the ASP-client-transaction routine accesses user information 
stored in the received ASP-client-transaction request, in step 
714, to determine whether or not the user is registered with 
the ASP by matching the user information in the transaction 
request with information stored in user information and 
policies (406 in FIG. 4). If the user is not identi?ed, as 
determined in step 716, then an error is returned in step 718. 
Otherwise, in step 720, the identi?ed user’s policies are 
accessed and the ASP undertakes an authentication dialog 
with the identi?ed user, as speci?ed by one or more of the 
stored policies associated with the user, to authenticate the 
user. If authentication is achieved, then an access authorized 
value is returned to the ASP-client, in step 724. Otherwise, 
an access denied status is returned to the ASP client in step 
726. 

[0019] FIG. 8 shows a control-?ow diagram of the routine 
“userAccountRequest,” called in step 610 in FIG. 6. In step 
802, the routine “userAccountRequest” receives the 
dequeued request for a user-account session from the user. In 
step 804, the routine “userAccountRequest” accesses stored 
user information (406 in FIG. 4) in order to identify and 
authenticate the user. It should be noted that this authenti 
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cation process is carried out according to policies speci?ed 
by the user during a user-initialization for a previous user 
account session. If the user information included in the user 
account request corresponds to user information stored for a 
user within the ASP, and if the ASP cannot match user 
information in the user-account request with stored user 
information, or the ASP cannot authenticate the user accord 
ing to policies speci?ed by the user and stored by the ASP, 
then a failure is returned, in step 808. Otherwise, in the 
for-loop of step 810-817, the routine “userAccountRequest” 
receives and handles each speci?c request included in the 
received request, or subsequently transmitted by the user 
during a user-account session. In certain implementations, 
each subsequent speci?c request may be received and 
handled through the higher-level request-handling loop 
shown in FIG. 6. In alternative embodiments, the subsequent 
speci?c requests that are part of the dialog are passed 
through the operating system through a thread executing an 
instantiation of the routine “userAccountRequest.” If the 
next received speci?c request is a request to add, delete, or 
modify user information, as determined in step 811, then the 
routine “userAccountRequest” carries out an appropriate 
dialog with the user in order to add, delete, or modify user 
information as desired by the user, in step 812. Otherwise, 
if the next speci?c request is a request to add, delete, or 
modify a policy, as determined in step 813, then the routine 
“userAccountRequest” calls a speci?c-request handler, in 
step 814, to carry out the addition, deletion, or modi?cation 
of a policy. Other requests are handled by appropriate 
speci?c-request handlers in step 815 and 816. If another 
speci?c request is received, as determined in step 817, then 
control ?ows back to step 811. Otherwise, the routine 
“userAccountRequest” returns, in many implementations 
following transmission of an end-of-session message or 
messages back to the user. 

[0020] FIGS. 9-10 are simple control-?ow diagrams for 
the user initialiZation and ASP-client-initialiZation routines 
called in steps 614 and 618 of FIG. 6, respectively. Only the 
routine “userlnitialiZation” is described, since both routines 
are similar. In step 902, the user initialiZation routine 
receives a communication request from a potential user. In 
step 904, the routine “userlnitialiZation” establishes a secure 
dialog with a potential user. In step 906, the routine “use 
rinitialiZation” requests and receives user information from 
a potential user needed in order to establish a relationship 
with a user or, in other words, register the user for subse 
quent user authentication. In step 908, the routine “userIni 
tialiZation” establishes a secure protocol for future transac 
tions. This may involve establishing devices which the user 
may access user-account information, times, locations, and 
other such constraints, as well as establishing passwords and 
communications events needed to authenticate the user. In 
other words, in step 908, the user establishes policies for 
user access to the account interface. In step 910, the ASP 
may download various client-side user-interface routines to 
the potential user that allow the user to access the account 
interface using local routines, or a combination of local and 
remote routines, rather than using exclusively remote rou 
tines running on the ASP server. In step 912, the routine 
“userlnitialiZation” stores the user information obtained 
from the potential user within the ASP, commonly within a 
database, as discussed above. Finally, in step 914, the routine 
“userlnitialiZation” authoriZes the user for subsequent 
account-interface access and for authentication via ASP 
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client-transaction requests sent from ASP-clients. As men 
tioned above, FIG. 10 is a control-?ow diagram for ASP 
client initialization using a similar set of steps to initialize an 
ASP-client for subsequent servicing of ASP-client-transac 
tion requests. In certain embodiments, ASP-clients are logi 
cally similar to users, While, in other embodiments, ASP 
clients have markedly different utilization procedures, With 
the ASP storing markedly different types of information for 
ASP clients than for users. Error handling and error condi 
tions are omitted from the control-?ow diagrams of FIGS. 9 
and 10, for the sake of clarity and brevity. 

[0021] As mentioned above, the ASP provides three fun 
damental interfaces to users and ASP clients. The ASP 
correspondingly maintains appropriate levels of security for 
each of the interfaces. Security for the account interface and 
the communication-channel interface (206 and 208 in FIG. 
2) are speci?ed by users and stored as policies Within the 
ASP. Security for the authentication interface may also be 
speci?ed by ASP-client policies stored by the ASP, in certain 
embodiments, or, in alternative embodiments, may be deter 
mined by the ASP alone. In certain embodiments, for 
example, the ASP may require a virtual private netWork 
(“VPN”) With the ASP-client in order to secure ASP-clients/ 
ASP transactions. In certain embodiments of the present 
invention, the ASP may be implemented to receive and carry 
out ASP-client transactions on behalf of unregistered and 
unknoWn ASP clients. HoWever, in these embodiments, the 
nature of authentication carried out by the ASP may be 
different, and more constrained, than the authentication that 
can be carried out for registered ASP clients. Constraints on 
authentication procedures for non-registered ASP clients are 
driven by the need to prevent denial-of-service attacks, and 
other potential security breaches. 

[0022] There are many examples of policy-speci?ed 
authentication procedures that may be carried out on behalf 
of both users and ASP clients by the ASP. In one example, 
as brie?y discussed above With reference to FIG. 5, a 
user-speci?ed policy may require the ASP to contact the 
user, during an electronic transaction, by a second commu 
nications medium other than the medium through Which the 
electronic transaction has been carried out, and furnish the 
user With a randomly generated passWord through the sec 
ond communications medium. The user can then furnish the 
received randomly generated passWord to the ASP client via 
the ?rst communications medium in order to complete 
authentication. This provides a higher level of security and 
authentication than normal passWord-based authentication 
or tWo-phased authentication requiring a user to furnish a 
passWord as Well as insert, for example, an ATM card into 
an ATM machine or provide an IP address via a transaction 
dialog. 

[0023] User-speci?ed policies may be speci?ed in any of 
a large variety of different rule-encoding languages. Policies 
may specify any of a large number of different constraints 
and parameters associate With user-authentication processes 
carried out by the ASP, With different policies speci?ed for 
different ASP clients or groups of ASP clients, different 
times, different geographical locations, different user 
devices, and a Wide variety of other constraints and param 
eters. The stored policies for a user essentially comprises a 
set of encoded rules that are applied by the ASP during each 
ASP-client transaction seeking authentication of a user. 
Policies may be characterized as active, passive, or a com 
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bination of active and passive. Active policies require vari 
ous types of ASP actions during the authentication process. 
For example, a variable-factor authentication, in Which the 
ASP needs to communicate a passWord to a user through a 
cell phone during an electronic transaction over the Internet 
represents an active authentication policy. A passive policy 
may be policy that, for example, speci?es that a user can 
only be authenticated for a particular ASP client if the user 
contacted the ASP client through a particular communica 
tions medium from a particular address. 

[0024] As discussed above, a user may change, add, and 
delete policies at Will. This alloWs a user to tailor authenti 
cation policies and to continuously modify policies in order 
to provide greater user-authentication security. 

[0025] In certain embodiments, user authentication is car 
ried out via a dialog betWeen the ASP and user. In alternative 
embodiments, the ASP can proactively push information to 
ASP clients so that authentication routines running on the 
ASP clients, using information provided beforehand by the 
ASP, may carry out all or a portion of the authentication 
process. In alternative embodiments, a proxy ASP server can 
be installed on a server running, or controlled by, an ASP 
client. 

[0026] A Wide variety of alternative policies are possible. 
In addition to geographical, time, ASP-client identify, and 
user-device constraints, mentioned above, a user may 
specify, in policies, that authentication must take place using 
a particular protocol, that ASP-client-transaction requests 
seeking authentication of the user must transmit particular 
addresses or sites, and other such constraints. Additionally, 
a user can specify a predetermined number of ASP-transac 
tion requests that the ASP should service on behalf of the 
user before the user needs to reauthorize ASP authentication 

of the user. In other embodiments, the user may specify that 
the user must ?rst contact the ASP to authorize authentica 
tion, prior to the ASP receiving an ASP-client-transaction 
request seeking to authorize the user. Users can specify that 
authentication should be locked out folloWing some thresh 
old number of unsuccessful attempts to authenticate the user. 
The user can additionally specify that the user should be 
alerted When any of various types of events, such as an 
irregular pattern of user authentication, occurs. 

[0027] Although the present invention has been described 
in terms of particular embodiments, it is not intended that the 
invention be limited to these embodiments. Modi?cations 
Within the spirit of the invention Will be apparent to those 
skilled in the art. For example, the ASP can be implemented 
in an almost limitless number of different Ways, using 
different control structures, data structures, hardWare and 
softWare platforms, modular organizations, protocols, and 
any of various other myriad softWare-implementation 
choices and parameters. And a limitless number of different 
types of policies may be provided as policy templates to 
users to alloW the user to specify any combination of the 
policies. ASPs may run on single server computers, on 
multi-processor systems, or on distributed computer sys 
tems. Multiple, geographically dispersed ASPs may be 
employed to ef?ciently handle ASP-client-transaction 
requests received through any of a Wide variety of different 
types of communications media. 
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[0028] The foregoing description, for purposes of expla 
nation, used speci?c nomenclature to provide a thorough 
understanding of the invention. However, it Will be apparent 
to one skilled in the art that the speci?c details are not 
required in order to practice the invention. The foregoing 
descriptions of speci?c embodiments of the present inven 
tion are presented for purpose of illustration and description. 
They are not intended to be exhaustive or to limit the 
invention to the precise forms disclosed. Obviously many 
modi?cations and variations are possible in vieW of the 
above teachings. The embodiments are shoWn and described 
in order to best explain the principles of the invention and its 
practical applications, to thereby enable others skilled in the 
art to best utiliZe the invention and various embodiments 
With various modi?cations as are suited to the particular use 

Jan. 18, 2007 

contemplated. It is intended that the scope of the invention 
be de?ned by the folloWing claims and their equivalents: 

1. A user-authentication service comprising: 

stored user-authentication policies speci?ed by users; 

user information; 

account-interface routines that implement an account 
interface by Which users may specify, modify, add, and 
delete user-authentication policies; and 

authentication-interface routines that implement an 
authentication interface by Which authentication-ser 
vice clients can submit authentication requests to 
authenticate users. 

* * * * * 


