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LOCK MANAGEMENT FOR CLUSTERED 
VIRTUAL MACHINES 

CROSS REFERENCE TO RELATED 
APPLICATION 

[0001] This application claims the bene?t of US. provi 
sional patent application No. 60/684,610, ?led May 25, 
2005, titled “Terracotta VirtualiZation Server”, and incorpo 
rated herein by reference. 

[0002] The application is also related to the following 
co-pending applications, each of Which is incorporated 
herein by reference: 

[0003] (1) US. patent application Ser. No. , ?led 
, titled “Clustering Server Providing Virtual Machine 

Data Sharing”, docket no. TERA-01001USO; 

[0004] (2) US. patent application Ser. No. , ?led 
, titled “Distributed Signaling BetWeen Threads On 

Different Virtual Machines”, docket no. TERA-01001 USO; 

[0005] (3) US. patent application Ser. No. , ?led 
, titled “Creating Synthetic Transactions at a Virtual 

Machine”, docket no. TERA-01002USO. 

[0006] (4) US. patent application Ser. No. , ?led 
, titled “Distributing Object Identity Cluster-Wide 

Among Multiple Virtual Machines”, docket no. TERA 
01003USO; 

[0007] (5) US. patent application Ser. No. , ?led 
, titled “Distributing Objects By Distributing Under 

lying Actions”, docket no. TERA-01004USO; 

[0008] (6) US. patent application Ser. No. , ?led 
, titled “Sharing Object State Across Virtual 

Machines Using Logical Collections”, docket no. TERA 
01005USO. 

BACKGROUND 

[0009] Application developers have traditionally faced a 
number of challenges in horiZontally scaling applications to 
multiple servers. Scaling is particularly useful to World 
Wide Web application developers Who may, for example, 
require geographically distributed application servers to 
provide users With better performance. In one example, 
suppose a user of a Web-based application logs on to a Web 
site to change information in an existing user account. 
Typically, in a distributed application, one application server 
is selected to handle the transaction based on its geographi 
cal location, availability or other factors. The selected server 
accesses the account data and makes the requested changes 
locally and the updated data must then be shared With the 
other servers so that the user’s future interactions With any 
of the servers Will re?ect the updates. Additionally, the fact 
that some servers may go o?‘line While others come online 
must be considered. 

[0010] This scaling challenge is faced by developers in 
many development environments, including developers 
using the popular Java development platform. The Java 
platform’s goal in providing a platform independent envi 
ronment is generally met by the fact that Java source code 
is compiled into an intermediate language called “byte 
code,” Which can reside on any hardWare platform. In order 
to run the bytecode, it must be compiled into machine code 
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via a Java Virtual Machine (JVM). A JV M is a platform 
independent execution environment that converts Java byte 
code into machine language and executes it. The JVM 
provides the developer With the tools necessary for multi 
threaded applications, including thread support, synchroni 
Zation and garbage collection. 

[0011] FIG. 1A illustrates a traditional implementation of 
a Java application running on a virtual machine under a 
given operating system on a processing system or server. As 
developers have attempted to scale Java applications to 
multiple processing systems, dif?culties in maintaining 
object and primitive states across the systems become more 
numerous. 

[0012] Traditionally, application developers themselves 
have been required to account for scaling using common 
forms of inter-server communication in order to share 
objects amongst distributed JV Ms. One form of communi 
cation is Remote Method Invocation (RMI), Which is a set 
of protocols that enables Java objects to communicate 
remotely With other Java objects. Another form of commu 
nication is the Java Message Service (JMS), Which is an 
Application Program Interface (API) for accessing enter 
prise messaging systems. JMS supports both message queu 
ing and publish-subscribe styles of messaging. Java Tem 
porary Caching (JCache) is a distributed caching system for 
server-side Java applications. 

[0013] While each of these techniques alloW the developer 
the ?exibility to add scaling to their application, the con 
ventional techniques require application code modi?ed, 
resulting in signi?cant added complexity and development 
costs. Further, the conventional techniques limit scalability 
of the application tier, are often quite sloW, and tend to abuse 
database infrastructure for transient needs. Finally, the task 
of maintaining object identity is a challenge as multiple 
instances of objects can be created at the different applica 
tion servers. 

[0014] An improved technology is needed for maintaining 
consistent data across virtual machines. 

SUMMARY 

[0015] The technology herein, roughly described, pro 
vides a technique for sharing data among multiple virtual 
machines in a cluster of virtual machines. 

[0016] Data sharing functionality is provided to applica 
tion softWare Which Was designed for use on a single virtual 
machine. In one aspect of the technology, distributed lock 
management is provided. Lock management is enabled by 
data sharing agents and a central manager. The data sharing 
agents include a lock manager, a transaction manager, an 
object manager, and a communication manager. A central 
manager, Which may be provided on another server, interacts 
With application servers in a cluster to facilitate sharing so 
that object state is maintained consistently on all virtual 
machines. The central manager includes an object manager, 
a lock manager, transaction manager, communication man 
ager, and a persistence manager. 

[0017] In one approach, centraliZed lock management is 
provided Where a cluster virtual machine requests a lock 
Which affects managed object, and communicates a request 
to the central manager for the lock. The central manager 
determines Whether the lock is available, and if it is, grants 
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the lock to the virtual machine. The request from the virtual 
machine may include a global identi?er of the managed 
object Which allows the central manager to identify the 
object. The central manager grants the lock to the requesting 
virtual machine When no other virtual machine currently has 
the lock. 

[0018] In another approach, the technology includes a 
computer-implemented method for controlling access to 
objects by different virtual machines. In this aspect, the 
method includes: communicating a request for a lock affect 
ing a managed object at a ?rst instance of an application 
running at a ?rst virtual machine; receiving a message from 
a central manager indicating that the lock is granted, When 
the central manager determines that the lock is available; 
and repeatedly holding and releasing the lock until a com 
mand is received from the central manager to release the 
lock. 

[0019] In another aspect, a computer-implemented method 
for controlling locks in a virtual machine cluster is provided. 
The method includes receiving from a ?rst instance of an 
application running at a ?rst virtual machine, a request for 
a lock affecting a managed object; responsive to the request, 
determining Whether any other instance of the application 
running at any other virtual machine currently has the lock; 
and informing the ?rst virtual machine of Whether the lock 
is granted based on said determining step. 

[0020] This Summary is provided to introduce a selection 
of concepts in a simpli?ed form that are further described 
beloW in the Detailed Description. This Summary is not 
intended to identify key features or essential features of the 
claimed subject matter, nor is it intended to be used as an aid 
in determining the scope of the claimed subject matter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] FIG. 1A illustrates a conventional Java application 
environment. 

[0022] FIG. 1B illustrates a logical depiction of a cluster 
ing server technology discussed herein. 

[0023] FIG. 1C illustrates a system in Which a central 
manager facilitates data sharing among a group or cluster of 
virtual machines. 

[0024] FIG. 2 illustrates various layers of control Within a 
virtual machine. 

[0025] FIG. 3A illustrates a method for identifying and 
sharing managed objects among virtual machines. 

[0026] FIG. 3B illustrates a method for de?ning transac 
tions Within the context of the technology 

[0027] FIG. 3C illustrates transaction boundaries Within a 
code segment. 

[0028] FIG. 4 illustrates a representation of an object 
graph of managed objects. 

[0029] FIG. 5 illustrates an example of managed objects, 
including classes and ?elds. 

[0030] FIG. 6 illustrates a method for distributing object 
operations and data among virtual machines. 

[0031] FIG. 7 illustrates the sharing of object data from a 
?rst virtual machine, in an initial update, using operation 
logs of the ?rst virtual machine, and an operation log of a 
central manager. 
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[0032] FIG. 8 illustrates the sharing of object data from a 
?rst virtual machine, in an incremental update, using an 
operation log of the ?rst virtual machine. 

[0033] FIG. 9 illustrates a method for sharing of logical 
operations including ?eld level object data and logical 
collections among virtual machines. 

[0034] FIG. 10 illustrates a method for sharing object 
identity among virtual machines. 

[0035] FIG. 11A illustrates a method for providing clus 
tered locking. 

[0036] FIGS. 11B-11D illustrate the signaling occurring in 
FIG. 11A. 

[0037] FIG. 12A illustrates a method for providing greedy 
locking. 

[0038] FIGS. 12B-12D illustrate the signaling occurring in 
FIG. 12A. 

[0039] FIG. 12E is a state machine description of the 
method of FIG. 12A. 

[0040] FIG. 13 illustrates a method for distributing thread 
signaling amongst virtual machines in a cluster. 

DETAILED DESCRIPTION 

[0041] The technology described herein includes a set of 
integrated components that provides a common virtual 
machine capability for application programs running on 
distributed systems each having its oWn local virtual 
machine. The components discussed herein alloW transient 
dataidata actually stored in memory in a virtual machine as 
part of in-memory object stateito be shared across various 
virtual machines. In a unique aspect, object state is shared 
through a series of shared operations, either logical or 
physical operations, Which are detected and distributed as a 
series of transactions in order to replicate the current state of 
objects at any of the virtual machines throughout a cluster. 

[0042] The technology Will be described With respect to its 
application in conjunction With Java applications and Java 
Virtual Machines. HoWever, it should be recogniZed that the 
inventive concepts have broader applicability to other virtual 
machine and development environments. Moreover, the 
managed objects utiliZed on various virtual machines need 
not be shared by the same application. Finally, as explained 
herein, respective virtual machines need not operate con 
currently. 

[0043] FIG. 1B is a block diagram depicting a logical 
representation of the technology discussed herein. FIG. 1B 
illustrates three processing systems each including an appli 
cation 40, 50, 60 operating on a local virtual machine 42, 52, 
62. The technology discussed herein provides a clustering 
server 75 Which extends the capabilities of each virtual 
machine to all other processing devices in a given cluster. 
This includes sharing data amongst each of the virtual 
machines in a cluster on objects identi?ed by a cluster 
administrator via a management interface. In this manner, 
the data sharing functionality can be easily added to appli 
cation softWare Which Was designed for use on a single 
virtual machine. 

[0044] This alloWs various features to be provided by the 
technology, include sharing of object state betWeen virtual 



US 2007/0011667 A1 

machines, ?exible locking Which is con?gurable at run-time, 
distributed method invocation and distributed Wait-and 
notify. Bene?ts include distribution of data among the 
virtual machines Without the need to maintain state in a 
database, transparent recovery from application instance 
failures, clustering as an API-free infrastructure service, 
reduced development, testing, and maintenance costs, faster 
application development and scale-out, and ?ne-grained 
operations performance visibility and control. With the data 
sharing functionality provided, there is no API for the 
application developer to learn, apply, test, and maintain 
since the data sharing agents/libraries provide this transpar 
ency. LoWer system life-cycle costs are another bene?t, 
since organiZations using the system need not spend time 
Writing code in order to provide clustering capabilities. The 
system accomplishes this as an infrastructure softWare com 
ponent that provides clustering as a service based on user 
de?ned con?guration settings Which can be changed at 
production-time. This alloWs an application to adapt its 
reliability, availability and scalability characteristics to 
changing user demands Without the need for neW develop 
ment. 

[0045] In many cases, the data sharing functionality 
enhances performance. For instance, in one approach, When 
a shared object is updated, only the ?eld-level changes are 
sent to the different virtual machines, and only those virtual 
machines With that object currently in memory are supplied 
With the update in real time. In another approach, the logical 
operations necessary to create a current object state are 
shared betWeen virtual machines. These techniques signi? 
cantly reduce the amount of data movement, and improve 
all-around performance of a fully clustered application. 
Moreover, the data sharing functionality provides this inter 
virtual machine communication capability in a scalable 
manner that cannot be matched by peer-to-peer products. 

[0046] FIG. 1C illustrates an exemplary implementation 
of the technology in a clustered system. In this implemen 
tation, a central manager 140 facilitates data sharing among 
a group or cluster of application servers 100. A group or 
cluster, shoWn generally at 100, includes a number of 
servers. This represents one embodiment of hoW applica 
tions are scaled to alloW multiple servers to run respective 
instances of an application (111, 121, 131) for load balanc 
ing or to provide increased reliability, availability and scal 
ability. In the present example, three servers are provided, 
namely server “A”110, server “B”120 and server “C”130. 
The servers can be co-located or geographically distributed, 
and interconnected by any type of netWork, such as a LAN 
or WAN, or communication link (not illustrated). 

[0047] As used herein each server or processing system 
includes, for example, one or more processors capable of 
executing instructions provided on readable media to per 
form the methods and tasks described herein. The processing 
system may include a volatile memory, a mass storage 
device or other non-volatile memory, a portable storage 
device, one or more communications or netWork interfaces 
and various I/O devices. The above described processing 
system hardWare architecture is just one suitable example of 
a processing system suitable for implementing the present 
technology. 

[0048] The servers 110, 120 and 130 each include a 
separate instance of an application, for example, application 
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instance “A”111, application instance “B”121 and applica 
tion instance “C”131. Further, each server includes a virtual 
machine on Which the application code executes, namely 
virtual machine “A”112, virtual machine “B”122 and virtual 
machine “C”132. For example, each virtual machine may be 
a Java Virtual Machine (JV M) Which executes byte code of 
an application. In one embodiment, the applications are the 
same application With different instances; in another 
embodiment, the applications call the same instances of the 
same classes of objects in their respective application code. 

[0049] Each instance of the application runs locally on 
each application server and interacts With each virtual 
machine locally. Objects used by the application are created 
and maintained by the respective virtual machines on each 
server. In accordance With the invention, the application 
code for each of the applications need not provide for the 
clustering operations described herein. In essence, the appli 
cation is prepared to run on a single virtual machine and 
extended to the cluster by the technology discussed herein. 
In this regard, a series of managed objects, Which include a 
local instance of application object on each server, are 
identi?ed and clustered by the technology. 

[0050] A data sharing agent/library 113, 123 and 133 is 
provided on each respective server to provide functionality 
for sharing managed objects among the servers, as described 
in greater detail beloW. Files stored at the data sharing 
agent/library are loaded into the associated virtual machine 
upon start up to modify the application code When compiled 
into bytecode to provide the data sharing functionality. In 
particular, the data sharing agents 113, 123 and 133 are 
responsible for performing bytecode manipulation to imple 
ment clustered object management in each local virtual 
machine 112, 122 and 132. Each may include a lock man 
ager that deals With gaining access to objects under locks, a 
transaction manager that creates a transaction log as 
described beloW, and an object manager. A communication 
manager may also be provided to enables the virtual 
machines to communicate With the central manager. The 
communication manager may inciude IP address and port 
information of the central manager. 

[0051] Each server 110, 120, 130 may also include a 
conventional operating system and memory for storage of 
data, such as data used by threads of the application 
instances. 

[0052] A central manager 140 is provided to facilitate data 
sharing among the virtual machines and, in particular, 
betWeen the virtual machines on Which the application 
instances run. The central manager 140 in conjunction With 
the data sharing agent/library 113, 123 and 133, acts as a 
“clustering server” for the applications 111, 121, 131. In 
essence, each application 111, 121, 131 sees one virtual 
machine, but With each application instance seeing changes 
to objects made by other application instances in the cluster. 
The central manager 140 includes a data sharing application 
141 running in an operating system on the manager. The 
manager may be a separate physical server or may operate 
on a server With one of the virtual machines. The central 
manager 140 has the ability to communicate With each of the 
servers 110, 120 and 130 to share object state information. 

[0053] The data sharing application 141 Works in concert 
With the data sharing agent/libraries 113, 123 and 133 to 
distribute shared objects amongst the cluster systems 110, 
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120, 130. The data sharing application 141 can include a 
lock manager, transaction manager, communication man 
ager, and a persistence manager. The persistence manager is 
able to persist object state information to a CM object 
representation store. The lock manager manages access to 
distributed locks betWeen the various virtual machines. The 
transaction manager deals With moving data betWeen mem 
bers of the cluster in coherent terms. The object manager 
deals With keeping track of Which virtual machines have 
What objects and What version of the object. A communi 
cation manager Which enables the central manager to com 
municate With the virtual machines. 

[0054] The object representation store 144 includes a 
record of the managed object states in accordance With the 
methods discussed herein. Because of the persistence of 
managed objects by the representation, each of the servers 
110, 120,130 need not operate concurrently. 

[0055] Advantageously, the central manager 140 and data 
sharing agent/libraries are implemented by a set of infra 
structure softWare (Which may be commonly distributed) 
that can be installed on suitable processing system hardWare. 

[0056] Subsequent to the installation of agents 113, 123 
and 133, virtual machines 112, 122 and 132 are essentially 
clients of the central manager. As such, virtual machines 
may be referred to herein as clients. It should be understood 
that FIG. 1C illustrates only one possible implementation of 
the technology. For example, in FIG. 1C, the central man 
ager 140 can be provided on a server that is separate from 
the servers hosting the applications or database softWare, or 
may be provided on one or more of the virtual machines. 
Although only one central manager is used in the present 
example, multiple managers on multiple servers can be 
clustered together to make a highly-available hub shared by 
many virtual machines, even across dispersed geographies. 
It is also possible to run multiple instances of an application 
at multiple virtual machines on one server. 

[0057] A management console 150 provides a graphical 
user interface Which alloWs an operator to con?gure and 
monitor the central manager 140. Optionally, the operator 
may de?ne con?guration ?les Which are provided to the data 
sharing agent/library to specify Which objects should be 
shared. This con?guration data alloWs various managed 
objects to be included as managed objects or excluded as 
managed objects on each of the virtual machines in a cluster. 
In essence, this provides a form of drop-in/drop-out func 
tionality for the managed objects. The management console 
can also be used to monitor: a) a current count of unique 
managed object instances for each client, on a per-class 
basis; b) a creation rate of managed objects, Where both 
global and per-client counts are provided; c) a rate at Which 
objects are ?ushed from the clients to the central manager, 
on a per client basis; d) a rate at Which objects are requested 
from the central manager by a client, on a per client basis; 
e) a rate at Which objects are Written to a persistent object 
store by the central manager; f) a rate at Which objects are 
requested from the persistent object store by the central 
manager; g) a vieW of all currently managed roots and ?elds; 
h) a list of locks With one or more pending lock or upgrade 
requests; i) a list of application process threads currently 
Waiting due to contended locks; j) an on-demand display of 
locks Which are currently part of process deadlocks; k) 
elapsed processing time and number of objects collected by 
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the central manager garbage collection process; and l) a rate 
at Which transactions are committed to the central manager, 
Whether both global and per-client counts are provided. 

[0058] FIG. 2 illustrates an application running Within a 
virtual machine 210, and various mechanisms by Which the 
data sharing agent/libraries interact With an application on a 
given virtual machine. A virtual machine 210 generally 
includes a number of class loaders 224. A bootstrap class 
loader 205 is provided by some implementations of virtual 
machines. In a Java Virtual Machine, each and every class 
is loaded by some instance of a class loader. Whenever a 
neW JVM is started, the bootstrap class loader is responsible 
for loading key Java classes into memory ?rst. The runtime 
classes are packaged inside of a runtime jar ?le. Normally, 
developers do not have access to details of the bootstrap 
class loader, since this is a native implementation. For the 
same reason, the behavior of the bootstrap class loader Will 
also differ across JVMs. Other class loaders 224 may also be 
provided. These include, for example, the Java extension 
class loader, and the application class loader, responsible for 
loading all of the classes kept in the path corresponding to 
the java.class.path system property. 

[0059] In one approach, application code at the server 
(110, 120, 130) is instrumented using ?les stored by the data 
sharing agent/libraries When the application code is loaded 
into the virtual machine. Where a bootstrap loader 205 is 
utiliZed, a custom “boot.jar” ?le may be used to replace the 
class de?nitions in the system dependent runtime .jar ?le. 
Where the virtual machine technology 210 does not imple 
ment a bootstrap class loader 205, this technique is not 
required. Other class loaders 224 are instrumented to alloW 
the data sharing agent/library ?les to introduce the data 
sharing functionality into the application classes. Class 
loaders enable the virtual machine 210 on any respective 
server to load classes Without knoWing anything about the 
underlying ?le system semantics. Similarly, the class loader 
224 alloWs the application 222 to dynamically load classes. 
The data sharing agent/libraries can inspect and, if activated, 
intercept API calls made by the application 222. The scope 
of interception can be at a byte code level in Which case ?eld 
updates, method calls, synchronization calls, and Wait/notify 
calls, for instance, are visible and controllable at runtime. 
When alternative facilities, for example HotSWap or JV MTI, 
are provided by the virtual machine, the data sharing agent/ 
libraries can introduce the data sharing functionality to 
application classes through these mechanisms. This tech 
nique alloWs the data sharing agent/libraries to delay and 
optimiZe the introduced data sharing functionality. 

[0060] Note that the application source code remains 
unchanged, and in one implementation, no stored byte code 
is changed such that Were one to decide not to run the 
clustering server, one can restart the application Without 
enabling the byte code manipulation. As discussed more 
fully beloW, during this process, object classes speci?ed as 
shared are identi?ed and instrumentation added to alloW 
server locking and logical change tracking. 

[0061] Due to the instrumentation of bytecode at the 
virtual machine level, another aspect of “drop-in/drop-out” 
capability is provided. That is, the data sharing functionality 
Which is provided by the instrumentation can be easily 
activated or deactivated by a system operator at application 
runtime. This drop-in/drop-out capability further alloWs the 




















