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(57) ABSTRACT 

Under a hetero-environment in which different sorts of 
disk-systems are mixed With each other, a data guaranteeing 
operation can be carried out. When a cache controller of a 
local disk system receives a data Writing request from a host 
computer, the cache controller stores data into a local disk 
provided in a disk device group. The data received from the 
host computer is also transmitted to a remote disk system 
and is stored in a remote disk. The data stored in the remote 
disk is immediately read, and the data Written in the remote 
disk is compared With the data Written in the local disk. As 
a result, since a data guarantee operation on the remote side 
is processed by the local disk system instead of the remote 
disk system, a data guaranteeing operation When a remote 
copying operation is performed can be carried out even in 
the storage system under a hetero-environment. 
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STORAGE SYSTEM AND STORAGE DEVICE 
SYSTEM 

[0001] This application is a continuation of US. applica 
tion Ser. No. 10/770,375, ?led on Feb. 3, 2004, noW allowed. 
The entirety of the prior application is incorporated herein 
by reference. 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0002] This application relates to and claims priority from 
Japanese Patent Application No. 2003-270619, ?led on Jul. 
3, in 2003, the entire disclosure of Which is incorporated 
herein by reference. 

BACKGROUND OF THE INVENTION 

[0003] The present invention is related to a storage system 
and a storage device system that are capable of executing a 
remote copying operation betWeen, for example, different 
sorts of a main storage device system and a sub-storage 
device system. 

[0004] For instance, in basic business-purpose database 
systems of the type that are capable of handling large storage 
capacities of data, the data is managed by employing storage 
device systems Which are independently arranged With 
respect to host computers. This storage device system is also 
referred to as a “disk array apparatus”, Which disk array 
apparatus is constituted by arranging a large number of disk 
storage devices in the form of an array. A storage device 
system is con?gured on the basis, for example, of RAID 
(Redundant Array of Independent Inexpensive Disks) tech 
nology. On a physical storage area oWned by a storage 
device system, a logical volume corresponding to a virtual 
storage area Is formed. A business-purpose application pro 
gram, that is operable on a host computer, can read or Write 
desirable data by issuing either a Write command having a 
predetermined format or a read command having a prede 
termined format to a storage device system. 

[0005] For example, a description Will be made of a case 
in Which data is Written. In this example, the result of a data 
operation by a host computer has been temporarily stored in 
a buffer of the host computer. When a series of data 
operations by the host computer is accomplished and the job 
is ended (commitment in unit of transaction), the host 
computer transmits a data Writing request (Write command) 
to a storage device system in order to update the database. 
This Writing request contains one or more pieces (normally, 
a large number) of data Which are to be Written into the 
storage device system. Upon receipt of the data Writing 
request from the host computer, the storage device system 
stores the data contained in this Writing request into a cache 
memory. After addresses of the data stored in the cache 
memory are converted, the address-converted data is stored 
into a predetermined area of a preselected disk device. When 
the data Which is required to be Written has been stored in the 
predetermined area, the storage device system reports a 
Writing operation completion to the host computer. 

[0006] In this case, the storage device system can maintain 
the security of the data by causing the data to be distributed 
into a plurality of disk storage devices so as to increase the 
redundancy. Furthermore, the storage device system may 
execute a remote copying operation in Which the same data 
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is copied and held in storage device systems installed at 
physically separated remote places in order to take precau 
tions against a disaster, such as an earthquake. In a remote 
copying operation, While a plurality of storage device sys 
tems, Which are located under physically separated condi 
tions, are connected via either a private line or a public line 
to each other, data is directly copied among the respective 
storage device systems Without involving a host computer. 
As a consequence, a main logical volume formed in a 
copy-source storage device system (to be referred to as 
“local-sided storage device system” hereinafter) corre 
sponds to a sub-logical volume formed in a copy-destination 
storage device system (to be referred to as “remote-sided 
storage device system” hereinafter) in an one-to-one corre 
sponding relationship, and these main and sub-logical vol 
umes hold data having the same contents relative to each 
other. Accordingly, even in a case in Which either all of the 
data or partial data of the local-sided storage device system 
is lost due to a disaster and the like, the host computer can 
execute a data processing operation by employing the data 
of the sub-logical volume of the remote-sided storage device 
system. It should be understood that a storage device system 
is designed in such a manner that a data backup operation is 
carried out in either a periodic manner or an irregular 
manner in addition to a remote copying operation, and, thus, 
the storage device system can restore the data up to a 
predetermined point in time based upon both backup data 
and journal data. 

[0007] Remote copying operations may be mainly classi 
?ed-as a synchronous type remote copying operation and an 
asynchronous type remote copying operation. In the case of 
a synchronous type remote copying operation, When a data 
Writing request issued from a host computer is transmitted to 
a local-sided storage device system, the local-sided storage 
device system stores the received data (namely, data Which 
is required to be Written) into a cache memory, and, there 
after, it transfers the data via a communication line to a 
remote-sided storage device system. When the remote-sided 
storage device system receives the data and stores the 
received data into a cache memory, the remote-sided storage 
device system transmits a response signal indicative of the 
data reception to the local-sided storage device system. 
When the local-sided storage device system receives the 
response signal from the remote-sided storage device sys 
tem, the local-sided storage device system communicates a 
Writing operation completion report that the data Writing 
operation has been carried out under a normal condition to 
the host computer. 

[0008] As explained above, in the synchronous type 
remote copying operation, both the data Writing request 
issued from the host computer and the data transfer opera 
tion to the remote-sided storage device system are carried 
out in a synchronous manner. As a consequence, since such 
a delay time is produced, Which is caused When the local 
sided storage device system Waits for the response sent from 
the remote-sided storage system in the synchronous type 
remote copying operation, this synchronous type remote 
copying operation is suitable for a case in Which the distance 
betWeen the local-sided storage device system and the 
remote-sided storage device system is a relatively short 
distance. Conversely, in a case in Which the distance 
betWeen a local-sided storage device system and a remote 
sided storage device system is a long distance, generally 
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speaking, the synchronous type remote copying operation is 
not suitable for use because of a delay response problem and 
a delay transfer problem. 

[0009] On the other hand, in the case of an asynchronous 
type remote copying operation, When the local-sided storage 
device system receives a data Writing request from the host 
computer, the local-sided storage device system stores the 
received data into the cache memory, and then it immedi 
ately communicates a Writing operation completion report to 
the host computer. After the local-sided storage system 
sends the Writing operation completion report to the host 
computer, this local-sided storage device system transfers 
the data to the remote-sided storage device system. In other 
Words, the Writing operation completion report to the host 
computer and the data transfer operation to the remote-sided 
storage device system are carried out in an asynchronous 
manner. As a consequence, in the case of an asynchronous 
type remote copying operation, the Writing operation 
completion report can be quickly transmitted to the host 
computer irrespective of the distances betWeen the respec 
tive storage device systems. Accordingly, this asynchronous 
type remote copying operation is suitable for a case in Which 
the distance betWeen the respective storage device systems 
is a relatively long distance. Conversely, since the data 
transfer operation to the remote storage device system has 
not yet been carried out at a time When the Writing operation 
completion report to the host computer is carried out, it is not 
guaranteed that the storage content of the main logical 
volume is identical to the storage content of the sub-logical 
volume even When the Writing operation completion report 
is sent. 

[0010] On the other hand, as one technique that is capable 
of improving the reliability of a storage device system, the 
storage device system can correctly store data in accordance 
With a data Writing request made by a host computer and also 
can correctly read data in accordance With a data reading 
request made by the host computer. To this end, the storage 
device system employs such techniques, for example, as 
LRC (Longitudinal Redundancy Check), CRS (Cyclic 
Redundancy Check), and ECC (Error-Correcting Code) in 
order to prevent bit errors that tend to occur during a data 
transfer operation. HoWever, since a plurality of disk storage 
devices are operated in a parallel mode so as to input/output 
data in the storage-device system, a predetermined address 
converting operation is carried out and the data is subdi 
vided, and then the subdivided data is processed. As a result, 
it is dif?cult in practice to properly process abnormal 
addresses of subdivided data. As a consequence, such a 
guarantee technique has been proposed (refer to JP-A-2000 
347815). That is, When a guarantee code, such as a transfer 
source address that is capable of specifying data to be 
transferred, is added to the data, a guarantee can be made as 
to Whether or not the data can be correctly transferred Within 
the storage device system. 

[0011] In the above-described conventional technique, 
since the guarantee is made as to Whether or not the data 
transfer operation has been correctly carried out Within the 
storage device system by adding a guarantee code to the 
data, if a storage system is operable by employing a single 
storage device system, then the data guaranteeing operation 
may be sufficiently carried out. HoWever, under a so-called 
“hetero-environment” in Which different sorts of storage 
device systems are mixed With each other, there are many 
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possibilities that the data guaranteeing systems are different 
from each other betWeen the respective storage device 
systems, and also, even When similar data guaranteeing 
systems are employed, the detailed structures of the data 
guarantee codes and the detailed verifying methods 
employed are different from each other. As a consequence, 
it is dif?cult in practice to guarantee as to Whether or not data 
Which has been transferred from a certain storage device 
system to another storage device system is correctly stored, 
or it is difficult to guarantee as to Whether or not data Which 
has been read from a certain storage device system to 
another storage device system corresponds to correct data. In 
this connection, the above-described hetero-environment 
implies, for instance, an environment in Which plural sorts of 
storage device systems Whose suppliers are different from 
each other are mixed With each other. For example, this 
hetero-environment implies a storage environment in Which, 
although basic functions related to data input/output opera 
tions of different sorts of storage device systems are com 
monly used in these storage device systems, the peripheral 
support functions thereof, such as the guarantee functions 
during data transfer operations, are different from each other, 
and these different sorts of storage device systems are 
mutually connected so as to be operated together in a 
system. 

[0012] In a case in Which a single storage system is 
con?gured only by a plurality of storage device systems 
Which are provided by the same supplier, the above-ex 
plained error correcting technique above, such as LRC, is 
suf?cient as a bit error preventing technique, and also, no 
consideration has been made as to Whether or not the data 
transferred betWeen the respective storage device systems is 
correctly stored, and Whether or not the data transferred 
betWeen the respective storage device systems corresponds 
to correctly read data. Also, since the supplier is familiar 
With the internal constructions of the respective storage 
systems, even in a case in Which the versions and processing 
performance of the respective storage device systems are 
different from each other, the data transferred betWeen the 
respective storage device systems may be guaranteed in a 
relatively simple manner, if necessary. 

[0013] HoWever, under the hetero-environment in Which 
plural sorts of storage device systems Whose suppliers are 
different from each other are mixed With each other, it is 
dif?cult to guarantee as to Whether or not the data transferred 
betWeen the storage device systems of the respective sup 
pliers corresponds to the correct data, except for a case in 
Which the respective different suppliers employ the same 
data guarantee system. The reason for this is given as 
folloWs: That is, a data guarantee system Which is employed 
by a certain supplier cannot be directly applied to another 
storage device system supplied by another supplier. Also, the 
internal structure of a storage device system Which is 
supplied by another supplier cannot be freely altered. As a 
consequence, under a hetero-environment the reliability of 
the data Which is transferred among the storage device 
systems Whose technical speci?cations and performance are 
different from each other cannot be suf?ciently secured, and, 
therefore, improvements in the data reliability are required. 

SUMMARY OF THE INVENTION 

[0014] The present invention has been made to solve the 
above-described problems, and, therefore, it has an object to 
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provide both a storage system and a storage device system 
that are capable of guaranteeing data that has been trans 
ferred betWeen respective storage device systems in such a 
storage system in Which different sorts of storage device 
systems are mixed With each other. 

[0015] Another object of the present invention is to pro 
vide a storage system in Which an operation of a storage 
device system having a loW function can be carried out by 
a storage device system having a high function, instead of 
this storage device system having the loW function, in a 
storage system in Which plural sorts of storage device 
systems are connected to each other, the support functions of 
Which are different from each other. Further objects of the 
present invention Will become more apparent from the 
folloWing description of various embodiments. 

[0016] To solve the above-described problems, a storage 
system, according to the present invention, is arranged by 
connecting a main storage system to a sub-storage system, 
Which is of a different sort from that of the main storage 
system, for transmitting/receiving data betWeen an upper 
grade apparatus and its oWn storage system; in Which: the 
main-storage device system comprises: receiving means for 
receiving a data Writing request from the upper grade 
apparatus; data holding means for holding data Which is 
required to be Written in response to the received data 
Writing request; transferring means for transferring the data 
Which is required to be Written to the side of the sub-storage 
system in response to the received data Writing request, and 
data guaranteeing means for guaranteeing as to Whether or 
not the data held on the side of the sub-storage system 
corresponds to correct data. 

[0017] The main storage device system holds a main data 
group Which is used by the upper grade apparatus, Whereas 
the sub-storage device system holds a sub-data group Which 
is produced by copying the main data group in a one-to-one 
corresponding relationship. The main storage device system 
and the sub-storage device system are supplied by, for 
example, separate suppliers (manufacturers) and are of dif 
ferent sorts from each other. A difference in sorts implies a 
case in Which there is a difference as to at least the data 
guarantee functions betWeen the respective main/sub-stor 
age device systems. 

[0018] When the main storage device system receives the 
data Writing request from the upper-grade unit, the main 
storage device system holds the received data in its oWn 
system and also transfers the received data to the sub-storage 
device system. Furthermore, the main storage device system 
veri?es Whether or not the data held by the sub-storage 
device system corresponds to the correct data by use of the 
data guaranteeing means and guarantees the data. In other 
Words, the main storage device system veri?es as to Whether 
or not the data transferred to the sub-storage device system 
is held therein in the correct manner, or Whether or not the 
data read out from the sub-storage device system corre 
sponds to the correct data, and it guarantees the data. 

[0019] As previously explained, in the storage system 
according to the present invention, the main storage device 
system may execute a data guaranteeing operation of the 
sub-storage device system instead of this sub-storage device 
system. As a consequence, in a case in Which the main 
storage device system is connected to the sub-storage device 
system Which is of a different sort from that of the main 
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storage device system; more speci?cally, even in a case in 
Which the main storage device system is connected to a 
sub-storage device system Which is not equipped With a data 
guarantee function usable by the main storage device sys 
tem, the main storage device system can guarantee the data 
Which is transferred to the sub-storage device system and 
can improve the reliability of the storage system. 

[0020] In connection thereWith, the above-explained case, 
in Which, the sub-storage device system is not equipped With 
a data guarantee function that is usable by the main storage 
device system, may involve a case in Which the sub-storage 
device system is not originally equipped With a data guar 
antee function. It should be noted that the Writing operation 
completion report to the upper grade apparatus may be sent 
at the same time When the data is transferred to the sub 
storage device system in response to the data guarantee 
method (namely, a synchronous processing operation), or it 
may be sent irrespective of the data transfer operation to the 
sub-storage device system (namely, an asynchronous pro 
cessing operation). 
[0021] In accordance With an aspect of the present inven 
tion, the above-described data guaranteeing means executes 
a data guaranteeing operation in such a manner that the data 
Which has been transferred to the sub-storage device system 
is read out from the sub-storage device system, and the read 
data is compared With the data held in the data holding 
means. 

[0022] In other Words, for example, after the data has been 
transferred from the main storage device system to the 
sub-storage device system, since this transferred data is read 
from the sub-storage device system so as to be identi?ed 
With respect to the original data, the main storage device 
system may verify Whether or not the data is being correctly 
held in the sub-storage device system, and then it may 
guarantee the data. The sub-storage device system may be 
merely equipped With a function in Which this sub-storage 
device system holds the data transferred from the main 
storage device system; and, it transfers the data in response 
to the read request issued from the main storage device 
system, and, thus, it need not be additionally equipped With 
a neW function used to guarantee the data. 

[0023] In accordance With another aspect of the present 
invention, the above-described data guaranteeing means 
comprises: guarantee code producing means for producing a 
guarantee code based upon the data Which is required to be 
Written in a case in Which the receiving means receives a 
data Writing request; guarantee code holding means for 
holding the produced guarantee code; extracting means for 
extracting a guarantee code based upon the data read out 
from the sub-storage device system and comparing means 
for performing a data guaranteeing operation by comparing 
the guarantee code held by the guarantee code holding 
means With the guarantee code extracted by the extracting 
means. 

[0024] In other Words, When the main storage device 
system receives a data Writing request from the upper grade 
apparatus, the main storage device system produces a guar 
antee code based upon the data Which is requested to be 
Written. This guarantee code is based upon an attribute (for 
example, logical address and error-correcting redundant 
code) of the data Which is requested to be Written. The 
produced guarantee code is held only in the main storage 
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device system, and only the data is transferred to the 
sub-storage device system. In the case in Which the data is 
read out from the sub-storage device system, the guarantee 
code is extracted based upon this read data, and then, this 
extracted guarantee code is compared With the guarantee 
code Which has been held in the main storage device system. 
In the case Where the tWo sets of the guarantee codes for the 
main system side and the sub-system side are coincident 
With each other, the data guaranteeing means indicates that 
the data transfer operation has been carried out in the correct 
manner; Whereas, in the case Where the tWo guarantee codes 
for the main system side and the sub-system side are not 
coincident With each other, the data guaranteeing means can 
judge that an error has occurred. 

[0025] In accordance With a further aspect of the present 
invention, the above-explained data guaranteeing means 
comprises: guarantee code producing means for producing a 
guarantee code based upon the data Which is required to be 
Written in the case in Which the receiving means receives a 
data Writing request; guarantee code holding means for 
holding the produced guarantee code; transferring means, 
Which is operated in such a manner that, While both the 
produced guarantee code and the data Which is required to 
be Written are related to each other as data to Which a 
guarantee code is attached, the data With the attached 
guarantee code is transferred to the sub-storage device 
system by the transferring means; extracting means for 
extracting the guarantee code from the data With the attached 
guarantee code read out from the sub-storage device system; 
and comparing means for executing a data guarantee opera 
tion by comparing the guarantee code held by the guarantee 
code holding means With the guarantee code extracted by the 
extracting means. 

[0026] In other Words, When the main storage device 
system receives a data Writing request from the upper grade 
apparatus, the main storage device system produces a guar 
antee code based upon the received data, and it holds this 
produced guarantee code. Furthermore, the main storage 
device system causes the produced guarantee code to be 
related to the received data so as to form “data appended 
With a guarantee code”, and then transfers this data With the 
appended guarantee code to the sub-storage device system. 
Then, the main storage system reads the data attached With 
the appended guarantee code from the sub-storage device 
system, and extracts the guarantee code from this read data. 
The data guaranteeing means judges as to Whether or not the 
data has been correctly held in the sub-storage device system 
by comparing the guarantee code Which is extracted from 
the data to Which the guarantee code read out from the 
sub-storage device system is appended With the guarantee 
code Which has been held in the main storage device system, 
and in this Way it can guarantee the data. 

[0027] In this case, the above-described data With the 
appended guarantee code may be constituted in such a 
manner that this data is recogniZed as the data Which is 
required to be Written. In other Words, While the guarantee 
code is not appended to the outside of the received data from 
the upper grade apparatus, the guarantee code is combined 
With the received data in an internal form. As a result, the 
data With the appended guarantee code pretends to be 
received data from the upper grade apparatus. As a conse 
quence, in a case in Which the data length of received data 
is previously ?xed to a predetermined value (for example, 
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512 bits), the data length of the received data becomes 
longer than the standard data length by such a data length 
used to combine this received data With the guarantee code 
in an integral form. 

[0028] In accordance With another aspect of the present 
invention, the above-described storage system is comprised 
of data guarantee selecting means for controlling the opera 
tion of the data-guaranteeing means. In this connection, the 
controlling operation for controlling the operation of the 
data guaranteeing means involves both a selecting operation 
as to Whether or not the data guaranteeing operation is 
parried out by the data guaranteeing means, and the mode 
selecting operation executed in case the data guaranteeing 
operation is carried out. Also, such a selection may be 
alternatively made in a case in Which the data guaranteeing 
operations are carried out in different modes for every 
sub-storage device system. 

[0029] In the storage system according to the present 
invention, since the data guaranteeing operation of the 
sub-storage device system is also carried out on the side of 
the main storage device system in a batch manner, the Work 
load processed by the main storage device system is 
increased. As a consequence, the data guaranteeing opera 
tions are not uniformly carried out With respect to all of the 
sub-storage device systems Which constitute the storage 
system, but it is preferable that the data guaranteeing opera 
tion may become active, if required, by considering the 
processing performance and the memory capacity of the 
main storage device system. 

[0030] In accordance With another aspect of the present 
invention, the data guaranteeing means is provided With a 
plurality of data guarantee modes; and the data guarantee 
selecting means selects at least any one of the plural data 
guarantee modes. That is to say, for example, While the 
processing performance and the memory capacity of the 
main storage device system are considered, the data guar 
antee mode may be automatically selected, or it may be 
selected by a manual operation of the user. Also, the data 
guarantee mode may be alternatively selected for every 
application or every sub-storage device system. Since the 
proper data guarantee mode is set (involving a case in Which 
the data guaranteeing operation is not carried out), the 
storage system can be operated With a higher ef?ciency 
While the reliability of this storage system is maintained. 

[0031] The above-described data guaranteeing means is 
provided With at least tWo or more guarantee modes, among 
Which are: (l) a ?rst guarantee mode for executing a data 
guaranteeing operation in such a manner that the data Which 
is required to be Written is transferred to the sub-storage 
device system so as to be held therein, the data held in the 
sub-storage system is read, and the read data is compared 
With the data held in the main storage device system; (2) a 
second guarantee mode for performing a data guaranteeing 
operation in such a manner that the guarantee code produced 
based upon the data Which is required to be Written is held 
in the main storage device system, and the guarantee code 
extracted from the data read out from the sub-storage device 
system is compared With the guarantee code held in the main 
storage device system; and (3) a third guarantee mode for 
executing a data guaranteeing operation in such a manner 
that the guarantee code produced based upon the data Which 
is required to be Written is held in the main storage device 
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system, the data attached With the guarantee code, Which is 
constituted by relating the guarantee code to the data, is 
transferred to the sub-storage device system so as to be held 
therein, and the guarantee code Which is extracted from the 
data attached With the guarantee code read out from the 
sub-storage device system is compared With the guarantee 
code held in the main storage device system. 

[0032] In other Words, the ?rst guarantee mode executes a 
data guaranteeing operation in such a manner that the data 
transferred to the sub-storage device system is immediately 
read therefrom, and this read data is identi?ed With respect 
to the data Which is held in the main storage device system. 
This ?rst guarantee mode can be realiZed by a simple 
arrangement, and it can be easily conducted, While the load 
processed by the main storage device system is loW. HoW 
ever, since the data is read so as to be identi?ed With the held 
data every time the data is transferred to the sub-storage 
device system, the response to a Writing request issued from 
the upper grade apparatus (namely, transmission of Writing 
operation completion report) is delayed. As a result, this ?rst 
guarantee mode may become effective in a case in Which the 
distance betWeen the main storage device system and the 
sub-storage device system is a relatively short distance, and 
also, in a case Where there is a lack of the processing 
performance by the main storage device system. Also, in the 
?rst guarantee mode, When the data is transferred to the 
sub-storage device system, namely at a point in time When 
the remote copying operation is carried out in the sub 
storage device system, the data guaranteeing operation is 
carried out, Whereas the data guaranteeing operation is not 
carried out When the data is read out from the sub-storage 
device system. As a result, the reliability of the data guar 
anteeing operation is relatively loWered. 

[0033] In the second guarantee mode, the main storage 
device system produces a guarantee code based upon the 
data received from the upper grade apparatus; and, then it 
manages the produced guarantee code and transfers only the 
received data to the sub-storage device system. As a conse 
quence, the data guaranteeing operation can be carried out 
by comparing the guarantee codes With each other When the 
data is read out from the sub-storage device system. Thus, 
the reliability of this second guarantee mode may be higher 
than that of the ?rst guarantee mode. HoWever, since the 
guarantee codes must be managed on the side of the main 
storage device system, the Work load processed by this main 
storage device system is increased mainly due to this man 
agement of the guarantee codes. 

[0034] In the third guarantee mode, the guarantee code 
produced by the main storage device system is caused to be 
related to the data received from the upper grade apparatus 
so as to be formed as data With an appended guarantee code, 
and then, this data With the appended guarantee code is 
transferred to the sub-storage device system so as to be held 
therein. Since the guarantee code has been added to the data, 
the highest reliability of the data guaranteeing operation can 
be obtained. HoWever, the storage capacity of the sub 
storage device system is suppressed by the capacity of the 
guarantee code added to the data. Also, since it is pretended 
that the entire data With the appended guarantee code may 
constitute data received from the upper grade apparatus, the 
guarantee code is no longer separated from the data and the 
guarantee code is no longer separately managed. HoWever, 
the resulting data siZe is increased only by the guarantee 
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code. There are some possibilities that the format of this 
siZe-increased data becomes different from the format of the 
storage area of the sub-storage device system. As a result, 
When the third guarantee mode is applied to the existing 
storage area, a technical concept must be adopted, for 
instance, Wherein all of the existing data are read from the 
existing storage area, and then, the formats of the read data 
are rearranged. 

[0035] A storage system, according to another aspect of 
the present invention, is featured in that a plurality of 
different sorts of storage device systems are mixed With each 
other, and the support functions thereof related to data 
input/output operations are different from each other; in 
Which a storage device system having a high function among 
the plural sorts of storage device systems executes a prede 
termined support function for a storage device system hav 
ing a loW function among the plural sorts of storage device 
systems, instead of the storage device system having the loW 
function. 

[0036] The support function related to the data input/ 
output operations implies a function in Which a basic func 
tion corresponding to data input/output operations is directly 
or indirectly supported. As this support function, a data 
guarantee function may be conceived Which may guarantee 
Whether or not correct data is handled When data is inputted 
and When data is outputted. In a storage system Which is 
constituted by connecting a plurality of storage device 
systems to each other, the basic data input/output functions 
of Which are commonly used, there are some cases in Which 
secondary support functions are different from each other for 
every storage device system because of, for example, dif 
ferences Which exist in the design concepts of the respective 
suppliers of these storage device systems. Also, there are 
differences as to CPU performance and installed memory 
capacities of the storage device systems, and also as to 
program components installed in the respective storage 
device systems With respect to the suppliers thereof. Under 
such a circumstance, in the storage system according to the 
present invention, a storage device system having the high 
function among the different sorts of storage device systems 
executes a predetermined support function for the storage 
device system having the loW function, instead of the storage 
device system having the loW function. In other Words, the 
predetermined support function employed in the storage 
device system having the loW function is executed by the 
storage device system having the high function (high per 
formance) and Which is capable of supporting another 
storage device system. As a result, the storage device system 
having the high function can mainly perform the predeter 
mined support function, and it can secure a predetermined 
reliability even under an environment in Which plural sorts 
of storage device systems are mixed With each other. 

[0037] For example, the above-described storage device 
system having a high function is comprised of: judging 
means for judging Whether or not a predetermined event for 
executing a predetermined support function happens to 
occur; and substituting process means operated in such a 
manner that in the case Where the judging means judges that 
a predetermined event happens to occur, the predetermined 
support function is executed by the storage device system 
having the high function, instead of the storage device 
having the loW function. 
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[0038] The above-explained substituting process means 
executes the predetermined support function by Way of 
either a synchronous processing operation or an asynchro 
nous processing operation. 

[0039] In this case, the synchronous processing operation 
implies that the timing at Which a predetermined event for 
executing a predetermined support function occurs is sub 
stantially synchroniZed With the timing at Which the prede 
termined support function is carried out. The asynchronous 
processing operation implies that the occurrence of a pre 
determined event is not synchronized With the execution of 
a predetermined support function, but that they are carried 
out at separate timings. 

[0040] The above-described substituting process means 
executes the predetermined support function Without adding 
redundant data to the data related to the predetermined 
support function, or by adding redundant data originated 
from the data related to the predetermined support function 
to the data related to the predetermined support function. 

[0041] For instance, there are some cases in Which the 
substituting process means may execute a predetermined 
support function by changing a data operating method 
Without adding any redundant data to data related to the 
predetermined support function. Also, there is a certain case 
in Which the substituting process means may perform a 
predetermined support function by adding redundant data 
(for example, redundant data originated from data) related to 
the predetermined support function. 

[0042] In accordance With one aspect of the present inven 
tion, the storage system is provided With the above-de 
scribed selecting means for selecting the operation modes of 
the substitution process operations of the predetermined 
support function by the substituting process means. 

[0043] The operation modes also contain a case in Which 
the substituting process operation of the predetermined 
support function is not carried out. Since the proper opera 
tion mode is selected by considering the processing perfor 
mance and the memory capacity of the storage device 
system having a high function, the storage system in Which 
different sorts of storage device systems are mixed With each 
other can be operated With a higher ef?ciency, While the 
utility of this storage system is increased. 

[0044] A storage device system, according to another 
aspect of the present invention, is featured by a storage 
device system connected to an upper grade apparatus and 
different sorts of storage device systems, respectively, in 
Which the storage device system is arranged to include: 
receiving means for receiving a data Writing request from 
the upper grade apparatus; data holding means for holding 
data Which is required to be Written in response to the 
received data Writing request; transferring means for trans 
ferring the data Which is required to be Written to the side of 
different sorts of storage device systems in response to the 
received data Writing request; and data guaranteeing means 
for guaranteeing Whether or not the data held on the side of 
the different sorts of storage device systems corresponds to 
correct data. 

[0045] The above-described data guaranteeing means may 
execute the data guaranteeing operation in such a manner 
that the data Which has been transferred to the different sorts 
of storage device systems is read out from said different sorts 
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of storage device systems, and the read data is compared 
With the data held in the data holding means. 

[0046] Also, the above-explained data guaranteeing 
means may comprises: guarantee code producing means for 
producing a guarantee code based upon the data Which is 
required to be Written in case the receiving means receives 
a data Writing request; guarantee code holding means for 
holding the produced guarantee code; extracting means for 
extracting a guarantee code based upon the data read out 
from the different sorts of storage device systems; and 
comparing means for performing a data guaranteeing opera 
tion by comparing the guarantee code held by the guarantee 
code holding means With the guarantee code extracted by the 
extracting means. 

[0047] Furthermore, the above-described data guarantee 
ing means may comprise: guarantee code producing means 
for producing a guarantee code based upon the data Which 
is required to be Written in case the receiving means receives 
a data Writing request; guarantee code holding means for 
holding the produced guarantee code; data-attached-With 
guarantee-code transferring means that is operated in such a 
manner that, While both the produced guarantee code and the 
data Which is required to be Written are related to each other 
as data With an attached guarantee code, the data With the 
attached guarantee code is transferred to the different sorts 
of storage device systems by the transferring means; extract 
ing means for extracting the guarantee code from the data 
With the attached guarantee code that is read out from the 
different sorts of storage device systems; and comparing 
means for executing the data guarantee operation by com 
paring the guarantee code held by the guarantee code 
holding means With the guarantee code extracted by the 
extracting means. 

[0048] A program, according to a further aspect of the 
present invention, is featured by controlling a storage device 
system connected to an upper grade apparatus and different 
sorts of storage device systems, respectively, in Which the 
program realiZes: a local-sided holding function by Which, 
in response to a data Writing request received from the upper 
grade apparatus, data Which is required to be Written is held 
in storage means; a transferring function by Which, in 
response to the received data Write request, the data Which 
is required to be Written is transferred to the different sorts 
of storage device systems so as to be held therein; and a data 
guaranteeing function for guaranteeing Whether or not the 
data held in the different sorts of storage device systems 
corresponds to correct data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0049] FIG. 1 is a block diagram shoWing the overall 
arrangement of a storage system according to a ?rst embodi 
ment of the present invention. 

[0050] FIG. 2 is a block diagram shoWing a major unit of 
a local disk system. 

[0051] FIG. 3 is a time chart illustrating the overall 
operation of the storage system. 

[0052] FIG. 4 is a block diagram illustrating the overall 
arrangement of a storage system according to a second 
embodiment of the present invention. 

[0053] FIG. 5 is a block diagram shoWing a major unit of 
a local disk system. 
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[0054] FIG. 6 is a diagram schematically showing a con 
dition of a judging operation based upon a guarantee code. 

[0055] FIG. 7 is a time chart illustrating the overall 
operation of the storage system. 

[0056] FIG. 8 is a block diagram illustrating the overall 
arrangement of a storage system according to a third 
embodiment of the present invention. 

[0057] FIG. 9 is a diagram schematically showing a con 
dition of judging operations based upon a guarantee code. 

[0058] FIG. 10 is a time chart illustrating the overall 
operation of the storage system. 

[0059] FIG. 11 is a ?ow chart showing a selecting process 
operation of a data guarantee mode according to a fourth 
embodiment of the present invention. 

[0060] FIG. 12 is a time chart showing the overall opera 
tion of a storage system according to a ?fth embodiment of 
the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0061] Referring now to FIG. 1 to FIG. 12, various 
embodiments of the present invention will be described. 

Embodiment l 

[0062] 20 A ?rst embodiment of the present invention will 
be described with reference to FIG. 1 to FIG. 3. A storage 
system according to this embodiment is made up of a main 
storage device system 10 connected to a sub-storage device 
system 40, which is of a different sort from that of the main 
storage system 10, both of which are utiliZed by a host 
computer 1. 

[0063] The host computer 1 corresponds to a computer 
system equipped with, for example, a CPU (Central Pro 
cessing Unit), a memory, and the like. Since the CPU of the 
host computer 1 executes various sorts of programs, various 
sorts of functions are realiZed. The host computer 1 is 
provided, for instance, in the form of a personal computer, 
a workstation, or a main frame computer. 

[0064] A certain host computer 1 may be connected via a 
LAN (Local Area Network) 2 to the storage device system 
10. Also, another host computer 1 may be alternatively 
connected via an SAN (Storage Area Network) 3 to the 
storage device systems 10 and 40, respectively. Also, the 
host computer 1 may be alternatively and directly connected 
via a private line (not shown) to the storage device system 
10. 

[0065] The LAN 2 may be realiZed as, for example, a 
network, such as the Internet, or an exclusively-used net 
work. Data communication is executed via the LAN 2 in 
accordance with, for example, the TCP/IP (Transmission 
Control Protocol/Intemet Protocol) protocol. Since the host 
computer 1 connected to the LAN 2 transmits a predeter 
mined command with respect to the storage device system 
10, the host computer 1 can execute a data access request by 
designating a ?le name (data input/output request in the unit 
of a ?le). 

[0066] The SAN 3 is employed so as to transmit/receive 
data, while a block corresponding to a data management unit 
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of a storage area provided by either a disk device- group 30 
or another disk device group 60 is used as a unit. In general, 
a communication which is executed via the SAN 3 is 
controlled in accordance with a ?ber channel protocol. The 
host computer 1 connected to the SAN 3 issues a data access 
request in the unit of a block in accordance with the ?ber 
channel protocol. 

[0067] Although only a “SAN 3”-sided arrangement is 
illustrated, a backup apparatus 4 is connected to each of the 
LAN 2 and the SAN 3. As the backup apparatus 4, for 
instance, disk-system storage devices, such as an MO (Mag 
neto-Optical) storage device, a CD-R (CD-Recordable com 
pact disk), a DVD-RAM (Digital Versatile Disk-RAM) may 
be used, and tape-system storage devices, such as a DAT 
(Digital Audio Tape), a cassette tape, an open reel tape, and 
a cartridge tape may be employed. Since the backup appa 
ratus 4 is able to communicate with the disk device group 30, 
data which has been stored in the disk device group 30 may 
be duplicated as backup data in either a periodic manner or 
an irregular manner. 

[0068] This storage system is provided with the storage 
device systems 10 and 40, which are of a different sort from 
each other. Although this storage system may be altema 
tively constituted by larger numbers of storage device sys 
tems, for the sake of easy explanation, a storage system 
having two sets of storage device systems 10 and 40 will 
now be considered as an example. 

[0069] One storage device system 10 corresponds to a 
local disk system (primary site) which is installed in prox 
imity to the host computer 1, and a main logical volume is 
logically formed in the disk device group 30 of this local 
disk system. The other storage device system 40 corresponds 
to a remote disk system (secondary site) which is installed 
at a place remote from the local disk system, and a sub 
logical volume corresponding to the main logical volume is 
formed in the disk device group 60 of this remote disk 
system. 

[0070] It should be understood that the main storage 
device system 10 will be referred to as a “local disk system”, 
whereas the sub-storage device system 40 will be referred to 
as a “remote disk system” hereinafter. In this connection, the 
suppliers (manufacturers) of the respective local disk system 
10 and remote disk system 40 are assumed to be different 
from each other, and the basic speci?cations thereof related 
to data input/output operations are commonly available. 
However, the support functions, such as data guarantees of 
the local disk system 10 and the remote disk system 40, are 
different from each other. In other words, the storage system 
shown in this drawing constitutes a hetero-environment in 
which the disk systems 10 and 40, which are of different 
sorts from each other, are mixed with each other in the 
storage system. 

[0071] First, a description will be given of the arrange 
ment of the local disk system 10. The local disk system 10 
is mainly separated into a control apparatus 20 and a 
plurality of disk device groups 30, which are controlled by 
the control apparatus 20. As will be explained later, the 
control apparatus 20 may be arranged by employing an 
MPU (Microprocessor Unit) 21, one or more channel con 
trol units 22, a connection unit 23, a plurality of disk control 
units 24, a shared memory 25, a cache memory 26, and a 
cache controller 27. The control apparatus 20 controls the 






















