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(57) ABSTRACT 

Methods and apparatus are provided to monitor and analyze 
activity occurring on a networked computer system. In some 
embodiments, a method is provided for capturing, in a data 
structure, at least a portion of a noti?cation describing a 
network event provided by a node on a computer network, 
identifying a data element (e.g., an IP address of the node) 

(73) Assignee: Network Intelligence Corporation, Within the noti?cation, and updating an index and/Or Sum‘ 
Westwood, M A mary based on the data element. The data structure may be 

stored in a ?le system maintained on a site, and sites may 
exchange information related to the noti?cation data stored 

(21) Appl, NQ; 11/441,998 on each. In some embodiments, a query which is issued to 
a site may be processed using data transferred from other 
sites, and/ or may be split into one or more additional queries 
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NETWORK EVENT CAPTURE AND RETENTION 
SYSTEM 

RELATED APPLICATION 

[0001] This application claims priority under 35 U.S.C. § 
120 to Us. patent application Ser. No. 10/727,193, ?led 
Dec. 3, 2003, titled “Network Event Capture and Retention 
System,” bearing Attorney Docket No. M0929.70003US00, 
Which is incorporated herein by reference in its entirety. 

FIELD OF THE INVENTION 

[0002] This invention relates to netWorked computer sys 
tems, and more particularly to methods and apparatus for 
monitoring netWork activity. 

BACKGROUND 

[0003] Many netWorked computer systems include one or 
more mechanisms for reporting on events occurring thereon. 
For example, many netWork communications devices (e.g., 
routers, bridges and sWitches) produce and transmit a noti 
?cation (or “message”), for diagnostic and debugging pur 
poses, upon processing a netWork-based event. The noti? 
cation may, for example, describe the event and exactly hoW 
it Was processed by the device. The noti?cation may be 
transmitted on a netWork protocol, such that any device 
“listening for” the noti?cation on that protocol is informed 
that the event Was processed by the device. Examples of 
common netWork event noti?cations include “SYSLOG” 
messages, Simple NetWork Management Protocol (SNMP) 
messages, NetFloW messages, raW Transmission Control 
Protocol (TCP) packets, and other noti?cation types. 

[0004] A netWork event noti?cation may contain the IP 
address of the device Which produced it, and a hexadecimal 
code Which indicates the result of processing the event. The 
code may indicate, for example, that a requested connection 
Was established, or that a processing error occurred. Because 
every event processed by every device on a netWork typi 
cally yields at least one noti?cation, the noti?cations may 
become voluminous if collected over time. 

[0005] A number of systems exist for monitoring and 
analyZing netWork activity, including those Which capture 
noti?cations, as Well as other indications of netWork activity. 
These systems are typically designed to detect netWork 
events, load information relating to the events to a database, 
and provide an interface With Which a user may analyZe the 
information. HoWever, the volume of netWork event noti? 
cations often signi?cantly hinders these systems. Speci? 
cally, because loading any form of data to a conventional 
database (e.g., a relational database) can in?ate the data 
signi?cantly, the hardWare and softWare components 
required to store data indicating netWork activity (particu 
larly for a large-scale network) can be prohibitively costly. 
Moreover, as a database groWs in siZe, the time and pro 
cessing capacity required to access information stored 
therein typically progresses geometrically, not linearly. As a 
result, many netWork monitoring systems attempt to mini 
miZe the amount of data loaded to a database by summa 
riZing, normalizing, or otherWise abridging it. This may 
become problematic because While not all netWork activity 
data has equal signi?cance, different portions may be mean 
ingful at different times, in unpredictable Ways. Thus, 
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abridging the data may remove a portion Which has great 
signi?cance to diagnosing a particular netWork issue. 

SUMMARY OF THE INVENTION 

[0006] These and other shortcomings are addressed by 
aspects of embodiments of the present invention. Some 
embodiments provide a method, in a computer system 
comprising a plurality of nodes interconnected for commu 
nication via a netWork, including acts of: (A) capturing, in 
a data structure, a noti?cation provided by a node on the 
netWork, the noti?cation comprising at least a portion of a 
transmission by the node, the transmission describing a 
netWork event; (B) identifying a data element Within the 
noti?cation; (C) updating an index, based on the data 
element, With an indication of a location Within the data 
structure Where the data element is recorded. In some 
embodiments, the act (A) further comprises storing the data 
structure in a non-volatile storage, such as in a hierarchical 
?le system. 

[0007] Other embodiments provide at least one computer 
readable medium encoded With instructions Which, When 
executed by a computer, perform a method in a computer 
system comprising a plurality of nodes interconnected for 
communication via a netWork, a method including acts of: 
(A) capturing, in a data structure, a noti?cation provided by 
a node on the netWork, the noti?cation comprising at least a 
portion of a transmission by the node, the transmission 
describing a netWork event; (B) identifying a data element 
Within the noti?cation; (C) updating an index, based on the 
data element, With an indication of a location Within the data 
structure Where the data element is recorded. In some 
embodiments, the instructions further de?ne storing the data 
structure in a non-volatile storage, such as in a hierarchical 
?le system. 

[0008] Other embodiments provide a system for monitor 
ing activity occurring in a computer system comprising a 
plurality of nodes interconnected for communication via a 
netWork, the system comprising: a capture controller, said 
capture controller capturing, in a data structure, a noti?ca 
tion provided by a node on the netWork, the noti?cation 
comprising at least a portion of a transmission by the node, 
the transmission describing a netWork event; an identi?ca 
tion controller, said identi?cation controller identifying a 
data element Within the noti?cation; and an update control 
ler, said update controller updating an index, based on the 
data element, With an indication of a location Within the data 
structure Where the data element is recorded. In some 
embodiments, the capture controller may further store the 
data structure in a non-volatile storage, such as in a hierar 
chical ?le system. 

[0009] Other embodiments provide a method for monitor 
ing activity on a netWorked computer system, the netWorked 
computer system comprising a plurality of nodes, each of the 
plurality of nodes con?gured to transmit a noti?cation for 
each event processed by the node, the netWorked computer 
system further comprising a plurality of sites, each of the 
plurality of sites being con?gured to capture the noti?cations 
transmitted by at least one node, the method comprising: (A) 
each of the plurality of sites creating an indication of the 
noti?cations captured by the site; and (B) each of the 
plurality of sites transferring the indication to at least one 
other of the plurality of sites. In some embodiments, the 



US 2007/0011308 A1 

plurality of sites are organized into a hierarchy, wherein each 
site in the hierarchy is assigned at least one of a master site 
and a subordinate site. 

[0010] Other embodiments provide at least one computer 
readable medium encoded with instructions which, when 
executed by a computer, perform a method for monitoring 
activity on a networked computer system, the networked 
computer system comprising a plurality of nodes, each of the 
plurality of nodes con?gured to transmit a noti?cation for 
each event processed by the node, the networked computer 
system further comprising a plurality of sites, each of the 
plurality of sites being con?gured to capture the noti?cations 
transmitted by at least one node, the method comprising: (A) 
each of the plurality of sites creating an indication of the 
noti?cations captured by the site; and (B) each of the 
plurality of sites transferring the indication to at least one 
other of the plurality of sites. In some embodiments, the at 
least one computer-readable medium comprises instructions 
for organiZing the plurality of sites into a hierarchy, wherein 
each site in the hierarchy is assigned at least one of a master 
site and a subordinate site. 

[0011] Other embodiments provide a system for monitor 
ing activity on a networked computer system, the networked 
computer system comprising a plurality of nodes, each of the 
plurality of nodes con?gured to transmit a noti?cation for 
each event processed by the node, the networked computer 
system further comprising a plurality of sites, each of the 
plurality of sites being con?gured to capture the noti?cations 
transmitted by at least one node, comprising: a creation 
controller on each of the plurality of sites, said creation 
controller creating an indication of the noti?cations captured 
by the site; and a transfer controller on each of the plurality 
of sites, said transfer controller transferring the indication to 
at least one other of the plurality of sites. In some embodi 
ments, the system comprises a plurality of sites organiZed 
into a hierarchy, wherein each site in the hierarchy is 
assigned at least one of a master site and a subordinate site. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] For purposes of clarity, not every component may 
be labeled in every drawing. In the drawings, in which each 
like components are represented by like numerals: 

[0013] FIG. 1 is a block diagram of an exemplary com 
puter system, with which embodiments of the invention may 
be implemented; 

[0014] FIG. 2 is a block diagram of an exemplary com 
puter memory, on which programmed instructions compris 
ing illustrative embodiments of the invention may be stored; 

[0015] FIG. 3A is a ?owchart depicting an exemplary 
process for collecting, managing and storing network activ 
ity data; 
[0016] FIG. 3B is a block diagram depicting an exemplary 
system for collecting, managing and storing network activity 
data; 
[0017] FIG. 4 is a representation of the format of an 
exemplary data structure created to represent a network 
event noti?cation; 

[0018] FIG. 5 is a representation of the format of an 
exemplary index ?le according to some embodiments of the 
invention; 
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[0019] FIG. 6 is a representation of the format of an 
exemplary summary ?le according to some embodiments of 
the invention; 

[0020] FIG. 7 is an illustration of an exemplary ?le system 
in which network activity data may be stored according to 
some embodiments of the invention; 

[0021] FIG. 8 is a block diagram of a group of sites in a 
network activity monitoring system, which may exchange 
data according to some embodiments of the invention; 

[0022] FIG. 9 is a representation of the format of a site 
map according to some embodiments of the invention; 

[0023] FIG. 10 is a ?owchart depicting an exemplary 
process for exchanging site map information between sites 
according to some embodiments of the invention; 

[0024] FIG. 11 is a block diagram of a system by means 
of which network activity data may be analyZed according 
to some embodiments of the invention; and 

[0025] FIG. 12 is a block diagram of a system by means 
of which network activity data may be remotely collected 
and analyZed according to some embodiments of the inven 
tion. 

DETAILED DESCRIPTION 

I. Overview 

[0026] The present invention provides a system and 
method for capturing, storing and analyZing activity 
observed on a computer network, which is not hindered by 
the storage overhead and/or data inaccessibility issues that 
may be associated with other network monitoring systems. 

[0027] In some embodiments, rather than loading network 
activity data to a conventional database (e.g., a relational 
database), which may impose substantial storage overhead 
and hinder access to data (e.g., when a large volume of data 
is stored therein), an observation record, created from a 
network event noti?cation, is loaded to a speci?c individual 
data structure (e.g., a “?at” ?le) based on one or more 
characteristics of the noti?cation. Any number of character 
istics may de?ne which of the records are loaded to a 
particular data structure. For example, a record may be 
loaded to a data structure based on the IP address of a device 

(e.g., a router, switch, or other device) that reports the event, 
and/or a time period during which the event was reported. 
For example, an exemplary data structure may be loaded 
with all activity reported by a particular switch at IP address 
192168.103 for a one-minute period starting at 10:03 AM. 
Other data structures may be created and loaded with 
activity data reported by the same device at successive 
one-minute increments, such that an ever-expanding series 
of data structures may be created for that device over time. 
As a result, in this example, a large number of data structures 
may be created, but the relatively small number of obser 
vation records in each may make the data more accessible 
than it would have been in a conventional database. 

[0028] In some embodiments, data accessibility may be 
further improved by providing one or more indices which 
supply the location of particular observation records exhib 
iting certain characteristics. For example, an index may 
indicate the data structure that contains an observation 
record exhibiting a characteristic, and/or the record’s loca 
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tion within the data structure. An index may be created based 
on any of numerous observation record characteristics. For 
example, an index may provide an indication of the location 
of a particular type of noti?cation, an originating IP address, 
a destination IP address, any other suitable data value, or a 
combination thereof. 

[0029] By storing and/ or indexing data in this manner (i.e., 
in relatively small data structures), the system may provide 
for the storage of network event noti?cation data as it is 
processed in its entirety. That is, rather than storing sum 
mariZed and/or normaliZed network activity data (which 
many conventional systems may do in order to mitigate the 
storage overhead and/or inaccessibility issues that arise with 
conventional databases), an observation record may store a 
noti?cation in the complete form in which it was originally 
reported. As a result, data analysis may employ the actual 
noti?cation, rather than a summary or normalized version of 
the noti?cation, yielding improved data forensics. 

[0030] In addition to storing noti?cations in their entirety, 
the system may also provide one or more summaries so that 
the complete noti?cations and/or observation records need 
not be accessed in order for certain data analyses to be 
performed. A summary may be created with respect to any 
number of data characteristics within any number of obser 
vation records. In one example, a summary may provide the 
number of occurrences of each destination IP address in a 
data structure containing a week’s worth of observation 
records. In another example, a summary may provide the 
number of bytes transferred by each originating IP address 
in a particular day. Any number of summaries, incorporating 
any amount of data, may be created. 

[0031] In addition, summaries may be combined to create 
aggregate (e.g., cumulative) summaries. In one example, a 
series of summaries produced for data structures created at 
one-minute intervals may be aggregated to produce hourly, 
daily, monthly or any other cumulative temporal summary. 
In another example, summaries created from 9 AM-l2 PM 
each day may be aggregated to produce a summary of 
morning activity over any period, such as one month. 

[0032] In some embodiments, the collection and storage of 
observed network activity is performed by one or more 
distributed system “sites,” each of which consists of one or 
more hardware and/or software components, and is in net 
worked communication with other sites. The distribution of 
sites to monitor network activity may be accomplished in 
any of numerous ways. For example, sites may be distrib 
uted such that each site collects observations for a speci?c 
portion of a network, such as portions which are deployed in 
different geographic areas. In another example, each site 
may monitor different network protocols. The invention is 
not limited to a particular implementation. 

[0033] In some embodiments, sites deployed on different 
network portions exchange information on observed activ 
ity, such that analysis of network activity initiated from any 
site may incorporate activity observed by all sites. The 
information which is exchanged may relate to any of numer 
ous network activities and/or observation characteristics. 
Thus, a user who wishes to determine, for example, which 
users have accessed a particular IP address (e.g., a web site) 
may issue a query, via an interface, to a particular site, and 
that site may store data, provided to the site during previous 
data exchanges, indicating the other sites that have observed 
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activity involving that IP address. Depending on the infor 
mation requested in the query, the site may simply respond 
to the query with information that was previously 
exchanged, or may issue one or more additional queries to 
the other sites that observed the activity. The site may 
receive one or more responses from the sites, and tabulate 
results for the user, so that the user need not know which 
sites observed the activity. This form of data analysis is 
discussed in detail below. 

[0034] Various aspects of the invention may be imple 
mented using one or more computer systems, such as the 
exemplary computer system 100 shown in FIG. 1. Computer 
system 100 includes input device(s) 102, output device(s) 
101, processor(s) 103, memory system(s) 104 and storage 
106, all of which are coupled, directly or indirectly, via 
interconnection mechanism 105, which may comprise one 
or more buses, switches, and/or networks. One or more input 
devices 102 receive input from a user or machine (e.g., a 
human operator, or programmed process), and one or more 
output devices 101 display or transmit information to a user 
or machine (e.g., a liquid crystal display). One or more 
processors 103 typically execute a computer program called 
an operating system (e.g., Sun Solaris, Microsoft Win 
dows®, or other suitable operating system) which controls 
the execution of other computer programs, and provides 
scheduling, input/output and other device control, account 
ing, compilation, storage assignment, data management, 
memory management, communication and data ?ow con 
trol. Collectively, the processor and operating system de?ne 
the computer platform for which application programs in 
other computer programming languages are written. 

[0035] The processor(s) 103 may also execute one or more 
computer programs to implement various functions. These 
computer programs may be written in any type of computer 
programming language, including a procedural program 
ming language, object-oriented programming language, 
macro language, or combination thereof. These computer 
programs may be stored in storage system 106. Storage 
system 106 may hold information on a volatile or nonvola 
tile medium, and may be ?xed or removable. Storage system 
106 is shown in greater detail in FIG. 2. 

[0036] Storage system 106 typically includes a computer 
readable and -writeable nonvolatile recording medium 201, 
on which signals are stored that de?ne a computer program 
or information to be used by the program. The medium may, 
for example, be a disk or ?ash memory or combination 
thereof. Typically, in operation, the processor 103 causes 
data to be read from the nonvolatile recording medium 201 
into a volatile memory 202 (e.g., a random access memory, 
or RAM) that allows for faster access to the information by 
the processor 103 than does the medium 201. This memory 
202 may be located in storage system 106, as shown in FIG. 
2, or in memory system 104, as shown in FIG. 1. The 
processor 103 generally manipulates the data within the 
integrated circuit memory 104, 202 and then copies the data 
to the medium 201 after processing is completed. A variety 
of mechanisms are known for managing data movement 
between the medium 201 and the integrated circuit memory 
element 104, 202, and the invention is not limited thereto. 
The invention is also not limited to a particular memory 
system 104 or storage system 106. 

[0037] Aspects of the invention may be implemented in 
computer software, hardware, ?rmware, or combinations 
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thereof. For example, aspects of the invention may be 
implemented in a server appliance. That is, a server appli 
ance having one or more software and/or hardWare compo 
nents may perform any of the aspects of the present inven 
tion described herein. 

[0038] In addition, various aspects of the invention, either 
individually or in combination, may be implemented as a 
computer program product, including a computer-readable 
medium encoded With instructions for access and execution 
by a computer processor. When executed by a computer, the 
instructions may instruct the computer to implement various 
aspects of the invention. 

II. Data Capture and Storage 

[0039] In some embodiments, computer hardWare and/or 
softWare are implemented to capture and store netWork 
activity data according to a process 300, depicted in FIG. 
3A. In some embodiments, netWork activity data may be 
captured and stored by the system 350 depicted in FIG. 3B, 
although any suitable means may be employed. 

[0040] Exemplary system 350 includes site 360, Which 
may comprise one or more computer systems, such as the 
system 100 described With reference to FIG. 1. Site 360 may 
communicate via netWork 370 With each of nodes 375, 380 
and 385. More speci?cally, nodes 375, 380 and 385 may 
transmit netWork event noti?cations via links 373, 378 and 
383, respectively, Which are communicated via netWork 370 
and link 369 to site 360. 

[0041] In some embodiments, site 360 includes means for 
capturing and storing netWork activity data. In some 
embodiments, these means may comprise one or more of the 
components depicted in FIG. 3B, such as update controller 
361, identi?cation controller 363, capture controller 365 
and/or storage facility 367. HoWever, the invention is not 
limited to the depicted components, as any suitable means 
may be employed. Further, each of these means may be 
implemented in softWare, dedicated hardWare, general-pur 
pose hardWare programmed using microcode or softWare, or 
a combination thereof, all of Which is Within the skill of 
computer and communications engineers to implement. 
When implemented in softWare, any of the means may 
execute on any suitable processor or collection of proces 
sors, Whether provided in a single computer or distributed 
among multiple computers. The function of each of these 
means is discussed beloW With reference to the process 300 
of FIG. 3A, although these means may be deployed to 
perform any suitable process(es). 

[0042] Upon the start of process 300, netWork activity data 
is collected in act 310. This act may be performed by any 
means for capturing data, such as capture controller 365. In 
some embodiments, this data comprises one or more net 
Work event noti?cations (e.g., comprising SYSLOG, SNMP, 
or NetFloW messages, or a combination thereof) transmitted 
by one or more of nodes 375, 380, 385. Each of these nodes 
may comprise a router, sWitch, bridge, other netWork con 
nectivity device, or combination thereof. The noti?cation 
may be received at the site 360 by the capture controller 365, 
Which may create an observation record based on the 
noti?cation. 

[0043] The format of an exemplary observation record 
created by the capture controller 365 is depicted in FIG. 4A. 
Record 401 contains three primary portions, including IP 
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address portion 405, time stamp portion 410 and payload 
portion 415. These portions are depicted in greater detail in 
FIGS. 4B-4D. Speci?cally, FIG. 4B shoWs IP address por 
tion 405, Which provides the IP address (“192.168.10.169”) 
associated With the device reporting a netWork event. FIG. 
4C shoWs time stamp portion 410, Which provides the date 
and time (“Dec 12 12:41 :01”) at Which the device processed 
the event. FIG. 4D depicts payload portion, Which provides 
a description of the device’s handling of the event. In the 
example shoWn, the payload portion 415 indicates that the 
device refused a TCP connection (“Deny TCP (no connec 
tion)”) from a device having IP address 209.10.180.17. The 
data Which is loaded to any or all of the record portions 405, 
410 and 415 may be provided Within the netWork event 
noti?cation (e.g., SNMP message), or Written to the obser 
vation record by the site. For example, a site may provide the 
information Which is Written to time stamp portion 410, but 
extract the information Written to IP address portion 405 and 
payload portion 415 from a netWork event noti?cation. 

[0044] The information Written to payload portion 415 
may include any of numerous types of data. In the example 
shoWn, payload portion 415 includes at least three indicators 
provided Within a netWork event noti?cation that further 
identify the device and event. Speci?cally, indicator 420 
provides a description of the device Which processed the 
event (in the example shoWn, a Cisco PIX ?reWall). Indi 
cator 425 provides a message “level,” Which is a numeric 
rating assigned to each message type identi?ed by indicator 
430. A message type may be de?ned by a vendor Who 
produces the device, and provides a classi?cation for actions 
taken by the device to handle an event. Each message type 
may be assigned a message level, Which may indicate the 
severity of the event, or of the action taken by the device. 

[0045] It should be appreciated that the IP address shoWn 
in portion 405 is typically different than the IP address of the 
device from Which a netWork request Was issued (i.e., the 
“originating IP address”) and the IP address of the device 
Which is the intended recipient of the request (i.e., the 
“destination IP address”). That is, the IP address contained 
in portion 405 of an observation record corresponds to a 
device Which processed the request along its path from the 
originating IP address to the destination IP address. 

[0046] Referring again to FIG. 3A, the collection of data 
in act 310 may be complicated in tWo respects. First, as 
discussed above, a substantial amount of activity may be 
observed, meaning that a substantial amount of data may be 
collected. For example, it is not uncommon for each device 
on a netWork to issue, each hour, thousands of netWork event 
noti?cations, each of Which may be represented by an 
observation record like that Which is depicted in FIG. 4. 
DoZens of devices may be deployed on a large-scale net 
Work. To cope With this, many conventional systems nor 
maliZe or otherWise summariZe this data before loading it to 
a database, and do not preserve the full, raW information 
provided in a noti?cation. Second, for security reasons, it 
may not be appropriate to commingle information produced 
by different devices. For example, a system administrator 
may Wish to grant access to some information to only 
speci?c authorized users. 

[0047] Accordingly, in at least some embodiments, act 310 
is provided to load netWork activity data to a particular data 
structure based on one or more characteristics of the data. 
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The characteristic(s) may be identi?ed using any suitable 
means, such as identi?cation controller 363 (FIG. 3B). For 
example, an observation record may be loaded to a speci?c 
data structure based on the time at Which the record Was 
created, and/or the device Which transmitted the correspond 
ing noti?cation. As a result, act 310 may include the creation 
of multiple data structures (e.g., ?at ?les), each of Which 
may reside in storage facility 367 (FIG. 3B); Which may 
contain observation records representing particular events 
reported by a particular device during a particular time 
period. Thus, in some embodiments the creation and popu 
lation of each data structure may be a quick, one-time 
occurrence, but the population of data structures overall may 
be vieWed as a cyclical occurrence. That is, a ?rst data 
structure may be initialiZed, populated until a prede?ned 
collection period expires, and completed, Whereupon a neW 
data structure is initialiZed, populated until the next period 
expires, and so forth. 

[0048] It should be appreciated that, although there may 
be diagnostic bene?ts to loading netWork event noti?cations 
in their entirety to storage, the invention is obviously not 
limited in this regard. Any suitable portion of a noti?cation, 
up to and including an unabridged version, may be loaded to 
storage. 

[0049] Data may be collected for any number of periods, 
and each period may be of any (usually pre-set) duration. 
For example, data may be collected for a ?rst device at 
one-minute intervals, and for a second device at ten-minute 
intervals. Further, a set of data structures may store data for 
a device collected at irregular intervals, such that one data 
structure stores one minute’s Worth of data, While another 
stores ten minutes Worth of data. The invention is not limited 
to any particular implementation. 

[0050] Upon the completion of a data structure in act 310, 
the process proceeds to act 320, Wherein one or more indices 
may be generated for the data structure. The index or indices 
may be created using any suitable means, such as update 
controller 361 (FIG. 3B). An index may be generated for any 
of numerous characteristics of the data structure. For 
example, an index may indicate the data structure’s physical 
location (e.g., on a certain disk), the data elements stored 
therein, other characteristics, or a combination thereof. For 
example, an index may indicate the data structure(s) and/or 
record(s) containing speci?c types of observation records, 
originating IP address, or other characteristic(s). 

[0051] An index may provide a lookup mechanism by 
means of Which speci?c data may be accessed quickly. In 
some embodiments, the system may be con?gured to access 
an index automatically upon receiving a request to access 
certain data. For example, a site may provide an interface 
enabling a user to issue queries. Where appropriate, queries 
may be processed by the site by accessing the indices to 
determine the location of information requested by the 
query. Thus, a user need not knoW the speci?cs of hoW the 
data is stored (e.g., in Which data structure(s) it may be 
stored) in order to perform effective analysis on the data. 

[0052] The format of an exemplary index ?le 500 is shoWn 
in FIG. 5. The index ?le 500 comprises four record types: 
header record 510, information record 520, type index 
record 530 and message index record 540. One or more of 
each record type is stored in sequence Within the index ?le. 
For example, an index ?le may contain one header record 
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510, one information record 520, sixteen type index records 
530 and thirty message index records 540. The number of 
each type of record may depend on the information stored in 
the data structure that the index represents, as discussed 
beloW. 

[0053] Header record 510 typically contains three por 
tions, including information offset 511, type index offset 
513, and message index offset 515, each of Which indicates 
Where other record types begin in the ?le. For example, 
information offset 511 indicates the location in the ?le at 
Which information record 520 begins. In the example shoWn, 
information offset 511 indicates that information record 520 
begins at offset 123. Similarly, type index offset 513 indi 
cates that type index record 530 begins at offset 182, and 
message index offset 515 indicates that message index 
record 540 begins at offset 387. An offset may be expressed 
as any quanti?able measure of data, including bytes, bits, or 
other measure. 

[0054] Information record 520 typically contains tWo por 
tions, including type quantity indicator 521 and information 
string 523. Type quantity indicator 521 provides the number 
of record types (discussed beloW) Which are found in the 
index record. Information string 523 provides a con?gurable 
descriptor for the index. 

[0055] Type index record 530 may provide a portion of the 
index ?le in Which records of various types are stored. Type 
index record 530 contains ?ve portions, including record 
type indicator 531, message quantity indicator 533, transfer 
quantity indicator 535, ?rst message index 537 and last 
message index 539. The record type indicator 531 provides 
a classi?cation for netWork events, Which may be de?ned by 
the vendor of a device that reported the event, or another 
entity. In the example shoWn, record type indicator 531 
de?nes that this type index record 530 provides information 
for record type 1020211. Message quantity indicator 533 
provides a number of observation records for this record 
type. Transfer quantity indicator 535 provides the amount of 
data transferred during events corresponding to this record 
type. First message index 537 provides an offset (e.g., a byte 
offset, or record offset) at Which the ?rst record of this type 
can be found in the data structure that the index represents. 
Last message index 539 provides an offset at Which the last 
record of this type can be found in the data structure that the 
index represents. First message index 537 and last message 
index 539 may provide a useful means of extracting records 
of a particular type from a data structure, by identifying a 
section of the data structure in Which records of this type are 
stored. 

[0056] Message index record 540 provides the location of 
individual records of a particular type in the data structure. 
Record type indicator 547 identi?es this record type. Offset 
indicator 541 identi?es a location Within the data structure at 
Which an individual record of this type resides, While next 
message indicator 543 identi?es the location of the folloW 
ing record of this type in the data structure. As such, the next 
message indicator provides a mechanism for directly access 
ing the next message of the type provided in the record type 
indicator 547, Without searching for the next record 540 of 
that type. Message length indicator 545 identi?es the num 
ber of bytes occupied by the record identi?ed by offset 
indicator 541. 

[0057] In some embodiments, a plurality of index ?les 
may be combined to facilitate access to activity stored in a 
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plurality of data structures. For example, a ?rst index that 
provides the location of a speci?c element in one data 
structure may be combined With one or more indices that 
provide the location of that element in other structures. In 
this manner, indices of data structures created at one-minute 
intervals can be combined to produce an aggregate index of 
data collected over an hour, day, Week, or any other interval. 

[0058] Aggregate indices may be produced in any of 
numerous Ways. For example, a softWare-based routine may 
execute on a periodic basis (e.g., hourly) to aggregate the 
indices that Were created since its last execution. In another 
example, an aggregate index may be updated as each indi 
vidual index is generated in act 320. 

[0059] Upon the completion of act 320, the process pro 
ceeds to act 330, Wherein a summary may be created, using 
any suitable means, based on information stored in the data 
structure. Because a data structure may contain all of the 
observations reported by a device during a particular period, 
a summary may provide a useful indication of a subset that 
is of particular interest. For example, While a typical device 
may generate over 250 types of netWork event noti?cations, 
only about 5 of those noti?cation types are of interest to 
typical users. Accordingly, in some embodiments, one or 
more summaries may be created Which provide an indication 
of data of interest stored in a data structure. 

[0060] A summary may provide an indication of any data 
stored in a data structure. For example, a summary may 
provide the number of times each originating IP address 
occurred in observation records stored in a data structure. A 
summary may alternatively provide an amount of data 
transferred during TCP sessions represented in a data struc 
ture (e.g., based on the number of bytes shoWn in the 
payloads of each “TCP Disconnect” noti?cation therein). A 
summary may alternatively provide the total duration of all 
TCP sessions represented in a data structure (e.g., by sub 
tracting the clock indication shoWn in each “TCP Connect” 
noti?cation from the indication shoWn in its corresponding 
“TCP Disconnect” noti?cation). In short, a summary may be 
generated for any of numerous data elements stored in a data 
structure, including combinations thereof. 

[0061] Like an index, a summary may incorporate mul 
tiple data structures. For example, a summary may incor 
porate data structures collected over a day, month, year or 
other interval. A summary spanning multiple ?les may be 
produced by combining previously generated summaries of 
individual ?les, updating the aggregate summary each time 
an individual data structure summary is updated, or by using 
any other suitable technique. In some embodiments, a sum 
mary may be stored in a different location than the data 
structure(s) it describes, to facilitate quick, easy access 
thereto. 

[0062] The format of an exemplary summary ?le 600 is 
shoWn in FIG. 6. Like the index ?le 500 depicted in FIG. 5, 
the summary ?le comprises four record types: header record 
610, information record 620, type summary record 630 and 
?le summary record 640. Also like the index ?le, a summary 
?le may contain one or more of each of these record types, 
and the quantity of each record type may depend on the 
information stored in the data structure that the summary 
represents. 

[0063] The header record 610 in the summary ?le has a 
format Which is nearly identical to header record 510 (FIG. 
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5), and the information record 620 has a format Which is 
nearly identical to the information record 520. Thus, header 
record 610 contains three portions, including information 
offset 611, type summary offset 613, and ?le summary offset 
615, each of Which indicates Where other record types begin 
in the ?le. Information record 620 contains tWo portions, 
including type quantity indicator 621, Which provides the 
number of record types found in the summary record, and 
information string 623, Which provides a con?gurable 
descriptor for the summary. 

[0064] Type summary record 630 provides a value for the 
number of times that records of a type appear in the data 
structure, and the portion of the data structure in Which 
records of that type appear. Type summary record 630 
contains ?ve portions, including record type indicator 631, 
message quantity indicator 633, transfer quantity indicator 
635, ?rst message index 637 and last message index 639. 
The indicators provided in type summary record 630 are 
very similar to the indicators provided in the type index 
record 530 (FIG. 5). Speci?cally, record type indicator 631 
provides a classi?cation for netWork events, message quan 
tity indicator 633 provides a quantity of messages observed 
for this record type, transfer quantity indicator 635 provides 
an amount of data transferred during events corresponding 
to this record type, ?rst message index 637 provides an 
offset at Which the ?rst record of this type can be found in 
the data structure represented by the summary, and last 
message index 639 provides an offset at Which the last 
record of this type can be found in the data structure. 

[0065] File summary record 640 provides an indication of 
one or more other data structures in Which records of a 

particular type appear. File summary record 640 includes 
three portions, including record type indicator 645, data 
structure identi?er 641, and next data structure indicator 
643. Like the next message indicator provided in the index 
?le of FIG. 5, the next data structure indicator 543 identi?es 
the location of a folloWing data structure Which contains a 
record of this type. As such, the next data structure indicator 
provides a mechanism for directly accessing the next data 
structure containing a message of the type speci?ed in the 
record type indicator 645, Without requiring a search for a 
data structure containing a record of that type. 

[0066] Upon the completion of act 330, the process may 
proceed to act 340, Wherein information in the data structure 
may be compressed. Compression may be performed using 
any suitable means, such as With a softWare-based compres 
sion algorithm. Although many embodiments of process 300 
may not include act 340, compression may serve several 
useful purposes, such as reducing the amount of storage 
space occupied by each data structure and expediting data 
access by alloWing a computer to read more information in 
each disk cycle. If performed, compression may be accom 
plished using any suitable technique. In some embodiments, 
it may prove advantageous to employ a compression tech 
nique that produces output Which can be read in compressed 
form. Accordingly, in some embodiments the Lempel-Z 
(i.e., Lempel-Ziv-Welch) compression algorithm is 
employed, although any of numerous algorithms may be 
employed. 

[0067] If performed, the act 340 may also include the 
creation of a digital signature for the data structure, so that 
a modi?cation to any records in the data structure may be 
















