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(57) ABSTRACT 

An information technology (IT) infrastructure may be moni 
tored, and the data thus collected may be used to infer 
problems and predict future conditions. In one embodiment, 
the present invention may include receiving a plurality of 
component metrics, each component metric related to a 
corresponding component of an (IT) infrastructure of an 
enterprise, each component being associated With one or 
more gross-level rules, and generating an indicator set by 
comparing each received component metric to relevant 
historical values of the component metric. In one embodi 
ment, the present invention may also include determining 
that a gross-level rule is out of compliance, comparing the 
indicator set to one or more historical indicator sets to 

determine Whether the indicator set resembles any of the one 
or more historical indicator sets, and performing an appro 
priate action based on the result of the comparison. 
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PREDICTIVE MONITORING AND PROBLEM 
IDENTIFICATION IN AN INFORMATION 
TECHNOLOGY (IT) INFRASTRUCTURE 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a Continuation of US. applica 
tion Ser. No. 10/112,015 ?led on Mar. 29, 2002, Which said 
application claims the bene?t of US. Provisional Applica 
tion Nos. 60/281,991 and 60/282,363, both ?led on Apr. 17, 
2001, all of Which are hereby incorporated by reference for 
all purposes. 

BACKGROUND OF THE INVENTION 

[0002] 
[0003] The present invention applies to the ?eld of moni 
toring and maintaining an enterprise’s information technol 
ogy infrastructure and, in particular, to predicting perfor 
mance irregularities in an enterprise’s information 
technology infrastructure, and inferring possible problems 
causing the irregularities. 

[0004] 2. Description of the Related Art 

1. Field of the Invention 

[0005] Modern businesses rely on information technology 
(IT) to assist in carrying out business tasks. An enterprise’s 
IT infrastructure needs to consistently perform to speci?ca 
tion to ensure the success of the business. The IT infrastruc 

ture may be used for an enterprise’s communication, data 
base management, inventory tracking, shipment records, 
Website management, business-to-business (B2B) ecom 
merce, business-to-consumer (B2C) ecommerce, account 
ing, billing, order tracking, customer support tracking, docu 
ment management, and a possibly in?nite number of other 
tasks. The IT infrastructure is made up of numerous com 
ponents such as servers, hubs, sWitches, computers, the links 
connecting these devices, the softWare applications running 
these devices, and so on. Each of these components gener 
ally has numerous subcomponents such as a central pro 
cessing unit (CPU), bus, memory, and similar high-level 
electrical components. The proper functioning of the IT 
infrastructure in large part depends on the proper function 
ing of these components and subcomponents. 

[0006] RecogniZing the importance of proper functioning, 
various monitoring tools have been developed to measure 
the performance of components and subcomponents. For 
example, a monitor may alter states depending on Whether 
a computer is online or of?ine. If the monitor indicates the 
computer is o?line, technicians may need to take action to 
put it back online, or sWitch to a backup computer. For 
relatively simple and small-scale IT infrastructures such 
monitoring may be adequate. HoWever, some enterprises 
have IT infrastructures so large and complex that merely 
having information about individual components or sub 
components may not be very helpful. 

[0007] For example, in a large-scale IT infrastructure that 
may include many servers, having a particular combination 
of sever failures may not cause a problem. HoWever, if a 
server failure combination does cause a problem so that the 
enterprise’s Website stops functioning properly, it may not 
be quickly determined Which server or servers of the failed 
servers are the critical servers causing the problem. The IT 
technicians receive no assistance from prior art monitors in 

Jan. 4, 2007 

hoW to prioritize technical involvement or in identifying 
What speci?c combination of components or subcomponents 
may be the cause of the particular problem. Furthermore, 
prior art monitors are incapable of predicting When problems 
or out-of-compliance conditions, i.e. performance irregulari 
ties may occur. Thus, IT technicians must Wait until the IT 
infrastructure fails to function according to speci?cation, 
and then they must ?nd the cause of the failure Without 
assistance from the monitors, other than the raW data they 
provide. 

BRIEF SUMMARY 

[0008] An information technology (IT) infrastructure may 
be monitored, and the data thus collected may be used to 
infer problems and predict future conditions. In one embodi 
ment, the present invention may include receiving a plurality 
of component metrics, each component metric related to a 
corresponding component of an (IT) infrastructure of an 
enterprise, each component being associated With one or 
more gross-level rules, and generating an indicator set by 
comparing each received component metric to relevant 
historical values of the component metric. In one embodi 
ment, the present invention may also include determining 
that a gross-level rule is out of compliance, comparing the 
indicator set to one or more historical indicator sets to 

determine Whether the indicator set resembles any of the one 
or more historical indicator sets, and performing an appro 
priate action based on the result of the comparison. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] The present invention is illustrated by Way of 
example, and not by Way of limitation, in the ?gures of the 
accompanying draWings in Which like reference numerals 
refer to similar elements and in Which: 

[0010] FIG. 1 is a block diagram of an exemplary IT 
infrastructure that may be monitored using an embodiment 
of the invention; 

[0011] FIG. 2 is an exemplary computer system on Which 
embodiments of the present invention may be practiced; 

[0012] FIG. 3 is a How chart illustrating ?ngerprint cre 
ation according to one embodiment of the invention; 

[0013] FIG. 4 is a How chart illustrating problem inference 
according to one embodiment of the invention; 

[0014] FIG. 5A is a pictorial representation of a ?ngerprint 
according to one embodiment of the present invention; 

[0015] FIG. 5B is a pictorial representation of a ?ngerprint 
according to one embodiment of the present invention; and 

[0016] FIG. 6 is a How chart illustrating out-of-compli 
ance prediction according to one embodiment of the inven 
tion. 

DETAILED DESCRIPTION 

[0017] 
[0018] Embodiments of the present invention combine 
measurements from numerous monitors. These monitors 
collect data from a number of components and subcompo 
nents of an enterprise’s IT infrastructure, and provide the 
data regarding each of the components. Using the combined 
measurements, historical values of the monitors, and statis 
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tical analysis, embodiments of the present invention can 
predict that the IT infrastructure Will not perform up to 
speci?cation in the future. If the IT infrastructure is already 
not performing up to speci?cation, embodiments of the 
present invention can suggest possible problems causing the 
out-of-compliance condition, and may even suggest solu 
tions to those problems. This may be accomplished by using 
combined measurements and statistical analysis in a process 
herein referred to as “?ngerprinting.” As used in this 
description, a ?ngerprint is synonymous With the term 
“indicator set,” a more general if someWhat less colorful 
term. The generation of ?ngerprintsiindicator setsiis 
described in detail further beloW. 

[0019] Embodiments of the present invention may be used 
to monitor an enterprise’s IT infrastructure. The collection 
of monitor data is noW described With reference to FIG. 1. 
FIG. 1 shoWs an example IT infrastructure 100. This infra 
structure 100 includes various netWorks, such as local area 
netWork (LAN) 102, servers, such as servers 104, end-user 
Workstations or clients, such as Workstations 106, and data 
bases, such as databases 108 and 110. The Servers 104 may 
come in many varieties for different functions, including 
message queuing servers, application servers, Web servers, 
departmental servers, and enterprise softWare servers. This 
is a highly simpli?ed IT infrastructure used here to ease 
understanding of the embodiments described. An actual 
infrastructure may contain thousands of components, and 
may contain numerous components not shoWn in FIG. 1. 
Examples of some other components may include load 
balancing equipment, sWitching equipment, various com 
munications devices such as Wireless devices and antennas, 
and a multitude of other IT equipment. Some example 
subcomponents are also shoWn in FIG. 1, such as CPU 112 
on a Workstation from the Workstations 106, and the level of 
memory use 114 on the database 108. These and other IT 
components may be monitored in a number of different 
Ways. Examples component monitoring may include mea 
suring disk utiliZation, netWork volume and throughput, and 
error types and error volume. Furthermore, monitoring may 
be softWare application-speci?c, measuring such application 
performance metrics as cache performance, queue perfor 
mance, and other application-speci?c metrics. 

[0020] Monitors may gather data related to many levels of 
the IT infrastructure. For example, LAN 102 may have a 
monitor to measure performance of the LAN 102 as a Whole, 
one or more monitors to measure the performance of various 
nodes 116 of the LAN 102, and one or more monitors to 
measure the performance of the sWitching apparatus 118 
used to connect the LAN 102. Furthermore, monitors may 
be associated With each component of each node 116 and the 
sWitching apparatus 118. The data collected by these moni 
tors may then communicated to an Indicator Engine 120 via 
communications link 122, represented in FIG. 1 as a dotted 
line. All other dotted lines in FIG. 1 represent a Way for the 
monitors of the components, subcomponents, and sub-sub 
components to report the collected raW data and or pro 
cessed data to the Indicator Engine 120. The Indicator 
Engine may be located or implemented anyWhere inside or 
outside of the IT infrastructure 100. For example, the 
Indicator Engine 120 may be resident on one of the servers 
104, on one of the end-user Workstations 106, or distributed 
among various servers 104 and Workstations 106. In this 
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example, the Indicator Engine 120 is shoWn as being a 
separate entity in FIG. 1 to emphasiZe that it is used to 
monitor the IT infrastructure. 

[0021] In one embodiment of the present invention, the 
Indicator Engine 120 resides on a machine described in 
detail With reference to FIG. 2. In one embodiment, com 
puter system 200 may be a personal computer. In some 
embodiments of the invention, certain aspects of the 
embodiments may be carried out on a specialiZed device 
While other aspects may be carried out on a general-purpose 
computer coupled to the device. 

[0022] Computer system 200 comprises a bus or other 
communication means 201 for communicating information, 
and a processing means such as processor 202 coupled With 
bus 201 for processing information. In one embodiment of 
the invention, the tasks performed to practice embodiments 
of the invention are performed by the processor 202 either 
directly or indirectly. 

[0023] Computer system 200 further comprises a random 
access memory (RAM) or other dynamic storage device 204 
(referred to as main memory), coupled to bus 201 for storing 
information and instructions to be executed by processor 
202. Main memory 204 also may be used for storing 
temporary variables or other intermediate information dur 
ing execution of instructions by processor 202. Computer 
system 200 also comprises a read only memory (ROM) 
and/or other static storage device 206 coupled to bus 201 for 
storing static information and instructions for processor 202. 

[0024] A data storage device 207 such as a magnetic disk 
or optical disc and its corresponding drive may also be 
coupled to bus 201 for storing information and instructions. 
Computer system 200 can also be coupled via bus 201 to a 
display device 221, such as a cathode ray tube (CRT) or 
Liquid Crystal Display (LCD), for displaying information to 
a computer user. Computer system 200 can also be coupled 
via bus 201 to a printing device 224, such as a laser printer, 
or any other printer. 

[0025] Typically, an alphanumeric input device 222, 
including alphanumeric and other keys, may be coupled to 
bus 201 for communicating information and/or command 
selections to processor 202. Another type of user input 
device is cursor control 223, such as a mouse. A commu 
nication device 225 is also coupled to bus 201 for accessing 
remote servers or other servers via the Internet, for example. 
The communication device 225 may include a modem, a 
netWork interface card, or other Well-knoWn interface 
devices, such as those used for coupling to an Ethernet, 
token ring, or other types of netWorks. In any event, in this 
manner, the computer system 200 may be coupled to a 
number of clients and/ or servers via a conventional netWork 
infrastructure, such as a company’s Intranet and/or the 
Internet, for example. 

[0026] Problem Inference and Out-of-Compliance Predic 
tion 

[0027] Using the data collected by the monitors deployed 
throughout the IT infrastructure, the information contained 
in the aggregation of monitors may be more than the sum of 
the information reported by the individual monitors. By 
learning about various collective monitor patterns exhibited 
by groups of monitors, information may be deduced about 
unmonitored components, future irregularities, present prob 
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lems, and other aspects of the IT infrastructure. Using 
collective monitoring, it may be possible to observe condi 
tions conducive to IT infrastructure breakdowns. Using 
arti?cial intelligence (AI), it may also be possible for a 
monitoring solution to improve these predictive poWers 
based on the past performance of individual IT infrastruc 
tures. Furthermore, using collective monitoring, it may be 
possible to self-heal the IT infrastructure either before a 
problem even occurs, or after it has occurred. Arti?cial 
intelligence (AI) may also be used to alloW the monitoring 
system to learn to better heal the IT infrastructure over time. 
In one embodiment, collective monitoring is achieved by 
using ?ngerprints or indicator sets. 

[0028] Generating the Indicator Set 
[0029] The speci?cations for an IT infrastructure may be 
provided in terms of gross-level rules. A gross-level rule, 
such as a business rule, indicates the expected or desired 
functioning of the IT infrastructure. For example, a gross 
level rule may specify a maximum or average response time 
for a Web server request. Another gross-level rule may 
similarly specify the number of order lines that should be 
processed per second. Other gross-level rules may give 
constraints on transaction throughput. There are many other 
various gross-level rules, some of Which may be unique to 
the enterprise Whose IT infrastructure is being monitored. 
The IT infrastructure may be said to be functioning accord 
ing to speci?cation if all, or at least a certain minimum 
number, of the gross-level rules are in compliance. If a 
gross-level rule is not in compliance, corrective action may 
be desired. 

[0030] An actual monitoring system according to embodi 
ments of the present invention may consider all gross-level 
rules. HoWever, for simplicity, only compliance With one 
gross-level rule is considered in the folloWing discussion. 
Also, since not all components are related to all gross-level 
rules, the folloWing discussion assumes that a gross-level 
rule has been selected for analysis, and that the components 
and subcomponents that may affect the gross-level rule have 
been identi?ed. 

[0031] Once the components that are relevant to a gross 
level rule are identi?ed, an indicator set for the gross-level 
rule can be created. The generation of the indicator set, or 
?ngerprint, is noW described With reference to FIG. 3. First, 
all or a critical number of monitors report their measure 
ments, referred to herein as component metrics, and these 
component metrics are received 302 at the Indicator Engine. 
These measurements may be timestamped or synchronized, 
if temporal measurement synchronization is desired. The 
measurements may be collected periodically. There may be 
numerous triggering events to be used to commence the 
?ngerprint creation process. 
[0032] The measurements received from the monitors may 
be in various forms and formats. A measurement may be raW 
data such as “memory utilization 70 percent.” The measure 
ment may be statistically or otherWise preprocessed. The 
measurement may also be a monitor state. Such a state may 

be binary, e.g., “computer on/olf-line,” or graduated, e.g. 
“CPU usage high/medium/loW.” Other states are also pos 
sible, such as trend indicator states, for example, “CPU 
usage increasing/decreasing.” Statistical states may also be 
used, such as “CPU usage outside normal range.” 

[0033] When the raW monitor measurements, i.e., compo 
nent metrics, are collected, each component metric may be 
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compared 304 With historical values or statistics for the 
component metrics. For example, if a monitor that measures 
the usage of a memory unit reports the component metric as 
70 percent utilization, the Indicator Engine may compare 
that metric to an average utilization for that memory unit of 
50 percent. The comparison 304, may thus result in the 
observation that the particular memory element is 20 percent 
more utilized than average. This intermediate processed 
measurement is herein referred to as a component statistic. 

[0034] The comparison 304 may be done in a time or date 
sensitive manner. That is, the comparison may only be of 
relevant historical measurements. For example, the average 
utilization of 50 percent given above may only be true for 
Weekdays. On Weekends, the memory utilization may be 20 
percent on average. If the component metrics Were collected 
on a Weekday, they may be compared to historical Weekday 
component performance only. Similarly, some components 
may be sensitive to the time of day, day of the Week, Week 
of the month, or month of the year. Other less conventional 
patterns may also be observed and used to change the 
relevant historical values and averages the component met 
rics are compared to. 

[0035] Using further statistical and normalization meth 
ods, the results of the comparisons may be expressed 306 as 
a measurement relating the current state of the component 
metric to usual performance of the component in a Way 
comparable With other components. This measurement is 
herein referred to as a component indicator. A component 
indicator may be some measure of normal variation. Such a 
measurement may be a standard deviation, difference in 
percentages, a distance from a mean or median, or various 
trend indicators, such as “increasing/decreasing.” The com 
ponent indicators may also be a variance, a process control 
metric, some other statistical measurement, or a normalized 
version of any of the above measurements. In one embodi 
ment of the invention, the component indicators are numbers 
normalized to lie betWeen zero and one, With zero indicating 
completely normal component performance, and one indi 
cating completely irregular performance. The normalization 
may also be accomplished using a Fermi-Dirac probability 
distribution curve. This curve maps the number of standard 
deviations a metric is aWay from the mean to a number 
betWeen 0 and 1. In one embodiment, the Fermi-Dirac curve 
is adjusted to map one standard deviation to the value 0.5. 

[0036] For example, if the average utilization of the 
memory element monitored above is 50 percent, a compo 
nent metric of 60 percent may result in a component 
indicator around 0.4, While a component metric of 70 
percent may result in a component indicator around 0.6, 
since 70 percent is more irregular than 60 percent for this 
particular component. These numbers are given only for 
demonstration. The precise numbers may vary Widely 
depending on the exact statistical and normalization calcu 
lations utilized. For example, the component indicators may 
be normalized to lie betWeen zero and 100, or any other 
range, Without any substantial alteration to the embodiments 
here discussed. 

[0037] The collection of component indicators associated 
With a gross-level rule is herein referred to either as an 
indicator set, or a ?ngerprint. If all components of the IT 
infrastructure being monitored are used to generate the 
indicator set, it is referred to as a global indicator set, or 
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global ?ngerprint. Fingerprints for each individual gross 
level rule may then be generated by taking only the com 
ponent indicators from the global ?ngerprint that are asso 
ciated With, i.e., contribute to, each gross-level rule. 

[0038] Embodiments of the present invention may be used 
to predict gross-level rule out-of-compliance, to infer a 
problem causing an already existing out-of-compliance con 
dition, or a combination of both. HoW the embodiments may 
be used depends on Whether the particular gross-level rule of 
interest is out of compliance at the time the ?ngerprint is 
generated. Exemplary processing triggered after a gross 
level rule goes out of compliance, Will noW be described 
With reference to FIG. 4. Since, the gross-level rule is 
already out of compliance, these embodiments may be 
referred to as non-predictive, even though they do infer 
problems that may be directly or indirectly causing or 
contributing to the out-of-compliance condition. 

[0039] Some time after the gross-level rule goes out of 
compliance, an indicator set may be generated 404. This can 
be done according to the process described above With 
reference to FIG. 3. Once the indicator set is generated, it is 
compared to historical indicator sets 406, to determine if the 
indicator set sufficiently resembles one or more of these 
historical indicator sets. The comparison 406 may be carried 
out in a variety of Ways. In one embodiment of the present 
invention, Weights, thresholds, or a combination of Weights 
and thresholds may be used to decide resemblance, as 
explained beloW With reference to FIGS. 5A and 5B. 

[0040] The historical indicator sets may have been gener 
ated at some time in the past, and may be stored in some 
memory element or database someWhere in the IT infra 
structure or the Indicator Engine. The historical indicator set 
may be associated With one or more problems that existed at 
the time the historical indicator set Was generated. Also, a 
historical indicator set may be associated With one or more 
?xes or solutions that Were used at the time the historical 
indicator set Was generated. For example, if the historical 
?ngerprint Was generated When the gross-level rule Was out 
of compliance because a particular memory unit Was over 
loaded, the historical ?ngerprint may noW be associated With 
the memory unit being overloaded. Furthermore, if in the 
past recon?guring a router eased the memory unit’s loading, 
this ?x may also be associated With the historical ?ngerprint. 

[0041] Also, the historical ?ngerprint may be stored With 
some context. For example, the historical ?ngerprint may be 
associated With a temporal context, ie a time and date of the 
occurrence of the ?ngerprint, to aid the comparison. Tem 
poral context may be especially helpful if the component 
indicators of the historical indicator set are seasonal or 
time-sensitive, as discussed above. In addition to temporal 
context, a rule identi?er, a ?ngerprint name, a ?ngerprint 
description, and various problem resolution notes may also 
be stored With the historical indicator set. Another context, 
such as a relative context, may be used to associate the 
historical ?ngerprint to above/beloW normal monitor con 
ditions. 

[0042] The indicator set may resemble one or more of the 
historical indicator sets. In this case, one embodiment of the 
present invention may infer 408 one or more problems 
causing the gross-level rule to be out of compliance. This 
may consist of inferring that a problem that existed in the 
past When the gross-level rule Was out of compliance at a 
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time that the historical indicator set Was generated has 
reoccurred. This inference is based on the statistical likeli 
hood of the indicator set’s resembling the historical indicator 
set. 

[0043] For example, at some time in the past When the 
gross-level rule Was out of compliance and the historical 
?ngerprint Was generated, it may have been determined by 
a technician that a CPU Was crashed someWhere in the IT 

infrastructure, causing the out-of-compliance condition. The 
technician, using an embodiment of the present invention 
that included a user interface, may have associated the 
problem of the crashed CPU With this ?ngerprint. That is, 
the technician may have associated a solution With the 
historical ?ngerprint, the solution being to repair the par 
ticular crashed CPU. 

[0044] In a complex IT infrastructure, the CPU monitor 
alone Would not indicate the critical nature of the CPU to the 
gross-level rule. Alternatively, the CPU may not even be 
monitored. HoWever, since embodiments of the present 
invention consider numerous monitors, the crashed CPU 
may create recurring monitor patterns even Without being 
directly monitored. Thus, in this example, if the tWo ?nger 
prints matchimeet the resemblance condition,ithen the 
problem that the CPU has again crashed Will be inferred. If 
more than one problem is associated With a given ?nger 
print, the problems may be ranked according to some 
statistical likelihood of reoccurrence. For example, if a 
certain problem has occurred ten times, and each time a 
?ngerprint resembling a historical ?ngerprint Was generated, 
then that problem is more likely to have reoccurred than a 
problem that only occurred three times in a similar situation. 
Furthermore, if more than one historical ?ngerprint matches 
the ?ngerprint, the problems associated With those ?nger 
prints may also be ranked according to some statistical 
likelihood. 

[0045] In the illustrated embodiment, a determination is 
made 410 as to Whether the problem inferred Was actually 
correct. This determination may be performed by a techni 
cian or in some automated manner. If the inferred problem 
Was the actual problem, then the Weights used to compare 
component indicators are adjusted 412 to re?ect the statis 
tical signi?cance of the relationship betWeen some compo 
nent indicators in the set and the problem. Thus, the moni 
toring system is able to learn and better predict problems in 
the future. 

[0046] In one embodiment of the invention, the Weights 
may be adjusted by increasing or decreasing the existing 
Weight for each monitor depending on the historical standard 
deviation average for that monitor. For example, if the 
monitor is outside its historical standard deviation average, 
a counter cOutside may be increased by one. Similarly, if the 
monitor is inside its historical standard deviation average, a 
counter 0 may be increased by one. Then, if inside 

. c 1 u 1 — W 

comide > chm-dz, then Weight w = w + Coutside + Cinixide Z 



US 2007/0005761 A1 

otherwise if 

. C‘ 'd w 

comm-dz < aim-dz, then Weight w = w — Coutside + Cinside 2 

Numerous other calculations may be performed for adjust 
ing the Weights. 

[0047] If the inferred problem Was not the actual problem, 
then the Weights used to compare component indicators are 
adjusted 414 to re?ect the possibly decreased statistical 
signi?cance of some component indicators in the set and the 
problem. If the real cause of the problem is determined, it 
may be associated With the indicator set 416 for future 
reference at a time When the indicator has been stored as a 
historical indicator set. At ?rst, the correlation betWeen the 
problem and the indicator set may not be strong, but over 
time as the problem reoccurs and the Weights get adjusted 
repeatedly, this correlation may increase signi?cantly. For 
example, it may increase to a level Where a neW indicator set 
resembling the noW historical indicator set means the same 
problem occurred With a 90 percent probability. 

[0048] If the indicator set did not resemble any of the 
historical indicator sets to a sufficient degree, then the set 
may be stored 418, and associated With a problem if one is 
found 420, as described above. 

[0049] The folloWing example further demonstrates the 
problem inference process. In an on-line B2B ordering 
process, one task is to determine the correct pricing for an 
order line item. This generally may involve a synchronous 
method call through an Enterprise Application Integration 
(EAI) server that, in turn, invokes a transaction server 
method call in an Enterprise Resource Planning (ERP) 
system. The ERP system then accesses a database to retrieve 
the pricing information, perform appropriate calculations, 
and return the result. There may be tWo different historical 
?ngerprints associated With poor response time in getting 
pricing information. The component indicators of one his 
torical ?ngerprint may shoW correlation to CPU perfor 
mance and memory utiliZation on the ERP server. The 
problem associated With this ?ngerprint may be: “Concur 
rent batch processes impacting real-time request perfor 
mance.” The second historical ?ngerprint may shoW a 
correlation to the performance of a database using compo 
nent indicators shoWing that the ERP CPU Input/ Output Wait 
time is abnormally high, the database server CPU utiliZation 
is abnormally loW, the database server memory utiliZation is 
abnormally high, and the database cache hit ratio is loWer 
than normal. This second ?ngerprint may be associated With 
a problem described by a user as: “Database is not perform 
ing Well, necessary data not found in buffer cache.” If the 
neW indicator set sufficiently resembles, i.e., matches, the 
one of the historical ?ngerprints, the problem described by 
the user may be inferred. 

[0050] An exemplary method of determining resemblance 
betWeen indicator sets is noW described With reference to 
FIGS. 5A and 5B. FIG. 5A shoWs the indicator set 502 being 
compared With historical indicator set 552. Each dot 504 in 
the indicator sets represents a component indicator. For 
simplicity, in this ?gure the ?ngerprints only include nine 
components. The component indicators may be processed 
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measurements. Alternatively, the component indicators may 
be binary indicators based on Whether the components are 
outside a historical normal range. The corresponding loca 
tions Within the ?ngerprintidotsirepresent corresponding 
component indicators. Thus, the top-left component indica 
tor is associated With the same monitor in both of the 
indicator sets. In FIG. 5A, an X 506 indicates that a 
component indicator is outside its normal range. This may 
be the result of the component indicator being above a 
certain threshold. 

[0051] In FIG. 5A, a box 508 around a component indi 
cator dot 504 represents that the Weight of the component 
indicator is above a certain threshold. These Weights, used 
for comparing ?ngerprints, may be kept for each component 
indicator. The Weights may be used to shoW the relevance of 
a component indicator in the indicator set. For example, the 
loWer-left component indicator in FIG. 5A does not have a 
box around it. This may mean that this component indicator 
is not strongly correlated With a problem associated With 
?ngerprint 552. For example, if this component indicator 
indicates CPU speed, and about half the time a particular 
problem associated With ?ngerprint 552 arises, the CPU 
speed is normal, and the other half of the time it is not 
normal, then the CPU speed appears to have little effect on 
Whether the problem has occurred yet again. Thus, in one 
embodiment, the Weight of that component indicator in that 
historical ?ngerprint may be loW, indicating a loW correla 
tion. 

[0052] Using the Weights and the normal range thresholds 
described above, various conditions for resemblance may be 
formulated. As an example, one condition may be that if tWo 
or more component indicators that have Weights above a 
threshold, i.e., have a box around them, are out of normal 
range, i.e., have X’s, on both the indicator set and the 
historical indicator set, then the tWo indicator sets suffi 
ciently resemble each other. According to this condition, 
indicator set 506 resembles historical indicator set 552 in 
FIG. 5A. FIG. 5B shoWs an indicator set 514 that does not 
sufficiently resemble historical indicator set 552 according 
to the above resemblance condition. The above speci?cation 
for resemblance is given by Way of example only. There are 
many alternative Ways in Which such conditions may be 
de?ned or formulated. Any statistical comparison may be 
used to determine Whether the indicator set resembles any of 
the historical indicator sets. 

[0053] Some embodiments of the invention that may pre 
dict a future out-of-compliance condition before it occurs 
are noW described With reference to FIG. 6. Since, the 
gross-level rule is not yet out of compliance at the time the 
monitor data is collected, these embodiments may be used to 
predict Whether the gross-level rule is approaching an out 
of-compliance condition. In one embodiment of the inven 
tion, the prediction process is periodically performed for 
each gross-level rule. Thus, the prediction process according 
to one embodiment of the invention may begin With the 
selection 602 of a particular gross-level rule. 

[0054] Then, an indicator set for the selected gross-level 
rule may be generated 604 in any of the Ways described 
above With reference to FIG. 3. Next, the indicator set is 
compared 606 to historical indicator sets in the manner 
described With reference to FIG. 4. As discussed With 
reference to FIG. 4, the comparison 606 determines Whether 
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there is suf?cient resemblance between the indicator set and 
at least one historical indicator set. This resemblance con 
dition may be different from the resemblance condition used 
above With reference to FIG. 4, or it may be the same 
resemblance condition. The historical indicator sets may 
have been generated at a time When the gross-level rule Was 
out of compliance. If the indicator set does not suf?ciently 
resemble any of the historical indicator sets, then no pre 
diction is made about the gross-level rule. The process may 
begin again by a selection 602 of another gross-level rule. 

[0055] However, if the indicator set does match, i.e., 
su?iciently resemble, a historical ?ngerprint, then it is 
predicted that the IT infrastructure may soon experience an 
out-of-compliance condition regarding the gross-level rule. 
That is, it is predicted 608 that the gross-level rule may soon 
be out of compliance. In one embodiment of the invention, 
the monitoring system may then infer 610 potential prob 
lems, ?xes, or solutions associated With the particular his 
torical ?ngerprint or ?ngerprints, similar to the process 
described With reference to FIG. 4. 

[0056] In one embodiment of the invention, Whenever a 
gross-level rule goes out of compliance, the indicator set 
generated at that time is stored and associated With the out 
of compliance condition. Indicator sets that are very similar 
may not need to be stored independently, but may be 
represented by Weighing the historical indicator sets. For 
example, a historical indicator set Whose statistical equiva 
lents have been generated 90 percent of the time the gross 
level rule Went out of compliance may have a high Weight. 
Statistical equivalents may be de?ned as those ?ngerprints 
judged suf?ciently similar by the comparison process. Many 
alternative Weighing schemes are possible that emphasiZe a 
historical indicator set. Stated another Way, these Weights 
may indicate the reliability or quality of the predictive 
indicator set. Such a high quality historical indicator set may 
be referred to as a predictive ?ngerprint. If ?ngerprints 
generated While the gross-level rule is in compliance begin 
to resemble the predictive ?ngerprint, the out-of-compliance 
condition associated With the ?ngerprint is predicted to be 
approaching. 

[0057] General Matters 

[0058] In the description above, for the purposes of expla 
nation, numerous speci?c details are set forth in order to 
provide a thorough understanding of embodiments of the 
present invention. It Will be apparent, hoWever, to one 
skilled in the art that embodiments of the present invention 
may be practiced Without some of these speci?c details. In 
other instances, Well-knoWn structures and devices are 
shoWn in block diagram form. 

[0059] Embodiments of the present invention include vari 
ous processes. The processes of the embodiments of the 
present invention may be performed by hardWare compo 
nents, or may be embodied in machine-executable instruc 
tions, Which may be used to cause a general-purpose or 
special-purpose processor or logic circuits programmed With 
the instructions to perform the processes. Alternatively, the 
processes may be performed by a combination of hardWare 
and softWare. 

[0060] Embodiments of the present invention may be 
provided as a computer program product, Which may 
include a machine-readable medium having stored thereon 

Jan. 4, 2007 

instructions, Which may be used to program a computer or 
other electronic device to perform a process according to an 
embodiment of the present invention. The machine-readable 
medium may include, but is not limited to, ?oppy diskettes, 
optical disks, CD-ROMs, and magneto-optical disks, 
ROMs, RAMs, EPROMs, EEPROMs, magnetic or optical 
cards, ?ash memory, or other type of media/machine-read 
able medium suitable for storing electronic instructions. 
Moreover, embodiments of the present invention may also 
be doWnloaded as a computer program product, Wherein the 
program may be transferred from a remote computer to a 
requesting computer by Way of data signals embodied in a 
carrier Wave or other propagation medium via a communi 
cation link (e.g., a modem or netWork connection). 

[0061] In the description above, embodiments of the Indi 
cator Engine has been described as receiving raW monitor 
data that it converts and processes into ?ngerprints. HoW 
ever, the monitor data may not be raW data, but may be 
pre-processed data. For example, the monitors may perform 
some or all of the statistical analysis needed to create the 
component indicators. Furthermore, the Indicator Engine 
need not reside on a single machine, but may be distributed 
throughout the IT infrastructure. 

[0062] In the description above, in some embodiments, a 
historical ?ngerprint associated With an out-of-compliance 
condition is described as having been generated When the 
corresponding gross-level rule Was out of compliance. HoW 
ever, the historical ?ngerprint may have been generated at 
any time before or after the beginning of the out-of-com 
pliance condition, so long as the temporal relation implies a 
suf?cient statistical relation. Furthermore, historical ?nger 
print chains corresponding to the procession of ?ngerprints 
that led to the out-of-compliance condition may also be 
stored, and used in the comparisons to determine Whether a 
?ngerprint resembles historical ?ngerprints, or Whether a 
?ngerprint chain currently occurring resembles a historical 
?ngerprint chain. 

[0063] While the invention has been described in terms of 
several embodiments, those skilled in the art Will recogniZe 
that the invention is not limited to the embodiments 
described, but can be practiced With modi?cation and alter 
ation Within the spirit and scope of the appended claims. The 
description is thus to be regarded as illustrative instead of 
limiting. 

What is claimed is: 
1. A method comprising: 

(A) aggregating data collected from a plurality of moni 
tors deployed throughout an information technology 
(IT) infrastructure to form collective monitor patterns 
by 

(1) receiving a plurality of component metrics, each 
component metric corresponding to a component of 
a plurality of components of the IT infrastructure and 
being associated With one or more gross-level rules 
of a plurality of gross-level rules indicative of 
expected or desired functioning of the IT infrastruc 
ture, and 

(2) generating an indicator set representative of a 
current state of the IT infrastructure based on the 
received component metrics and relevant historical 
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values of component metrics corresponding to the 
plurality of components; and 

(B) predicting a future condition Within the IT infrastruc 
ture, the predicted future condition representing (i) 
inference of a future irregularity or problem Within the 
IT infrastructure or (ii) inference of a future out-of 
compliance condition With respect to a gross-level rule 
of the plurality of gross-level rules, Which has occurred 
in the past and based on the collective monitor patterns 
has a statistical likelihood of reoccurring relatively 
soon by 

(l) comparing the indicator set to one or more historical 
indicator sets representative of past states of the IT 
infrastructure, and 

(2) determining Whether the indicator set has su?icient 
resemblance to a historical indicator set of the one or 
more historical indicator sets that is associated With a 
previously observed irregularity or problem Within the 
IT infrastructure or a previously observed out-of-com 
pliance condition of the gross-level rule. 

2. The method of claim 1, further comprising: 

receiving information con?rming Whether the predicted 
future condition Was in fact imminent; and 

based on the received information, adjusting a plurality of 
Weights used for comparing the indicator set to the one 
or more historical indicator sets, each Weight being 
associated With one component indicator of the indi 
cator set. 

3. The method of claim 1, further comprising causing 
information regarding the predicted future condition to be 
communicated to a technician having responsibility for 
maintaining the IT infrastructure. 

4. The method of claim 1, further comprising program 
matically taking corrective action to remedy the predicted 
future condition. 

5. The method of claim 2, Wherein said adjusting a 
plurality of Weights comprises increasing the statistical 
signi?cance of one or more component indicators of the 
historical indicator set responsive to receiving con?rmation 
regarding correctness of the predicted future condition. 

6. The method of claim 2, Wherein said adjusting a 
plurality of Weights comprises decreasing the statistical 
signi?cance of one or more component indicators of the 
historical indicator set responsive to receiving con?rmation 
regarding incorrectness of the predicted future condition. 

7. A method comprising: 

maintaining a database of a plurality of historical ?nger 
prints, each of the plurality of historical ?ngerprints 
corresponding to a previous observation of an out-of 
compliance condition of a gross-level rule of a plurality 
of gross-level rules, each of the plurality of gross-level 
rules representing an expected or desired functioning of 
an information technology (IT) infrastructure, each of 
the plurality of historical ?nger prints associated With 
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an indication of one or more problems that existed in 
the IT infrastructure When the historical ?ngerprint Was 
generated and that Were believed to have been respon 
sible for or contributed to the corresponding out-of 
compliance condition of the gross-level rule; 

generating a current ?ngerprint representative of a current 
state of the IT infrastructure by gathering data from a 
plurality of component monitors regarding a plurality 
of components of the IT infrastructure and processing 
the gathered data With reference to relevant historical 
values the plurality of components, each of the plurality 
of components being associated With a particular gross 
level rule of the plurality of gross-level rules; and 

inferring a future out-of-compliance condition With 
respect to the particular gross-level rule by comparing 
the current ?ngerprint to the plurality of historical 
?ngerprints and identifying a historical ?ngerprint of 
the plurality of historical ?ngerprints that su?iciently 
resembles the current ?ngerprint by performing a 
Weighted comparison of a plurality of component indi 
cators of the current ?ngerprint and a plurality of 
component indicators of one or more of the plurality of 
historical ?ngerprints. 

8. The method of claim 7, further comprising: 

receiving information con?rming Whether the inferred 
future out-of-compliance condition Was in fact immi 
nent; and 

based on the received information, adjusting a plurality of 
Weights used for comparing the identi?ed historical 
?ngerprint to current ?ngerprints, each Weight being 
associated With one component indicator of the plural 
ity of component indicators of the identi?ed historical 
?ngerprint. 

9. The method of claim 7, further comprising causing 
information regarding the inferred future out-of-compliance 
condition to be communicated to a technician having 
responsibility for maintaining the IT infrastructure. 

10. The method of claim 7, further comprising program 
matically taking corrective action to remedy the inferred 
future out-of-compliance condition. 

11. The method of claim 8, Wherein said adjusting a 
plurality of Weights comprises increasing the statistical 
signi?cance of one or more component indicators of the 
identi?ed historical ?ngerprint responsive to receiving con 
?rmation regarding correctness of the inferred future out 
of-compliance condition. 

12. The method of claim 8, Wherein said adjusting a 
plurality of Weights comprises decreasing the statistical 
signi?cance of one or more component indicators of the 
identi?ed historical ?ngerprint responsive to receiving con 
?rmation regarding incorrectness of the inferred future out 
of-compliance condition. 


