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(57) ABSTRACT 

Providing presence tracking of nodes of a logical network in 
a distributed computing system. Each node in a logical 

network tracks the presence of all other nodes on the 

network. This presence information is used by the protocol 
to optimize bandwidth utilization of the shared physical 
media, by not attempting to communicate with a device that 

does not appear to be or is unlikely to be present. In one 

embodiment, the presence tracking is applied to a power line 
carrier (PLC) physical media because of PLC’s low-band 
width characteristics, low baud rate characteristics and the 
widespread usage of plugged-in devices, the presence of 
which on the network is generally more transient by nature. 
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SYSTEMS AND METHODS FOR PROVIDING 
PRESENCE TRACKING IN A DISTRIBUTED 

COMPUTING SYSTEM 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of US. patent 
application Ser. No. 10/251,370, ?led Sep. 19, 2002 (MSFT 
1346/18657501). 

COPYRIGHT NOTICE AND PERMISSION 

[0002] A portion of the disclosure of this patent document 
may contain material that is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Office 
patent ?les or records, but otherWise reserves all copyright 
rights Whatsoever. The folloWing notice shall apply to this 
document: Copyright ©1999-2002, Microsoft Corp. 

FIELD OF THE INVENTION 

[0003] The present invention is directed to systems and 
methods for providing presence tracking of nodes of a 
logical netWork in a distributed computing system. More 
particularly, the present invention is directed to systems and 
methods for automatically tuning a logical netWork With 
“keep alive” optimiZation(s). 

BACKGROUND OF THE INVENTION 

[0004] Distributed computing is a ?eld of study that has 
received increased attention and study in recent years, as 
netWork interconnectivity, from Wired to Wireless, of com 
puting devices and objects continues to mature and com 
puting devices and objects of all kinds continue to prolifer 
ate. To this end, a variety of protocols can be used to enable 
computing devices and objects of all sorts to communicate 
With one another in a manner that is independent of the 
particularities of the source and target computing devices. 

[0005] Examples of such protocols that have been devel 
oped include Simple Control Protocol (SCP), x10, and 
CEBus®. SCP, for instance, is a lightWeight device-control 
protocol that alloWs manufacturers to create small, intelli 
gent devices that can communicate With each other in a 
secure and robust manner over loW-speed communication 
netWorks such as household poWer lines. With SCP, devices 
With limited computing poWer and memory resourcesisuch 
as light sWitches, alarm clocks, and appliances4can be part 
of a peer-to-peer netWork of other SCP devices. Devices in 
an SCP netWork can also participate in more sophisticated 
Universal Plug and Play (UPnP) netWorks through a soft 
Ware component called a UPnP to SCP bridge. 

[0006] The folloWing examples describe some typical 
scenarios that SCP and other protocols can make possible. 
Automated lights and light sWitches can be enabled using 
SCP such that light sWitches and ?xtures can be controlled 
from a PC. A homeoWner can change “Which sWitches 
control Which lights” Without needing to call an electrician 
to reWire the physical circuits. Interactions among small 
appliances can also be enabled using SCP. For instance, an 
alarm clock can automatically start a coffee maker. Interac 
tions among SCP and UPnP devices can also be enabled 
using SCP. For instance, a homeoWner can place a tape in a 
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UPnP-capable VCR and press “Play.” The VCR then sends 
a UPnP event to a rules engine, Which places the room into 
a home theater mode. The rules engine then turns the UPnP 
TV on and connects it to the VCR audio and video outputs. 
Then, through an SCP to UPnP bridge, the engine tells the 
SCP room lights to dim and closes the SCP blinds. 

[0007] One can thus readily see that SCP, and other 
protocols like SCP, are poWerful vehicles for communica 
tion across a variety of computing devices. One can also 
appreciate that a variety of scenarios are possible With SCP, 
When one considers the possibility of any computing device 
or object being able to communicate simply and easily With 
any other computing device or object. 

[0008] HoWever, the above-described scenarios presume 
ideal, or near ideal, netWork conditions, and in contrast, 
often the actual physical medium utiliZed for communica 
tions in a logical netWork is not ideal. For instance, in the 
case of poWer line communications, data is not alWays 
guaranteed to arrive at its destination, or When it does, there 
may be some interference along the Way that distorts the data 
or renders it unrecognizable. Similarly, on the reception side 
of data communications, interference can also be of impact. 
Moreover, various nodes may become disconnected from 
the netWork at Widely variant rates, and thus, optimal 
presence assertion refresh or timeout rates of a ?rst node 
may be Widely different than optimal presence assertion 
refresh or timeout rates of a second node on the same logical 
netWork. For instance, plug-in devices such as a table lamp 
may have different netWork behavior characteristics from 
built-in devices, such as a furnace. 

[0009] Accordingly, it Would be desirable to minimiZe the 
number of failed messaging communications by keeping a 
current list of nodes in the logical netWork that are present 
and capable of receiving communications. It Would be 
desirable, for instance, to skip messaging communications 
for nodes that are absent, and to prioritiZe messages based 
upon recency of presence and other assumption(s) or rule(s), 
Which make messages more or less likely to arrive in a 
robust fashion. In connection With such logical netWork(s), 
therefore, it Would be desirable to provide presence tracking 
across logical netWork(s) for dynamic tuning of the logical 
netWork(s) according to messaging conditions, and rates of 
nodes appearing in or vanishing from the netWork. It Would 
be further desirable to provide an improved optimiZation of 
presence tracking variables across the logical netWork for 
loWer bandWidth conditions. 

SUMMARY OF THE INVENTION 

[0010] In vieW of the foregoing, the present invention is 
directed to systems and methods for providing presence 
tracking of nodes of a logical netWork in a distributed 
computing system. Each node in a logical netWork tracks the 
presence of all other nodes on the netWork. This presence 
information is used by the protocol to optimiZe bandWidth 
utiliZation of the shared physical media, by not attempting to 
communicate With a device that does not appear to be or is 
unlikely to be present. In one embodiment, the presence 
tracking is applied to a poWer line carrier (PLC) physical 
media because of PLC’s loW-bandWidth characteristics, loW 
baud rate characteristics and the Widespread usage of 
plugged-in devices, the presence of Which on the netWork is 
generally more transient by nature. Each node on the net 
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Work asserts its presence by sending a periodic qualifying 
message and tracks the presence of other nodes by periodi 
cally sampling Whether a keep-alive has been received. 

[0011] In another embodiment, the invention tunes pres 
ence tracking on a logical network by splitting the logical 
netWork’s node identi?cation (node ID) address space in tWo 
parts, each part being assigned different values for sending 
and sampling keep-alives. A ?rst group of node IDs are 
assigned to “fast presence” devices, While a second group of 
node IDs part are assigned to “sloW presence” devices. This 
process can be managed by an Address Space Arbitrator by 
using a hint value provided in each device’s description 
information. 

[0012] Other features and embodiments of the present 
invention are described beloW. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] The systems and methods for providing presence 
tracking of nodes of a logical netWork in a distributed 
computing system in accordance With the present invention 
are further described With reference to the accompanying 
draWings in Which: 

[0014] FIG. 1 is a block diagram of one example of a 
protocol stack in connection With Which the invention may 
be implemented; 

[0015] FIG. 2 is a block diagram illustrating exemplary 
aspects of secure communications of a logical network in 
accordance With the invention; 

[0016] FIG. 3A is a block diagram representing an exem 
plary netWork environment having a variety of computing 
devices in Which the present invention may be implemented; 

[0017] FIG. 3B is a block diagram representing an exem 
plary non-limiting computing device in Which the present 
invention may be implemented; 

[0018] FIG. 4A is a block diagram of a node presence 
tracking state How diagram; 

[0019] FIG. 4B is an illustration of potential interplay 
betWeen refresh and timeout periodicities in accordance With 
the invention; 

[0020] FIG. 5 is a block diagram of a node presence 
tracking data structure in accordance With the invention; and 

[0021] FIG. 6 is a How diagram of exemplary use of 
presence tracking application variables and the tWo tiered 
assignment of nodes in accordance With exemplary embodi 
ments of the invention. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

OvervieW 

[0022] As described above, there is a need for improved 
presence tracking of nodes in a logical netWork, particularly 
in connection With a loW data rate or baud rate, less than 
ideal physical netWork underlying the logical netWork, 
Wherein loW data rates, and transient presence hamper 
presence tracking. A naive approach Would be to frequently 
refresh the presence of all nodes at the same rate; hoWever, 
practically speaking, the assertion criteria for different kinds 
of nodes on the logical netWork should be ?exible. The 
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invention thus provides a simple, yet robust, optimization of 
“keep alives” in connection With such a loW bandWidth, less 
than ideal physical netWork that enables dynamic tuning of 
logical netWork(s) according to messaging conditions, and 
rates of nodes coming and going in the netWork. 

[0023] In accordance With the invention, each node in a 
logical netWork, such as Simple Control Protocol (SCP) 
netWork, tracks the presence of all other nodes on the 
netWork. This presence information is used by the protocol 
to optimiZe bandWidth utiliZation of the shared physical 
media, by not attempting to communicate With device(s) 
Which do not appear to be present. 

[0024] The invention recogniZes that presence tracking 
can be especially critical on the poWer line carrier (PLC) 
physical media because of both its loW-bandWidth (and 
therefore baud rate) characteristics and of the Widespread 
usage of plugged-in devices, for Which presence on the 
netWork is generally more transient by nature. A logical 
netWork may include built-in devices (a Wall-mounted light 
control for example) and transient devices (a plugged in 
table lamp for example) Which communicate With one 
another. Each node on an SCP netWork asserts its presence 
by sending a periodic qualifying message or by sending 
tra?ic to other nodes; each node tracks the presence of every 
other node by periodically sampling Whether a keep-alive 
has been received from each node. A keep-alive for a node 
includes presence assertion by the node itself, or receipt of 
a qualifying message or packet from the node by another 
portion of the logical netWork. 

[0025] In one embodiment, the invention tunes presence 
tracking on a logical netWork by splitting the logical net 
Work’s node identi?cation (node ID) address space in tWo 
parts, each part being assigned different values for sending 
and sampling keep-alives. The loWer node IDs are assigned 
to “fast presence” devices, While upper node IDs part tracks 
“sloW presence” devices. This process can be actively man 
aged by an Address Space Arbitrator (ASA) by using a hint 
value provided in each device’s description information. 

Exemplary Logical NetWorkiOvervieW of Simple Control 
Protocol (SCP) 

[0026] As mentioned, embodiments of the invention apply 
to logical netWorks. An overvieW of SCP is provided herein. 
Various implementations of SCP support netWorks that use 
standard electrical Wiring as the physical medium connect 
ing the devices, e.g., the PoWer Line Carrier (PLC) imple 
mentation of SCP. Other SCP implementations for other 
physical netWork media such as radio frequency and infrared 
transmissions can also be utiliZed. 

[0027] FIG. 1 illustrates a block diagram overvieW of an 
exemplary SCP stack, and exemplary description of various 
aspects thereof folloWs. SCP is a protocol that makes use of 
a physical medium 240, such as PLC. A protocol stack is a 
Way to manage and organiZe nodes 200 in a distributed 
system via an API 210, or other object. A node 200 can be 
either a softWare object or a hardWare object, or a combi 
nation of both. One node, the address space arbitrator 
200asa, handles discovery, acquisition and maintenance of 
nodes on the logical netWork. There is one ASA 200asa per 
logical netWork. 

[0028] Aprotocol comprises an application protocol (AP) 
and a netWork control protocol. The application protocol 
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side implements a session layer 215, a transport layer 220 
and a network layer 225 Which handle operations, transac 
tions and messages, respectively. A data link layer 230 
resides on top of the physical medium 240, and handles the 
message packets 235 delivered and received by the netWork 
layer 225. Aprotocol encrypts and decrypts communications 
for security purposes. Message communications make use of 
a logical address that includes a net ID 300, a node ID 310 
and a netWork key 320, as illustrated in FIG. 2. These enable 
all nodes associated in a logical netWork to share a secret, 
Which alloWs for each to communicate securely With other 
nodes on the logical netWork. 

[0029] An SCP device is a component that uses the SCP to 
communicate With other devices connected to the same 
physical medium. SCP accommodates both “hard” and 
“soft” devices. A hard device is a piece of hardWare such as 
a dimmer sWitch or a motion sensor. For hard devices, SCP 
is implemented as a set of integrated circuit (IC) chips that 
handle all of the protocol-level communication tasks for a 
device. This chipset, When added to a device, forms a 
communication subsystem that handles of the protocol-level 
communication tasks for the device. 

[0030] A soft device is a software application that runs on 
a PC under the SCP device emulation environment. This 
environment emulates the communication subsystem pro 
vided by the SCP chipset and alloWs multiple soft devices 
running on the same PC to share the same channel of 
communications to the physical netWork. 

[0031] At its simplest, an SCP netWork consists of tWo or 
more SCP devices and the physical medium connecting the 
devices. A netWork can also include other softWare compo 
nents that run on a PC, such as the SCP to UPnP bridge, the 
Address-Space Arbitrator, and the Physical NetWork Man 
ager. 

[0032] The SCP to UPnP bridge is a special soft device 
that alloWs SCP devices to interoperate With UPnP devices. 
The bridge extends the full capabilities of UPnP to small 
devices that are not capable of implementing TCP/IP and 
native UPnP stacks. For example, the bridge alloWs the 
properties of an SCP device to be set by using messages sent 
across a TCP/IP netWork. All SCP device property relation 
ships are established at the UPnP level through the bridge 
and propagate doWn to the SCP device level. The bridge also 
alloWs SCP devices to interoperate With devices that use 
other control protocols. If a bridge exists betWeen those 
devices and a UPnP netWork, SCP devices can use UPnP as 
a common communication language. 

[0033] The Address-Space Arbitrator (ASA) is another 
special soft device that forms and manages a logical netWork 
of SCP devices. A logical netWork is a group of devices that 
are logically separate from other devices connected to the 
same physical netWork medium. SCP can support one or 
more logical netWorks Within the same physical netWork. 
For example, a physical netWork can include a logical 
netWork for security devices, another for lighting devices, 
and yet another for audio-visual equipment. Logical net 
Works are also used in environments such as apartment 
buildings Where adjacent apartments share the same poWer 
line. Each apartment uses its oWn logical netWork so it does 
not interfere With the operation of the devices in a neigh 
boring apartment. 
[0034] The Physical NetWork Manager is a softWare com 
ponent that runs on a PC. It manages the connection to the 
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physical netWork, alloWing multiple soft devices running on 
the same PC to share the same connection. 

[0035] An SCP device presents itself on the netWork as a 
root device With optional nested sub-devices. Each device 
(or sub-device) supports one or more services. A service 
consists of a group of related properties and actions. Prop 
erties describe the state of a service, and actions change or 
access the state of a service. Taken together, the sub-devices, 
services, properties, and actions of a device are called its 
device model. The SCP device model is analogous to a 
programming object, Where an object interface provides 
access to a set of properties and methods that operate on and 
describe the state of the object. 

[0036] The SCP device model is based on the UPnP device 
model, e.g., the device model for an SCP device is a UPnP 
device description that has been augmented With SCP data. 
As a device developer, a device model is developed for the 
device, creating a binary version that the device uses at 
runtime. 

[0037] SCP devices Work by exposing their properties and 
actions to other devices, and by using operations to access 
the properties and actions of other devices on the netWork. 
The operation is the fundamental unit of communication 
among devices. A device uses operations to set and retrieve 
property values on other devices, to invoke actions on other 
devices, and to notify other devices When the value of a 
property changes. 

[0038] Devices use operations to accomplish many tasks, 
and one of the primary tasks involves implementing sub 
scriptions. A subscription is a relationship that one device, 
called the subscriber, sets up betWeen itself and a property 
on another device, called the publisher. After a subscription 
is established, the publisher sends noti?cation messages to 
the subscriber Whenever the value of the property changes. 

[0039] Devices use subscriptions as the basis for setting up 
property routes. A property route is a one-Way connection 
betWeen tWo properties: a source property on a publisher 
device and a destination property on a subscriber device. 
When the value of the source property changes on publisher 
device, the subscriber device updates its destination property 
With the neW value. 

[0040] To illustrate hoW subscriptions and property routes 
Work, consider a device that exposes a simple timer service 
consisting of three properties: Increment, Which speci?es the 
timer countdoWn increment in milliseconds; Value, Which 
speci?es the current countdoWn time; and Trigger, Which 
changes from False to True When Value goes to Zero. The 
service also has three actions: Start, Stop and SetValue. For 
example, if it is desired that the Timer turn on some lights 
When the Timer’s Value property goes to Zero, a third-party 
(for example, a con?guration utility) can tell each light to 
subscribe to the Timer’s Trigger property and create a route 
betWeen that property and the light’s Intensity property. 
Then, When Trigger property becomes True, each light’s 
Intensity property also changes to True, and the lights come 
on. 

[0041] One creates an SCP device by integrating the SCP 
communication subsystem into the device. For a hard 
device, this involves incorporating the SCP chipset into the 
circuitry of the device. For a soft device, it involves imple 
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menting code in a Windows application that takes advantage 
of the SCP emulation environment. 

[0042] The application subsystem connects to the SCP 
communication subsystem through a serial peripheral inter 
face (SP1) connection. One of the main tasks (besides 
creating the device model) is to implement a software 
interface to the SP1 connection that alloWs the device 
application, running on the application processor, to com 
munication With the communication subsystem. Code is also 
implemented that alloWs the device application to control 
the communication subsystem, using it to communicate With 
other devices on the netWork. 

[0043] To summariZe, creating an SCP device involves 
accomplishing the folloWing tasks. (1) Creating the device 
model that de?nes the services, properties, and actions 
provided by the device, (2) Implementing code in your 
device application that supports the SP1 connection betWeen 
the application subsystem and the SCP communication 
subsystem and (3) Implementing code in the application 
processor that interacts With the communication subsystem 
to communicate With other devices in the netWork. 

[0044] Commonly assigned copending US. patent appli 
cation. Ser. No. 09/556,279 (the ’279 application), entitled 
“System for Networked Component Address and Logical 
NetWork Formation and Maintenance” describes a system 
for forming and maintaining one or more netWorks of 
devices connected to a shared media is provided. Aspects of 
the ’279 application include processes for: (a) forming a 
logical netWork on the shared media; (b) discovering devices 
connected to the shared medium; (c) assigning (or acquiring) 
devices to a logical netWork; and (d) maintaining a logical 
netWork. Another aspect of the ’279 application also de?nes 
a message format and protocol for communication over the 
shared media. The protocol uses a tWo-level address scheme 
(e.g., a logical netWork 1D and a device 1D) and de?nes 
several message types used to support the above processes 
and other useful features. Each device is expected to have a 
globally unique device 1D, called the Device Serial Number 
(DSN). 
[0045] A logical netWork includes an address space arbiter 
(ASA) and, typically, one or more devices attached to the 
shared media. An acquisition authority (AA), interacting 
With the ASA, is required to complete acquisition of a device 
by a logical netWork. 

[0046] An ASA can form a logical netWork by selecting a 
possible logical netWork 1D, When ?rst attached to the 
physical media. The ASA then broadcasts a message 
addressed to the entire netWork to determine Whether the 
possible 1D is already taken. If the possible 1D is not taken, 
the ASA adopts the ID as its logical netWork 1D and can 
begin acquiring devices. 

[0047] To join a logical netWork, a device attached to the 
shared media broadcasts an announce message addressed to 
the entire shared media. This is initiated at the request of an 
ASA attached to the shared media. ASAs receiving the 
announce message then determine Whether the device is a 
“discovered” device. If the device is also not acquired, the 
AA decides Whether to authorize the ASA to acquire the 
discovered device. If authoriZed, the ASA then assigns an 
available device 1D to the device. The device 1D must be 
unique Within the logical netWork, but does not necessarily 
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have to be globally unique. The ASA helps maintain the 
logical netWork by periodically sending a message to each 
device of the logical netWork and Waiting for the appropriate 
response from that device. 

[0048] One advantage is that the system provides a simple 
Way to segment a shared media into several logical net 
Works. In addition, the system provides an easy-to-use 
mechanism for connecting devices to a netWork suitable for 
the general public. 

Exemplary NetWorked and Distributed Environments 

[0049] One of ordinary skill in the art can appreciate that 
a computer or other client or server device can be deployed 
as part of a computer netWork, or in a distributed computing 
environment. In this regard, the present invention pertains to 
any computer system having any number of memory or 
storage units, and any number of applications and processes 
occurring across any number of storage units or volumes, 
Which may be used in connection With the keep alives 
optimiZation(s) of the invention. The present invention may 
apply to an environment With server computers and client 
computers deployed in a netWork environment or distributed 
computing environment, having remote or local storage. The 
present invention may also be applied to standalone com 
puting devices, having programming language functionality, 
interpretation and execution capabilities for generating, 
receiving and transmitting information in connection With 
remote or local services. 

[0050] Distributed computing facilitates sharing of com 
puter resources and services by direct exchange betWeen 
computing devices and systems. These resources and ser 
vices include the exchange of information, cache storage, 
and disk storage for ?les. Distributed computing takes 
advantage of netWork connectivity, alloWing clients to lever 
age their collective poWer to bene?t the entire enterprise. In 
this regard, a variety of devices may have applications, 
objects or resources that may implicate the keep alives 
optimiZation(s) of the invention. 

[0051] FIG. 3A provides a schematic diagram of an e 
exemplary netWorked or distributed computing environ 
ment. The distributed computing environment comprises 
computing objects 10a, 10b, etc. and computing objects or 
devices 110a, 110b, 1100, etc. These objects may comprise 
programs, methods, data stores, programmable logic, etc. 
The objects may comprise portions of the same or different 
devices such as PDAs, televisions, MP3 players, televisions, 
personal computers, etc. Each object can communicate With 
another object by Way of the communications netWork 14. 
This netWork may itself comprise other computing objects 
and computing devices that provide services to the system of 
FIG. 3A. In accordance With an aspect of the invention, each 
object 10a, 10b, etc. or 11011, 110b, 1100, etc. may contain 
an application that might make use of an AP1, or other 
object, softWare or hardWare, to request use of the keep 
alives optimiZation(s) of the invention. 

[0052] In a distributed computing architecture, computers, 
Which may have traditionally been used solely as clients, 
communicate directly among themselves and can act as both 
clients and servers, assuming Whatever role is most ef?cient 
for the netWork. This reduces the load on servers and alloWs 
all of the clients to access resources available on other 

clients, thereby increasing the capability and ef?ciency of 
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the entire network. Services that use the keep alives opti 
miZation(s) in accordance With the present invention may 
thus be distributed among clients and servers, acting in a 
Way that is efficient for the entire netWork. 

[0053] Distributed computing can help businesses deliver 
services and capabilities more e?iciently across diverse 
geographic boundaries. Moreover, distributed computing 
can move data closer to the point Where data is consumed 
acting as a netWork caching mechanism. Distributed com 
puting also alloWs computing netWorks to dynamically Work 
together using intelligent agents. Agents reside on peer 
computers and communicate various kinds of information 
back and forth. Agents may also initiate tasks on behalf of 
other peer systems. For instance, intelligent agents can be 
used to prioritize tasks on a netWork, change tra?ic ?oW, 
search for ?les locally or determine anomalous behavior 
such as a virus and stop it before it affects the netWork. All 
sorts of other services may be contemplated as Well. Since 
data may in practice be physically located in one or more 
locations, the ability to distribute services that make use of 
the keep alives optimiZation(s) described herein is of great 
utility in such a system. 

[0054] It can also be appreciated that an object, such as 
1100, may be hosted on another computing device 10a, 10b, 
etc. or 11011, 110b, etc. Thus, although the physical envi 
ronment depicted may shoW the connected devices as com 
puters, such illustration is merely exemplary and the physi 
cal environment may alternatively be depicted or described 
comprising various digital devices such as PDAs, televi 
sions, MP3 players, etc., softWare objects such as interfaces, 
COM objects and the like. 

[0055] There are a variety of systems, components, and 
netWork con?gurations that support distributed computing 
environments. For example, computing systems may be 
connected together by Wired or Wireless systems, by local 
netWorks or Widely distributed netWorks. Currently, many of 
the netWorks are coupled to the Internet, Which provides the 
infrastructure for Widely distributed computing and encom 
passes many different netWorks. 

[0056] In home netWorking environments, there are at 
least four disparate netWork transport media that may each 
support a unique protocol, such as PoWer line, data (both 
Wireless and Wired), voice (e.g., telephone) and entertain 
ment media. Most home control devices such as light 
sWitches and appliances may use poWer line for connectiv 
ity. Data Services may enter the home as broadband (e.g., 
either DSL or Cable modem) and are accessible Within the 
home using either Wireless (e.g., HomeRF or 802.1lb) or 
Wired (e.g., Home PNA, Cat 5, even poWer line) connec 
tivity. Voice traf?c may enter the home either as Wired (e.g., 
Cat 3) or Wireless (e.g., cell phones) and may be distributed 
Within the home using Cat 3 Wiring. Entertainment media, or 
other graphical data, may enter the home either through 
satellite or cable and is typically distributed in the home 
using coaxial cable. IEEE 1394 and DVI are also emerging 
as digital interconnects for clusters of media devices. All of 
these netWork environments and others that may emerge as 
protocol standards may be interconnected to form an intranet 
that may be connected to the outside World by Way of the 
Internet. In short, a variety of disparate sources exist for the 
storage and transmission of data, and consequently, moving 
forWard, computing devices Will require Ways of sharing 
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data, such as data accessed or utiliZed incident to program 
objects, Which make use of keep alives optimiZation(s) in 
accordance With the present invention. 

[0057] The Internet commonly refers to the collection of 
netWorks and gateWays that utiliZe the TCP/IP suite of 
protocols, Which are Well-knoWn in the art of computer 
netWorking. TCP/IP is an acronym for “Transport Control 
Protocol/Interface Program.” The Internet can be described 
as a system of geographically distributed remote computer 
netWorks interconnected by computers executing netWork 
ing protocols that alloW users to interact and share informa 
tion over the netWorks. Because of such Wide-spread infor 
mation sharing, remote netWorks such as the Internet have 
thus far generally evolved into an open system for Which 
developers can design softWare applications for performing 
specialiZed operations or services, essentially Without 
restriction. 

[0058] Thus, the netWork infrastructure enables a host of 
netWork topologies such as client/server, peer-to-peer, or 
hybrid architectures. The “client” is a member of a class or 
group that uses the services of another class or group to 
Which it is not related. Thus, in computing, a client is a 
process, i.e., roughly a set of instructions or tasks, that 
requests a service provided by another program. The client 
process utiliZes the requested service Without having to 
“knoW” any Working details about the other program or the 
service itself. In a client/server architecture, particularly a 
netWorked system, a client is usually a computer that 
accesses shared netWork resources provided by another 
computer, e.g., a server. In the example of FIG. 3A, com 
puters 110a, 110b, etc. can be thought of as clients and 
computer 10a, 10b, etc. can be thought of as the server 
Where server 10a, 10b, etc. maintains the data that is then 
replicated in the client computers 110a, 110b, etc. 

[0059] A server is typically a remote computer system 
accessible over a remote netWork such as the Internet. The 

client process may be active in a ?rst computer system, and 
the server process may be active in a second computer 
system, communicating With one another over a communi 
cations medium, thus providing distributed functionality and 
alloWing multiple clients to take advantage of the informa 
tion-gathering capabilities of the server. 

[0060] Client and server communicate With one another 
utiliZing the functionality provided by a protocol layer. For 
example, Hypertext-Transfer Protocol (HTTP) is a common 
protocol that is used in conjunction With the World Wide 
Web (WWW). Typically, a computer netWork address such 
as a Universal Resource Locator (URL) or an Internet 
Protocol (IP) address is used to identify the server or client 
computers to each other. The netWork address can be 
referred to as a URL address. For example, communication 
can be provided over a communications medium. In par 
ticular, the client and server may be coupled to one another 
via TCP/IP connections for high-capacity communication. 
SCP, x10 and CEBus® are other examples of protocols used 
for logical netWork(s). 

[0061] Thus, FIG. 3A illustrates an exemplary netWorked 
or distributed environment, With a server in communication 
With client computers via a netWork/bus, in Which the 
present invention may be employed. In more detail, a 
number of servers 10a, 10b, etc., are interconnected via a 
communications netWork/bus 14, Which may be a LAN, 
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WAN, intranet, the Internet, etc., With a number of client or 
remote computing devices 110a, 110b, 1100, 110d, 110e, 
etc., such as a portable computer, handheld computer, thin 
client, netWorked appliance, or other device, such as a VCR, 
TV, oven, light, heater and the like in accordance With the 
present invention. It is thus contemplated that the present 
invention may apply to any computing device in connection 
With Which it is desirable to implement logical netWork(s). 

[0062] In a netWork environment in Which the communi 
cations netWork/bus 14 is the Internet, for example, the 
servers 10a, 10b, etc. can be Web servers With Which the 
clients 110a, 110b, 1100, 110d, 110e, etc. communicate via 
any of a number of knoWn protocols such as HTTP. Servers 
10a, 10b, etc. may also serve as clients 110a, 110b, 1100, 
110d, 110e, etc., as may be characteristic of a distributed 
computing environment. Communications may be Wired or 
Wireless, Where appropriate. Client devices 110a, 110b, 
1100, 110d, 110e, etc. may or may not communicate via 
communications netWork/bus 14, and may have independent 
communications associated thereWith. For example, in the 
case of a TV or VCR, there may or may not be a networked 
aspect to the control thereof. Each client computer 110a, 
110b, 1100, 110d, 110e, etc. and server computer 10a, 10b, 
etc. may be equipped With various application program 
modules or objects 135 and With connections or access to 
various types of storage elements or objects, across Which 
?les may be stored or to Which portion(s) of ?les may be 
doWnloaded or migrated. Any computer 10a, 10b, 110a, 
110b, etc. may be responsible for the maintenance and 
updating of a database 20 or other storage element in 
accordance With the present invention, such as a database or 
memory 20 for storing application variable(s) or data pro 
cessed according to the invention. Thus, the present inven 
tion can be utiliZed in a computer netWork environment 
having client computers 110a, 110b, etc. that can access and 
interact With a computer netWork/bus 14 and server com 
puters 10a, 10b, etc. that may interact With client computers 
110a, 110b, etc. and other like devices, and databases 20. 

Exemplary Computing Device 

[0063] FIG. 3B and the folloWing discussion are intended 
to provide a brief general description of a suitable comput 
ing environment in Which the invention may be imple 
mented. It should be understood, hoWever, that handheld, 
portable and other computing devices and computing objects 
of all kinds are contemplated for use in connection With the 
present invention. While a general purpose computer is 
described beloW, this is but one example, and the present 
invention may be implemented With a thin client having 
netWork/bus interoperability and interaction. Thus, the 
present invention may be implemented in an environment of 
netWorked hosted services in Which very little or minimal 
client resources are implicated, e.g., a netWorked environ 
ment in Which the client device serves merely as an interface 
to the netWork/bus, such as an object placed in an appliance. 
In essence, anyWhere that data may be stored or from Which 
data may be retrieved is a desirable, or suitable, environment 
for operation of the techniques utiliZing keep alives optimi 
Zation(s) of the invention. 

[0064] Although not required, the invention can be imple 
mented via an operating system, for use by a developer of 
services for a device or object, and/or included Within 
application softWare that operates in connection With keep 
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alives optimiZation(s) of the invention. Software may be 
described in the general context of computer-executable 
instructions, such as program modules, being executed by 
one or more computers, such as client Workstations, servers 
or other devices. Generally, program modules include rou 
tines, programs, objects, components, data structures and the 
like that perform particular tasks or implement particular 
abstract data types. Typically, the functionality of the pro 
gram modules may be combined or distributed as desired in 
various embodiments. Moreover, those skilled in the art Will 
appreciate that the invention may be practiced With other 
computer system con?gurations and protocols. Other Well 
knoWn computing systems, environments, and/or con?gu 
rations that may be suitable for use With the invention 
include, but are not limited to, personal computers (PCs), 
automated teller machines, server computers, hand-held or 
laptop devices, multi-processor systems, microprocessor 
based systems, programmable consumer electronics, net 
Work PCs, appliances, lights, environmental control ele 
ments, minicomputers, mainframe computers and the like. 
The invention may also be practiced in distributed comput 
ing environments Where tasks are performed by remote 
processing devices that are linked through a communica 
tions netWork/bus or other data transmission medium. In a 
distributed computing environment, program modules may 
be located in both local and remote computer storage media 
including memory storage devices, and client nodes may in 
turn behave as server nodes. 

[0065] FIG. 3B thus illustrates an example of a suitable 
computing system environment 100 in Which the invention 
may be implemented, although as made clear above, the 
computing system environment 100 is only one example of 
a suitable computing environment and is not intended to 
suggest any limitation as to the scope of use or functionality 
of the invention. Neither should the computing environment 
100 be interpreted as having any dependency or requirement 
relating to any one or combination of components illustrated 
in the exemplary operating environment 100. 

[0066] With reference to FIG. 3B, an exemplary system 
for implementing the invention includes a general purpose 
computing device in the form of a computer 110. Compo 
nents of computer 110 may include, but are not limited to, 
a processing unit 120, a system memory 130, and a system 
bus 121 that couples various system components including 
the system memory to the processing unit 120. The system 
bus 121 may be any of several types of bus structures 
including a memory bus or memory controller, a peripheral 
bus, and a local bus using any of a variety of bus architec 
tures. By Way of example, and not limitation, such archi 
tectures include Industry Standard Architecture (ISA) bus, 
Micro Channel Architecture (MCA) bus, Enhanced ISA 
(EISA) bus, Video Electronics Standards Association 
(V ESA) local bus, and Peripheral Component Interconnect 
(PCI) bus (also knoWn as MeZZanine bus). 

[0067] Computer 110 typically includes a variety of com 
puter readable media. Computer readable media can be any 
available media that can be accessed by computer 110 and 
includes both volatile and nonvolatile media, removable and 
non-removable media. By Way of example, and not limita 
tion, computer readable media may comprise computer 
storage media and communication media. Computer storage 
media includes both volatile and nonvolatile, removable and 
non-removable media implemented in any method or tech 
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nology for storage of information such as computer readable 
instructions, data structures, program modules or other data. 
Computer storage media includes, but is not limited to, 
RAM, ROM, EEPROM, ?ash memory or other memory 
technology, CDROM, digital versatile disks (DVD) or other 
optical disk storage, magnetic cassettes, magnetic tape, 
magnetic disk storage or other magnetic storage devices, or 
any other medium Which can be used to store the desired 
information and Which can accessed by computer 110. 
Communication media typically embodies computer read 
able instructions, data structures, program modules or other 
data in a modulated data signal such as a carrier Wave or 
other transport mechanism and includes any information 
delivery media. The term “modulated data signal” means a 
signal that has one or more of its characteristics set or 
changed in such a manner as to encode information in the 
signal. By Way of example, and not limitation, communi 
cation media includes Wired media such as a Wired netWork 
or direct-Wired connection, and Wireless media such as 
acoustic, RF, infrared and other Wireless media. Combina 
tions of any of the above should also be included Within the 
scope of computer readable media. 

[0068] The system memory 130 includes computer stor 
age media in the form of volatile and/or nonvolatile memory 
such as read only memory (ROM) 131 and random access 
memory (RAM) 132. A basic input/output system 133 
(BIOS), containing the basic routines that help to transfer 
information betWeen elements Within computer 110, such as 
during start-up, is typically stored in ROM 131. RAM 132 
typically contains data and/or program modules that are 
immediately accessible to and/or presently being operated 
on by processing unit 120. By Way of example, and not 
limitation, FIG. 3B illustrates operating system 134, appli 
cation programs 135, other program modules 136, and 
program data 137. 

[0069] The computer 110 may also include other remov 
able/non-removable, volatile/nonvolatile computer storage 
media. By Way of example only, FIG. 3B illustrates a hard 
disk drive 141 that reads from or Writes to non-removable, 
nonvolatile magnetic media, a magnetic disk drive 151 that 
reads from or Writes to a removable, nonvolatile magnetic 
disk 152, and an optical disk drive 155 that reads from or 
Writes to a removable, nonvolatile optical disk 156, such as 
a CD-ROM or other optical media. Other removable/non 
removable, volatile/nonvolatile computer storage media that 
can be used in the exemplary operating environment 
include, but are not limited to, magnetic tape cassettes, ?ash 
memory cards, digital versatile disks, digital video tape, 
solid state RAM, solid state ROM and the like. The hard disk 
drive 141 is typically connected to the system bus 121 
through a non-removable memory interface such as interface 
140, and magnetic disk drive 151 and optical disk drive 155 
are typically connected to the system bus 121 by a remov 
able memory interface, such as interface 150. 

[0070] The drives and their associated computer storage 
media discussed above and illustrated in FIG. 3B provide 
storage of computer readable instructions, data structures, 
program modules and other data for the computer 110. In 
FIG. 3B, for example, hard disk drive 141 is illustrated as 
storing operating system 144, application programs 145, 
other program modules 146, and program data 147. Note 
that these components can either be the same as or different 

from operating system 134, application programs 135, other 
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program modules 136, and program data 137. Operating 
system 144, application programs 145, other program mod 
ules 146, and program data 147 are given different numbers 
here to illustrate that, at a minimum, they are different 
copies. Auser may enter commands and information into the 
computer 110 through input devices such as a keyboard 162 
and pointing device 161, commonly referred to as a mouse, 
trackball or touch pad. Other input devices (not shoWn) may 
include a microphone, joystick, game pad, satellite dish, 
scanner, or the like. These and other input devices are often 
connected to the processing unit 120 through a user input 
interface 160 that is coupled to the system bus 121, but may 
be connected by other interface and bus structures, such as 
a parallel port, game port or a universal serial bus (USB). A 
graphics interface 182, such as Northbridge, may also be 
connected to the system bus 121. Northbridge is a chipset 
that communicates With the CPU, or host processing unit 
120, and assumes responsibility for accelerated graphics 
port (AGP) communications. One or more graphics process 
ing units (GPUs) 184 may communicate With graphics 
interface 182. In this regard, GPUs 184 generally include 
on-chip memory storage, such as register storage and GPUs 
184 communicate With a video memory 186, Wherein the 
keep alives optimiZation(s) of the invention may have 
impact. GPUs 184, hoWever, are but one example of a 
coprocessor and thus a variety of coprocessing devices may 
be included in computer 110, and may include a variety of 
procedural shaders, such as pixel and vertex shaders. A 
monitor 191 or other type of display device is also connected 
to the system bus 121 via an interface, such as a video 
interface 190, Which may in turn communicate With video 
memory 186. In addition to monitor 191, computers may 
also include other peripheral output devices such as speakers 
197 and printer 196, Which may be connected through an 
output peripheral interface 195. 

[0071] The computer 110 may operate in a netWorked or 
distributed environment using logical connections to one or 
more remote computers, such as a remote computer 180. The 
remote computer 180 may be a personal computer, a server, 
a router, a netWork PC, a peer device or other common 
netWork node, and typically includes many or all of the 
elements described above relative to the computer 110, 
although only a memory storage device 181 has been 
illustrated in FIG. 3B. The logical connections depicted in 
FIG. 3B include a local area netWork (LAN) 171 and a Wide 
area netWork (WAN) 173, but may also include other 
netWorks/buses. Such netWorking environments are com 
monplace in homes, of?ces, enterprise-Wide computer net 
Works, intranets and the Internet. 

[0072] When used in a LAN netWorking environment, the 
computer 110 is connected to the LAN 171 through a 
netWork interface or adapter 170. When used in a WAN 
netWorking environment, the computer 110 typically 
includes a modem 172 or other means for establishing 
communications over the WAN 173, such as the Internet. 
The modem 172, Which may be internal or external, may be 
connected to the system bus 121 via the user input interface 
160, or other appropriate mechanism. In a netWorked envi 
ronment, program modules depicted relative to the computer 
110, or portions thereof, may be stored in the remote 
memory storage device. By Way of example, and not limi 
tation, FIG. 3B illustrates remote application programs 185 
as residing on memory device 181. It Will be appreciated that 
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the network connections shown are exemplary and other 
means of establishing a communications link between the 
computers may be used. 

Exemplary Distributed Computing Frameworks or Archi 
tectures 

[0073] Various distributed computing frameworks have 
been and are being developed in light of the convergence of 
personal computing and the Internet. Individuals and busi 
ness users alike are provided with a seamlessly interoperable 
and Web-enabled interface for applications and computing 
devices, making computing activities increasingly Web 
browser or network-oriented. 

[0074] For example, MICROSOFT®’s .NET platform 
includes servers, building-block services, such as Web 
based data storage and downloadable device software. Gen 
erally speaking, the .NET platform provides (1) the ability to 
make the entire range of computing devices work together 
and to have user information automatically updated and 
synchronized on all of them, (2) increased interactive capa 
bility for Web sites, enabled by greater use of XML rather 
than HTML, (3) online services that feature customized 
access and delivery of products and services to the user from 
a central starting point for the management of various 
applications, such as e-mail, for example, or software, such 
as Of?ce .NET, (4) centralized data storage, which will 
increase ef?ciency and ease of access to information, as well 
as synchronization of information among users and devices, 
(5) the ability to integrate various communications media, 
such as e-mail, faxes, and telephones, (6) for developers, the 
ability to create reusable modules, thereby increasing pro 
ductivity and reducing the number of programming errors 
and (7) many other cross-platform integration features as 
well. 

Automatic Network Optimization Using Keep Alives Opti 
mization(s) 
[0075] In accordance with the invention, each node in a 
logical network tracks the presence of all other nodes on the 
network. This presence information is used by the protocol 
to optimize bandwidth utilization of the shared physical 
media, by not attempting to communicate with a device 
which does not appear to be present. 

[0076] With further reference to FIG. 1, the Network layer 
225 in each node tracks the presence of all other nodes in its 
logical network. The Data Link layer 230 supports this 
capability. The Data Link layer 230 passes all packets up to 
the Network layer 225, including unicast packets targeting 
other devices. The Network layer 225 is also supported by 
special messages from Network Control Protocol (N CP) 250 
that are used to indicate when a node 200 comes online, goes 
o?line in a graceful way, and signals its continued presence, 
e.g., when it has not sent any other packets for a certain 
amount of time. Node presence tracking may run in either 
robust or unsecured mode. In unsecured mode (address in 
the clear), any packet sent quali?es to indicate its presumed 
originator is present on the logical network, while in robust 
mode, only authentic and time stamped messages qualify. 

[0077] In one embodiment, each node keeps track of the 
presence states of other nodes in the logical network, as per 
the exemplary non-limiting presence state ?ow diagram of 
FIG. 4A. In FIG. 4A, at startup, each node tracked is placed 
in the “presumed present” state 400. Once qualifying traf?c 
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is received from that node anywhere on the logical network, 
or when the node asserts its presence, i.e., signs on, the node 
is placed in the “present” state 410. If, however, a failed 
transaction implicating or targeting the node fails, the node 
is considered to have entered the “absent” state 420. Simi 
larly, if nothing, e.g., no keep alive message, is heard from 
the node for a predetermined amount of time, i.e., the node 
times out, the node is considered to have entered the absent 
state 420. Moreover, if the node signs off, the node is placed 
in the absent state 420. 

[0078] Once in the present state 410, if a failed transaction 
implicating or targeting the node fails, the node is consid 
ered to have entered the absent state 420. Similarly, if the 
node signs off, the node is considered to have entered the 
absent state 420. Another way for the node to leave the 
present state is if a predetermined period of time passes, i.e., 
if a timeout occurs, without hearing from the node. In such 
a case, the node leaves the present state 410 for the “was 
present” state 430. In such circumstances, the node is given 
special treatment since the node was in fact heard from at 
some point due to actual traffic from the node, but the 
timeout condition has been reached. Since timeout may have 
occurred due to a temporary network aberration as opposed 
to the node’s actual absence, the node is not placed in the 
absent state 420, but rather is placed into the intermediate 
was present state 430. 

[0079] Once in the was present state 430, as a result of a 
timeout from the present state 410, a node re-enters the 
present state 410 as a result of the receipt of keep-alive or 
sign on message from the node. If, however, an additional 
pre-determined period of time occurs without hearing from 
the node, then a suf?cient period of time has passed such that 
the node can be considered to have entered the absent state 
420. Moreover, if a failed transaction implicating or target 
ing the node fails while the node is in the was present state 
430, the node is then considered to have entered the absent 
state 420. From the absent state 420, the node can only enter 
the present state 410 upon receipt of a keep alive or sign on 
message from the node. A node can also enter the absent 
state 420 by sending a sign off message from any other state. 
How often a node sends refresh traffic and how long the 
timeout conditions are can be set as network tuning param 
eters. Also, as will be appreciated from other embodiments 
below, some devices merit different settings based upon their 
characteristic behavior on the network. In one embodiment, 
the four states, i.e., presumed present 400, present 410, was 
present 430 and absent 420, are represented with 2 bits. 
Thus, for instance, in a logical network comprising 2048 
nodes, only 512 bytes are required to represent presence 
information. This is suited for an SCP/PLC implementation 
on an embedded microcontroller with limited memory 

resources, such as RAM, as noted above. 

[0080] As illustrated in FIG. 4B, an exemplary non 
limiting choice for a timeout period to refresh period ratio is 
2.5, such that there is the possibility of missing a refresh 
message on the network without removing the node from the 
present state 410. Additionally, even if two or three refresh 
messages are missed, the node is not placed in the absent 
state 420 until 5 or more refresh messages are missed due to 
the existence of the intermediate was present state 430. 

[0081] As mentioned above, the presence tracking model 
of the invention works well with power line carrier (PLC) 
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physical media because of both its loW-bandWidth (and 
therefore loW baud rate) characteristics and of the Wide 
spread usage of plugged-in devices, for Which presence can 
be a transient quality. Thus, With respect to an exemplary 
implementation in an SCP network, each node on an SCP 
netWork asserts its presence by sending a qualifying mes 
sage (keep-alive) at least every PresenceRefresh seconds 
and each node tracks the presence of every other node by 
sampling every PresenceTimeout seconds Whether a keep 
alive has been received from each node. As noted above, an 
exemplary non-limiting heuristic choice is for PresenceTim 
eout to be set to greater than or equal to 2.0 times Pres 
enceRefresh. This heuristic choice is intended in no Way to 
limit the scope of the invention. 

[0082] The invention thus enables a framework for tuning 
presence tracking on a logical netWork. In one embodiment, 
the invention additionally splits the logical netWork’s node 
identi?cation (node ID) address space in tWo parts, With 
each part being assigned different values for PresenceRe 
fresh and PresenceTimeout. In this regard, and as illustrated 
in the exemplary data structure of FIG. 5, presence infor 
mation is stored for a given node, Which are indexed by 
nodeID. Devices stored above the SloWBaseID are consid 
ered fast devices, and devices stored beloW the SloWBaseID 
are considered sloW. Alternatively, the loWer node IDs can 
also be assigned to “fast presence” devices, While upper 
node IDs can track “sloW presence” devices. In one embodi 
ment, this process is actively managed by the SCP Address 
Space Arbitrator, Which is described in further detail in 
commonly assigned copending US. patent application. No. 
AA/BBB,CCC, ?led MM/DD/YYYY (ASA, 1865681), 
incorporated herein by reference, by using a hint value 
called PresenceLease provided in each SCP device’s 
description information. 

[0083] The invention thus enables the optimiZation of 
netWork bandWidth utiliZed for presence tracking in What are 
real-World scenarios for protocols using less than ideal 
physical media, such as SCP/PLC. 

[0084] In an embodiment of the invention relating to SCP, 
SCP’s netWork layer protocol implements a presence 
tracker, Which runs independently on each node. The behav 
ior of the presence tracker is affected by ?ve application 
variables, described in US. patent application. No. 
XX/YYY,ZZZ (the ’ZZZ application), ?led Month Day, 
Year, entitled “Systems and Methods for Providing Auto 
matic NetWork Optimization With Application Variables,” 
incorporated herein by reference, identi?ed as folloWs: 

[0085] 1. eScpAPVars_Net_PresenceSloWBaseld, the 
node ID Where the logical split betWeen fast coming 
and going devices and sloW coming and going devices 
occurs; 

[0086] 2. eScpAPVars_Net_PresenceFastRefresh, the 
PresenceRefresh value to be used to track devices With 
a node ID less than the value speci?ed by eScpAP 
Vars_Net_PresenceSloWBaseId 

[0087] 3. eScpAPVars_Net_PresenceFastTimeout, the 
PresenceTimeout value to be used to track devices With 
a node ID less than the value speci?ed by eScpAP 
Vars_Net_PresenceSloWBaseId 

[0088] 4. eScpAPVars_Net_PresenceSloWRefresh, the 
PresenceRefresh value to be used to track devices With 
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a node ID greater or equal than the value speci?ed by 
eScpAPVars_Net_PresenceSloWBaseId 

[0089] 5. eScpAPVars_Net_PresenceSloWTimeout, the 
PresenceTimeout value to be used to track devices With 
a node ID greater or equal than the value speci?ed by 
eScpAPVars_Net_PresenceSloWBaseId 

[0090] In one embodiment, the presence tracker polls the 
value of these application variables at certain times, such as 
every time they are used, since they may be modi?ed 
asynchronously by the ASA. 

[0091] In a preferred non-limiting embodiment, the pres 
ence tracker performs the folloWing tasks in this order of 
priority: 

[0092] 1. A keep-alive message is sent if PresenceRe 
fresh seconds have gone by since the last keep alive 
Was sent. The PresenceRefresh is either eScpAPVars 
_Net_PresenceFastRefresh if the node ID is less than 
eScpAPVars_Net_PresenceSloWBaseId or eScpAP 
Vars_Net_PresenceSloWRefresh if the node ID is 
greater than or equal to eScpAPVars_Net_Presenc 
eSloWBaseId. 

[0093] 2. Every eScpAPVars_Net_PresenceFastTim 
eout it scans the presence table up to eScpAPVars_Net 
_PresenceSloWBaseId and declares any node for Which 
a keep alive has not been received since the last 
sampling and in the presumed present or Was present 
state as absent and declares any node in the present 
state as Was present. 

[0094] 3. Every eScpAPVars_Net_PresenceSloWTim 
eout it scans the presence table from eScpAPVars_Net 
_PresenceSloWBaseId and declares any node for Which 
a keep alive has not been received since the last 
sampling and in the presumed present or Was present 
state as absent and declares any node in the present 
state as Was present. 

[0095] FIG. 6 illustrates an exemplary non-limiting ?oW 
diagram that makes use of the concept(s) described above. 
At 600, a presence tracker of a node or device resets 
counters. At 605, counters are updated With an elapsed time 
(initially Zero) and processing to other tasks yields for the 
update. At 610, a determination is made Whether the nodeID 
of a node is less than the SloWBasedID. If so, at 615, the 
refresh TimeOut value for the node is set to the fast time out 
value. If not, at 625, the refresh time out value is set to the 
sloW time out value. At 630, a determination is made 
Whether a refresh counter is greater than the refresh TimeOut 
value. If so, a keep alive message is sent and the refresh 
counter is reset at 635, and the How proceeds to 640. If not, 
the How proceeds to 640, Where a determination is made 
Whether the fast presence counter is greater than the pres 
ence fast timeout variable. If so, at 645, the presence table 
is scanned up to the SloWBaseID and every node tracked 
node is declared as less present. In one embodiment, the 
term “less present” is construed differently for different 
nodes depending upon their presence states. For nodes that 
are in the Was present or presumed present state, the pres 
ence table is scanned up to the SloWBaseID and any node for 
Which a keep alive has not been received since the last 
sampling is declared as absent. For a node that are in the 
present state, the presence table is scanned up to the SloW 
BaseID and the node is declared as “Was present.” having a 
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less present state than previously, i.e., for a node that is 
presumed present, the node is declared as absent and for a 
node that is “Was present,” the node is declared as absent. 
For a node that is present, the presence table is scanned up 
to the SloWBaseID and the node is declared as “Was 
present.” The fast presence counter is also reset and the How 
proceeds to 650. If not, the How proceeds to 650, Where a 
determination is made Whether the sloW presence counter is 
greater than the presence sloW timeout variable. If so, at 645, 
the presence table is scanned up to the SloWBaseID and 
every node tracked node is declared as less present. For 
nodes that are in the Was present or presumed present state, 
the presence table is scanned up to the SloWBaseID and any 
node for Which a keep alive has not been received since the 
last sampling is declared as absent. For a node that are in the 
present state, the presence table is scanned up to the SloW 
BaseID and the node is declared as “Was present.” The sloW 
presence counter is also reset and the How proceeds to 605. 
If not, the How proceeds to 605. 

[0096] As mentioned above, presence tracking may run in 
either robust or unsecured mode. In unsecured mode, any 
packet sent quali?es to indicate its presumed originator is 
present on the logical netWork, While in robust mode, only 
authentic and time stamped messages qualify. 

[0097] The address space is separated in tWo groups of 
devices: those that tend to time out quickly and those that 
tend to time out sloWly, respectively. In one embodiment, the 
ASA controls the operating mode and the quick vs. sloW 
devices using application variables. 

[0098] With respect to presence noti?cations, various 
embodiments can be implemented. In one embodiment, the 
NetWork layer noti?es the higher layers of the folloWing 
events for a given node: (A) the node just signed on, (B) the 
node appeared on the logical netWork, (C) the node vanished 
from the logical netWork (timing out), (D) the node presence 
is placed into the absent state on that node and (E) the node 
signed off. 

[0099] These rules help to prevent Wasted communication 
effort and channel bandWidth, as Well as stalled message 
transmission, until SCP detects activity on the part of the 
node again. The cycle of forcing the absent state, and then 
re-appearance due to activity, causes a higher layer retry 
cycle. 
[0100] An asymmetric (one Way) communication fault 
betWeen tWo nodes that lasts longer than the maximum time 
a node is alloWed to be silent can cause a corresponding 
asymmetry in device presence and thus error control proto 
cols used With the node presence mechanism of the inven 
tion can optionally take this case into consideration. 

[0101] It can be appreciated that even at poWer loss, it is 
desirable for a node to send an NetWork Control Protocol 
sign off message. HoWever, this may not alWays be possible 
due to netWork delays beyond the device’s poWer hold-up 
time, unacceptable cost of poWer hold-up components, or 
abrupt netWork disconnection (e.g., yanking the plug out of 
the Wall socket), etc. 

[0102] In robust mode, SCP bases node presence or 
absence upon the folloWing messages, in the event that the 
messages are authentic and time stamped With a valid 
netWork time: Any application protocol (AP) message that 
?ts in a single packet, Whether unicast, multicast or broad 
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cast to the logical netWork, including (A) an NCP_NetSi 
gnOn message, (B) an NCP_NetTimeAssert message, tun 
neled in an AP packet Which is not checked for a valid time 
stamp, (C) an NCP_NetSignOlf message and (D) an NCP 
_NetPresence message. 

[0103] In unsecured mode, SCP bases node presence upon 
either the messages noted above or upon Data Link AP 
packet source node IDs. In this mode, nodes substitute the 
NCP_NetPresence message With an empty packet to assert 
presence, utiliZing netWork bandWidth ef?ciently. 

[0104] Since Data Link AP packet addresses are alWays 
sent in the clear, a node’s presence can be spoofed. HoWever, 
if this spoo?ng is done While the real node is active, SCP 
activates the Data Link imposter detection mechanism. If the 
spoo?ng is done While the real node is inactive, no harm is 
done because the spoo?ng device cannot cause any action 
Without sending valid (encrypted) NetWork layer AP mes 
sages. 

[0105] An embodiment for security-critical applications 
implements an Application layer presence protocol beyond 
the node presence detection provided by the NetWork layer. 
For example, an intruder or ?re alarm may require a mini 
mum rate of operations, Which causes a fault noti?cation if 
not maintained. NetWork load must be carefully considered 
in such circumstances. 

[0106] With respect to exemplary, presence protocol, 
Whenever a node becomes active on its logical netWork, the 
node sends a NCP_NetSignOn message to try to notify the 
other nodes of its presence. In one embodiment, the node 
sends this message as a robust NCP message With normal 
priority. 

[0107] If at all possible When reset or poWered doWn, and 
Whenever it is removed from netWork membership, a node 
sends the NCP_NetSignOlf message to try to notify the 
other nodes of its absence. In one embodiment, the node 
sends this message as a robust NCP message With high 
priority. 

[0108] The Node identi?er (ID) Node ID space is sepa 
rated in tWo using the PresenceSloWBaseId application 
variable. Node IDs starting at this value are tracked as sloW 
presence nodes. The NetWork layer tracks presence of every 
other node on the logical netWork by sampling a presence 
table at a regular timed interval. If a node has sent a 
qualifying message during the last sampling interval, it is 
considered present on the netWork. This sampling interval is 
different for quick nodes and sloW nodes, as set by the 
application variables PresenceFastTimeout and Presenc 
eSloWTimeout. 

[0109] In a further embodiment, it is the responsibility of 
each node to assert its presence on the netWork if it has not 
sent any qualifying messages (What quali?es depends on the 
presence mode the netWork is operating in, based on the 
application variable RobustPresenceFlag) Within the time 
speci?ed by PresenceFastRefresh or PresenceSloWRefresh 
(Whether its node ID is>=PresenceSloWBaseld). In robust 
mode, the node sends an NCP_NetPresence message, and 
otherWise an empty AP packet. 

[0110] As alluded to earlier, refresh time variables are 
typically set at least tWo times smaller than the matching 
time out variable for the netWork to operate reliably. 
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[0111] Also, the values for these variables may be set 
statically by the device manufacturer or the installer based 
on its expected use. They may also be optimized dynami 
cally by the ASA, using an application variables distribution 
mechanism and the PresenceLease value provided for each 
device on the network. 

[0112] The ’ZZZ application referenced above describes 
the use of application variables in a distributed computing 
system. Application variables allow dynamic tuning and 
optimiZation of the protocol of logical network(s) under 
various operating conditions, which enables reliable opera 
tion in connection with low bandwidth physical media. 
When very high bandwidth physical media is utiliZed, some 
inef?ciency can potentially be afforded because such inef 
?ciency is hardly noticed from a performance perspective. 
When a lower bandwidth physical media, such as PLC, is 
utiliZed, however, with potential noise considerations as 
well, dynamic tuning of the network conditions is desirable. 
For instance, it may be the case that certain message requests 
from a particular client/ server node combination reach the 
server node quickly and ef?ciently, however, the return 
responses to the client over the same physical media peri 
odically are lost, or arrive late. In such a case, it would be 
desirable to dynamically determine that increased attention 
to the return responses is desirable. Since such inefficiencies 
with the return responses may occur intermittently and 
infrequently, it would be desirable to be able to dynamically 
make such determinations. The ’ZZZ application thus 
describes some exemplary non-limiting application param 
eters that may be utiliZed to tune the network optimally to 
operating conditions. The present invention applies similar 
tuning techniques, optimiZed for node presence tracking. 

[0113] Application variables are thus network tuning 
parameters for a protocol, and may be utiliZed in connection 
with the node presence tracking of the invention. 

[0114] The following variables and corresponding non 
limiting default values for an exemplary SCP/PLC imple 
mentation of node presence tracking for use in tuning 
network conditions are illustrated in Table I. 

TABLE I 

Network Presence 

ID Name Time (sec, unless stated otherwise) 

9 Slow Node Presence Base Id 1024 Node IDs 
10 Fast Node Presence Refresh 10 
11 Fast Node Presence Timeout 25 
12 Slow Node Presence Refresh 60 
13 Slow Node Presence Timeout 150 

[0115] In general, application variables can be thought of 
as relating to any one or more of the following concepts 
pertaining to network conditions: data link, network, and 
transport. Presence variables are the relevant network appli 
cation variables optimiZed in accordance with the invention. 

[0116] While some exemplary embodiments herein are 
described in connection with software residing on a com 
puting device, one or more portions of the invention may 
also be implemented via an operating system, application 
programming interface (API) or a “middle man” object, 
hardware, ?rmware, such that presence tracking may be 
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included in, supported in or accessed via all of NET’s 
languages and services, and in other distributed computing 
frameworks as well. There are thus multiple ways of imple 
menting the present invention, e.g., an appropriate API, tool 
kit, driver code, operating system, standalone or download 
able software object, etc. which enables applications, nodes, 
devices and services to use the presence tracking to achieve 
more complex functionality and more ef?cient use of lower 
bandwidth media. The invention contemplates the use of the 
invention from the standpoint of an API (or other software 
object), as well as from a software or hardware object that 
communicates in connection with presence tracking. Thus, 
various implementations of the invention described herein 
have aspects that are wholly in hardware, partly in hardware 
and partly in software, as well as in software. 

[0117] As mentioned above, while exemplary embodi 
ments of the present invention have been described in 
connection with various computing devices and network 
architectures, the underlying concepts may be applied to any 
computing device or system in which it is desirable to 
implement application variables in a logical network. Thus, 
the techniques for providing automatic network optimiZa 
tion with presence tracking in accordance with the present 
invention may be applied to a variety of applications and 
devices. For instance, the algorithm(s) and hardware imple 
mentations of the invention may be applied to the operating 
system of a computing device, provided as a separate object 
on the device, as part of another object, as a downloadable 
object from a server, as a “middle man” between a device or 
object and the network, as a distributed object, as hardware, 
in memory, a combination of any of the foregoing, etc. 
While exemplary programming languages, names and 
examples are chosen herein as representative of various 
choices, these languages, names and examples are not 
intended to be limiting. One of ordinary skill in the art will 
appreciate that there are numerous ways of providing object 
code that achieves the same, similar or equivalent function 
ality achieved by the various embodiments of the invention. 

[0118] As mentioned, the various techniques described 
herein may be implemented in connection with hardware or 
software or, where appropriate, with a combination of both. 
Thus, the methods and apparatus of the present invention, or 
certain aspects or portions thereof, may take the form of 
program code (i.e., instructions) embodied in tangible 
media, such as ?oppy diskettes, CD-ROMs, hard drives, or 
any other machine-readable storage medium, wherein, when 
the program code is loaded into and executed by a machine, 
such as a computer, the machine becomes an apparatus for 
practicing the invention. In the case of program code execu 
tion on programmable computers, the computing device will 
generally include a processor, a storage medium readable by 
the processor (including volatile and non-volatile memory 
and/or storage elements), at least one input device, and at 
least one output device. One or more programs that may 
utiliZe the application variables of the present invention, 
e.g., through the use of a data processing API or the like, are 
preferably implemented in a high level procedural or object 
oriented programming language to communicate with a 
computer system. However, the program(s) can be imple 
mented in assembly or machine language, if desired. In any 
case, the language may be a compiled or interpreted lan 
guage, and combined with hardware implementations. 
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[0119] The methods and apparatus of the present invention 
may also be practiced via communications embodied in the 
form of program code that is transmitted over some trans 
mission medium, such as over electrical Wiring or cabling, 
through ?ber optics, or via any other form of transmission, 
Wherein, When the program code is received and loaded into 
and executed by a machine, such as an EPROM, a gate array, 
a programmable logic device (PLD), a client computer, a 
video recorder or the like, or a receiving machine having the 
signal processing capabilities as described in exemplary 
embodiments above becomes an apparatus for practicing the 
invention. When implemented on a general-purpose proces 
sor, the program code combines With the processor to 
provide a unique apparatus that operates to invoke the 
functionality of the present invention. Additionally, any 
storage techniques used in connection With the present 
invention may invariably be a combination of hardWare and 
softWare. 

[0120] While the present invention has been described in 
connection With the preferred embodiments of the various 
?gures, it is to be understood that other similar embodiments 
may be used or modi?cations and additions may be made to 
the described embodiment for performing the same function 
of the present invention Without deviating therefrom. For 
example, While exemplary netWork environments of the 
invention are described in the context of a netWorked 
environment, such as a peer to peer netWorked environment, 
one skilled in the art Will recogniZe that the present invention 
is not limited thereto, and that the methods, as described in 
the present application may apply to any computing device 
or environment, such as a gaming console, handheld com 
puter, portable computer, etc., Whether Wired or Wireless, 
and may be applied to any number of such computing 
devices connected via a communications netWork, and inter 
acting across the netWork. Furthermore, it should be empha 
siZed that a variety of computer platforms, including hand 
held device operating systems and other application speci?c 
operating systems are contemplated, especially as the num 
ber of Wireless netWorked devices continues to proliferate. 
Still further, the present invention may be implemented in or 
across a plurality of processing chips or devices, and storage 
may similarly be effected across a plurality of devices. 
Therefore, the present invention should not be limited to any 
single embodiment, but rather should be construed in 
breadth and scope in accordance With the appended claims. 

What is claimed: 
1. A method for providing presence tracking of nodes of 

a logical netWork having an underlying physical netWork 
medium in a distributed computing system, comprising: 

tracking by each node in the logical netWork the presence 
state of at least one other node; and 

optimiZing bandWidth utiliZation of the physical netWork 
medium based upon the presence state of at least one 
node in the logical netWork. 

2. A method according to claim 1, Wherein said tracking 
includes tracking by each node in the logical netWork the 
presence state of all other nodes in the logical netWork. 

3. A method according to claim 1, Wherein said optimiZ 
ing includes ignoring communications to a node that has an 
associated presence state that indicates the node is not in the 
present state. 
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4. A method according to claim 3, Wherein said optimiZ 
ing includes ignoring communications to a node that has an 
associated presence state that indicates the node is in the 
absent state. 

5. A method according to claim 1, Wherein said tracking 
includes tracking the presence state of at least one other node 
by periodically sampling Whether a keep alive message has 
been received. 

6. A method according to claim 1, Wherein said optimiZ 
ing includes optimiZing at least one variable corresponding 
to a netWork layer of the protocol. 

7. A method according to claim 6, further comprising: 

assigning values to the at least one variable by an Address 
Space Arbitrator (ASA), Wherein the ASA is an entity 
responsible for managing the netWork. 

8. A computer readable medium for automatically tuning 
a netWork having an associated protocol and a plurality of 
nodes forming a logical netWork having an underlying 
physical netWork medium having stored thereon at least one 
computer-executable module comprising computer execut 
able instructions for performing a method, the method 
comprising: 

tracking by each node in the logical netWork the presence 
state of at least one other node; and 

optimiZing bandWidth utiliZation of the physical netWork 
medium based upon the presence state of at least one 
node in the logical netWork. 

9. A computer readable medium according to claim 8, 
further including asserting by each node on the netWork its 
presence state by sending a periodic keep alive message. 

10. A computer readable medium according to claim 8, 
Wherein said tracking includes tracking the presence state of 
at least one other node by periodically sampling Whether a 
keep alive message has been received. 

11. A computer readable medium according to claim 8, 
Wherein the logical netWork has a node identi?cation (node 
ID) address space for identifying each node and its associ 
ated values for sending and sampling keep alive messages. 

12. A computer readable medium according to claim 11, 
Wherein the node ID address space is split into tWo parts, 
Wherein each part is assigned different values for sending 
and sampling keep alive messages. 

13. A computer readable medium according to claim 11, 
Wherein said optimiZing includes tuning parameters relating 
to hoW often a node sends and samples keep alive messages. 

14. A computer readable medium according to claim 12, 
Wherein a ?rst group of node IDs are assigned to fast 
presence devices, While a second group of node IDs part are 
assigned to sloW presence devices. 

15. A distributed computing system capable of automati 
cally tuning a logical netWork having an associated protocol 
and an underlying physical netWork medium, comprising: 

a plurality of nodes, Wherein each node in the logical 
netWork includes a presence tracking component that 
tracks the presence state of at least one other node; and 

a tracking table including the presence state of the at least 
one other node; 

Wherein bandWidth utiliZation of the physical netWork 
medium is optimiZed based upon the presence state of 
the plurality of nodes in the logical netWork. 




