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SYSTEM, METHOD AND PROGRAM FOR 
IDENTIFYING AND PREVENTING MALICIOUS 

INTRUSIONS 

BACKGROUND 

[0001] The present invention relates generally to computer 
systems, and more particularly to identifying and preventing 
malicious intrusions. 

[0002] Computer attacks or intrusions are common today. 
Some examples are viruses, Worms, bulfer over?ow attacks, 
malformed URL attacks, and brute force/denial or service 
attacks. Computer intrusions are typically received via a 
netWork intranet or Internet interface targeted at the oper 
ating system or an installed service. Computer ?reWalls can 
prevent some types of malicious intrusions, although they 
typically need a signature of the virus or Worm or source IP 
address of the hacker to thWart the intrusion. Before the 
virus or Worm and its signature are identi?ed, the ?reWall 
cannot be con?gured to block it. 

[0003] A computer virus is a computer program that is 
normally harmful in nature to a computer user. Computer 
viruses are received via several media, such as a computer 
diskette, e-mail or vulnerable program. Once a virus is 
received by a user, it remains “dormant” until it is executed 
by the user (or other program). A virus typically requires a 
user or program to execute the virus to spread the virus and 
infect others. When the computer virus is contained in an 
e-mail as an attachment, the e-mail and attachment are 
addressed to a speci?ed destination (or target) IP address, 
and a speci?ed destination (or target port) at the destination 
address. The destination port is typically associated With a 
communication protocol and application to handle the mes 
sage. 

[0004] A computer Worm is a computer program similar to 
a computer virus, except that a computer Worm does not 
require action by a person to become active. A computer 
Worm exploits some vulnerability in a system to gain access 
to that system. Once the Worm has infected a particular 
system, it replicates by executing itself. Normally, Worms 
execute themselves and spaWn a process that searches for 
other computers on nearby netWorks. If a vulnerable com 
puter is found, the Worm infects this computer and the cycle 
continues. When the computer Worm is contained in an 
e-mail as an attachment, the e-mail and attachment are 
addressed to a speci?ed destination (or target) IP address, 
and a speci?ed destination (or target) port at the destination 
IP address. As noted above, the destination port is typically 
associated With a communication protocol and application to 
handle the message. 

[0005] As noted above, some types of computer intrusions 
(including viruses and Worms) have a characteristic signa 
ture by Which the intrusion can be identi?ed. The signature 
can take various forms depending on the nature of the virus 
or Worm, but typically comprises several consecutive lines 
of plain text or executable code that are distinctive and 
appear in the virus or Worm program. Once a signature is 
determined for a neW computer virus or Worm, intrusion 
detection or intrusion prevention softWare can be created 
and distributed to customers for inclusion in their ?reWalls. 
The intrusion detection or intrusion prevention softWare 
detects the virus or Worm from a netWork interface card 
(NIC) or When the virus or Worm attempts to pass through 
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a ?reWall. The detection is by a “key Word” search for the 
signature of the virus or Worm. The intrusion prevention or 
intrusion detection softWare Will then thWart the virus or 
Worm by deleting it or preventing its execution by appro 
priate command to the operating system. It is important to 
identify neW computer intrusions (and their signatures), as 
soon as possible after the neW intrusion is released. Then, its 
signatures can be identi?ed and the intrusion prevention or 
intrusion detection softWare can be created and distributed to 
customers. 

[0006] A hacker may also send “exploitation” code to the 
victim’s server or Workstation, Which code automatically 
exploits vulnerabilities in a victim’s server, as Would a 
hacker do manually. For example, a buffer over?oW attack 
exploitation program exploits a vulnerability, typically 
caused by programmer error, that alloWs for arbitrary code 
execution on the target system. As another example, an 
attacker can inject special machine code into a program 
variable (usually input by a user) to cause arbitrary code 
execution in a program. This special code, once given to the 
program to execute, is placed in the correct area of computer 
memory, such that the executing program is unaWare of the 
malicious intent of the injected code. There are several 
classes of buffer over?oW, including format string, remote 
and local. It is important to thWart exploitation code, as Well 
as viruses and Worm. 

[0007] Intrusion Detection Systems (“IDSs”) are currently 
knoWn and have a list of signatures of knoWn or suspected 
viruses, Worms and other common intrusions. The IDS may 
be logically located behind a ?reWall. The IDS searches each 
packet it receives for the signatures in its list, and thereby 
detects a virus, Worm or other intrusion. When this occurs, 
the IDS noti?es a security operations center (“SOC”), and 
the SOC Will check that the proper anti-virus, anti-Worm or 
other intrusion protection softWare is currently installed in 
the enterprise or customer netWork. While the IDS is effec 
tive in safeguarding an enterprise against con?rmed certain 
viruses, Worm and other intrusions Which are knoWn or 
suspected, improvements are need to identify malicious 
intrusions Which have not yet been identi?ed and for Which 
their signatures are not yet identi?ed. 

[0008] Some types of source pro?ling are also knoWn to 
identify neW computer intrusions. For example, US Pub 
lished Patent Application US 2002/0035698 A1 discloses 
receipt and analysis of netWork tra?ic destined for services 
to identify an undesirable use of the services. This published 
patent application also discloses identi?cation of topologi 
cally anomalous application-level patterns of traf?c and 
removal of these data ?oWs in real-time from the netWork. 
The published patent application considers temporal param 
eters such as time of day, day of Week, day of month and 
holidays When the tra?ic occurs. 

[0009] US Published Patent Application US 2004/ 
0117478 Al discloses a system for analyZing netWork traf?c 
to detect suspect packets and identify intrusions or potential 
threats. Data packets Which meet de?ned criteria are 
detected and their details forWarded to a database server 
Where the details are stored so as to be accessible for use in 
analysis in conjunction With the details of other detected 
packets. The objective of the published patent application is 
to alloW users to detect hostile netWork activity and take 
action based both on real-time information and correlation 
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With historical data. This published patent application per 
forms historical analysis and correlation on the traf?c, to 
build up pro?les of both attackers. The published patent 
application also discloses that to detect some types of 
intrusions it is useful to have some state in a sniffer. 
Statefulness is important in detecting a large number of 
hanging connections in a denial of service attack against a 
speci?c machine. Another area Where statefulness is useful 
is to detect sudden peaks in the number of packets directed 
at speci?c hosts or speci?c ports. An alert is raised When 
changes in tra?ic patterns are detected even if the individual 
packets seem harmless, and are not logged to the database. 

[0010] An object of the present invention is to identify 
neW computer viruses, Worms and other unWanted intru 
sions. 

SUMMARY OF THE INVENTION 

[0011] The present invention resides in a computer sys 
tem, method and program product for identifying a mali 
cious intrusion. A ?rst number of different destination IP 
addresses, a second number of different destination ports and 
a third number of different signatures of messages, are 
identi?ed from a source IP address during a predetermined 
period. A determination is made that in one or more other 
such predetermined periods the source IP address sent 
messages having the ?rst number of different destination IP 
addresses, the second number of different destination ports 
and the third number of different signatures. 

[0012] In accordance With a feature of the present inven 
tion, based on the determination that in the one or more other 
such predetermined periods the source IP address sent 
messages having the ?rst number of different destination IP 
addresses, the second number of different destination ports 
and the third number of different signatures, a determination 
is made that the messages are characteristic of a malicious 
intrusion. 

BRIEF DESCRIPTION OF THE FIGURES 

[0013] FIG. 1 is a block diagram of a computer system 
Which incorporates the present invention. 

[0014] FIGS. 2(A) and 2(B) form a How chart illustrating 
an intrusion identi?cation program Within the computer 
system of FIG. 1. 

[0015] FIG. 3 is a How chart of a statistical analysis 
function Within the intrusion identi?cation program of FIG. 
2. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0016] The present invention Will noW be described in 
detail With reference to the ?gures, Where like reference 
numbers indicate like elements throughout. FIG. 1 illus 
trates a computer system 10 Which incorporates the present 
invention. System 10 includes knoWn ?reWalls 19, 20 and 21 
Which block knoWn viruses, Worms and other intrusions 
based on their knoWn signatures, source IP addresses, source 
port, or destination port according to the prior art to prevent 
them from passing through the ?reWall to the intended 
destination IP address. HoWever, there are other intrusions 
Without source IP addresses, signatures, source ports, or 
destination ports knoWn to ?reWalls 19, 20 and 21 as 
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malicious. So, ?reWalls 19, 20 and 21 may not be con?gured 
to block them (until con?rmed as malicious). Nevertheless, 
for some of these messages, there are indicia to suspect that 
they are malicious, such as the folloWing: 

[0017] nature of data generated by the message. 

[0018] destination TCP port Where malWare is knoWn to 
exist. 

[0019] multiple failed login attempts to a host trying to 
authenticate a user. 

[0020] TCP/IP packet content data that attempts to 
execute code. 

[0021] multiple incomplete TCP/IP “three Way hand 
shakes”. 

[0022] connection attempts from knoWn “blacklisted 
”(bad IP address list) IP address. 

[0023] System 10 includes intrusion detection sensors 16, 
17 and 18 Which are logically located behind respective 
?reWalls 19, 20 and 21. By Way of example, sensors 16, 17 
and 18 comprise netWork hardWare devices that detect 
malicious activity by matching individual TCP/IP packets to 
signatures located in the hardWare device. Sensors 16,17 and 
18 detect suspected intrusions (based on the factors noted 
above), Which pass through the respective ?reWalls 19, 20 
and 21. In response to such suspected intrusions, sensors 16, 
17 and 18 notify a security-event database server 12 via 
Internet 14. In the noti?cation, the sensors 16, 17 or 18 
identify each message suspected to be an intrusion, the 
signature of the intrusion (if it matches one in a list Within 
the sensor), the time of day, day of Week, and day of month 
of the intrusion, the source IP address, destination IP 
address, destination port, and packet contents. Server 12 
stores the data describing each message in a database 20. 
Server 12 also displays this “raW” data about the messages 
on a console 13 for (unassisted) analysis by a human analyst. 

[0024] System 10 also includes an intrusion analysis 
server 30 Which includes a conventional CPU 50, PAM 52, 
ROM 54, storage 56, operating system 58 and TCP/IP 
adapter card 59. Server 30 also includes an intrusion iden 
ti?cation program 32 according to the present invention. 
Program 32 is responsible for pro?ling the data (both 
historical and current) about the messages suspected of 
being intrusions to detect patterns indicative of a malicious 
intrusion. Server 30 also displays to a human analyst on a 
console 35 the pro?les and other analyses generated by 
program 32 to alloW the analyst to make a ?nal determina 
tion Whether messages Which have been detected are mali 
cious. If so, the analyst can notify an administrator for 
?reWalls 19, 20 and 21 to block subsequent messages from 
the source IP address of these messages and all messages 
With this signature. Alternately, the analyst can directly 
update con?guration ?les Within ?reWalls 16, 17 and 18 
accordingly to block subsequent messages from this source 
IP addresses or all messages With this signature. 

[0025] FIG. 2 illustrates intrusion identi?cation program 
32 and related manual and automatic processing in more 
detail. In step 100, an intrusion detection sensor 16, 17 or 18 
detects a message Which has passed through the respective 
?reWall 19, 20 or 21 and suspects the message to be an 
intrusion based on one or more of the indicia noted above. 

In response, sensor 16, 17 or 18 noti?es database server 12 
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and identi?es the message (as noted above) Which is sus 
pected to be an intrusion. In response, server 12 records in 
database 20 information about the suspected intrusion, 
including its source IP address, destination IP address, 
destination port, signature if knoWn to sensor 16, 17 or 18, 
time of day, day of Week, day of month, Week of year (step 
102). Periodically, such as daily, a human analyst at console 
13 performs a general analysis of the records in database 20 
(step 104). The general analysis comprises revieWing data 
that scrolls through console 13, and determining, to the best 
knowledge of the human analyst, if the data is knoWn to be 
malicious or benign. Alternately, program 32 can generally 
analyZe the data by comparing it to a list of source IP 
addresses, source ports, etc. knoWn to be malicious. After 
step 104, tWo series of steps are performed in parallel. In one 
series, program 32 sorts and tallies for each source IP 
address the number of different destination IP addresses, 
number of different destination ports and number of different 
signatures matched during a predetermined period, such as 
each day. This sorting and tallying is performed as folloWs. 
In step 108, program 32 queries the records in database 20 
for different target IP addresses, different target ports and 
different suspected intrusion signatures, for each source IP 
address. In step 109, program 32 sorts or aggregates the 
records obtained in step 300 for each source IP address for 
each day, and records them in an HTML table 40. Next, an 
analyst performs an in-depth analysis of individual packets 
Within the messages (step 110). This in-depth analysis 
comprises using knoWn specialiZed data analysis tools to 
look at data in more detail than that of the general analysis. 
That is, if the human analyst identi?es malicious traffic, or 
What he or she deems to be malicious traf?c, the human 
analyst can use custom data analysis tools to prove or 
disprove their assumptions. The custom data analysis tools 
perform functions such as the folloWing functions: 

[0026] plot raW data into graphs for visual interpretation 
(Where the x-axis can be time, the y-axis can be source 
IP address, destination IP address, destination port, 
message signature, etc. With different colors for differ 
ent source IP addresses, destination IP addresses, des 
tination ports, message signatures, etc. and 

[0027] log reports from the analyst to the customer of 
results of human analysis, and different types of sig 
natures that the IDS detected as suspicious. 

[0028] Next, program 32 displays the HTML table 40 and 
program 32 and the analyst revieWs the compilations made 
by program 32 indicating the number of different target IP 
addresses, number of different target ports and number of 
different intrusion signatures matched during each day for 
each source IP address (step 112). Each HTML table 
includes this daily data for suspected intrusions over several 
or many days such as thirty. Next, intrusion analysis pro 
gram 32 determines, based on the data and statistics in table 
40, Whether there is a pattern of messages characteristic of 
a knoWn intrusion, either harmless or harmful (decision 
114). By Way of example, such patterns for each source IP 
address can be a combination of: 

[0029] (a) number of different target IP addresses in all 
messages from the same source IP address during a 
predetermined (for example, daily) period; 

[0030] (b) number of different target ports in all the 
messages from that same source IP address during the 
same predetermined (for example, daily) period; and 
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[0031] (c) number of different (ex. virus, Worm, etc.) 
suspected intrusion signatures matched (against a list in 
the sensors) in all the messages from that same source IP 
address during the same predetermined (for example, 
daily) period; Wherein 

[0032] (d) during a longer predetermined period, such as 
monthly, there are at least tWo, (and typically several) 
daily periods during Which the number of different target 
IP addresses, number of different target ports and number 
of different intrusion signatures for the same source IP 
address Was the same. For example, during a one month 
period there may be eleven different days during Which 
there Were a total of ?ve different target IP addresses, four 
different target ports and three different matched intrusion 
signatures, from messages originated from the same 
source IP address. As explained in more detail beloW, the 
repetition of these numbers often represents a pattern 
indicative of the nature of the messages, either friendly or 
malicious. (Typically, a frequent repetition of these num 
bers during the monthly period tends to indicate a mali 
cious intrusion, assuming the source IP address is not 
knoWn to be friendly.) 

[0033] In some cases, the repetition during a month of a 
combination of a speci?c number of different target IP 
addresses, speci?c different target ports and speci?c number 
of different intrusion signatures (matched against a list in the 
sensors 16, 17 and 19 of suspected intrusions) for a speci?c 
source IP address during a day is indicative of a malicious 
intrusion (decision 114, yes branch). This is based on records 
stored by server 32, based on past iterations of program 32 
during previous analysis (for example, monthly) periods and 
patterns detected during such periods. In such cases Where 
the combination is knoWn to indicate an intrusion, program 
32 displays for the analyst, or sends a noti?cation to an 
administrator of the ?reWalls 19, 20 and 21, a description of 
the type of message or message traf?c pattern determined to 
be malicious (step 125). Then, the administrator can take 
steps to correct the situation (step 126). Such steps can be to 
update the con?guration of ?reWall 19, 20 and 21 to block 
the type of message that Was detected. For example, the 
administrator can update the ?reWall to block the source IP 
address of the malWare or the signature of the malWare. As 
another example, the administrator can update the ?reWall 
19, 20 and 21 to block traffic destined for a particular TCP 
port that is knoWn to house malicious programs. 

[0034] Refer again to decision 114, no branch, Where the 
combination of a speci?c number of different target IP 
addresses, speci?c different target ports and speci?c number 
of different intrusion signatures matched for a speci?c 
source IP address during a certain number of days of the 
month does not equal a combination previously determined 
to be indicative of a malicious intrusion. In such a case, 
program 32 or the analyst determines if there is another 
reason to conclude that the messages from the source IP 
address are likely to be malicious or “malWare” (decision 
118). Program 32 (or the human analyst) makes the deter 
mination by looking for a predetermined or higher number 
of days (at least tWo and typically several days) during 
Which there Were the same number of different target IP 
addresses, same number of different target ports and same 
number of different intrusion signatures (matched by the 
sensor), Where the source IP address is not knoWn to be 
friendly. (The program 32 or human analyst may learn that 
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an IP address is friendly by contacting the customer, and 
asking the customer if the customer knoWs the source IP 
address to be friendly.) In general, the higher number of days 
during Which there Were the same number of different target 
IP addresses, same number of different target ports and same 
number of different intrusion signatures matched, the greater 
the likelihood that the messages are intrusion, assuming the 
source IP address is not knoWn to the analyst or customer to 
be friendly. If the number of such days exceeds the prede 
termined number (and the source IP address is not knoWn to 
the analyst or customer to be friendly), then the program 32 
or analyst Warns the ?reWall administrators that this source 
IP address and signature are likely to be malicious (step 
119). 
[0035] Referring again to decision 118, no branch, Where 
the combination of number of different target IP addresses, 
number of different target ports and number of different 
intrusion signatures matched do not indicate that the mes 
sage is malicious, based on previous iterations of program 
32 or other knoWn patterns. In such a case, the reason may 
be that there are one or tWo days of data that are not 
characteristic of the messages. So, the analyst Will revieW 
the numbers for each source IP address for each day, to 
determine Which combination of speci?c number of different 
target IP addresses, speci?c number of different target ports 
and speci?c number of different intrusion signatures 
matched for a speci?c source IP address best represents the 
pattern of messages from the source IP address (step 120). 
For example, if there Were eight days With the same number 
of target IP address, same number of target port and same 
number of different matched signatures, and one day With a 
different number of target IP addresses, different number of 
target ports or different number of matched signatures, the 
analyst Will disregard this one day. After step 120, the 
analyst makes an entry in the database (the data Warehouse) 
table 40 for this source IP address to re?ect the representa 
tive numbers of different target IP addresses, different target 
ports and different signatures matched (step 122). Then, 
program 32 or the analyst repeats the analysis of decision 
118 using the representative numbers. If the representative 
numbers indicate a malicious intrusion (step 118, yes 
branch), then program 32 performs the processing of step 
119. If the representative numbers do not indicate a mali 
cious intrusion, then program 32 deems the messages as not 
malicious and ignores them (step 124). 

[0036] Refer again to step 104 and the other series of steps 
performed in parallel With steps 108-124. In step 130, 
intrusion analysis program 32 creates a destination port 
“pivot” table 42 to represent the distribution of numbers of 
destination ports per source IP address during the month. 
The port pivot table is based on a standard deviation from 
the norm calculated over a predetermined number of days, 
such as thirty. 

[0037] FIG. 3 illustrates step 130 in more detail. In step 
300, program 32 identi?es from the HTML table 40 a 
predetermined number (such as tWenty) of destination ports 
that have the highest volume of incoming message traf?c. 
Then, for each such destination port, program 32 calculates 
the standard deviation and mean of number of incoming 
messages for the last predetermined period (such as thirty 
days) (step 302). Then, program 32 subtracts each day’s total 
number of incoming messages from the mean for the last 
predetermined period (such as thirty days) (step 304). Then, 
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program 32 divides each day’s di?ference calculated in step 
304 by the standard deviation calculated in step 302 to yield 
the number of standard deviations (“X”) above or beloW the 
norm for the day (step 306). The greater number of standard 
deviations above the norm, the greater the risk that the port 
is under attack. Thus, program 32 determines if “X” is less 
than tWo but not equal to Zero (decision 310). If so, then 
program 32 categoriZes or classi?es the port as “loW con 

cern”, i.e. unlikely to be the target of malWare (step 312). 
Next, program 32 determines if “X” is greater than one but 
less than four (decision 314). If so, then program 32 cat 
egoriZes or classi?es the port as “medium concern”, i.e. 
moderately likely to be the target of malWare (step 316). 
Next, program 32 determines if “X” is greater than or equal 
to four (decision 318). If so, then program 32 categorizes or 
classi?es the port as “high concern”, i.e. likely to be the 
target of malWare (step 320). If “X” is less than or equal to 
Zero, then program 32 categoriZes or classi?es the port as not 
important, and drops it from the list (step 322) 

[0038] Then, program 32 makes a record in HTML table 
40 for the ports in the list (step 324). The record indicates the 
port number, number of incoming messages during the day, 
standard deviation from the mean, total number of incoming 
messages during the ten days and the level of concern. A 
human analyst periodically revieWs the records made in step 
324 to determine if further investigation is required (step 
326). This determination is based on hoW many standard 
deviations from the mean a particular port deviates. 

[0039] Referring again to FIG. 2, after program 32 creates 
the destination port pivot table in step 130, program 32 
determines if there are any destination ports With highly 
anomalous data, i.e. data volumes that falls out of the normal 
range of activity for that port (decision 132). If there are no 
destination ports With highly anomalous data (decision 132, 
no branch), then program 32 concludes its analysis of the 
ports; no intrusions are suspected (step 134). HoWever, if 
there are any destination ports With highly anomalous data 
(decision 132, yes branch), then program 33 or the human 
analyst performs an in depth analysis of such destination 
ports (step 136). The in-depth analysis comprises displaying 
information about the port, such as common programs that 
run on that given port and port volume data for a selected 
period of time (e.g., thirty days, sixty days or ninety days). 

[0040] Program 32 can be loaded into server 12 from a 
computer storage medium such as magnetic tape or disk, 
optical CD ROM, DVD, etc. or doWnloaded from netWork 
media from the Internet via a TCP/IP adapter card, and 
stored in RAM in server 12. The storage media, netWork 
media and RAM are collectively called “computer readable 
media”. 

[0041] Based on the foregoing, a system, method and 
program for identifying malicious intrusions have been 
disclosed. HoWever, numerous modi?cations and substitu 
tions can be made Without deviating from the scope of the 
present invention. Therefore, the present invention has been 
disclosed by Way of illustration of not limitation, and 
reference should be made to the folloWing claims to deter 
mine the scope of the present invention. 
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1. A method for identifying a malicious intrusion, said 
method comprising the steps of: 

determining a ?rst number of different destination IP 
addresses, a second number of different destination 
ports and a third number of different signatures of 
messages, from a source IP address during a predeter 
mined period; and 

determining that in one or more other such predetermined 
periods said source IP address sent messages having 
said ?rst number of different destination IP addresses, 
said second number of different destination ports and 
said third number of different signatures. 

2. A method as set forth in claim 1 further comprising the 
steps of: 

based on the step of determining that in one or more other 
such predetermined periods said source IP address sent 
messages having said ?rst number of different destina 
tion IP addresses, said second number of different 
destination ports and said third number of different 
signatures, determining that said messages are charac 
teristic of a malicious intrusion. 

3. A method as set forth in claim 2 further comprising the 
steps of: 

determining that in another such predetermined period 
said source IP address sent messages having said ?rst 
number of different destination IP addresses, said sec 
ond number of different destination ports and said third 
number of different signatures; and 

based on the steps of determining that in said one or more 
other such predetermined periods and said another such 
predetermined period said source IP address sent mes 
sages having said ?rst number of different destination 
IP addresses, said second number of different destina 
tion ports and said third number of different signatures, 
determining that said messages are characteristic of a 
malicious intrusion. 

4. A system for identifying a malicious intrusion, said 
system comprising: 

means for determining a ?rst number of different desti 
nation IP addresses, a second number of different 
destination ports and a third number of different sig 
natures of messages, from a source IP address during a 
predetermined period; and 

means for determining that in one or more other such 
predetermined periods said source IP address sent mes 
sages having said ?rst number of different destination 
IP addresses, said second number of different destina 
tion ports and said third number of different signatures. 

5. A system as set forth in claim 4 further comprising: 

means, responsive to the means for determining that in 
one or more other such predetermined periods said 
source IP address sent messages having said ?rst num 
ber of different destination IP addresses, said second 
number of different destination ports and said third 
number of different signatures, for determining that 
said messages are characteristic of a malicious intru 
sion. 

6. A method as set forth in claim 5 further comprising: 

means for determining that in another such predetermined 
period said source IP address sent messages having said 
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?rst number of different destination IP addresses, said 
second number of different destination ports and said 
third number of different signatures; and 

means, responsive to the means for determining that in 
said one or more other such predetermined periods and 
said another such predetermined period said source IP 
address sent messages having said ?rst number of 
different destination IP addresses, said second number 
of different destination ports and said third number of 
different signatures, for determining that said messages 
are characteristic of a malicious intrusion. 

7. A computer program product for identifying a mali 
cious intrusion, said computer program product comprising: 

a computer readable medium; 

?rst program instructions to determine a ?rst number of 
different destination IP addresses, a second number of 
different destination ports and a third number of dif 
ferent signatures of messages, from a source IP address 
during a predetermined period; and 

second program instructions to determine that in one or 
more other such predetermined periods said source IP 
address sent messages having said ?rst number of 
different destination IP addresses, said second number 
of different destination ports and said third number of 
different signatures; and Wherein 

said ?rst and second program instructions are stored on 
said medium. 

8. A computer program product as set forth in claim 7 
further comprising: 

third program instructions, responsive to the second pro 
gram instructions determining that in one or more other 
such predetermined periods said source IP address sent 
messages having said ?rst number of different destina 
tion IP addresses, said second number of different 
destination ports and said third number of different 
signatures, to determine that said messages are char 
acteristic of a malicious intrusion; and Wherein 

said third program instructions are stored on said medium. 
9. A computer program product as set forth in claim 8 

further comprising: 

fourth program instructions to determine that in another 
such predetermined period said source IP address sent 
messages having said ?rst number of different destina 
tion IP addresses, said second number of different 
destination ports and said third number of different 
signatures; and 

?fth program instructions, responsive to the third and 
fourth program instructions determining that in said 
one or more other such predetermined periods and said 
another such predetermined period said source IP 
address sent messages having said ?rst number of 
different destination IP addresses, said second number 
of different destination ports and said third number of 
different signatures, to determine that said messages are 
characteristic of a malicious intrusion; and Wherein 

said fourth and ?fth program instructions are stored on 
said medium. 


