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(57) ABSTRACT 

A gaming machine With serial communications between 
components of the gaming machine and a controller. A 
poWer bus distributes poWer to the componetns attached via 
quick connects. High Frequesncy (HF) communications are 
transmitted over the poWer bus or in Radio Frequency (RF) 
Wireless transmissions. The gaming machine enclosure pre 
vents RF leakage, prohibits injection of unauthorized com 
munications, and serves as a ground. The components may 
be physically and electrically secured in the enclosure via 
magnets. Game outcome decisions are exclusively decided 
by the controller. User inputs are provided to the gaming 
machine from a remote device, such as user I/O devices that 
fold out from a comfortable chair or other location conve 
nient to game players. 
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METHOD AND APPARATUS FOR GAMING 
MACHINE ARCHITECTURES, 

COMMUNICATIONS, AND OTHER 
IMPROVEMENTS 

CROSS REFERENCE TO RELATED 
APPLICATIONS AND CLAIM OF PRIORITY 

[0001] This invention claims priority to the following 
co-pending US. provisional patent applications, Which are 
incorporated herein by reference, in its entirety: 

[0002] Mathis, US. Provisional Patent Application Ser. 
No. 60/669,270, ?led Apr. 7, 2005, and Mathis, U.S. Pro 
visional Patent Application Ser. No. 60/729,650 ?led Oct. 
21, 2005. 

COPYRIGHT NOTICE 

[0003] A portion of the disclosure of this patent document 
contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Office 
patent ?le or records, but otherWise reserves all copyright 
rights Whatsoever. 

BACKGROUND OF THE INVENTION 

[0004] 1. Field of Invention 

[0005] The present invention relates to gaming machine 
architectures. 

[0006] 2. Discussion of Background 

[0007] Gaming machines are beginning to incorporate 
neW features based upon video displays and sometimes 
require control from a central location. Game controllers 
based upon personal computer architecture primarily to 
alloW complexities of driving a video display and use of 
common networking techniques are replacing traditional 
microcontroller architecture. Common personal computer 
operating systems such as WindoWs and Linux are being 
employed to alloW rapid development of gaming machines. 

[0008] Traditional gaming machines Whose control is 
based upon a microcontroller are reasonably secure from 
being cheated and gaming regulatory agencies in various 
jurisdictions have developed means for reliably checking 
microcontroller program memory. The agencies have 
devoted time and resources in developing methods of check 
ing microcontroller program memory and training personnel 
to be pro?cient at doing so. Personal computer operating 
systems typically require much more program memory than 
that required for a microcontroller based system and, addi 
tionally, personal controller operating systems continually 
Write to mass storage unless special methods are employed. 
If mass storage, such as a hard disk drive, is Written, normal 
signature veri?cation methods of determining that program 
memory has not been altered become extremely di?icult. 
Since the majority of jurisdictional checks of program 
memory of microcontroller based machines are based upon 
some sort of memory signature veri?cation technique, costly 
neW techniques must be developed, neW equipment pur 
chased and neW training procedures implemented for 
employees. Even then it is di?icult to assure that program 
memory has not been altered When program memory is 
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implemented in mass storage that can be altered by the 
operating system of the game controller. 

[0009] Many improvements have been made to gaming 
machines, but very little has been done to address the 
component interconnection and poWer provisions of modern 
electronic gaming machines. The majority of gaming 
machines still consist of a set of control components con 
nected together by Wire harnesses and are relatively in?ex 
ible in providing provisions for expansion of functionality. 
Even neWer serial bus architecture is relatively in?exible in 
providing mounting locations for neW components as they 
are required and in order to provide mounting space for said 
neW components a major re-design of a game enclosure 
must generally be done. Re-design of a poWer Wire har 
nesses and data communication harnesses generally must 
also be done in order to accommodate neW or expanded 
functionality. 
[0010] Finally, it has been determined in numerous studies 
that player enjoyment is enhanced by comfortable and 
ergonomic user interaction With a gaming apparatus. 

SUMMARY OF THE INVENTION 

[0011] The present inventor has realiZed the need for 
?exible control component interconnect, component mount 
ing, and communication betWeen elements of a gaming 
machine. The present inventor has also realiZed the need for 
an electronic gaming machine architecture that alloWs veri 
?cation of program memory by means of a signature as it has 
been traditionally accomplished, that is easily expandable to 
accommodate neW peripherals, alloWs a video interface 
upon Which high resolution video games can be played and 
is economical to manufacture. An electronic gaming 
machine architecture that meets aforesaid criteria is 
described in the present invention. The present invention is 
embodied, for example, in architectures, systems, and 
devices directed toWard implementing these needs. 

[0012] The present invention includes devices for compo 
nent mounting, data communication and poWer distribution 
that is ?exible and does not require re-design of a gaming 
machine enclosure in order to re-position control compo 
nents or to add neW control components. Components are 
located Within a gaming machine in manner that is cost 
effective and less time consuming. 

[0013] In one embodiment, the present invention provides 
a gaming machine, comprising, a gaming machine enclo 
sure, a series of gaming components operable together to 
enable the gaming machine to play a game, Wherein a least 
tWo of the gaming machine components communicate With 
each other via High Frequency (HF) communications. The 
gaming machine, for example, accepts Wagers and plays a 
game of chance. In one alternative, the gaming machine 
plays a skill game Whose outcome is substantially deter 
mined by a player’s skill. 

[0014] In one embodiment, the gaming machine com 
prises a poWer bus con?gured to distribute a poWer lead to 
the gaming components via quick connectors, and a gaming 
machine enclosure comprises a return poWer ground for the 
gaming components. In one embodiment, all memory sub 
ject to gaming regulation checking is concentrated on the 
main game controller. 

[0015] In another embodiment, the present invention pro 
vides a gaming machine, comprising, a gaming machine 
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enclosure, a series of gaming components operable together 
to enable the gaming machine to play a game, and a main 
processing board comprising a game machine control pro 
cessor and memory for storing programming for the game 
machine control processor comprising at least one game to 
be played by the gaming machine, Wherein all game deter 
mining decsisions are determined by the control processor, 
and the game determining decisions (control processor) and 
other gaming components of the gaming machine are sepa 
rated from the main board by at least a serial interface. 

[0016] In another embodiment, the present invention pro 
vides a gaming machine device, comprising, a gaming 
machine enclosure comprising a user interface including a 
display for shoWing results of a game played on the gaming 
machine and user input devices on the enclosure and acces 
sible to a gaming machine user, a second user interface 
device separate and apart from the gaming machine and 
gaming machine enclosure and a Wireless communication 
mechanism that transmits user inputs from the second user 
interface, and a Wireless receiver coupled to the gaming 
machine and con?gured to receive user inputs transmitted 
from the second user interface, Wherein the gaming machine 
is operable from the user input devices on the enclosure 
and/or the second user interface device. 

[0017] The present invention provides a system that 
alloWs placement of components in nearly any desired 
location Within a gaming machine enclosure may be com 
prised of a Well-isolated direct current bulk poWer supply 
from Which the most positive supply lead is connected to a 
system of quick-connect poWer buses and from Which the 
negative or reference lead of said bulk poWer supply is 
connected to a point on said enclosure or to another set of 
quick-connect poWer buses. Said quick-connect poWer buses 
are separated from the enclosure by electrically nonconduct 
ing material. It is important that the enclosure be a good 
conductor of both electromagnetic energy and electrostatic 
energy. Most modern gaming machine enclosures are con 
structed of cold-rolled steel sheet, Which is an excellent 
conductor of electromagnetic and electrostatic energy. Cold 
rolled steel sheet also exhibits ferromagnetic properties. 
Components of a gaming machine may be subdivided into 
categories that alloW major functions to be grouped into a 
single location and enclosed in a separate enclosure Within 
the gaming machine enclosure. Each of said components 
may include a point of load poWer converter that attaches 
anyWhere convenient on a quick connect poWer bus and 
Which converts poWer provided by the bulk poWer supply 
into electrical poWer of a voltage suitable to poWer a control 
component. A control component may be mounted to the 
gaming machine enclosure by means of an electrically 
conductive magnet or by means of electrically conductive 
adhesive or by means of an electrically non-conductive 
adhesive. If an electrically non-conductive adhesive is used 
to mount a control component a provision must be made to 
alloW electrical connection to the reference potential of the 
bulk poWer supply. Said attachment is simple since the entire 
enclosure Will be at electrical reference potential. Any 
component may be attached to the inside of the gaming 
machine enclosure at any point in the system of the present 
invention. Communication betWeen components may be by 
means of loW poWer radio frequency. Any communication 
scheme that is used in a gaming machine designed for 
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distributed components and a serial bus may be used. Such 
a system is described in US. Provisional Patent Application 
60/669,270. 

[0018] A typical gaming apparatus presents a set of user 
controls arranged in a ?xed con?guration on the front 
cabinet housing of said apparatus. Said ?xed con?guration 
of controls in most cases does not alloW for any ?exibility 
in conforming to player preference and, in fact, requires that 
a player conform to the apparatus controls in order to play 
a game. The present inventor has realiZed a need for a 
method to enhance player comfort When playing a gaming 
apparatus Which is affordable to an operator of gaming 
machines and Which is portable betWeen gaming machines. 
The aforesaid goals may be met by designing a generic 
interface that may be retro?tted into existing gaming appa 
ratus and Which may also be built into neWly manufactured 
apparatus. Aportable player set of controls may be provided 
by means of an interface compatible With aforesaid gaming 
machine interface that is built into a chair Which is provided 
for player comfort When playing a gaming machine. 

[0019] Portions of both the device and method may be 
conveniently implemented in programming on a general 
purpose computer, or networked computers, and the results 
may be displayed on an output device connected to any of 
the general purpose, networked computers, or transmitted to 
a remote device for output or display. In addition, any 
components of the present invention represented in a com 
puter program, data sequences, and/or control signals may 
be embodied as an electronic signal broadcast (or transmit 
ted) at any frequency in any medium including, but not 
limited to, Wireless broadcasts, and transmissions over cop 
per Wire(s), ?ber optic cable(s), and co-ax cable(s), etc. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] A more complete appreciation of the invention and 
many of the attendant advantages thereof Will be readily 
obtained as the same becomes better understood by refer 
ence to the folloWing detailed description When considered 
in connection With the accompanying draWings, Wherein: 

[0021] FIG. 1 is a perspective vieW of the present inven 
tion installed in an enclosure of a gaming apparatus. 

[0022] FIG. 2 is a perspective vieW of a quick-connect 
poWer bus and bus connector. 

[0023] FIG. 3 is a back vieW of a sheet metal enclosure 
used to house a set of control components and shoWing a 
mounting method according to the present invention. 

[0024] FIG. 4 is a block diagram shoWing a ?rst method 
of communicating betWeen command and control modules 
according to the present invention. 

[0025] FIG. 5 is a block diagram shoWing a second 
method of communicating betWeen command and control 
modules according to the present invention. 

[0026] FIG. 6 is a block diagram representation of a local 
netWork of components comprising a gaming machine of the 
present invention. 

[0027] FIG. 7 is a block diagram representation of a door 
controller module that may be included in a gaming machine 
of the present invention. 
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[0028] FIG. 8 is a block diagram representation of a game 
controller module that may be included in a gaming machine 
of the present invention. 

[0029] FIG. 9 is a block diagram representation of a reel 
controller module that may be included in a gaming machine 
of the present invention. 

[0030] FIG. 10 is a How chart representation of a security 
poll program that may run on a microcontroller in a game 
controller module that may be included in a gaming machine 
of the present invention. 

[0031] FIG. 11 is a How chart representation of a main 
program that may run on a microcontroller in a game 
controller module that may be included in a gaming machine 
of the present invention. 

[0032] FIG. 12 is a representation of data that may be 
included in a machine state table that may be included in a 
gaming machine of the present invention. 

[0033] FIG. 13 is a representation of data that may be 
included in a machine state table of a PC based peripheral 
that may be included in a gaming machine of the present 
invention. 

[0034] FIG. 14 is a draWing illustrating salient elements 
of the present invention. 

[0035] FIG. 15 is a block diagram representation of an 
electronic interface that may be installed in a player chair. 

[0036] FIG. 16 is a block diagram representation of an 
electronic interface that may be installed in a gaming 
apparatus. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0037] Referring noW to the draWings, Wherein like ref 
erence numerals designate identical or corresponding parts, 
and more particularly to FIG. 1 thereof, there is illustrated 
a perspective vieW of a gaming machine enclosure 14 With 
game control components mounted according to an embodi 
ment of the present invention. Components may be divided 
into groups that alloW commonality of connection to main 
control points or may be divided into groups that alloW 
commonality of control function. Components that alloW 
operation of gaming machine 10 may be a main game 
controller 64, a door and player sWitch monitoring unit 68, 
a payout monitoring and control unit 62 and other various 
control and monitoring units as may be deemed desirable, 
but may be added in the future. A bulk double-insulated 
poWer supply 56 is supplied from mains voltage and gen 
erates a bulk direct current (dc) voltage to supply all control 
components that may be connected Within the enclosure 14. 
A ground reference of said poWer supply may be connected 
to the enclosure at connection point 38 by means of elec 
trical conductor 40; positive bulk voltage may be distributed 
Within the enclosure by means of electrical conductor 36 to 
a bus structure, comprised of buses 30, 32, 34 and 50. 
Flexible electrical conductor 42 connects quick-connect bus 
50 in machine enclosure door 12 to the positive bus structure 
Within the ?xed portion of the enclosure assuring that bulk 
voltage is available to all components. Electrical grounding 
strips are placed around the door at 44, 46, 48 and 52. 
Purpose of said grounding strips is to prevent leakage of 
radio frequency (rf) energy outside of the enclosure. Leak 

Nov. 2, 2006 

age of rf energy through sections of the door that are covered 
by glass may be by means of using a glass that is lossy to rf 
or by means of a rf lossy transparent plastic ?lm placed over 
said sections 76. Main game controller 200 may be con 
nected to quick-connect poWer bus 32 by means of electrical 
conductor 58, door function monitor and control component 
206 may be connected to quick-connect poWer bus 50 by 
means of electrical conductor 66 and payout monitor and 
control component 202 may be connected to quick connect 
poWer bus 32 by means of electrical conductor 62. Said main 
game controller may communicate With all other compo 
nents by means of a radio frequency transceiver, antenna of 
Which is shoWn at 74; control component 206 may commu 
nicate With all other components by means of a radio 
frequency transceiver, antenna of Which is shoWn at 70 and 
control component 202 may communicate With all other 
components by means of a radio frequency transceiver, 
antenna of Which is shoWn at 72. Quick connect poWer buses 
may be interconnected by means of electrical conductors 34 
and 42 to assure that suf?cient unused quick connect poWer 
bus capacity remains for attachment of additional compo 
nents in future modi?cations to the gaming machine. 

[0038] FIG. 2 shoWs a perspective vieW of a quick 
connect poWer bus 86 according to an embodiment of the 
present invention. Said poWer bus may consist of an elec 
trically conducting extrusion as depicted in the draWing. The 
poWer bus is separated from the enclosure 14 of gaming 
machine 10 shoWn in FIG. 1 by an electrically non-con 
ducting strip 78 and may be fastened to the gaming machine 
enclosure by means of electrically non-conducting adhesive 
or electrically non-conducting fasteners. A quick-connector 
84 may be constructed of an electrically conducting spring 
material and may be fastened to an electrical conductor by 
means of a fastener at 82. Said quick-connector is turned 90 
degrees about the y axis from the position shoWn in FIG. 2, 
inserted into the opening 79 in the track of the quick-connect 
bus and then turned 90 degrees in either direction about the 
y axis to lock the quick connector into place. Protrusions 80 
and 81 on the quick-connector and spring tension exerted by 
legs 85 and 88 prevent removal from the quick-connect bus 
unless the quick-connector is turned 90 degrees about the y 
axis. 

[0039] FIG. 3 is a perspective back vieW of an enclosure 
88 that may be used to house control and monitoring 
components as in 200, 202 and 206. Mounting of said 
enclosure to gaming machine enclosure 14 may be by means 
of electrically conductive magnets 90, 92, 94 and 96. Said 
magnets may be ?xed to the enclosure by means of adhesive. 
The enclosure is preferably constructed of a ferromagnetic 
material since said material provides electromagnetic shield 
ing for components inside the enclosure. The magnets alloW 
a quick positioning and mounting of components inside the 
gaming machine enclosure and provide the electrical refer 
ence or ground connection for the bulk poWer supply that 
supplies point of load converters on each component. If the 
game machine enclosure 14 is constructed of a ferromag 
netic material the Walls of the enclosure provide a magnetic 
short circuit, Which prevents magnetic ?elds from being 
induced outside the enclosure. 

[0040] Monitor and control components may be in elec 
trical data communication With each other to accomplish 
desired operation of the gaming machine. One method of 
providing communication betWeen all monitor and control 
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components is by means of a high frequency radio trans 
ceiver. Modern solid state radio transceivers that operate in 
the frequency range of 2.4 GHZ and above are easily 
obtained and Will be more cost effective than data cables and 
connectors presently used to provide data communication 
Within gaming machines. Additionally the data communi 
cated betWeen modules may be automatically encrypted to 
very high standards providing excellent security to a gaming 
machine operation. Employing a high frequency loW-poWer 
transceiver also alloWs data communication to be restricted 
to the interior of the gaming machine enclosure. Any ?rm 
Ware or data communication scheme developed for a gaming 
machine including a serial bus is easily converted to a data 
communication scheme that employs a high frequency radio 
frequency transceiver. 

[0041] Turning noW to FIG. 4, 801 may be any monitor 
and control component used in a gaming machine, several 
block diagram examples elements included Within monitor 
and control components are illustrated in US. Provisional 
Patent Application 60/669,270, communication betWeen all 
other monitor and control components are provided by 802 
Which may be a loW-poWer, high frequency radio trans 
ceiver. A point of load poWer supply 804 is provided at each 
monitor and control component and is electrically connected 
to positive electrical potential on the quick-connect bus at 
808 and to reference electrical potential at 806. Connection 
to reference electrical potential may be provided by con 
necting to the gaming machine enclosure if good electrical 
conducting connection is available or may be provided by a 
separate quick-connect bus system that provides bulk poWer 
supply reference potential. 

[0042] Another method of providing data communication 
betWeen monitor and control components is illustrated in 
block diagram form in FIG. 5 in Which high frequency data 
communication may be provided betWeen all components 
connected to the quick-connect bus simultaneously With the 
bus providing direct current electrical poWer. An A.C. 
coupled transmitter is provided at 812. Said transmitter may 
be comprised of an ampli?er connected to the quick connect 
bus 86 by means of a capacitor or by means of a band pass 
?lter; passband frequency of said band pass ?lter must 
include the principal frequency of data transmission. An 
A.C. coupled receiver is provided at 814 and may be 
comprised of an ampli?er connected to the quick-connect 
bus by means of a capacitor or band pass ?lter. Point of load 
poWer supply 804 is connected to the quick-connect bus by 
means of an AC. blocking netWork 807 Which may be a 
large value inductor. Connection of bulk poWer supply 56 to 
the quick-connect bus at 36 includes means of AC. block 
ing. Data communication is encoded by means of a Well 
knoWn Manchester algorithm to provide D.C. balance and 
occurs in a half-duplex fashion. Data communication 
betWeen monitor and control components may be accom 
plished in a master slave polled mode, by means of a token 
ring scheme or by means of several Well-knoWn collision 
avoidance algorithms. 

[0043] In one embodiment, a gaming machine of the 
present invention comprises a plurality of electronic periph 
eral modules that communicate With each other and With a 
game controller module by means of a serial communication 
algorithm utiliZing a physical layer that supports electronic 
or optical serial communication of messages. Each periph 
eral module can initiate a message and can receive mes 
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sages. All peripheral modules are in communication With a 
game controller module. Said game controller module con 
trols and makes all decisions concerning game outcome, 
Wager and payout. Even though each peripheral module is 
capable of independent action and alloWed a degree of 
autonomy as speci?ed by a program running on each periph 
eral module, primary control of all interconnected modules 
is by means of a program running on a microcontroller on 
said game controller module. Since all actions affecting 
game outcome are performed by a microcontroller on the 
game controller module, program memory for said micro 
controller concentrates all memory that must be checked for 
integrity by gaming enforcement authorities. Said program 
memory is generally not large and can be stored in a memory 
device that alloWs memory veri?cation by existing tech 
niques With Which all gaming enforcement personnel are 
familiar. 

[0044] Turning noW to FIG. 6 Which is a block diagram 
representation of a local netWork of components comprising 
a gaming machine of the present invention, 200 represents 
a game controller module that communicates With all mod 
ules connected to local netWork 208. As previously 
described, said game controller module controls any param 
eter that affects game outcome or pay. Block 206 represents 
a door control module connected to local netWork 208. Said 
door control module monitors all sWitch inputs located on a 
front panel or door of a gaming machine and communicates 
the state of all inputs to the game controller module for 
appropriate action. The door control module may also com 
municate directly, using a limited command set, With any 
other module attached to the local netWork. Block 204 
represents a reel control module connected to local netWork 
208. Said reel control module receives reel position and reel 
velocity instructions from the game controller and updates 
reel position accordingly. In a traditional stepper reel type 
gaming machine there is typically a plurality of said reel 
control modules. The reel control module also sends reel 
position information and velocity information to the game 
controller. A reel control module may also communicate 
directly, using a limited command set, With any other 
module attached to the local netWork. Block 202 represents 
a video controller. Said video controller may be an embed 
ded PC With mass storage consisting of any type of memory 
storage commonly available. The video controller may be 
operating under any operating system and preferably Will be 
operating under a commonly available operating system that 
supports programs for displaying high de?nition animated 
video. The video controller may gather information from a 
touch screen overlaying a video display or monitor and send 
said information back to the game controller. Typically a 
touch screen is con?gured to shoW images of buttons or 
icons used for play or Wager and tables that alloW game play 
and payout information to a player of a game. lnforrnation 
from said touch screen is transmitted by electronic means 
from the video controller to the game controller module and 
any information that affects game outcome or pay is pro 
cessed on the game controller module and sent to the 
appropriate peripheral device connected to the local netWork 
208. The video controller makes no decisions that affect 
game outcome or pay to a player of a game. 

[0045] Turning noW to FIG. 7 Which is a block diagram 
representation of a door controller module 206 that may be 
included in a gaming machine of the present invention, 218 
is a microcontroller that gathers information from inputs on 



US 2006/0247050 A1 

a player panel or door panel of a gaming machine and 
controls lights and other player information devices on said 
door panel. Some examples of devices controlled by said 
door controller module may be lighted sWitches and game 
play sWitches 210, coin acceptor signals originating at coin 
accepting devices that verify coins Wagered upon a game 
214, and other control signals that may be required for 
various games and player attraction 216. A unique netWork 
identi?cation number 220 is associated With each door 
module. Said netWork identi?cation number is used to 
identify a module connected to the local netWork 208 and 
may serve to identify a source and destination for informa 
tion received and sent by the game controller 200. The door 
controller module connects to local netWork 208 by means 
of netWork compatible connectors and interface components 
222. 

[0046] Turning noW to FIG. 9 Which is a block diagram 
representation of a reel controller module for a reel-type 
player interface, 250 is a microcontroller that receives reel 
position and velocity information from the game controller 
over the local network. Reel motor driver 252 controls reel 
motor 254 to Which a reel or disk is attached to form a visual 
display and indicator for a player of a game including said 
reel controller module. Said reel motor driver receives motor 
and velocity commands from microcontroller 250. A unique 
netWork identi?cation number 220B is associated With each 
reel controller module. Said netWork identi?cation number 
is used to identify a module connected to the local netWork 
208 and may serve to identify a source and destination for 
information received and sent by the game controller 200. 
The reel controller module connects to local netWork 208 by 
means of netWork compatible connectors and interface com 
ponents 222A. 

[0047] Turning noW to FIG. 8 Which is a block diagram 
representation of a game controller module of the present 
invention, 234 is a microcontroller or microprocessor that 
runs a program stored program memory 230 that typically 
may be of EPROM or non-Writable Flash technology. Said 
program memory may be connected to 234 through a 
memory protection device 231 that is described in US. 
patent application Ser. No. 09/827,008 and Which alloWs 
remote reading and online checking of program memory 
signature. Nonvolatile RAM (random access memory) 228 
is provided for storage of game state at any time should 
poWer outage occur. A random number generator 226 is 
provided to alloW microcontroller 234 to generate various 
game and pay parameters as required by individual games. 
All random numbers required in determining game outcome 
and/or player pay must be draWn from 226 and transmitted 
to a module requesting them. No random numbers that 
determine game outcome and/or player pay may be used on 
any module included in the present invention that have not 
been generated in 226. Audio ampli?er 224 may be used to 
drive speakers directly, if required, from the game controller 
module through speaker connection 248. Driving of speak 
ers directly from the game controller module alloWs cost 
reduction if no video processor is required in a gaming 
machine. An interface to a personal digital assistant (PDA) 
232 is provided to alloW game con?guration in jurisdictions 
Where it is permitted and also to alloW a quick method of 
reading machine parameters and performance. An interface 
236 to video processor 238 alloWs commands to be trans 
mitted to said video processor by the game controller and 
alloWs video game status to be received by the game 
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controller. Any information required by the video processor 
that affects game outcome or pay to a player must be 
requested from the game controller and the game controller 
must respond With the requested information before play can 
continue on the video processor. The video processor con 
nects to graphic player displays by means of video monitor 
connection 246. A poWer controller 235 may be controlled 
by the game controller and may be used to interrupt elec 
trical poWer to the video processor upon predetermined 
conditions occurring. Interrupting poWer to the video pro 
cessor can be used to disable the video processor in the case 
of the video processor not transmitting predetermined infor 
mation requested by the game controller. A unique netWork 
identi?cation number 220A is associated With each game 
controller module. Said netWork identi?cation number is 
used to identify information received and sent by the game 
controller. The game controller module connects to local 
netWork 208 by means of netWork compatible connectors 
and interface components 222B. 

[0048] Turning noW to FIG. 10 Which is a How chart 
representation of a security poll program that may run on a 
microcontroller in a game controller module that may be 
included in a gaming machine of the present invention, said 
security poll program begins at 256 Where initialization of 
registers is performed and continues to 258 Where a previ 
ously stored table of peripherals that are authenticated and 
knoWn to be connected to local netWork 208 is read into 
memory for comparison. Program continues to 260 Where 
communication is established With a peripheral on the local 
netWork 208 in order to read a unique electronic identi?ca 
tion number (MAC) and memory signature (CRC) repre 
senting identi?cation of program running on said peripheral. 
Program continues to 266 Where said MAC and CRC read 
are compared to corresponding values in said previously 
stored table of peripherals read in 258. If corresponding 
values do not compare, the program continues to 264 Where 
an error ?ag is set and then continues to 268. If correspond 
ing values do compare the program continues to 266 Where 
any error ?ag due to non-comparison of said values is 
cleared; program then continues to 268 Where any alarm 
values are stored. Program continues from 268 to 270 Where 
a check is made to see if all supposed connected peripherals 
have been scanned and if not, proceeds to 260 to scan for the 
next peripheral. If, at program step 270, all peripherals 
connected to the local netWork have been scanned, program 
continues to 272 Where a determination is made as to 
Whether any unauthoriZed peripherals are connected to the 
local netWork and if a peripheral MAC or program CRC 
differs from said peripheral MAC or program CRC previ 
ously stored in the table of connected peripherals read in 258 
continues to 274 Where the program sends an operator a 
request for peripheral authentication and continues to 276. 
If, at 276, said operator authenticates said peripheral, pro 
gram execution continues to 258 Where peripherals con 
nected to the local netWork are scanned again. If the operator 
does not authenticate the peripheral or does not have clear 
ance to authenticate the peripheral at step 276, the program 
continues to 278 Where an authentication error ?ag is set for 
the particular peripheral. Program then continues to 280 
Where it exits. If, at 272, no unauthenticated peripherals have 
been detected to be attached to the local netWork the 
program proceeds to 280 Where it exits. 

[0049] Turning noW to FIG. 11 Which is a How chart 
representation of a main program that may run on a micro 
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controller in a game controller module included in a gaming 
machine of the present invention, said main program begins 
at 282 Where initialiZation of registers and a security poll 
program described in FIG. 16 may be run. Authentication 
errors ?agged by the security poll program must be cleared 
before the main program is alloWed to continue to step 284 
Where a determination is made as to Whether a message has 
been received from a peripheral connected to the local 
network. If no message has been received at 284, program 
continues to 286 Where a check is made to see if a prede 
termined timer value indicates that any non-reporting 
peripherals should be queried to see if they are still opera 
tional and connected to the local netWork. If said predeter 
mined time to check for non-reporting peripherals has not 
been reached, the program returns to 284; if it is time to 
check for non-reporting peripherals, the program proceeds 
to step 288 Where a message is sent to an individual 
non-reporting peripheral and at 290 a determination of a 
predetermined proper reply from said peripheral is made. If 
a proper reply is not received, the program continues to 294 
Where an indication is made that the peripheral is not 
functional and program continues to 292. If the peripheral 
replies With a predetermined reply at 290, the peripheral is 
capable of operation and communication With the game 
controller and program continues to 292 Where a determi 
nation is made as to Whether all non-reporting peripherals 
have been scanned and, if not, returns to 288 to scan the next 
non-reporting peripheral. 
[0050] If all non-reporting peripherals have been scanned, 
program continues to 284 Where it Waits for messages from 
authoriZed peripherals connected to the local netWork. If, at 
284, a message is received from a peripheral, program 
continues to 298 Where a determination of message type is 
made after Which the program continues to 300 Where a 
machine state table that may be as represented in FIG. 12 is 
updated. The program continues to 302 Where a determina 
tion as to Whether said message reports a condition that has 
been predetermined to be a fatal error and if the message 
reports a fatal error, program continues to 304 Where the 
date, time and fatal error is stored in nonvolatile memory 
after Which program continues to 306 Where the game 
controller interrupts the electric poWer to the gaming 
machine and causes it to become non-operational. If, at 302, 
no fatal error is reported in the received message, program 
continues to 307 Where said machine state table is transmit 
ted to peripherals connected to the local netWork and pro 
gram continues to 308 Where a determination is made as to 
Whether a personal digital assistant (PDA) is attempting to 
contact the game controller for purpose of setup, informa 
tion gathering or game change; if said PDA is not attempting 
to contact the game controller, the program continues to 310. 
If a PDA is contacting the game controller at 308, program 
continues to 309 Where requested information is exchanged 
betWeen said PDA and the game controller after Which the 
program continues to 310 Where game controller housekeep 
ing tasks are performed after Which the program continues 
back to 284. 

[0051] In one embodiment the PDA interface is one of a 
broader class of interfaces that may be used With many 
portable devices, including game controllers, cell phones, 
and PDAs. An open architecture such as JAVA or HTML 
enabled l/O may be implemented for communication 
betWeen the PDA interface and the electronic device. In one 
embodiment, an application speci?c protocol is transmitted 

Nov. 2, 2006 

from the gaming machine to the electronic device (e.g., cell 
phone) and executed on the cell phone (e.g., JAVA Virtue 
Machine) to program the electronic device according to the 
game to be played. 

[0052] Turning noW to FIG. 12 Which is a representation 
of data that may be included in a machine state table that 
may be included in communications in a gaming machine of 
the present invention, 312 is a ?eld that indicates that said 
machine state table originated at the game controller or at a 
peripheral Which may affect game outcome or pay to a 
player. The machine state table is comprised of a plurality of 
?elds that indicate positions of actuators, pay amounts, 
player Wager and credits, game outcome and especially 
random numbers that Will be used to determine outcome of 
a game in play. FIG. 12 is an example of a machine state 
table and may be comprised of the ?elds to be mentioned, 
but is not limited to said ?elds. Field 314 may hold a 
representation of the position of all player sWitches on a 
machine case; ?eld 316 may hold a representation of the 
position of all security sWitches Within a gaming apparatus; 
?eld 318 may hold a representation of states of payout 
devices such as coin hoppers or printers; ?eld 320 may hold 
a representation of an amount of credits accrued by a player 
of the game; ?eld 322 may hold a representation of an 
amount to be paid to a player of the game; ?eld 324 may 
hold a representation of an amount paid to a player of the 
game; ?eld 326 may hold a representation of an amount 
Wagered by a player of the game; ?eld 328 may hold a 
representation of a game state, Which is a representation of 
a point in a game sequence; ?eld 330 may hold a represen 
tation of an outcome of a game (Winner or loser); ?eld 332 
may hold a representation of hardWare status of a gaming 
apparatus upon Which a game is played (this may be results 
of a program such as described in FIG. 16); ?eld 334 may 
hold results of program authentication of program memory 
for each peripheral attached to the gaming controller; ?eld 
336 may hold a representation of a request by any connected 
peripheral for a random number generated in the game 
controller; ?eld 338 may hold a representation of random 
numbers generated in the game controller and made avail 
able at the request of a connected peripheral; and ?eld 340 
may hold a representation of an authentication message that 
is used to test the integrity of the machine state table at each 
connected peripheral before the machine state table is used. 

[0053] Turning noW to FIG. 13 Which is a representation 
of data that may be included in a machine state table that 
may be included in communications in a gaming machine of 
the present invention, 342 is a ?eld that indicates that said 
machine state table originated at a non-secure peripheral that 
should not be alloWed to affect game outcome or pay to a 
player. The machine state table is comprised of a plurality of 
?elds that indicate touch screen sWitch actuations, represen 
tations of pay amounts, representations of player Wager and 
credits, and representation of game outcome. Field 344 may 
hold a representation of sWitches activated by means of a 
player touching icons on a touchscreen overlaying a monitor 
attached to a video controller; ?eld 346 may hold a repre 
sentation of security sWitches attached to a video controller; 
?elds 348 through 370 may be as described for ?elds 
corresponding to ?elds 318 through 340 in FIG. 12. 

[0054] A gaming machine of the present invention is 
divided into tWo distinct categories: 1) A collection of 
devices that can affect game outcome, collection of player 
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wagers and payment of awards due to a player that is 
controlled by peripherals reporting to a game controller 
Which is running a program that is not alterable by said game 
controller and is easily validated in the ?eld by gaming 
enforcement authorities using simple equipment. 

[0055] 2) A collection of peripherals that cannot affect 
game outcome, collection of player Wagers and payment of 
aWards due to a player that is controlled by the game 
controller. An example of aforesaid may be, but is not 
limited to, a video display running on a personal computer 
(PC) based controller that requests all information that 
affects game outcome and player aWards from the game 
controller and that only acts as a display device. Many 
commonly available operating systems running upon a PC 
actually run in random access memory (RAM) and alter 
contents of program memory as they run unless special 
modi?cations are made to said operating systems. If con 
tents of program memory are altered in operation, it 
becomes very dif?cult to verify that program memory has 
not been altered to affect a program in such a Way that 
critical aspects (game outcome and aWard) of a game are 
preserved When the program is run again. 

[0056] Operation of a gaming machine of the present 
invention is much like standard older non-PC based gaming 
machines. Any sWitches on a gaming machine front panel 
actuated by a player during game play are reported to the 
game controller from a peripheral door controller mounted 
in proximity to the point of monitor and control by means of 
said door controller modifying a machine state table an 
example of Which is shoWn in FIG. 12. The game controller 
receives said machine state table and acts upon ?elds in the 
machine state table according to a predetermined program 
running on a microprocessor. The machine state table may 
be altered according to said predetermined program and 
transmitted to peripherals connected to the game controller. 
By means of the aforesaid, a player can play a game. The 
program running on said microprocessor controlling the 
game controller performs all game outcome determination, 
Which is generally accomplished by means of pseudo 
random numbers. No decision affecting game outcome, 
acceptance of Wager or payment of aWard is made by any 
peripheral. Said decisions are made by the program running 
on the microprocessor on the game controller and transmit 
ted to peripherals controlling pay and play of the game. 
Peripherals can only report status of external devices and act 
upon commands transmitted to the peripherals from the 
game controller. There is one instance in Which a peripheral 
may act independently of the game controller and that is 
When said peripheral receives a memory signature or MAC 
identi?cation from any other peripheral or game controller 
that does not correspond to a pre-authoriZed value. In said 
instance, the peripheral may disable all outputs and inputs 
that are controlled by the peripheral except for the commu 
nication bus connecting the game controller and peripherals. 
The peripheral then Waits for a predetermined startup com 
mand originating at the game controller to be received 
before normal operation continues. 

[0057] A non-secure peripheral such as a PC based video 
controller operating a video monitor overlaid by a touch 
screen reports all player actions required to play a game and 
requests each game state that determines game outcome 
from the game controller by means of a machine state table 
such as shoWn in FIG. 13. Each time a random number is 
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required to advance to a game state, said video controller 
requests said random number value from the game controller 
and Waits until the random number value is received before 
continuing. Alternatively, the video controller may be sent 
all game determining values and aWards for one game by the 
game controller upon receiving an indication that a player 
desires to play a game. 

[0058] The effect of the aforesaid is that a program that is 
unalterable by a microprocessor running said program has 
complete control over all game outcome, acceptance of 
player Wager and aWard to a player. The program is validated 
by signature means. 

[0059] Some games are currently being manufactured that 
operate by means of a netWork connection to a central 
server. Gaming apparatus for player interface can be reduced 
to What is commonly knoWn as a thin client,into Which an 
entire program can be doWnloaded by said server and caused 
to operate by commands from the server in response to 
player actions. An unscrupulous person can modify said 
program doWnloaded to said thin client and cause undesir 
able behavior of the gaming apparatus resulting in a player 
or operator being cheated. The present invention may act to 
secure a thin client by requiring that an encrypted commu 
nication be transmitted Within a predetermined time interval 
from a pc based device acting as a communication point to 
the game controller. A public key encryption algorithm may 
be employed at the game controller and at said communi 
cation point. An operator may enter a key by means of a 
PDA communicating With the game controller to authoriZe 
operation. If a game controller or communication point is 
disabled, substituted or reprogrammed, the thin client Will be 
disabled. Alternatively, the game controller can become a 
communication point and all program data passed to a PC 
type device that operates a game must pass through the game 
controller and be installed upon the PC type device. The 
game controller may require predetermined authorization 
sequences from the central server prior to alloWing doWn 
loaded code to be installed upon the PC type device. 

[0060] Turning noW to FIG. 14, Which is a representation 
of a gaming apparatus 19 and a chair 1002 incorporating 
features for player comfort in playing said gaming appara 
tus, a game 1000 is presented to a player that he desires to 
play. Generally a player Would play said game by interacting 
With the gaming apparatus by means of sWitches or a 
touchscreen While seated upon a chair 1002. In the illustra 
tion a player may choose a comfortable position and interact 
With the gaming apparatus by means of an interface 1006 
that folds out from the chair and Which includes buttons 
1010 and a touch pad 1008. A means of alloWing player 
selection may be by means of a cursor 1001 on the main 
display of the gaming apparatus, said cursor being con 
trolled by the player by means of movements upon touchpad 
1008. Additional means of interacting With a game may be 
provided by means of sWitches 1010. Communication 
betWeen the player and the gaming machine may be by 
means of a Wireless link that is supported by means of an 
electronic interface in the player chair and an electronic 
interface installed in the gaming apparatus. 

[0061] Turning noW to FIG. 15, Which is a block diagram 
representation of an electronic interface that may be 
installed in a player chair; block 1054 represents a micro 
controller that may control the interface. A control sWitch 






