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(57) ABSTRACT 

A network routing apparatus in which packet forwarding 
units for performing a packet forwarding process are 
arranged in parallel to one another, a packet distribution unit 
for distributing packets to the packet forwarding units 
arranged in parallel to one another, a packet rearrangement 
unit for rearranging outputs of the packet forwarding units 
are provided in the network routing apparatus, and packet 
retrieving units for retrieving packet headers in the packet 
forwarding units are further arranged in parallel to one 
another. 
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NETWORK ROUTING APPARATUS 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates to a network routing 
apparatus. It particularly relates to a network routing appa 
ratus which is adapted to a network routing apparatus such 
as a router, a repeater, or the like, in a computer network 
system and which can retrieve a forwarding address of an 
input packet at a high speed. 

[0002] A network routing apparatus such as a router, a 
bridge, or the like, is generally used for connecting a 
plurality of networks to one another in a network system. 
The router examines a destination address of a packet 
received from a connected network to thereby determine the 
forwarding address of the packet and forwards the packet to 
a network to which a router or host of the forwarding address 
is connected. 

[0003] Whenever the router receives a packet from a 
network interface board, the router determines a packet 
output interface on the basis of the destination information 
contained in header information of the packet, further deter 
mines a forwarding host or router out of hosts or routers 
connected to the packet output interface, and forwards the 
packet to the determined host or router. A higher-functional 
router performs, in addition to the function of forwarding the 
packet, a function (?ltering function) for aborting a packet 
in accordance with the header conditions of the packets, a 
function (priority control function) for determining output 
priority of a plurality of packets to output the packets in the 
order of priority of the plurality of packets when such 
packets are to be forwarded, a function for rewriting Type of 
Service (ToS) contained in the header information of the 
packet, and so on. 

[0004] Generally, the router further has a statistical func 
tion for counting the number of packets forwarded, the 
number of bytes forwarded, the number of packets aborted 
by ?ltering in the router or by tra?ic congestion of packets 
in the router, the number of (non-routed) packets unde?ned 
in terms of output destination as a result of retrieval (routing 
retrieval) of output addresses of packets, the number of 
packets addressed to the router itself, the number of packets 
satisfying the aborting condition of ?ltering, and so on. 
These pieces of statistical information are displayed on a 
terminal for managing router operations or router status 
indication, or the like, or these pieces of statistical informa 
tion are sent to a network management apparatus in a 
network so as to be used for management of the network. 

[0005] Functions other than the statistical function may be 
required as follows, in the case where the number of packet 
data transfer bytes needs to be measured. When, for 
example, a network provider receives packets from users, 
the packets are classi?ed into several groups (hereinafter 
referred to as “?ows”) (for example, according to source/ 
destination sub-network, TCP/IP port number, address, etc.) 
on the basis of the header conditions of the packets. The data 
transfer rate of each ?ow is monitored whenever this clas 
si?cation is made. When the data transfer rate in this ?ow is 
too high, packets sent from the users in the ?ow over the 
bandwidth on the basis of contracts between the network 
provider and the users may be aborted or preferentially 
aborted at the time of tra?ic congestion. This function is 
called “bandwidth policing function”. Further, when net 
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work users transmit packets to a network of a network 
provider, the output rate of packet data belonging to the ?ow 
of the network provider may be limited, by a router, within 
the bandwidth on the basis of a contract between the router 
and the network provider. This function is called “shaping 
function”. To achieve the bandwidth policing function or the 
shaping function, the number of data transfer bytes (data 
transfer rate) of packets ?owing in the router needs to be 
measured at intervals of a predetermined time. 

[0006] Processing in a router is classi?ed into the afore 
mentioned process which needs to be performed whenever 
a packet enters the router, a process in which routing 
information in a network system is transferred between 
routers so that a routing table is generated in the router, and 
a process which need not be performed whenever a packet 
such as statistical information of the router transferred 
between the router and a network management apparatus 
enters the router. 

[0007] The aforementioned processing in a router is here 
tofore carried out by executing software processing. To 
improve performance of processing required whenever a 
packet enters a router, a plurality of units (RPs: Routing 
Processors) for performing this processing are provided in 
the router. Network interface boards are connected to the 
RPs correspondingly and respectively. The RPs are con 
nected to one another through a bus or through a cross bar 
switch so that packets are forwarded between network 
interface boards connecting individual RPs, respectively. In 
this manner, high-speed processing in the router is attained. 
An example of the aforementioned router is an apparatus 
that is disclosed in Us. Pat. No. 5,434,863 (JP-A-S 
199230). 
[0008] Tra?ic ?owing in a network has, however, 
increased so that the routing process needs to be performed 
at a higher speed. As a result, software processing used for 
achieving the routing process has been replaced by hardware 
processing. 

SUMMARY OF THE INVENTION 

[0009] Tra?ic ?owing in a network has been increasing at 
a pace higher than improvement of processing capacity 
achieved with the advance of hardware element techniques 
such as LSI manufacturing techniques in recent years. If the 
router or bridge processes the tra?ic, through hardware, 
whenever the router or bridge receives a packet from a 
network interface board, the router or bridge cannot cope 
with the increase in network tra?ic. 

[0010] Upon such circumstances, an object of the present 
invention is to provide a routing apparatus in which hard 
ware units for performing a routing process are arranged in 
parallel to one another to thereby improve the total perfor 
mance of the router more greatly than the processing capac 
ity achieved with the advance of hardware element tech 
niques such as LSI manufacturing techniques so that the 
routing apparatus can su?iciently cope with the increase in 
network traffic occurring in recent years. 

[0011] According to the present invention, the router has 
network interface boards (NIFs) for performing a packet I/O 
interface operation, routing processors (RPs) for retrieving 
forwarding addresses of packets on the basis of header 
information of the packets and for forwarding the packet to 
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the forwarding addresses, a routing manager (RM) for 
performing control of the respective RPs and transmission 
reception of control packets such as routing protocols, and 
a cross bar switch (CSW) for connecting the respective RPs 
to the RM and for performing forwarding of packets 
between RPs and between RM and RPs. A plurality of 
packet forwarding units for retrieving destination addresses 
of packets on the basis of header information of the packets 
and for forwarding the packets to the destination addresses 
are provided in each of the RPs. Packets sent from the NlFs 
and packets sent from the CSW are distributed one by one 
to the packet forwarding units. 

[0012] To limit the process to be performed by the packet 
forwarding units to thereby simplify the con?guration of the 
packet forwarding units, the packet forwarding units may be 
con?gured so that packet forwarding units for forwarding 
packets from the NIF to the CSW are provided separately 
from packet forwarding units for forwarding packets from 
the CSW to the NIF. To shorten the idle time of the packet 
forwarding units to thereby improve the processing perfor 
mance, per packet forwarding unit, of the router, the packet 
forwarding units may be con?gured so that each of the 
packet forwarding unit serves as a unit for forwarding 
packets from NIF to CSW and for forwarding packets from 
CSW to NIF. 

[0013] Further, according to the present invention, each of 
the RPs has forward packet distribution units so that packets 
sent from the NIP or from the CSW are distributed to the 
plurality of packet forwarding units in the RP. The forward 
packet distribution units distribute packets by a round-robin 
method, by an out-of-order method, or by a hash method. 
The round-robin method is a method in which packets are 
distributed sequentially to the packet forwarding units in 
entering order of the packets. The out-of-order method is a 
method in which packets are distributed to empty ones of the 
packet forwarding units. The hash method is a method in 
which packet forwarding units used for distributing packets 
are univocally determined on the basis of the header con 
ditions of the packets. 

[0014] A function (hash function) used in the hash method 
for determining forwarding addresses of packets can be set 
in such a condition that a series of packets to be continuously 
sent from a packet sender address to a forwarding address 
are all assigned to one packet forwarding unit. A pseudo 
random number sequence generated on the basis of the 
header conditions may be used as the hash function so that 
packets can be assigned to the packet forwarding units as 
uniformly as possible. 

[0015] Further, according to the present invention, each of 
the RPs has forward packet rearrangement units for rear 
ranging the packets subjected to the forwarding process by 
the plurality of packet forwarding units in the RP and for 
sending out the rearranged packets to the NIP or to the CSW. 

[0016] When a round-robin method or an out-of-order 
method is used as a distributing method in the forward 
packet distribution units, the forward packet rearrangement 
units rearrange packets in the order of the packets entering 
the router after each of the packet forwarding units performs 
a packet forwarding process because the order of completion 
of the packet forwarding process in the packet forwarding 
units in the RP may be reversed to the entering order of the 
series of packets to be continuously sent from the packet 
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sender address to the destination address. When an out-of 
order method is used as a distributing method in the forward 
packet distribution units, packets are numbered sequentially 
when the forward packet distribution units assign the pack 
ets to the packet forwarding units so that the forward packet 
rearrangement units can rearrange the packets in the order of 
the packets entering the router. In this case, the packets are 
taken around with the sequence numbers in the packet 
forwarding units, so that the forward packet rearrangement 
units rearrange the packets in the order of the sequence 
numbers assigned to the packets, and send out the rearranged 
packets. 

[0017] Further, according to the present invention, each of 
the packet forwarding units has a forward packet processing 
queue waiting for the start of the packet forwarding process 
after reception of packets from the forward packet distribu 
tion units, and a forward packet rearrangement queue wait 
ing for sending of the packets to the forward packet rear 
rangement units after the completion of the packet 
forwarding process in the packet forwarding units. 

[0018] A plurality of packet retrieving units for retrieving 
packet header information are provided in each packet 
forwarding unit so that packet header retrieving processes 
among the processes performed by the packet forwarding 
unit are arranged in parallel to one another to attain high 
speed processing. A packet header operating mechanism for 
extracting the headers of packets is provided in the packet 
forwarding unit so that header information of the packets 
can be extracted. A retrieval packet distribution unit for 
distributing the extracted packet headers to the respective 
packet retrieving units is provided in the packet forwarding 
unit. Each of the packet retrieving units retrieves forwarding 
addresses of packets on the basis of the header information 
of the packets, retrieves the packets to be aborted or to be 
forwarded (?ltering retrieval), and retrieves output priority 
of packets (communication quality retrieval). Each of the 
packet retrieving units returns information concerning the 
forwarding addresses of the packets, information as to 
whether the packets are to be aborted or not and information 
concerning the output priority of packets. A retrieval packet 
rearrangement unit for rearranging retrieval results in the 
packet retrieving units and for transferring the rearranged 
retrieval results to the packet header operating mechanism is 
further provided in the packet forwarding unit. 

[0019] To attain higher-speed processing, parallel arrange 
ment of the packet forwarding units and parallel arrange 
ment of the packet retrieving units may be performed 
simultaneously. 

[0020] Further, according to the present invention, statis 
tical information picked up in the plurality of packet for 
warding units or in the plurality of packet retrieving units is 
tabulated as follows. A software program managing the 
router as a whole reads statistical information in the respec 
tive packet forwarding units or in the respective packet 
retrieving units and tabulates the information by software 
processing so that the tabulated information is displayed as 
total statistical information of the router on a management 
terminal or so that the tabulated information is sent to the 
network management apparatus. Alternatively, a processor 
is provided in each of the RPs. A software program operating 
on the processor reads statistical information in the respec 
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tive packet forwarding units or in the respective packet 
retrieving units and tabulates the statistic information by 
software processing. 

[0021] Further, according to the present invention, packets 
are classi?ed into several groups (hereinafter referred to as 
“?ows”) in accordance with the header conditions of the 
packets. Data transfer rate of each ?ow is measured when 
ever this classi?cation is made. The ?ows are numbered so 
that the packets can be aborted in accordance with the data 
transfer rate or aborted easily at the time of traf?c congestion 
or so that the packet sending rate can be limited at the time 
of sending of the packets. The ?ow numbers are outputted 
from the respective packet forwarding units or from the 
respective packet retrieving units. The data transfer rate in 
every ?ow is measured in the forward packet rearrangement 
units or in the retrieval packet rearrangement unit in accor 
dance with the ?ow numbers. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0022] FIG. 1 is a diagram showing the overall con?gu 
ration of a network system using routers according to an 
embodiment of the present invention; 

[0023] FIG. 2 is a block diagram showing the overall 
internal con?guration of a router according to an embodi 
ment of the present invention; 

[0024] FIG. 3 is a block diagram showing the internal 
con?guration of a routing processor having parallel packet 
forwarding units according to an embodiment of the present 
invention (in the case where the packet forwarding units are 
independent of one another on the basis of directions of 
transmission thereof); 

[0025] FIG. 4 is a block diagram showing the internal 
con?guration of a routing processor having parallel packet 
forwarding units according to anther embodiment of the 
present invention (in the case where one packet forwarding 
unit performs a bilateral packet forwarding process); 

[0026] FIG. 5 is a block diagram showing the internal 
con?guration of a packet forwarding unit according to an 
embodiment of the present invention; 

[0027] FIG. 6 is a block diagram showing the internal 
con?guration of a packet forwarding unit and a packet 
forwarding mechanism contained in the packet forwarding 
unit in the case where packet retrieving units are not 
arranged in parallel to one another; 

[0028] FIG. 7 is a block diagram showing the internal 
con?guration of a packet forwarding unit and a packet 
forwarding mechanism contained in the packet forwarding 
unit in the case where packet retrieving units are arranged in 
parallel to one another; 

[0029] FIG. 8 is a block diagram showing the internal 
con?guration of a packet retrieving unit in an embodiment 
of the present invention; 

[0030] FIG. 9 is a conceptual diagram showing a process 
in which statistical information picked up in packet retriev 
ing units is read and tabulated in a routing processor; 

[0031] FIG. 10 is a block diagram showing the internal 
con?guration of a packet forwarding mechanism which 
shows an extracted portion in which a retrieval packet 
rearrangement unit measures a transfer rate of the ?ow in 
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accordance with each of ?ow numbers retrieved by a plu 
rality of packet retrieving units; 

[0032] FIG. 11 is a time chart showing packet forwarding 
processing of packet forwarding units in the case where a 
round-robin method is used as a distributing method in a 
forward packet distribution units; 

[0033] FIG. 12 is a time chart showing packet forwarding 
processing of packet forwarding units in the case where an 
out-of-order method is used as a distributing method in a 
forward packet distribution units; 

[0034] FIG. 13 is a time chart showing packet forwarding 
processing of packet forwarding units in the case where a 
hash method is used as a distributing method in a forward 
packet distribution units; 

[0035] FIG. 14 is a diagram showing a ?ow retrieval 
table; 
[0036] FIG. 15 is a diagram showing a ?rst input circuit 
limiting system; and 

[0037] FIG. 16 is a diagram showing a second input 
circuit limiting system. 

DESCRIPTION OF THE EMBODIMENTS 

[0038] FIG. 1 is a diagram showing the overall concept of 
a network system using routing apparatuses according to the 
present invention. In FIG. 1, the network system comprises: 
hosts 1, 2 and 3 which may be packet senders/receivers; 
routers 4 and 5 for forwarding packets in accordance with 
destination addresses written in headers of the respective 
packets; and sub-networks 6, 7 and 8 to which the hosts and 
the routers are directly connected and in which data are 
transferred between the hosts and the routers. The routers 4 
and 5 may be also packet senders/receivers. 

[0039] When, for example, a packet is to be forwarded 
from the host 1 to the host 2, the host 1 forwards the packet 
from an interface 10 to the router 4 connected to the 
interface 10 through the sub-network 6. The router 4 
receives the packet from an interface 40 connected to the 
sub-network 6 and forwards the packet from an interface 41 
to the router 5 connected to the interface 41 through the 
sub-network 7. Similarly, the router 5 receives the packet 
from an interface 50 and forwards the packet from an 
interface 51 to the host 2 connected to the interface 51 
through the sub-network 8. The host 2 receives the packet 
from an interface 20. Addresses in sub-networks are used for 
specifying routers or hosts peculiar to the sub-networks. 

[0040] FIG. 2 is a block diagram showing the overall 
internal con?guration of a router. In FIG. 2, the router 4 
includes: network interface boards (NIFs) 450 to 455 for 
performing packet I/O interface operations; routing proces 
sors (RPs) 440 to 442 for retrieving a forwarding address of 
a packet on the basis of header information of the packet and 
forwarding the packet to the forwarding address; a routing 
manager (RM) 42 for performing general management of 
the router, control of the respective RPs, management of 
routing information, etc. on the basis of transmission/recep 
tion of a control packet such as a routing protocol; and a 
cross bar switch (CSW) 43 for connecting the respective 
RPs and the RM to perform packet transfer between the RPs 
and between the RM and the RPs. The NIFs 450 to 455 are 
connected to network interfaces 400 to 405 respectively. The 














