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(57) ABSTRACT 

A software application for enabling automated noti?cation 
of applied structural changes to electronic information pages 
hosted on a data packet network is provided. The software 
application comprises, a developer-interface module for 
enabling developers to build and modify navigation tem 
plates using functional logic blocks, a navigation system 
interface module for integrating the software application to 
a proxy-navigation system for periodic execution of the 
templates, a change-noti?cation module for indicating a 
point in process where a navigation routine has failed and for 
creating a data ?le containing parameters associated with the 
failed navigation routine and a database interface module for 
interfacing the software application to a data repository for 
storing the data ?le. The software application periodically 
submits test navigation and interaction routines to the navi 
gation system for execution by virtue of the interface with 
the navigation system. Upon failure of a test routine, the 
software application creates the data ?le. The data ?le, 
comprises a point-of-failure indication within the failed 
navigation routine, an identi?er of the associated electronic 
information page subjected to the navigation routine, and a 
brief description of the cause of failure. The software 
application stores the data ?le in the data repository sending 
noti?cation of the action to the developer. 
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METHOD AND APPARATUS FOR DETECTING 
CHANGES IN WEBSITES AND REPORTING 
RESULTS TO WEB DEVELOPERS FOR 

NAVIGATION TEMPLATE REPAIR PURPOSES 

BACKGROUND OF THE INVENTION 

[0001] The information network knoWn as the World Wide 
Web (WWW), Which is a subset of the Well-knoWn Internet, 
is arguably the most complete source of publicly accessible 
information available. Anyone With a suitable Internet appli 
ance such as a personal computer With a standard Internet 
connection may access (go on-line) and navigate to infor 
mation pages (termed Web pages) stored on Internet-con 
nected servers for the purpose of garnering information and 
initiating transactions With hosts of such servers and pages. 

[0002] Many companies offer various subscription ser 
vices accessible via the Intemet. For example, many people 
noW do their banking, stock trading, shopping, and so forth 
from the comfort of their oWn homes via Internet access. 
Typically, a user, through subscription, has access to per 
sonaliZed and secure WEB pages for such functions. By 
typing in a user name and a passWord or other personal 
identi?cation code, a user may obtain information, initiate 
transactions, buy stock, and accomplish a myriad of other 
tasks. 

[0003] One problem that is encountered by an individual 
Who has several or many such subscriptions to Intemet 
brokered services is that there are invariably many pass 
Words and/or log-in codes to be used. Often a same pass 
Word or code cannot be used for every service, as the 
passWord or code may already be taken by another user. A 
user may not Wish to supply a code unique to the user such 
as perhaps a social security number because of security 
issues, including quality of security, that may vary from 
service to service. Additionally, many users at their oWn 
volition may choose different passWords for different sites so 
as to have increased security, Which in fact also increases the 
number of passWords a user may have. 

[0004] Another issue that can plague a user Who has many 
passWorded subscriptions is the fact that they must book 
mark many WEB pages in a computer cache so that they 
may quickly ?nd and access the various services. For 
example, in order to reserve and pay for airline travel, a user 
must connect to the Internet, go to his/her book-marks ?le 
and select an airline page. The user then has to enter a user 
name and passWord, and folloW on-screen instructions once 
the page is delivered. If the user Wishes to purchase tickets 
from the WEB site, and Wishes to transfer funds from an 
on-line banking service, the user must also look for and 
select the personal bank or account page to initiate a funds 
transfer for the tickets. Different user names and passWords 
may be required to access these other pages, and things get 
quite complicated. 

[0005] Although this preceding example is merely exem 
plary, it is generally knoWn that much Work related to 
?nding WEB pages, logging in With passWords, and the like 
is required to successfully do business on the WEB. 

[0006] A system knoWn to the inventor and described in 
the cross-reference section above provides an interactive 
Internet portal that enables users to store their WEB pages, 
user names, passWords, and a system that performs pre 
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de?ned tasks such as navigation and interaction betWeen 
WEB servers based on user pre-programming (user pro 
?les). Such a system greatly simpli?es on-line or netWork 
based business transactions. 

[0007] It is knoWn in the art that certain providers of Web 
services often Work With partners representing other com 
panies offering similar services. These partnerships are 
termed cobrand partnerships in the art. 

[0008] An example of a cobrand relationship Would be 
that of a company A offering services through a company B 
to subscribers of company B as if the added services Were 
provided and maintained by company B, but in reality are 
provided by company A. In a typical case of cobranding, 
subscribers to the cobrand partner are not aWare that the 
added services are actually provided by a company other 
than the cobrand partner, or in this case, company A. 

[0009] A problem With cobranding services in prior art 
involves the amount of cooperation, engineering, con?gu 
ration, and so on that must be performed by both the 
service-providing company and the cobrand partner. For 
example, knoWledge Workers from both companies must 
interface and cooperate in order to provide a functional 
interface and mechanism for subscribers of the cobrand 
partner to utiliZe in order to receive the extra value-added 
services. 

[0010] A softWare utility is knoWn to the inventor for 
creating and con?guring a cobrand service package. Such a 
utility is taught in the co-related application Ser. No. 09/ 573, 
699, entitled “Method and Apparatus for Cobranding Portal 
Services and Normalizing Advertisements Delivered to 
Cobrand Subscribers, listed in the cross-reference section. 
This softWare utility comprises a function for installation 
and execution of the utility, a function for importing external 
data for use in the utility, a function for broWsing and 
selecting functional services offered from Within the utility, 
a function for constructing information pages, the informa 
tion pages containing the imported external data and hyper 
links to the selected functional services, and a function for 
saving and submitting a con?gured utility to an entity for 
installation. The softWare utility is a self-contained utility, 
Which upon completion functions as a service installation 
template for installing a cobrand service. By using the utility 
described above cobranded services may be ef?ciently 
implemented at Websites alloWing added interaction capa 
bility and other services to existing Websites. 

[0011] In addition to cobrand relationships, there exists on 
the Internet many popular service sites maintained by ser 
vice-providing companies that are patroniZed by many 
users, thus indicating a Wide popularity among users. Pro 
viding access to such popular Web locations and their 
services Without requiring a user to physically navigate to 
the location is one of the primary goals of the inventor and 
is realiZed through a novel navigation sub-system that may 
be executed on behalf of a user according to user request. 
The navigation system executes according to machine 
readable scripting, Which provides such functionality as 
auto-log-in, automated form ?lling and submission, data 
gathering and summariZation, navigation to secondary sites 
linked to a main site, and so on. 

[0012] In order to provide such services through the portal 
system taught in disclosure included herein and referenced 
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under the cross-reference section, an agreement must be 
forged betWeen the company hosting the portal service and 
the company hosting a popular service site. Such an agree 
ment, While not speci?cally a cobrand agreement, alloWs 
subscribers of portal services to access services of a popular 
site Without being required to physically navigate to the site. 

[0013] In order to implement proxy service access to 
popular Web locations, information is required from the 
particular location being added. Likewise, continuing infor 
mation updates must be obtained from added sites in order 
that error-free access may be maintained over time. Such 
information may include data pertaining to the structure of 
a site, content of a site, site address, any added media 
functions to a site, and so on. Keeping apprised of current 
and up-to-date site revisions or changes presents a challenge 
to Web developers charged With implementing and main 
taining proxy service-access to such sites, especially so, 
When there are many added sites. 

[0014] One Way to handle site revisions and other site 
changes is to alloW Web-developers associated With a proxy 
service sole authoriZation to revise, add to, or otherWise alter 
a site. This may be practiced to insure that no changes are 
added Which con?ict With Written scripts for accessing 
services, or at least Without neW scripts being Written or old 
ones being revised to accommodate the site changes. HoW 
ever, this solution is an impractical one for a variety of 
reasons. One is that Web-developers speci?cally charged 
With maintaining popular sites are not likely to cooperate 
With those from a proxy service as they knoW best What their 
respective companies Wish to do With a particular site in 
terms of construction and alteration. AlloWing entities from 
an outside company to be the sole facilitators of a particular 
site, even With instruction provided by developers speci?c to 
the site in question is generally not desired, even in 
exchange for sending clients to their services by proxy. 

[0015] An alternative requires that Web-developers Work 
ing to provide proxy services for a particular site continually 
monitor the site for additions, revisions, address changes, 
structure changes, and so on to insure that proxy services 
may continue on an ongoing basis in an uninterrupted 
fashion. One With skill in the art Will recogniZe that if a 
developer is charged With maintaining proxy services to 
many sites, he or she may be considerably backlogged With 
tasks that are overdue. In the interim, proxy services to 
particular sites may be delayed for long periods. 

[0016] A softWare tool is knoWn to the inventor for 
automatically tracking activities related to the status and 
usage statistics of a plurality of Websites on a data packet 
netWork. Such a tool is taught in the co-related application 
Ser. No. 09/639,346, entitled “Method and Apparatus for 
Tracking Functional States of a Web-Site and Reporting 
Results to Web Developers”, listed in the cross-reference 
section. This softWare tool comprises a netWork communi 
cation capability for establishing netWork communication 
betWeen the softWare tool and the tracked Websites; a 
plurality of data-reporting modules for obtaining and report 
ing data about tracked Websites; a data input function for 
excepting data from the reporting modules and from external 
sources; a data recording function for recording and logging 
the data received from the reporting modules and from the 
external sources; and a data management function for orga 
niZing and storing the received data and rendering the data 
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accessible for use in softWare development. A softWare 
engineer or developer accesses the site-tracking softWare 
and connected database through a Web broWser from a 
netWork-connected Workstation in order to utiliZe data 
mined from Websites for the purpose of creating routines 
enabling automated navigation and site manipulation by 
proxy for subscribed users. 

[0017] The system described above provides a more effi 
cient method for managing Web-site errors and changes that 
may occur in automated Websites. HoWever, cooperation 
from the Websites themselves is still required in order to 
implement the various data-reporting modules taught. More 
over, database mining by developers for the purpose of 
discovering errors and changes as Well as for adding neW 
sites is still rather extensive. 

[0018] It is taught in the priority documents related to this 
speci?cation that proxy navigation and interaction is per 
formed by a navigation sub-system taking instruction from 
machine-readable templates. Each template contains all of 
the required navigation and site-logic, as Well as any 
required login, form ?lling, or other interaction logic needed 
to perform Whatever tasks are ordered. In this sense, an 
instruction template for navigation, also termed a job-order, 
may vary considerably from another job-order containing a 
same Web site. For example, speci?c site logic may differ for 
a same URL Wherein there are a variety of optional tasks that 
may be performed. LikeWise, some job-orders (templates) 
Will contain only one speci?c site-logic block if there is only 
one function performed at the site on behalf of all users. In 
yet another aspect, orders that encompass more than one site 
to navigate to may one or more site-logics in common, but 
in a different order of navigation and application. 

[0019] With the types of complexities described above, it 
is desired to modulariZe templates so that speci?c blocks of 
templates such as site logic blocks may be easily replaced 
should they become non-functional. Furthermore, it is 
desired that Web-site changes may be detected by methods 
that require less cooperation from site-hosts. 

[0020] What is clearly needed is a method and apparatus 
that enables automated Web site change detection and tem 
plate repair Without unnecessarily involving Web-site hosts 
and Without extensive labor incurred by program develop 
ers. Such a system Would streamline automated proxy navi 
gation and interaction for both clients and the service 
provider. 

SUMMARY OF THE INVENTION 

[0021] In a preferred embodiment of the present invention, 
a softWare application for enabling automated noti?cation of 
applied structural changes to electronic information pages 
hosted on a data-packet-netWork is provided. The softWare 
application comprises, a developer-interface module for 
enabling developers to build and modify navigation tem 
plates using functional logic blocks, a navigation system 
interface module for integrating the softWare application to 
a proxy-navigation system for periodic execution of the 
templates, a change-noti?cation module for indicating a 
point in process Where a navigation routine has failed and for 
creating a data ?le containing parameters associated With the 
failed navigation routine, and a database-interface module 
for interfacing the softWare application to a data repository 
for storing the data ?le. The softWare application periodi 
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cally submits test navigation and interaction routines to the 
navigation system for execution by virtue of it’s interface 
with the navigation system. Upon failure of a test routine, 
the software application system creates the data ?le. The 
data ?le, comprises a point-of-failure indication within the 
failed navigation routine, an identi?er of the associated 
electronic information page subjected to the navigation 
routine, and a brief description of the cause of failure. The 
software application stores the data ?le in the data repository 
sending noti?cation of the action to the developer. 

[0022] In a preferred embodiment, the software applica 
tion is an Intemet-based application executing and running 
on an Internet server. In this aspect, the software application 
is accessible through a network-browser application. In this 
aspect, the functional logic blocks include site-logic blocks, 
automated site-login blocks, and automated site-registration 
blocks. In preferred aspects the navigation templates are test 
routines executed for the purpose of determining success or 
failure of the routine. The navigation templates are execut 
able instruction orders containing the logic blocks. Further 
more, the functional logic blocks are modular and self 
installable within the navigation templates. 

[0023] In all aspects, the data ?les are human readable and 
are accessed by developers for the purpose of affecting 
updating of the navigation templates. In a preferred appli 
cation, the developers access the application through indi 
vidual computerized workstations. In one embodiment, the 
error noti?cation and data-?le creation processes performed 
in association with a test template are also performed in the 
event of failure of a client’s personaliZed navigation tem 
plate. 

[0024] In another aspect of the present invention, a 
change-noti?cation system for detecting structural changes 
applied to electronic information pages hosted on a data 
packet-network is provided. The change noti?cation com 
prises a software application installed on a network-con 
nected processor, the software application enabling 
developers to construct and cause execution of navigation 
templates and enabling failed instances of navigation 
executed on the network to be reported, a server system 
connected to the network, the server system hosting a 
proxy-navigation software application for executing the 
navigation templates, the navigation software accessible 
through the software application, a data repository acces 
sible to the server system and to the software application, the 
data repository storing information about clients and result 
information about the failed navigation routines, the result 
information supplied by the software application, and a 
plurality of network-connected nodes having network access 
to the software application and to the data repository. 

[0025] In preferred embodiments, network access of the 
software application is practiced by developers operating the 
network-connected nodes for the purpose of building and 
causing execution of the navigation templates, the templates 
used to test the current structural states of electronic infor 
mation pages hosted on the network. The software applica 
tion noti?es of failure instances of the executed navigation 
routines. The failure instances are logged into the database. 

[0026] In a preferred embodiment, the system is imple 
mented on the Internet network. In this aspect, the network 
connected processor hosting the software application is an 
Internet-connected server. In one aspect, the server system 
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hosting the proxy navigation software also hosts the soft 
ware application. In another aspect, the server system con 
tains a single server hosting both the proxy navigation 
software and the software application. In still another aspect, 
the software application and the proxy navigation software 
are integrated as a single application enabling both functions 
of navigating according to navigation templates and notify 
ing and recording failed instances of navigation. 

[0027] In another aspect of the present invention, a 
method for receiving noti?cation of random structural 
changes applied to electronic information pages accessed by 
a proxy navigation system and effecting updates to naviga 
tion templates based on the change information is provided. 
The method comprises the steps of, (a) establishing noti? 
cation of a failed navigation routine executed for the purpose 
of navigating to and through an electronic information page, 
(b) recording an instance of the failed routine including 
parameters associated with the cause of failure, (c) accessing 
the recorded instance of the failed routine for review pur 
poses, (d) navigating to the electronic information page 
identi?ed in the recorded instance, (e) accessing source 
information associated with electronic information page 
identi?ed in the recorded instance, (f) creating new logic 
according to the source information and according to infor 
mation contained in the recorded instance, and (g) installing 
the new logic into existing navigation templates that depend 
on the updated information for successful function. 

[0028] In a preferred embodiment the method is practiced 
on the Internet network and the electronic information page 
is a web page hosted on the network. In one aspect of the 
method in step (a), the navigation routine is performed 
according to a test navigation template created for the 
purpose. In another aspect of the method in step (a), the 
navigation routine is performed according to a client navi 
gation template executed to perform services for the client. 
In all aspects of the method in step (b), the recorded instance 
of a failed routine is created in the form of a data ?le and 
stored in a data repository accessible through the network. In 
step (c), the recorded instance of the failed navigation 
routine is, in preferred application, accessed by a human 
software developer. 

[0029] In all applications of the method, in step (d), 
navigation is performed by the developer utiliZing an 
instance of browser software installed on a computeriZed 
workstation. In another aspect, in step (f), the new logic is 
created in the form of a modular logic block installable to 
navigation templates. In preferred aspect, in step (g), the 
new logic block self-installs to a depended navigation tem 
plate. In one aspect of the method, in step (g) more than one 
new logic block is created for a single navigation template. 
In a further aspect of the method, a step is added between 
steps (f) and (g) for testing the new logic before implemen 
tation. 

[0030] Now, for the ?rst time, a method and apparatus that 
enables automated website change detection and template 
repair without unnecessarily involving website hosts and 
without extensive labor incurred by program developers is 
provided. Such a system streamlines automated proxy navi 
gation and interaction for both clients and the service 
provider. 
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BRIEF DESCRIPTION OF THE DRAWING 
FIGURES 

[0031] FIG. 1 is an overview of an Internet portal-system 
and network according to an embodiment of the present 
invention. 

[0032] FIG. 2 is an exemplary plan view of a personalized 
Portal home page application as it may be seen on a display 
monitor according to an embodiment of the present inven 
tion. 

[0033] FIG. 3 is a ?ow diagram illustrating user interac 
tion with the Internet portal of FIG. 1. 

[0034] FIG. 4 is an overview of cobrand architecture 
according to an embodiment of the present invention. 

[0035] FIG. 5 is a plan view of a cobrand control panel 
according to an embodiment of the present invention. 

[0036] FIG. 6 is a plan view of a cobrand user interface 
according to an embodiment of the present invention. 

[0037] FIG. 7 is an overview of a communication network 
wherein banner advertising is practiced according to prior 
art. 

[0038] FIG. 8 is an overview of a communications net 
work wherein banner advertising is practiced according to 
the present invention. 

[0039] FIG. 9 is an overview of a network architecture 
wherein Web-site tracking is practiced according to an 
embodiment of the present invention. 

[0040] FIG. 10 is a block diagram illustrating various 
communication pathways and functionalities of a site-track 
ing interaction process according to an embodiment of the 
present invention. 

[0041] FIG. 11 is an overview of a network architecture 
wherein website change detection is practiced according to 
an embodiment of the present invention. 

[0042] FIG. 12 is a block diagram illustrating various 
functional modules that are part of change detection soft 
ware according to an embodiment of the present invention. 

[0043] FIG. 13 is a process ?ow diagram illustrating steps 
wherein website change detection and reporting is practiced, 
according to an embodiment of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0044] According to a preferred embodiment of the 
present invention, a unique Internet portal is provided and 
adapted to provide unique services to users who have 
obtained access via an Internet or other network connection 
from an Internet-capable appliance. Such an interface pro 
vides users with a method for storing many personal WEB 
pages and further provides search function and certain 
task-performing functions. The methods and apparatus of 
the present invention are taught in enabling detail below. 

[0045] FIG. 1 is an overview of an Internet portal system 
11 and Internet network 13 according to an embodiment of 
the present invention. Portal system 11, in this embodiment, 
operates as an ISP in addition to a unique network portal, but 
may, in other embodiments be implemented as a stand-alone 
Internet server. In yet other embodiments the service and 
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apparatus described herein may also be provided by such as 
a search and listing service (AltaVistaTM, YahooTM) or by 
any other enterprise hosting a WEB-connected server. 

[0046] Internet 13 is representative of a preferred use of 
the present invention, but should not be considered limiting, 
as the invention could apply in other networks and combi 
nations of networks. 

[0047] ISP 15 in this embodiment comprises a server 31, 
a modem bank 33, represented here by a single modem, and 
a mass storage repository 29 for storing digital data. The 
modem bank is a convenience, as connection to the server 
could be by another type of network link. ISP 15, as is 
typical in the art, provides Internet access services for 
individual subscribers. In addition to well-known Internet 
access services, ISP 15 also provides a unique subscription 
service as an Internet portal for the purpose of storing many 
WEB pages or destinations along with any passwords and or 
personal codes associated with those pages, in a manner 
described in more detail below. This unique portal service is 
provided by execution of Portal Software 35, which is 
termed by the inventors the Password-All suite. The soft 
ware of the invention is referred to herein both as the Portal 
Software, and as the Password-all software suite. Also, in 
much of the description below, the apparatus of the inven 
tion is referred to by the Password-All terminology, such as 
the Password-All Server or Password-All Portal. 

[0048] ISP 15 is connected to Internet 13 as shown. Other 
equipment known in the art to be present and connected to 
a network such as Internet 13, for example, IP data routers, 
data switches, gateway routers, and the like, are not illus 
trated here but may be assumed to be present. Access to ISP 
15 is through a connection-oriented telephone system as is 
known in the art, or through any other Intemet/ WEB access 
connection, such as through a cable modem, special network 
connection (e.g. Tl), ISDN, and so forth. Such connection is 
illustrated via access line 19 from Internet appliance 17 
through modem bank 33. 

[0049] In a preferred embodiment a user has access to 
Internet Password-All Portal services by a user name and 
password as is well-known in the art, which provides an 
individualized WEB page to the subscriber. In another 
embodiment wherein a user has other individuals that use his 
or her Internet account, then an additional password or code 
unique to the user may be required before access to portal 31 
is granted. Such personalized Portal WEB pages may be 
stored in repository 29, which may be any convenient form 
of mass storage. 

[0050] Three Internet servers 23, 25, and 27, are shown in 
Internet 13, and represent Internet servers hosted by various 
enterprises and subscribed to by a user operating appliance 
17. For example, server 23 may be a bank server wherein 
interactive on-line banking and account managing may be 
performed. Server 25 may be an investment server wherein 
investment accounts may be created and managed. Server 27 
may be an airline or travel server wherein ?ights may be 
booked, tickets may be purchased, and so on. In this 
example, all three servers are secure servers requiring user 
ID and password for access, but the invention is not neces 
sarily limited to just secure services. 

[0051] In a preferred embodiment of the present invention, 
a subscribing user operating an Internet-capable appliance, 
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such as appliance 17, connects to PassWord-All Portal 
system 11 hosted by ISP 15, and thereby gains access to a 
personalized, interactive WEB page, Which in turn provides 
access to any one of a number of servers on Internet 13 such 

as servers 23, 25, and 27, Without being required to enter 
additional passWords or codes. In a preferred embodiment 
the software that enables this service is termed PassWord-All 
by the inventors. PassWord-All may be considered to be a 
softWare suite executing on the unique server, and in some 
instances also on the user’s station (client). Additional 
interactivity provided by portal softWare 35 alloWs a con 
nected user to search his listed pages for information asso 
ciated With keyWords, text strings, or the like, and alloWs a 
user to program user-de?ned tasks involving access and 
interaction With one or more Intemet-connected servers such 

as servers 23, 25, and 27 according to a pre-de?ned time 
schedule. These functions are taught in enabling detail 
beloW. 

[0052] FIG. 2 is an illustration of a personaliZed portal 
page as may be seen on a display monitor according to an 
embodiment of the present invention, provided by Pass 
Word-All Portal softWare 35 executing on server 31, in 
response to secure access by a subscriber. Page 32 presents 
an interactive listing 34 of user-subscribed or member WEB 
pages, identi?ed in this example by URL, but Which may 
also be identi?ed by any convenient pseudonym, preferably 
descriptive, along With user name and typically encrypted 
passWord information for each page. Listed in a ?rst column 
under destination, are exemplary destinations LBC.com, My 
Bank.com, My Stocks.com, My shopping.com, Mortgage 
.com, and Airline.com. These are but a feW of many exem 
plary destinations that may be present and listed as such on 
page 33. In order to vieW additional listings listed but not 
immediately vieWable from Within application 33, a scroll 
bar 35 is provided and adapted to alloW a user to scroll up 
or doWn the list to enable vieWing as s is knoWn in the art. 

[0053] Items listed in list 34 in this example may be 
considered destinations on such as servers 23, 25, and 27 of 
FIG. 1. Typically the URL associated With an item on this 
list Will not take a user to a server, per se, but to a page stored 
on a server. User names and passWord data associated With 
each item in list 34 are illustrated in respective columns 
labeled user name, and passWord, to the right of the column 
labeled destination. Each listing, or at least a portion of each 
listing, is a hyperlink invoking, When selected, the URL to 
that destination. In some instances a particular service may 
have more than one associated URL. For example, My 
Bank.com may have more than one URL associated for such 
as different accounts or businesses associated also With a 
single subscriber. In this case there may be a sub-listing for 
different destinations associated With a single higher-level 
listing. This expedient is not shoWn, but, given this teaching 
the mechanism Will be apparent to those With skill in the art. 

[0054] In some embodiments one page 33 may be shared 
by more than one user, such as a husband and Wife sharing 
a common account and subscription. An instance of this is 
illustrated herein With respect to the server labeled Mort 
gage.com Wherein both a John and a Jane Doe are listed 
together under the column labeled user name. In another 
embodiment, a netWork of individuals, perhaps business 
oWners, authoriZed co-Workers, investment parties, or the 
like may share one application. In this Way, system 11 may 
be adapted for private individuals as Well as business uses. 
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[0055] After gaining access to application 33 Which is 
served via Internet portal server 31 of FIG. 1, a user may 
scroll, highlight, and select any URL in his or her list 34 for 
the purpose of navigation to that particular destination for 
further interaction. Application 33 already has each pass 
Word and user name listed for each URL. It is not necessary, 
hoWever, that the passWord and user name be displayed for 
a user or users. These may Well be stored transparently in a 

user’s pro?le, and invoked as needed as a user makes 

selections. Therefore, a user is spared the need of entering 
passWords and user names for any destinations enabled by 
list 34. Of course, each list 34 is built, con?gured and 
maintained by a subscribing user or users, and an editing 
facility is also provided Wherein a user may edit and update 
listings, including changing URL’s adding and deleting 
listings, and the like. 

[0056] In another aspect of the invention neW listings for 
a user’s pro?le, such as a neW passthrough to a bank or other 

enterprise page, may be added semi-automatically as fol 
loWs: Typically, When a user opens a neW account With an 

enterprise through interaction With a WEB page hosted by 
the enterprise, the user is required to provide certain infor 
mation, Which Will typically include such as the user’s ID, 
address, e-mail account, and so forth, and typically a neW 
user name and passWord to access the account. In this 
process the user Will be interacting With the enterprise’s 
page from his/her broWser. A PassWord-All plug-in is pro 
vided Wherein, after entering the required information for 
the neW enterprise, the user may activate a pre-determined 
signal (right click, key stroke, etc.), and the PassWord-All 
suite Will then enter a neW passthrough in the user’s Pass 
Word. All pro?le at the PassWord-All Portal server. 

[0057] In a related method for neW entries, the enterprise 
hosting the PassWord-All Portal may, by agreement With 
other enterprises, provide log-in and sign-up services at the 
PassWord-All Portal, With most action transparent to the 
user. For example, there may be, at the PassWord-All Portal, 
a selectable broWser list of cooperating enterprises, such as 
banks, security services, and the like, and a user having a 
PassWord-All Portal subscription and pro?le may select 
among such cooperating enterprises and open neW accounts, 
Which Will simultaneously and automatically be added to the 
PassWord-All Portal page for the user and to the server 
hosted by the cooperating enterprise. There may be some 
interactivity required for different accounts, but in the main, 
much information from the user’s pro?le may be used 
directly Without being re-entered. 

[0058] The inventors have anticipated that many potential 
users may Well be suspicious of providing passWords and 
user names to an enterprise hosting a PassWord-All Portal 
Server executing a service like PassWord-All according to 
embodiments of the present invention. To accommodate this 
problem, in preferred embodiments, it is not necessary that 
the user provide the cleartext passWord to PassWord-All. 
Instead, an encrypted version of each passWord is provided. 
When a user links to his passthrough page in PassWord-All 
at the PassWord-All Portal server, When he/she invokes a 
hyperlink, the encrypted passWord is returned to the user’s 
system, Which then, by virtue of the kept encryption key or 
master passWord, invokes the true and necessary passWord 
for connection to the selected destination. It is thus not 
necessary that cleartext passWords be stored at the Pass 
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Word-All Portal server, Where they may be vulnerable to 
attack from outside sources, or to perceived misuse in other 
Ways as Well. 

[0059] In a related safety measure, in a preferred embodi 
ment of the invention, a user’s complete pro?le is never 
stored on a single server, but is distributed over tWo or more, 
preferably more, servers, so any problem With any one 
server Will minimiZe the overall effect for any particular 
user. 

[0060] PassWord-All, as described above, alloWs a user to 
access a complete list of the user’s usual cyberspace desti 
nations, complete With necessary log-on data, stored in an 
encrypted fashion, so a user may simply select a destination 
(a hyperlink) in the PassWord-All list, and the user’ s broWser 
then invokes the URL for the selected destination. In an 
added feature, PassWord-All may display banner ads and 
other types of advertisement during the navigation time 
betWeen a hyperlink being invoked and the time the desti 
nation WEB page is displayed. 

[0061] In yet another embodiment of the invention, a 
user/subscriber need not access the PassWord-All page to 
enjoy the advantages of the unique features provided. In this 
variation, a Plug-In is provided for the subscriber’s WEB 
broWser. If the subscriber navigates by use of the local 
broWser to a WEB page requiring a secure log-in, such as 
his/her on-line banking destination, When the subscriber is 
presented With an input WindoW for ID and PassWord, the 
plug in may be activated by a predetermined user input, such 
as a hot key or right click of the mouse device. The plug-in 
then accesses, transparently, the PassWord-All page (Which 
may be cached at the client), and automatically accesses and 
provides the needed data for log-on. 

[0062] In yet another aspect of the invention a search 
option 37 alloWs a user to search list 34 for speci?c URL’s 
based on typed input such as keyWords or the like. In some 
cases, the number of URL’s stored in list 34 can be extensive 
making a search function such as function 37 an attractive 
option. A criteria dialog box 51 illustrated as logically 
separated from and beloW list 34 is provided and adapted to 
accept input for search option 37 as is knoWn in the art. In 
one embodiment, search option 37 may bring up a second 
WindoW Wherein a dialog box such as box 51 could be 
located. 

[0063] In another aspect of the invention the search func 
tion may also be con?gured in a WindoW invoked from 
WindoW 33, and caused to search all or selected ones of 
listed destinations, and to return results in a manner that may 
be, at least to some extent, con?gured by a user. For 
example, a dialog box may be presented Wherein a user may 
enter a search criteria, and select among all of the listed 
destinations. The search Will then be access each of the 
selected destinations in turn, and the result may be presented 
to the user as each instance of the criteria is found, or results 
may be listed in a manner to be accessed after the search. 

[0064] Preferably the search function is a part of the 
PassWord-All Portal softWare, available for all users, and 
may be accessed by hyperlinks in user’s personal pages. In 
some embodiments users may create highly individualized 
search functions that may be stored in a manner to be usable 
only by the user Who creates such a function. 

[0065] In many aspects of the present invention a knoWl 
edge of speci?c WEB pages, and certain types of WEB 
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pages, is highly desirable. In many embodiments character 
istics of destination WEB pages are researched by persons 
(facilitators) maintaining and enhancing PassWord-All Por 
tal softWare 35, and many characteristics may be provided in 
con?guration modules for users to accomplish speci?c tasks. 
In most cases these characteristics are invoked and incor 
porated transparent to the user. 

[0066] In yet another aspect of the present invention, the 
PassWord-All suite is structured to provide periodic reports 
to a user, in a manner to be structured and timed by the user, 
through the user’s pro?le. For example, reports of changes 
in account balances in bank accounts, stock purchases, stock 
values, total airline travel purchases, frequent-?ier miles, 
and the like may be summariZed and provided to the users 
in many different Ways. Because the PassWord-All Portal 
server With the PassWord-All softWare site handles a broad 
variety of transactional traf?c for a user, there is an oppor 
tunity to summariZe and collect and process statistics in 
many useful Ways. In preferred embodiments of the inven 
tion such reports may be furnished and implemented in a 
number of different Ways, including being displayed on the 
user’s secure personal WEB page on the PassWord-All 
Portal. 

[0067] In addition to the ability of performing tasks as 
described above, task results including reports, and hard 
documents such as airline tickets may be sent over the 
Internet or other data packet-netWorks to user-de?ned des 
tinations such as fax machines, connected computer nodes, 
e-mail servers, and other Intemet-connected appliances. All 
tasks may be set-up and caused to run according to user 
de?ned schedules While the user is doing something else or 
is otherWise not engaged With the scheduled task. 

[0068] In another embodiment of the present invention, 
recognizing the increasing use of the Internet for ?scal 
transactions, such as purchasing goods and services, a 
facility is provided in a user’s pro?le to automatically track 
transactions made at various destinations, and to authoriZe 
payment either on a transaction-by-transaction basis, or after 
a session, using access to the user’s bank accounts, all of 
Which may be pre-programmed and authoriZed by the user. 

[0069] Other functions or options illustrated as part of 
application 35 include a last URL option 41, an update 
function 43, and an add function 45. Function 41 alloWs a 
user to immediately navigate to a last visited URL. Update 
function 43 provides a means of updating URL’s for content 
and neW address. An add function enables a user to add 
additional URL’s to list 34. Similarly, function 45 may also 
provide a means to delete entries. Other Ways to add 
accounts are described above. It should be noted that the 
services provided by the unique PassWord-All Portal in 
embodiments of the present invention, and by the PassWord 
All softWare suite are not limited to destinations requiring 
passWords and user names. The PassWord-All Portal and 
softWare in many embodiments may also be used to manage 
all of a user’s bookmarks, including editing of bookmarks 
and the like. In this aspect, bookmarks Will typically be 
presented in indexed, grouped, and hierarchical Ways. 

[0070] There are editing features provided With PassWord 
All for adding, acquiring, deleting, and otherWise managing 
bookmarks. As a convenience, in many embodiments of the 
invention, bookmarks may be doWnloaded from a user’s 
PassWord-All site, and loaded onto the same user’s local 






























