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APPARATUS AND METHOD FOR PACKET 
TRANSMISSION OVER A HIGH SPEED 

NETWORK SUPPORTING REMOTE DIRECT 
MEMORY ACCESS OPERATIONS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Application No. 60/669,842 (Docket: BAN.0202), 
?led on Apr. 8, 2005, Which is herein incorporated by 
reference for all intents and purposes. 

BACKGROUND OF THE INVENTION 

[0002] 
[0003] This invention relates in general to the ?eld of 
computer communications and more speci?cally to an appa 
ratus and method for accelerating TCP/IP connections over 
an Ethernet fabric that is enabled to accomplish remote 
direct memory access (RDMA) operations. 

[0004] 2. Description of the Related Art 

1. Field of the Invention 

[0005] The ?rst computers Were stand-alone machines, 
that is, they loaded and executed application programs 
one-at-a-time in an order typically prescribed through a 
sequence of instructions provided by keypunched batch 
cards or magnetic tape. All of the data required to execute a 
loaded application program Was provided by the application 
program as input data and execution results Were typically 
output to a line printer. Even though the interface to early 
computers Was cumbersome at best, the sheer poWer to 
rapidly perform computations made these devices very 
attractive to those in the scienti?c and engineering ?elds. 

[0006] The development of remote terminal capabilities 
alloWed computer technologies to be more Widely distrib 
uted. Access to computational equipment in real-time fos 
tered the introduction of computers into the business World. 
Businesses that processed large amounts of data, such as the 
insurance industry and government agencies, began to store, 
retrieve, and process their data on computers. Special appli 
cations Were developed to perform operations on shared data 
Within a single computer system. 

[0007] During the mid l970’s, a number of successful 
attempts Were made to interconnect computers for purposes 
of sharing data and/or processing capabilities. These inter 
connection attempts, hoWever, employed special purpose 
protocols that Were intimately tied to the architecture of 
these computers. As such, the computers Were expensive to 
procure and maintain and their applications Were limited to 
those areas of the industry that heavily relied upon shared 
data processing capabilities. 

[0008] The US. government, hoWever, realiZed the poWer 
that could be harnessed by alloWing computers to intercon 
nect and thus funded research that resulted in What We noW 
knoW as the Internet. More speci?cally, this research 
resulted in a series of standards produced that specify the 
details of hoW interconnected computers are to communi 
cate, hoW to interconnect netWorks of computers, and hoW 
to route traf?c over these interconnected netWorks. This set 
of standards is knoWn as the TCP/IP Internet Protocol Suite, 
named after its tWo predominant protocol standards, Trans 
port Control Protocol (TCP) and Internet Protocol (IP). TCP 
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is a protocol that alloWs for a reliable byte stream connection 
betWeen tWo computers. IP is a protocol that provides an 
addressing and routing mechanism for unreliable transmis 
sion of datagrams across a netWork of computers. The use of 
TCP/IP alloWs a computer to communicate across any set of 
interconnected netWorks, regardless of the underlying native 
netWork protocols that are employed by these netWorks. 
Once the interconnection problem Was solved by TCP/IP, 
netWorks of interconnected computers began to crop up in 
all areas of business. 

[0009] The ability to easily interconnect computer net 
Works for communication purposes provided the motivation 
for the development of distributed application programs, 
that is, application programs that perform certain tasks on 
one computer connected to a netWork and certain other tasks 
on another computer connected to the netWork. The sophis 
tication of distributed application programs has steadily 
evolved over more recent years into What We today call the 
client-server model. According to the model, “client” appli 
cations on a netWork make requests for service to “server” 
applications on the netWork. The “server” applications per 
form the service and return the results of the service to the 
“client” over the netWork. In an exact sense, a client and a 
server may reside on the same computer, but the more 
common employment of the model ?nds clients executing 
on smaller, less poWerful, less costly computers connected to 
a netWork and servers executing on more poWerful, more 

expensive computers. In fact, the proliferation of client 
server applications has resulted in a class of high-end 
computers being knoWn as “servers” because they are pri 
marily used to execute server applications. Similarly, the 
term “client machine” is often used to describe a single-user 
desktop system that executes client applications. Client 
server application technology has enabled computer usage to 
be phased into the business mainstream. Companies began 
employing interconnected client-server netWorks to central 
iZe the storage of ?les, company data, manufacturing data, 
etc., on servers and alloWed employees to access this data 
via clients. Servers today are sometimes knoWn by the type 
of services that they perform. For example, a ?le server 
provides client access to centraliZed ?les, a mail server 
provides access to a companies electronic mail, a data base 
server provides client access to a central data base, and so 
on. 

[0010] The development of other technologies such as 
hypertext markup language (HTML) and extensible markup 
language @(ML) noW alloWs user-friendly representations 
of data to be transmitted betWeen computers. The advent of 
HTML/XML-based developments has resulted in an expo 
nential increase in the number of computers that are inter 
connected because, noW, even home-based businesses can 
develop server applications that provide services accessible 
over the Internet from any computer equipped With a Web 
broWser application (i.e., a Web “client”). Furthermore, 
virtually every computer produced today is sold With Web 
client softWare. In 1988, only 5,000 computers Were inter 
connected via the Internet. In 1995, under 5 million com 
puters Were interconnected via the Internet. But With the 
maturation of client-server and HTML technologies, pres 
ently, over 50 million computers access the Internet. And the 
groWth continues. 

[0011] The number of servers in a present day data center 
may range from a single server to hundreds of intercon 
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nected servers. And the interconnection schemes chosen for 
those applications that consist of more than one server 
depend upon the type of services that interconnection of the 
servers enables Today, there are three distinct interconnec 
tion fabrics that characteriZe a multi-server con?guration. 
Virtually all multi-server con?gurations have a local area 
netWork (LAN) fabric that is used to interconnect any 
number of client machines to the servers Within the data 
center. The LAN fabric interconnects the client machines 
and alloWs the client machines access to the servers and 
perhaps also alloWs client and server access to netWork 
attached storage (NAS), if provided. One skilled in the art 
Will appreciate that TCP/lP over Ethernet is the most com 
monly employed protocol in use today for a LAN fabric, 
With 100 Megabit (Mb) Ethernet being the most common 
transmission speed and 1 Gigabit (Gb) Ethernet gaining 
prevalence in use. In addition, 10 Gb Ethernet links and 
associated equipment are currently being ?elded. 

[0012] The second type of interconnection fabric, if 
required Within a data center, is a storage area netWork 
(SAN) fabric. The SAN fabric provides for high speed 
access of block storage devices by the servers. Again, one 
skilled in the art Will appreciate that Fibre Channel is the 
most commonly employed protocol for use today for a SAN 
fabric, transmitting data at speeds up to 2 Gb per second, 
With 4 Gb per second components that are noW in the early 
stages of adoption. 

[0013] The third type of interconnection fabric, if required 
Within a data center, is a clustering netWork fabric. The 
clustering netWork fabric is provided to interconnect mul 
tiple servers to support such applications as high-perfor 
mance computing, distributed databases, distributed data 
store, grid computing, and server redundancy. A clustering 
netWork fabric is characterized by super-fast transmission 
speed and loW-latency. There is no prevalent clustering 
protocol in use today, so a typical clustering netWork Will 
employ netWorking devices developed by a given manufac 
turer. Thus, the netWorking devices (i.e., the clustering 
netWork fabric) operate according to a netWorking protocol 
that is proprietary to the given manufacturer. Clustering 
netWork devices are available from such manufacturers as 
Quadrics Inc. and Myricom. These netWork devices transmit 
data at speeds greater than 1 Gb per second With latencies on 
the order of microseconds. It is interesting, hoWever, that 
although loW latency has been noted as a desirable attribute 
for a clustering netWork, more than 50 percent of the clusters 
in the top 500 fastest computers today use TCP/lP over 
Ethernet as their interconnection fabric. 

[0014] It has been noted by many in the art that a signi? 
cant performance bottleneck associated With netWorking in 
the near term Will not be the netWork fabric itself, as has 
been the case in more recent years. Rather, the bottleneck is 
noW shifting to the processor. More speci?cally, netWork 
transmissions Will be limited by the amount of processing 
required of a central processing unit (CPU) to accomplish 
TCP/lP operations at 1 Gb (and greater) speeds. In fact, the 
present inventors have noted that approximately 40 percent 
of the CPU overhead associated with TCP/IP operations is 
due to transport processing, that is, the processing operations 
that are required to allocate buffers to applications, to 
manage TCP/lP link lists, etc. Another 20 percent of the 
CPU overhead associated with TCP/IP operations is due to 
the processing operations Which are required to make inter 
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mediate bulfer copies, that is, moving data from a netWork 
adapter buffer, then to a device driver buffer, then to an 
operating system buffer, and ?nally to an application buffer. 
And the ?nal 40 percent of the CPU overhead associated 
with TCP/IP operations is the processing required to perform 
context sWitches betWeen an application and its underlying 
operating system Which provides the TCP/IP services. Pres 
ently, it is estimated that it takes roughly 1 GHZ of processor 
bandWidth to provide for a typical 1 Gb/ second TCP/lP 
netWork. Extrapolating this estimate up to that required to 
support a 10 Gb/second TCP/lP netWork provides a suffi 
cient basis for the consideration of alternative con?gurations 
beyond the TCP/IP stack architecture today, most of the 
operations of Which are provided by an underlying operating 
system. 

[0015] As alluded to above, it is readily apparent that 
TCP/lP processing overhead requirements must be o?loaded 
from the processors and operating systems Within a server 
con?guration in order to alleviate the performance bottle 
neck associated With current and future netWorking fabrics. 
This can be accomplished in principle by 1) moving the 
transport processing requirements from the CPU doWn to a 
netWork adapter; 2) providing a mechanism for remote 
direct memory access (RDMA) operations, thus giving the 
netWork adapter the ability to transfer data directly to/ from 
application memory; and 3) providing a user-level direct 
access technique that alloWs an application to directly com 
mand the netWork adapter to send/receive data, thereby 
bypassing the underlying operating system. 

[0016] The INFINIBANDTM protocol Was an ill-fated 
attempt to accomplish these three “o?load” objectives, While 
at the same time attempting to increase data transfer speeds 
Within a data center. In addition, INFINIBAND attempted to 
merge the three disparate fabrics (i.e., LAN, SAN, and 
cluster) by providing a uni?ed point-to-point fabric that, 
among other things, completely replaced Ethernet, Fibre 
Channel, and vendor-speci?c clustering netWorks. On paper 
and in simulation, the INFINIBAND protocol Was 
extremely attractive from a performance perspective 
because it enabled all three of the above objectives and 
increased netWorking throughput overall. Unfortunately, the 
architects of INFINIBAND overestimated the community’s 
Willingness to abandon their tremendous investment in exist 
ing netWorking infrastructure, particularly that associated 
With Ethernet fabrics. And as a result, INFINIBAND has not 
become a viable option for the marketplace. 

[0017] INFINIBAND did, hoWever, provide a very attrac 
tive mechanism for ol?oading reliable connection netWork 
transport processing from a CPU and corresponding oper 
ating system. One aspect of this mechanism is the use of 
“verbs.” Verbs is an architected programming interface 
betWeen a netWork input/output (l/O) adapter and a host 
operating system (OS) or application softWare, Which 
enables 1) moving reliable connection transport processing 
from a host CPU to the I/O adapter; 2) enabling the I/O 
adapter to perform direct data placement (DDP) through the 
use of RDMA read messages and RDMA Write messages, as 
Will be described in greater detail beloW; and 3) bypass of 
the OS. INFINIBAND de?ned a neW type of reliable con 
nection transport for use With verbs, but one skilled in the art 
Will appreciate that a verbs interface mechanism Will Work 
equally Well With the TCP reliable connection transport. At 
a very high level, this mechanism consists of providing a set 
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of commands (“verbs”) Which can be executed by an appli 
cation program, Without operating system intervention, that 
direct an appropriately con?gured netWork adapter (not part 
of the CPU) to directly transfer data to/from server (or 
“host”) memory, across a netWork fabric, Where commen 
surate direct data transfer operations are performed in host 
memory of a counterpart server. This type of operation, as 
noted above, is referred to as RDMA, and a netWork adapter 
that is con?gured to perform such operations is referred to 
as an RDMA-enabled netWork adapter. In essence, an appli 
cation executes a verb to transfer data and the RDMA 
enabled netWork adapter moves the data over the netWork 
fabric to/from host memory. 

[0018] Many in the art have attempted to preserve the 
attractive attributes of INFINIBAND (e.g., reliable connec 
tion netWork transport of?oad, verbs, RDMA) as part of a 
networking protocol that utiliZes Ethernet as an underlying 
netWork fabric. In fact, over 50 member companies are noW 
part of What is knoWn as the RDMA Consortium (WWW.rd 
maconsortium.org), an organiZation founded to foster indus 
try standards and speci?cations that support RDMA over 
TCP. RDMA over TCP/IP de?nes the interoperable proto 
cols to support RDMA operations over standard TCP/IP 
netWorks. To date, the RDMA Consortium has released four 
speci?cations that provide for RDMA over TCP, as folloWs, 
each of Which is incorporated by reference in its entirety for 
all intents and purposes: 

[0019] Hilland et al. “RDMA Protocol Verbs Speci?ca 
tion (Version 1.0).” April, 2003. RDMA Consortium. 
Portland, Oreg. (http://WWW.rdmaconsortium.org/ 
home/draft-hilland-iWarp -verb s -v1 .0-rdmac .pdf). 

[0020] Recio et al. “An RDMA Protocol Speci?cation 
(Version 1.0).” October 2002. RDMA Consortium. 
Portland, Oreg. (http://WWW.rdmaconsortium.org/ 
home/draft-recio-iWarp -rdmap -v1 .0.pdf). 

[0021] Shah et al. “Direct Data Placement Over Reli 
able Transports (Version 1.0).” October 2002. RDMA 
Consortium. Portland, Oreg. (http://WWWrdmaconsor 
tium.org/home/dra?-shah-iWarp-ddp-v1 .0.pdf). 

[0022] Culley et al. “Marker PDU Aligned Framing for 
TCP Speci?cation (Version 1.0).” Oct. 25, 2002. 
RDMA Consortium. Portland, Oreg. (http://WWW.rd 
maconsortium.org/home/draft-culley-iWarp-mpa 
v1.0.pdf). 

[0023] The RDMA Verbs speci?cation and the suite of 
three speci?cations that describe the RDMA over TCP 
protocol have been completed. RDMA over TCP/IP speci 
?es an RDMA layer that Will interoperate over a standard 
TCP/IP transport layer. RDMA over TCP does not specify a 
physical layer; but Will Work over Ethernet, Wide area 
netWorks (WAN), or any other netWork Where TCP/IP is 
used. The RDMA Verbs speci?cation is substantially similar 
to that provided for by INFINIBAND. In addition, the 
aforementioned speci?cations have been adopted as the 
basis for Work on RDMA by the Internet Engineering Task 
Force (IETF). The IETF versions of the RDMA over TCP 
speci?cations folloW. 

[0024] “Marker PDU Aligned Framing for TCP Speci 
?cation (Sep. 27, 2005)” http://WWW.ietf.org/intemet 
drafts/draft-ietf-rddp-mpa-03.pdf 
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[0025] “Direct Data Placement over Reliable Transports 
(July 2005)” http://WWW.ietf.org/intemet-drafts/draft 
ietf-rddp -ddp-05 .txt 

[0026] “An RDMA Protocol Speci?cation (Jul. 17, 
2005)” http://WWW.ietf.org/intemet-drafts/draft-ietf 
rddp-rdmap-05.txt 

[0027] Remote Direct Data Placement (rddp) Working 
Group http://WWW.ietf.org/html.charters/rddp-char 
ter.html 

[0028] In vieW of the above developments in the art, it is 
anticipated that RDMA over TCP/IP, With Ethernet as the 
underlying netWork fabric, Will over the near term become 
as ubiquitous Within data centers as are currently ?elded 
TCP/IP-based fabrics. The present inventors contemplate 
that as RDMA over TCP/IP gains prevalence for use as a 
LAN fabric, data center managers Will recogniZe that 
increased overall cost of oWnership bene?ts can be had by 
moving existing SAN and clustering fabrics over to RDMA 
over TCP/IP as Well. 

[0029] But, as one skilled in the art Will appreciate, TCP 
is a reliable connection transport protocol that provides a 
stream of bytes, With no inherent capability to demarcate 
message boundaries for an upper layer protocol (ULP). The 
RDMA Consortium speci?cations “Direct Data Placement 
Over Reliable Transports (Version 1.0)” and “Marker PDU 
Aligned Framing for TCP Speci?cation (Version 1.0),” 
among other things speci?cally de?ne techniques for demar 
cating RDMA message boundaries and for inserting “mark 
ers” into a message, or “protocol data unit” (PDU) that is to 
be transmitted over a TCP transport byte stream so that an 
RDMA-enabled netWork adapter on the receiving end can 
determine if and When a complete message has been 
received over the fabric. A marked PDU is referred to as a 

framed PDU (FPDU). An FPDU, hoWever, is not a message 
per se. Rather, an FPDU is a portion of a ULP payload that 
is framed With a marker PDU aligned (MPA) header, and 
that has MPA markers inserted at regular intervals in TCP 
sequence space. The MPA markers are inserted to facilitate 
location of the MPA Header. A message consists of one or 
more direct data placement DDP segments, and has the 
folloWing general types: Send Message, RDMA Read 
Request Message, RDMA Read Response Message, and 
RDMA Write Message. These techniques are required to 
enhance the streaming capability limitation of TCP and must 
be implemented by any RDMA-enabled netWork adapter. 

[0030] The present inventors have noted that there are 
several problems associated With implementing an RDMA 
enabled netWork adapter so that PDUs are reliably handled 
With acceptable latency over an TCP/IP Ethernet fabric. First 
and foremost, as one skilled in the art Will appreciate, TCP 
does not provide for acknoWledgement of messages. Rather, 
TCP provides for acknoWledgement of TCP segments (or 
partial TCP segments), many of Which may be employed to 
transmit a message under RDMA over TCP/IP. Yet, the 
RDMAC Verbs Speci?cation requires that an RDMA-en 
abled adapter provide message completion information to 
the verbs user in the form of Completion Queue Elements 
(CQEs). And the CQEs are typically generated using 
inbound TCP acknoWledgements. Thus, it is required that an 
RDMA-enabled netWork adapter be capable of rapidly 
determining if and When a complete message has been 
received. In addition, the present inventors have noted a 
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requirement for an ef?cient mechanism to allow for recon 
struction and retransmission of TCP segments under normal 
network error conditions such as dropped packets, timeout, 
and etc. It is furthermore required that a technique be 
provided that alloWs an RDMA-enabled netWork adapter to 
ef?ciently rebuild an FPDU (including correct placement of 
markers therein) under conditions Where the maximum 
segment siZe (MSS) for transmission over the netWork fabric 
is dynamically changed. 

SUMMARY OF THE INVENTION 

[0031] The present invention, among other applications, is 
directed to solving the above-noted problems and addresses 
other problems, disadvantages, and limitations of the prior 
art. The present invention provides a superior technique for 
enabling ef?cient and effective rebuild, retransmission, and 
completion determination of messages sent over an RDMA 
enabled TCP/IP Ethernet fabric. In one embodiment, an 
apparatus is provided, for performing remote direct memory 
access (RDMA) operations betWeen a ?rst server and a 
second server over an Ethernet fabric. The RDMA opera 
tions are initiated by execution of a verb according to a 
remote direct memory access protocol. The verb is executed 
by a CPU on the ?rst server. The apparatus includes trans 
action logic that is con?gured to process a Work queue 
element corresponding to the verb, and that is con?gured to 
accomplish the RDMA operations over a TCP/IP interface 
betWeen the ?rst and second servers, Where the Work queue 
element resides Within ?rst host memory corresponding to 
the ?rst server. The transaction logic includes transmit 
history information stores and a protocol engine. The trans 
mit history information stores maintains parameters associ 
ated With said Work queue element. The protocol engine is 
coupled to the transmit history information stores and is 
con?gured to access the parameters to enable retransmission 
of one or more TCP segments corresponding to the RDMA 
operations. 

[0032] One aspect of the present invention contemplates 
an apparatus for performing remote direct memory access 
(RDMA) operations betWeen a ?rst server and a second 
server over an Ethernet fabric. The RDMA operations are 
initiated by execution of a verb according to a remote direct 
memory access protocol. The verb is executed by a CPU on 
the ?rst server. The apparatus has a ?rst netWork adapter and 
a second netWork adapter. The ?rst netWork adapter provides 
a Work queue element responsive to execution of the verb, 
and transmits framed protocol data units (FPDUs) corre 
sponding to the RDMA operations over a TCP/IP interface 
betWeen the ?rst and second servers, Where the RDMA 
operations are responsive to the Work queue element, and 
Where the Work queue element is provided Within ?rst host 
memory corresponding to the ?rst server. The ?rst netWork 
adapter includes transmit history information stores and a 
protocol engine. The transmit history information stores 
maintains parameters associated With the Work queue ele 
ment in a corresponding FIFO bulfer entry. The protocol 
engine is coupled to the transmit history information stores. 
The protocol engine accesses the FIFO bulfer entry to enable 
retransmission of one or more TCP segments corresponding 
to a subset of the FPDUs. The second netWork adapter 
receives the FPDUs, Where reception of the FPDUs includes 
receiving the one or more TCP segments, Whereby the 
RDMA operations are accomplished Without error. 
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[0033] Another aspect of the present invention compre 
hends a method for performing remote direct memory access 
(RDMA) operations betWeen a ?rst server and a second 
server over an Ethernet fabric. The RDMA operations are 
initiated by execution of a verb according to a remote direct 
memory access protocol. The verb is executed by a CPU on 
the ?rst server. The method includes processing a Work 
queue element corresponding to the verb, Where the Work 
queue element resides Within a Work queue that is Within 
?rst host memory corresponding to the ?rst server; and 
accomplishing the RDMA operations over a TCP/IP inter 
face betWeen the ?rst and second servers. The accomplish 
ing includes maintaining parameters associated With the 
Work queue element in a local FIFO bu?°er entry; and 
accessing the parameters to enable retransmission of one or 
more TCP segments corresponding to the RDMA opera 
tions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0034] These and other objects, features, and advantages 
of the present invention Will become better understood With 
regard to the folloWing description, and accompanying 
draWings Where: 

[0035] FIG. 1 is a related art diagram illustrating a typical 
present day data center that provides for a LAN fabric, a 
SAN fabric, and a clustering fabric; 

[0036] FIG. 2 is a block diagram featuring a data center 
according to the present invention that provides a LAN, 
SAN, and cluster over an RDMA-enabled TCP/IP Ethernet 

fabric; 
[0037] FIG. 3 is a block diagram shoWing a layered 
protocol for accomplishing remote direct memory access 
operations according to the present invention over a TCP/IP 
Ethernet fabric; 

[0038] FIG. 4 is a block diagram depicting placement of 
an MPA header, MPA marker and MPA CRC Within an 
Ethernet frame according to the present invention; 

[0039] FIG. 5 is a block diagram illustrating the interface 
betWeen a consumer application in host memory and a 
netWork adapter according to the present invention; 

[0040] FIG. 6 is a block diagram highlighting hoW opera 
tions occur at selected layers noted in FIG. 3 to accomplish 
movement of data according to the present invention 
betWeen tWo servers over a TCP/IP Ethernet netWork; 

[0041] FIG. 7 is a block diagram of an RDMA-enabled 
server according to the present invention; 

[0042] FIG. 8 is a block diagram featuring a connection 
correlator Within the RDMA-enabled server of FIG. 7; 

[0043] FIG. 9 is a block diagram shoWing details of 
transmit history information stores Within a netWork adapter 
according to the present invention; and 

[0044] FIG. 10 is a block diagram providing details of an 
exemplary transmit FIFO bulfer entry according to the 
present invention. 

DETAILED DESCRIPTION 

[0045] The folloWing description is presented to enable 
one of ordinary skill in the art to make and use the present 
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invention as provided Within the context of a particular 
application and its requirements. Various modi?cations to 
the preferred embodiment Will, however, be apparent to one 
skilled in the art, and the general principles de?ned herein 
may be applied to other embodiments. Therefore, the present 
invention is not intended to be limited to the particular 
embodiments shoWn and described herein, but is to be 
accorded the Widest scope consistent With the principles and 
novel features herein disclosed. 

[0046] In vieW of the above background discussion on 
protocols that enable remote direct memory access and 
associated techniques employed Within present day systems 
for accomplishing the o?load of TCP/IP operations from a 
server CPU, a discussion of the present invention Will noW 
be presented With reference to FIGS. 1-10. Use of the 
present invention 1) permits servers to o?load virtually all of 
the processing associated With TCP/IP operations; 2) 
employs Ethernet as an underlying network fabric; and 3) 
provides an ef?cient mechanism for rebuilding and retrans 
mitting TCP segments in the event of netWork error and for 
signaling completion of one or more RDMA operations to a 
requesting consumer application. 

[0047] NoW referring to FIG. 1, a related art diagram is 
presented illustrating a typical present day multi-server 
con?guration 100 Within an exemplary data center that 
interconnects three servers 101-103 and that provides for a 
LAN, a SAN, and a cluster netWork. The servers 101-103 are 
interconnected over the LAN to clients and to netWork 
attached storage (NAS) 110 via a LAN fabric that consists 
of multiple point-to-point LAN links 112 that are intercon 
nected via one or more LAN sWitches 107. The servers 

101-103 each connect up to the LAN via a LAN netWork 
adapter 104. As alluded to above, virtually all present day 
LANs utiliZe TCP/IP over Ethernet as the netWorking pro 
tocol. The servers 101-103 are also interconnected over the 
SAN to one or more block storage devices 111 via a SAN 
fabric that consists of multiple point-to-point SAN links 113 
that are interconnected via one or more SAN sWitches 108. 
The servers 101-103 each connect up to the SAN via a SAN 
netWork adapter 105. As is also noted above, most present 
day SANS utiliZe Fibre Channel as the netWorking protocol. 
And many installations employ the Small Computer Sys 
tems Interface (SCSI) protocol on top of Fibre Channel to 
enable transport of data to/from the block storage 111. The 
servers 101-103 are additionally interconnected over the 
cluster netWork to each other to alloW for high performance 
computing applications as noted above. The cluster netWork 
consists of multiple point-to-point cluster links 114 that are 
interconnected via one or more clustering sWitches 109. The 
servers 101-103 each connect up to the cluster netWork via 
a cluster netWork adapter 106. As is also noted above, there 
is no industry standard for clustering netWorks, but compa 
nies such as Quadrics Inc. and Myricom produce proprietary 
cluster netWork adapters 106, clustering sWitches 109, and 
links 114 that support high-speed, loW latency cluster fab 
r1cs. 

[0048] From a total cost of oWnership perspective, one 
skilled in the art Will appreciate that a data center manager 
must maintain expertise and parts for three entirely disparate 
fabrics and must, in addition, ?eld three different netWork 
adapters 104-106 for each server 101-103 that is added to the 
data center. In addition, one skilled in the art Will appreciate 
that the servers 101-103 Within the data center may very Well 
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be embodied as blade servers 101-103 mounted Within a 
blade server rack (not shoWn) or as integrated server com 
ponents 101-103 mounted Within a single multi-server blade 
(not shoWn). For these, and other alternative data center 
con?gurations, it is evident that the problem of intercon 
necting servers over disparate netWork fabrics becomes 
more complicated as the level of integration increases. 

[0049] Add to the above the fact that the underlying 
netWork speeds as seen on each of the links 112-114 is 
increasing beyond the processing capabilities of CPUs 
Within the servers 101-103 for conventional netWorking. As 
a result, TCP ol?oad techniques have been proposed Which 
include 1) moving the transport processing duties from the 
CPU doWn to a netWork adapter; 2) providing a mechanism 
for remote direct memory access (RDMA) operations, thus 
giving the netWork adapter the ability to transfer data 
directly to/ from application memory Without requiring 
memory copies; and 3) providing a user-level direct access 
technique that alloWs an application to directly command the 
netWork adapter to send/receive data, thereby bypassing the 
underlying operating system. 

[0050] As noted in the background the developments 
associated With INFINIBAND provided the mechanisms for 
performing TCP of?oad and RDMA through the use of verbs 
and associated RDMA-enabled netWork adapters. But the 
RDMA-enabled netWork adapters associated With INFINI 
BAND employed INFINIBAND-speci?c netWorking proto 
cols doWn to the physical layer Which Were not embraced by 
the netWorking community. 

[0051] Yet, the netWorking community has endeavored to 
preserve the advantageous features of INFINIBAND While 
exploiting the existing investments that they have made in 
TCP/IP infrastructure. As mentioned earlier, the RDMA 
Consortium has produced standards for performing RDMA 
operations over standard TCP/IP netWorks, and While these 
standards do not specify a particular physical layer, it is 
anticipated that Ethernet Will be Widely used, most likely 10 
Gb Ethernet, primarily because of the tremendous base of 
knoWledge of this protocol that is already present Within the 
community. 

[0052] The present inventors have noted the need for 
RDMA over TCP, and have furthermore recognized the need 
to provide this capability over Ethernet fabrics. Therefore, 
the present invention described hereinbeloW is provided to 
enable effective and ef?cient RDMA operations over a 
TCP/ IP/ Ethernet netWork. 

[0053] NoW turning to FIG. 2, a block diagram featuring 
a multi-server con?guration 200 Within an exemplary data 
center according to the present invention that provides a 
LAN, SAN, and cluster over an RDMA-enabled TCP/IP 
Ethernet fabric that interconnects three servers 201-203 and 
that provides for a LAN, a SAN, and a cluster netWork. The 
servers 201-203 are interconnected over the LAN to clients 

and to netWork attached storage (NAS) 210 via a LAN fabric 
that consists of multiple point-to-point TCP/IP/Ethemet 
links 214 that are interconnected via one or more Ethernet 

sWitches 213 (or IP routers 213). The servers 201-203 each 
connect up to the LAN via an RDMA-enabled netWork 
adapter 212. Like the multi-server con?guration 100 of FIG. 
1, the con?guration 200 of FIG. 2 utiliZes TCP/IP over 
Ethernet as the LAN netWorking protocol. In one embodi 
ment, the RDMA-enabled netWork adapter 212 is capable of 
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accelerating a conventional TCP/IP stack and sockets con 
nection by intercepting a conventional socket SEND com 
mand and performing RDMA operations to complete a 
requested data transfer. In an alternative embodiment, the 
RDMA-enabled netWork adapter 212 also supports commu 
nications via the conventional TCP/IP stack. The servers 
201-203 are also interconnected over the SAN to one or 

more block storage devices 211 via a SAN fabric that 
consists of multiple point-to-point SAN links 214 that are 
interconnected via one or more Ethernet sWitches 213. In 
contrast to the con?guration 100 of FIG. 1, the servers 
201-203 each connect up to the SAN via the same RDMA 
enabled netWork adapter 212 as is employed to connect up 
to the LAN. Rather than using Fibre Channel as the net 
Working protocol, the SAN employs TCP/IP/ Ethernet as the 
underlying netWorking protocol and may employ Internet 
SCSI (iSCSI) as an upper layer protocol (ULP) to enable 
transport of data to/from the block storage 211. In one 
embodiment, the RDMA-enabled netWork adapter 212 is 
capable of performing RDMA operations over a TCP/IP/ 
Ethernet fabric responsive to iSCSI commands. The servers 
201-203 are additionally interconnected over the cluster 
netWork to each other to alloW for high performance com 
puting applications as noted above. The cluster netWork 
consists of multiple point-to-point cluster links 214 that are 
interconnected via one or more Ethernet sWitches 213. The 
servers 201-203 each connect up to the cluster netWork via 
the same RDMA-enabled netWork adapter 212 as is used to 
connect to the LAN and SAN. For clustering applications, 
the verbs interface is used With the RDMA-enabled netWork 
adapter 212 over the TCP/IP/Ethemet fabric to enable loW 
latency transfer of data over the clustering netWork. 

[0054] Although a separate LAN, SAN, and cluster net 
Work are depicted in the RDMA-enabled multi-server con 
?guration 200 according to the present invention, the present 
inventors also contemplate a single fabric over Which LAN 
data, SAN data, and cluster netWork data are commingled 
and commonly sWitched. Various other embodiments are 
encompassed as Well to include a commingled LAN and 
SAN, With a conventional cluster netWork that may employ 
separate sWitches (not shoWn) and cluster netWork adapters 
(not shoWn). In an embodiment that exhibits maximum 
commonality and loWest overall cost of oWnership, data 
transactions for LAN, SAN, and cluster traf?c are initiated 
via execution of RDMA over TCP verbs by application 
programs executing on the servers 201-203, and completion 
of the transactions are accomplished via the RDMA-enabled 
netWork adapters over the TCP/IP/Ethemet fabric. The 
present invention also contemplates embodiments that do 
not employ verbs to initiate data transfers, but Which employ 
the RDMA-enabled adapter to complete the transfers across 
the TCP/IP/Ethemet fabric, via RDMA or other mechanisms 

[0055] NoW turning to FIG. 3, a block diagram 300 is 
presented shoWing an exemplary layered protocol for 
accomplishing remote direct memory access operations 
according to the present invention over a TCP/IP Ethernet 
fabric. The exemplary layered protocol employs an verbs 
interface 301, an RDMA protocol layer 302, a direct data 
placement (DDP) layer 303, a marker PDU alignment layer 
304, a conventional TCP layer 305, a conventional IP layer 
306, and a conventional Ethernet layer 307. 

[0056] In operation, a program executing on a server at 
either the user-level or kernel level initiates a data transfer 
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operation by executing a verb as de?ned by a corresponding 
upper layer protocol (ULP). In one embodiment, the verbs 
interface 301 is de?ned by the aforementioned “RDMA 
Protocol Verbs Speci?cation,” provided by the RDMA Con 
sortium, and Which is hereinafter referred to as the Verbs 
Speci?cation. The Verbs Speci?cation refers to an applica 
tion executing verbs as de?ned therein as a “consumer.” The 
mechanism established for a consumer to request that a data 

transfer be performed by an RDMA-enabled netWork 
adapter according to the present invention is knoWn as a 
queue pair (QP), consisting of a send queue and a receive 
queue. In addition, completion queue(s) may be associated 
With the send queue and receive queue. Queue pairs are 
typically areas of host memory that are setup, managed, and 
torn doWn by privileged resources (e.g., kernel thread) 
executing on a particular server, and the Verbs Speci?cation 
describes numerous verbs Which are beyond the scope of the 
present discussion that are employed by the privileged 
resources for management of queue pairs. Once a queue pair 
is established and assigned, a program operating at the user 
privilege level is alloWed to bypass the operating system and 
request that data be sent and received by issuing a “Work 
request” to a particular queue pair. The particular queue pair 
is associated With a corresponding queue pair that may be 
executing on a different server, or on the same server, and the 

RDMA-enabled netWork adapter accomplishes transfer of 
data speci?ed by posted Work requests via direct memory 
access (DMA) operations. In a typical embodiment, inter 
face betWeen memory control logic on a server and DMA 
engines in a corresponding RDMA-enabled netWork adapter 
according to the present invention is accomplished by issu 
ing commands over a bus that supports DMA. In one 
embodiment, a PCI-X interface bus is employed to accom 
plish the DMA operations. In an alternative embodiment, 
interface is via a PCI Express bus. 

[0057] Work requests are issued over the verbs interface 
301 When a consumer executes verbs such as PostSQ (Post 
Work Request to Send Queue (SQ)) and PostRQ (Post Work 
Request to Receive Queue (RQ)). Each Work request is 
assigned a Work request ID Which provides a means for 
tracking execution and completion. A PostSQ verb is 
executed to request data send, RDMA read, and RDMA 
Write operations. A PostRQ verb is executed to specify a 
scatter/gather list that describes hoW received data is to be 
placed in host memory. In addition to the scatter/ gather list, 
a PostRQ verb also speci?es a handle that identi?es a queue 
pair having a receive queue that corresponds to the speci?ed 
scatter/ gather list. A Poll for Completion verb is executed to 
poll a speci?ed completion queue for indications of comple 
tion of previously speci?ed Work requests. 

[0058] The issuance of a Work request via the verbs 
interface by a consumer results in the creation of a Work 
queue element (WQE) Within a speci?ed Work queue (WQ) 
in host memory. Via an adapter driver and data stores, also 
in host memory, creation of the WQE is detected and the 
WQE is processed to effect a requested data transfer. 

[0059] Once a SQ WQE is posted, a data transfer message 
is created by the netWork adapter at the RDMAP layer 302 
that speci?es, among other things, the type of requested data 
transfer (e.g. send, RDMA read request, RDMA read 
response, RDMA Write) and message length, if applicable. 
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WQEs posted to an RQ do not cause an immediate transfer 
of data. Rather, RQ WQEs are preposted buffers that are 
Waiting for inbound tra?ic. 

[0060] The DDP layer 303 lies betWeen the RDMAP layer 
302 and the MPA layer 304. Within the DDP layer 303, data 
from a ULP, that is a “DDP message,” is segmented into a 
series of DDP segments, each containing a header and a 
payload. The siZe of the DDP segments is a function of the 
TCP MSS, Which depends on the IP/link-layer Maximum 
Transmission Unit (MTU). The header at the DDP layer 303 
speci?es many things, the most important of Which are ?elds 
Which alloW the direct placement into host memory of each 
DDP segment, regardless of the order in TCP sequence space 
of its arrival. There are tWo direct placement models sup 
ported, tagged and untagged. Tagged placement causes the 
DDP segment to be placed into a pre-negotiated bulfer 
speci?ed by an STag ?eld (a sort of buffer handle) and TO 
?eld (offset into the buffer). Tagged placement is typically 
used With RDMA read and RDMA Write messages. 
Untagged placement causes the DDP segment to be placed 
into a buffer that Was not pre-negotiated, but instead Was 
pre-posted by the receiving adapter onto one of several 
possible buffer queues. There are various ?elds in the DDP 
segment that alloW the proper pre-posted buffer to be ?lled, 
including: a queue number that identi?es a buffer queue at 
the receiver (“sink”), a message sequence number that 
uniquely identi?es each untagged DDP message Within the 
scope of its bulfer queue number (i.e., it identi?es Which 
entry on the buffer queue this DDP segment belongs to), and 
a message offset that speci?es Where in the speci?ed bulfer 
queue entry to place this DDP segment. Note that the 
aforementioned queue number in the header at the DDP 
layer 303 does not correspond to the queue pair (QP) that 
identi?es the connection. The DDP header also includes a 
?eld (i.e., the last ?ag) that explicitly de?nes the end of each 
DDP message. 

[0061] The MPA layer 304 is a protocol that frames an 
upper level protocol data unit (PDU) to preserve its message 
record boundaries When transmitted over a reliable TCP 
stream. The MPA layer 304 produces framed PDUs 
(FPDUs). The MPA layer 304 creates an FPDU by pre 
pending an MPA header, inserting MPA markers into the 
PDU at a 512 octet periodic interval in TCP sequence 
number space, post-pending a pad set to Zeros to the PDU to 
make the siZe of the FPDU an integral multiple of four, and 
adding a 32-bit cyclic redundancy checksum (CRC) that is 
used to verify the contents of the FPDU. The MPA header is 
a 16-bit value that indicates the number of octets in the 
contained PDU. The MPA marker includes a 16-bit relative 
pointer that indicates the number of octets in the TCP stream 
from the beginning of the FPDU to the ?rst octet of the MPA 
marker. 

[0062] FPDUs are provided to the conventional TCP layer 
305, Which provides for reliable transmission of a stream of 
bytes over the established connection. This layer 305 divides 
FPDUs into TCP segments and prepends a TCP header 
Which indicates source and destination TCP ports along With 
a TCP segment byte sequence number. In other Words, the 
TCP segment byte sequence number is not a count of TCP 
segments; it is a count of bytes transferred. 

Oct. 12, 2006 

[0063] TCP segments are passed to the IP layer 306. The 
IP layer 306 encapsulates the TCP segments into IP data 
grams having a header that indicates source and destination 
IP addresses. 

[0064] Finally, the IP datagrams are passed to the Ethernet 
layer 307, Which encapsulates the IP datagrams into Ethernet 
frames, assigning a source and destination media access 
control (MAC) address to each, and post-pending a CRC to 
each frame. 

[0065] One skilled in the art Will appreciate that layers 
305-307 represent conventional transmission of a stream of 
data over a reliable TCP/IP/Ethernet connection. Framing 
for preservation of ULPDU boundaries is provided for by 
the MPA layer 304. And direct placement of data via DMA 
is handled by an RDMA-enabled netWork adapter according 
to the present invention in accordance With verbs interface 
301 and layers 302-303 as they interact With a consumer 
through an established Work queue. It is noted that the 
information pre-pended and inserted by layers 302-304 is 
essential to determining When transmission of data associ 
ated With an RDMA operation (e.g., send, RDMA read, 
RDMA Write) is complete. An RDMA-enabled netWork 
adapter that is employed in any practical implementation, to 
include LANs, SANs, and clusters that utiliZes 10-Gb links 
must be capable of making such determination and must 
furthermore be capable of handling retransmission of TCP 
segments in the case of errors With minimum latency. One 
skilled in the art Will appreciate that since the boundaries of 
an RDMA message are derived from parameters stored in a 
Work Queue in host memory, the host memory typically 
must be accessed in order to determine these boundaries. 
The present inventors recogniZe this unacceptable limitation 
of present day con?gurations and have provided, as Will be 
described in more detail beloW, apparatus and methods for 
maintaining a local subset of the parameters provided in a 
Work queue that are essential for retransmission in the event 
of netWork errors and for determining When a requested 
RDMA operation has been completed so that a completion 
queue entry can be posted in a corresponding completion 
queue. 

[0066] NoW referring to FIG. 4, a block diagram is 
presented depicting placement of an MPA header 404, MPA 
marker 406, and MPA CRC 409 Within an Ethernet frame 
400 according to the present invention. As noted in the 
discussion above With reference to FIG. 3, the DDP layer 
303 passes doWn a PDU to the MPA layer 304, Where the 
PDU consists of a DDP header and DDP payload. The MPA 
layer 304 adds an MPA header 404 to the PDU indicating its 
length and is also required to insert an MPA marker 406 
every 512 octets in the TCP sequence space that includes a 
16-bit relative pointer that indicates the number of octets in 
the TCP stream from the beginning of the FPDU to the ?rst 
octet of the MPA marker 406. Thus, the example of FIG. 4 
shoWs an MPA marker 406 inserted Within a single PDU, 
thus dividing the PDU into tWo parts: a ?rst part PDU.1405 
prior to the marker 406, and a second part PDU.2407 
folloWing the marker 406. In addition, the MPA layer 304 
appends an MPA pad 408 and MPA CRC 409 as described 
above to form an FPDU comprising items 404-409. The TCP 
layer 305 adds a TCP header as described above to form a 
TCP segment comprising ?elds 403-409. The IP layer 306 
adds an IP header 402 as described above to form an IP 
datagram comprising ?elds 402-409. And ?nally, the Eth 
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emet layer adds an Ethernet header 401 and Ethernet CRC 
410 to form an Ethernet frame comprising ?elds 401-410. 

[0067] The present inventors note that the MPA marker 
406 points some number of octets Within a given TCP stream 
back to an octet Which is designated as the beginning octet 
of an associated FPDU. If the maximum segment siZe (MSS) 
for transmission over the netWork is changed due to error or 
due to dynamic recon?guration, and if an RDMA-enabled 
adapter is required to retransmit a portion of TCP segments 
using this changed MSS, the RDMA-enabled netWork 
adapter must rebuild or otherWise recreate all of the headers 
and markers Within an FPDU so that they are in the exact 
same places in the TCP sequence space as they Were in the 
original FPDU Which Was transmitted prior to recon?gura 
tion of the netWork. This requires at least tWo pieces of 
information: the neW changed MSS and the MSS in effect 
When the FPDU Was ?rst transmitted. An MSS change Will 
cause the adapter to start creating never-transmitted seg 
ments using the neW MSS. In addition, the adapter must 
rebuild previously transmitted PDUs if it is triggered to do 
so, for example, by. a transport timeout. In addition to 
parameters required to correctly recreate MPA FPDUs, one 
skilled in the art Will appreciate that other parameters 
essential for rebuilding a PDU include the message sequence 
number (e.g., Send MSN and/or Read MSN) assigned by the 
DDP layer 303, the starting TCP sequence number for the 
PDU, and the ?nal TCP sequence number for the PDU. Most 
conventional schemes for performing retransmission main 
tain a retransmission queue Which contains parameters asso 
ciated With PDUs that have been transmitted by a TCP/IP 
stack, but Which have not been acknowledged. The queue is 
typically embodied as a linked list and When retransmission 
is required, the linked list must be scanned to determine 
What portion of the PDUs are to be retransmitted. A typical 
linked list is very long and consists of many entries. This is 
because each of the entries corresponds to an Ethernet 
packet. Furthermore, the linked list must be scanned in order 
to process acknoWledged TCP segments for purposes of 
generating completion queue entries. In addition, for RDMA 
over TCP operations, the speci?cations require that comple 
tion queue entries be developed on a message basis. And 
because TCP is a streaming protocol, the data that is required 
to determine message completions must be obtained from 
the upper layers 301-304. The present inventors have noted 
that such an implementation is disadvantageous as Ethernet 
speeds are approaching 10 Gb/second because of the laten 
cies associated With either accessing a Work queue element 
in host memory over a PCI bus or because of the latencies 
associated With scanning a very long linked list. In contrast, 
the present invention provides a superior technique for 
tracking information for processing of retransmissions and 
completions at the message level (as opposed to packet 
level), thereby eliminating the latencies associated With 
scanning very long linked lists. 
[0068] To further illustrate features and advantages of the 
present invention, attention is noW directed to FIG. 5, Which 
is a block diagram 500 illustrating interface betWeen a 
consumer application 502 in host memory 501 and an 
RDMA-enabled netWork adapter 505 according to the 
present invention. The block diagram 500 illustrates the 
employment of Work queues 506 according to the present 
invention disposed Within adapter driver/data stores 512 to 
support RDMA over TCP operations. The adapter driver/ 
data stores 512 is disposed Within the host memory 501 and 
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maintains the Work queues 506 and provides for communi 
cation With the netWork adapter 505 via adapter interface 
logic 511. A Work queue 506 is either a send queue or a 
receive queue. As alluded to above in the discussion With 
reference to FIG. 3, a Work queue 506 is the mechanism 
through Which a consumer application 502 provides instruc 
tions that cause data to be transferred betWeen the applica 
tion’s memory and another application’s memory. The dia 
gram 500 depicts a consumer 502 Within host memory 501. 
A consumer 502 may have one or more corresponding Work 

queues 506, With a corresponding completion queue 508. 
Completion queues 508 may be shared betWeen Work 
queues 506. For clarity, the diagram 500 depicts only the 
send queue (SQ) portion 506 of a Work queue pair that 
consists of both a send queue 506 and a receive queue (not 
shoWn). The completion queue 508 is the mechanism 
through Which a consumer 502 receives con?rmation that 
the requested RDMA over TCP operations have been 
accomplished. Transaction logic 510 Within the netWork 
adapter 510 is coupled to each of the Work queues 506 and 
the completion queue 508 via the adapter driver logic 511. 

[0069] The present inventors note that the netWork adapter 
505 according to the present invention can be embodied as 
a plug-in module, one or more integrated circuits disposed 
on a blade server, or as circuits Within a memory hub/ 
controller. It is further noted that the present invention 
comprehends a netWork adapter 505 having Work queues 
506 disposed in host memory 501 and having transaction 
logic 510 coupled to the host memory 501 via a host 
interface such as PCI-X or PCI-Express. It is moreover 
noted that the present invention comprehends a netWork 
adapter 505 comprising numerous Work queue pairs. In one 
embodiment, the netWork adapter 505 comprises a maxi 
mum of 256 K Work queue pairs. 

[0070] RDMA over TCP operations are invoked by a 
consumer 502 through the generation of a Work request 503. 
The consumer 502 receives con?rmation that an RDMA 
over TCP operation has been completed by receipt of a Work 
completion 504. Work requests 503 and Work completions 
504 are generated and received via the execution of verbs as 
described in the above noted Verb Speci?cation. Verbs are 
analogous to socket calls that are executed in a TCP/IP 
based architecture. To direct the transfer of data from 
consumer memory 501, the consumer 502 executes a Work 
request verb that causes a Work request 503 to be provided 
to the adapter driver/data stores 512. The adapter driver/ data 
stores 512 receives the Work request 503 and places a 
corresponding Work queue element 507 Within the Work 
queue 506 that is designated by the Work request 503. The 
adapter interface logic 511 communicates With the netWork 
adapter 505 to cause the requested Work to be initiated. The 
transaction logic 510 executes Work queue elements 507 in 
the order that they are provided to a Work queue 506 
resulting in transactions over the TCP/IP/Ethernet fabric 
(not shoWn) to accomplish the requested operations. As 
operations are completed, the transaction logic 510 places 
completion queue elements 509 on completion queues 508 
that correspond to the completed operations. The completion 
queue elements 509 are thus provided to corresponding 
consumers 502 in the form of a Work completion 504 
through the verbs interface. It is furthermore noted that a 
Work completion 504 can only be generated after TCP 
acknoWledgement of the last byte Within TCP sequence 
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space corresponding to the given RDMA operation has been 
received by the network adapter 505. 

[0071] FIG. 5 provides a high-level representation of 
queue structures 506, 508 corresponding to the present 
invention to illustrate how RDMA over TCP operations are 
performed from the point of view of a consumer application 
502. At a more detailed level, FIG. 6 is presented to 
highlight how operations occur at selected layers noted in 
FIG. 3 to accomplish movement of data according to the 
present invention between two servers over a TCP/IP Eth 
ernet network. 

[0072] Turning to FIG. 6, a block diagram 600 is pre 
sented showing two consumers 610, 650 communicating 
over an RDMA-enabled TCP/IP/Ethemet interface. The 
diagram 600 shows a ?rst consumer application 610 coupled 
to a ?rst networking apparatus 611 within a ?rst server 
according to the present invention that is interfaced over an 
RDMA-enabled TCP/IP/Ethemet fabric to a counterpart 
second consumer application 650 coupled to a second net 
working apparatus 651 within a second server according to 
the present invention. The ?rst consumer 610 issues work 
requests and receives work completions to/from the ?rst 
networking apparatus 611. The second consumer 650 issues 
work requests and receives work completions to/from the 
second networking apparatus 651. For the accomplishment 
of RDMA over TCP operations between the two consumers 
610, 650, each of the networking apparatuses 611, 651 have 
established a corresponding set of work queue pairs 613, 653 
through which work queue elements 615, 617, 655, 657 will 
be generated to transfer data to/ from ?rst ho st memory in the 
?rst server from/to second host memory in the second server 
in the form of RDMA messages 691. Each of the work queue 
pairs 613, 653 has a send queue 614, 654 and a receive queue 
616, 656. The send queues 614, 654 contain send queue 
elements 615, 655 that direct RDMA over TCP operations to 
be transacted with the corresponding work queue pair 653, 
613. The receive queues 616, 656 contain receive queue 
elements 617, 657 that specify memory locations (e.g., 
scatter/gather lists) to which data received from a corre 
sponding consumer 610, 650 is stored. Each of the network 
ing apparatuses 611, 651 provide work completions to their 
respective consumers 610, 650 via one or more completion 
queues 618, 658. The work completions are provided as 
completion queue elements 619, 659. Each of the work 
queue pairs 613, 653 within the networking apparatuses 611, 
651 are interfaced to respective transaction logic 612, 652 
within an RDMA-enabled network adapter 622, 662 accord 
ing to the present invention. The transaction logic 612, 652 
processes the work queue elements 615, 617, 655, 657. For 
send queue work queue elements 615, 655 that direct 
transmission of PDUs 681, the transaction logic 612, 652 
generates PDUs 681, lower level FPDUs (not shown), TCP 
segments 671, IP datagrams (not shown), and Ethernet 
frames (not shown) and provides the frames to a correspond 
ing Ethernet port 620, 660 on the network adapter 622, 662. 
The ports 620, 660 transmit the frames over a corresponding 
Ethernet link 621. It is noted that any number of switches 
(not shown), routers (not shown), and Ethernet links 621 
may be embodied as shown by the single Ethernet link 621 
to accomplish routing of packets in accordance with the 
timing and latency requirements of the given network. 

[0073] In an architectural sense, FIG. 6 depicts how all 
layers of an RDMA over TCP operation according to the 
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present invention are provided for by RDMA-aware con 
sumers 610, 650 and networking apparatus 611, 651 accord 
ing to the present invention. This is in stark contrast to a 
convention TCP/IP stack that relies exclusively on the 
processing resources of a server’s CPU. Ethernet frames are 
transmitted over Ethernet links 621. Data link layer process 
ing is accomplished via ports 620, 660 within the network 
adapters 622, 662. Transaction logic 612, 652 ensures that IP 
packets are routed (i.e., network layer) to their proper 
destination node and that TCP segments 671 are reliably 
delivered. In addition, the transaction logic 612, 652 ensures 
end-to-end reliable delivery of PDUs 681 and the consumers 
610, 650 are noti?ed of successful delivery through the 
employment of associated completion queues 618, 658. 
Operations directed in corresponding work queues 613, 653 
result in data being moved to/from the host memories of the 
consumer applications 610, 650 connected via their corre 
sponding queue pairs 613, 653. 
[0074] Referring to FIG. 7, a block diagram is presented 
of an RDMA-enabled server 700 according to the present 
invention. The server 700 has one or more CPUs 701 that are 

coupled to a memory hub 702. The memory hub 702 couples 
CPUs and direct memory access (DMA)-capable devices to 
host memory 703 (also known as system memory 703). An 
RDMA-enabled network adapter driver 719 is disposed 
within the ho st memory. The driver 719 provides for control 
of and interface to an RDMA-enabled network adapter 705 
according to the present invention. The memory hub 702 is 
also referred to as a memory controller 702 or chipset 702. 
Commands/responses are provided to/ from the memory hub 
702 via a host interface 720, including commands to control/ 
manage the network adapter 705 and DMA commands/ 
responses. In one embodiment, the host interface 720 is a 
PCI-X bus 720. In an alternative embodiment, the host 
interface 720 is a PCI Express link 720. Other types of host 
interfaces 720 are contemplated as well, provided they allow 
for rapid transfer of data to/from host memory 703. An 
optional hub interface 704 is depicted and it is noted that the 
present invention contemplates that such an interface 704 
may be integrated into the memory hub 702 itself, and that 
the hub interface 704 and memory hub 702 may be inte 
grated into one or more of the CPUs 701. 

[0075] The network adapter 705 has host interface logic 
706 that provides for communication to the memory hub 702 
and to the driver 719 according to the protocol of the host 
interface 720. The network adapter 705 also has transaction 
logic 707 that communicates with the memory hub 702 and 
driver 719 via the host interface logic. The transaction logic 
707 is also coupled to one or more media access controllers 

(MAC) 712. In one embodiment, there are four MACs 712. 
In one embodiment, each of the MACs 712 is coupled to a 
serialiZer/deserialiZer (SERDES) 714, and each of the SER 
DES 714 are coupled to a port that comprises respective 
receive (RX) port 715 and respective transmit (TX) port 716. 
Alternative embodiments contemplate a network adapter 
705 that does not include integrated SERDES 714 and ports. 
In one embodiment, each of the ports provides for commu 
nication of frames in accordance with l Gb/sec Ethernet 
standards. In an alternative embodiment, each of the ports 
provides for communication of frames in accordance with 
10 Gb/ sec Ethernet standards. In a further embodiment, one 
or more of the ports provides for communication of frames 
in accordance with 10 Gb/ sec Ethernet standards, while the 
remaining ports provide for communication of frames in 
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accordance With 1 Gb/ sec Ethernet standards. Other proto 
cols for transmission of frames are contemplated as Well, to 
include Asynchronous Transfer Mode (ATM). 
[0076] The transaction logic 707 includes a transaction 
sWitch 709 that is coupled to a protocol engine 708, to 
transmit history information stores 710, and to each of the 
MACs 712. The protocol engine includes retransmit/ 
completion logic 717. The protocol engine is additionally 
coupled to IP address logic 711 and to the transmit history 
information stores 710. The IP address logic 711 is coupled 
also to each of the MACs 712. In addition, the transaction 
sWitch 709 includes connection correlation logic 718. 

[0077] In operation, When a CPU 701 executes a verb as 
described herein to initiate a data transfer from the host 
memory 703 in the server 700 to second host memory (not 
shoWn) in a second device (not shoWn), the driver 719 is 
called to accomplish the data transfer. As alluded to above, 
it is assumed that privileged resources (not shoWn) have 
heretofore set up and allocated a Work queue Within the host 
memory 703 for the noted connection. Thus execution of the 
verb speci?es the assigned Work queue and furthermore 
provides a Work request for transfer of the data that is 
entered as a Work queue element into the assigned Work 
queue as has been described With reference to FIGS. 5-6. 
Establishment of the Work queue entry into the Work queue 
triggers the driver 719 to direct the netWork adapter 705 via 
the host interface 720 to perform the requested data transfer. 
Information speci?ed by the Work queue element to include 
a Work request ID, a steering tag (if applicable), a scatter/ 
gather list (if applicable), and an operation type (e.g., send, 
RDMA read, RDMA Write), along With the Work queue 
number, are provided over the host interface 720 to the 
transaction logic 707. The above noted parameters are 
provided to the protocol engine 708, Which schedules for 
execution the operations required to effect the data transfer 
through a transmit pipeline (not shoWn) therein. The proto 
col engine 708 schedules the Work required to effect the data 
transfer, and in addition ?lls out an entry (not shoWn) in a 
corresponding transmit FIFO bulfer (not shoWn) that is part 
of the transmit history information stores 710. The corre 
sponding FIFO buffer is dynamically bound to the Work 
queue Which requested the data transfer and every bound 
FIFO bulfer provides entries corresponding one-to-one With 
the entries in the Work queue to Which it is dynamically 
bound. In one embodiment, the transmit FIFO buffer is 
embodied as a memory that is local to the netWork adapter 
705. Dynamic binding of FIFO buffers to Work queues 
according to the present invention is extremely advanta 
geous from the standpoint of ef?cient utiliZation of 
resources. For example, consider an embodiment compris 
ing a 16 KB FIFO buffer. In a con?guration that supports, 
say, 4 K queue pairs, if dynamic binding Were not present, 
then 64 MB of space Would be required to provide for all of 
the queue pairs. But, as one skilled in the art Will appreciate, 
it is not probable that all queue pairs Will be transmitting 
simultaneously, so that a considerable reduction in logic is 
enabled by implementing dynamic binding. Upon allocation 
of the entry in the transmit FIFO buffer, parameters from the 
Work queue element are copied thereto and maintained to 
provide for effective determination of completion of the data 
transfer and for rebuilding/retransmission of TCP segments 
in the event of netWork errors or dynamic recon?guration. 
These parameters include, but are not limited to: the Work 
request ID and the steering tag. To effect the data transfer, 
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the data speci?ed in the Work queue element is fetched to the 
netWork adapter 705 using DMA operations to host memory 
703 via the host interface 720 to the memory controller 702. 
The data is provided to the transaction sWitch 709. The 
protocol engine 708 in conjunction With the transaction 
sWitch 709 generates all of the header, marker, and check 
sum ?elds described hereinabove for respective layers of the 
RDMA over TCP protocol and When PDUs, FPDUs, TCP 
segments, and IP datagrams are generated, parameters that 
are essential to a timely rebuild of the PDUs (e.g., 
MULPDU, the message sequence number, the starting and 
?nal TCP sequence numbers) are provided to the transmit 
history information stores 710 in the allocated entry in the 
transmit FIFO buffer. In one embodiment, the connection 
correlation logic 718 Within the transaction sWitch 709, for 
outgoing transmissions, provides an association (or “map 
ping”) for a Work queue number to a “quad.” The quad 
includes TCP/IP routing parameters that include a source 
TCP port, destination TCP port, a source IP address, and a 
destination IP address. Each queue pair has an associated 
connection context that directly de?nes all four of the above 
noted parameters to be used in outgoing packet transmis 
sions. These routing parameters are employed to generate 
respective TCP and IP headers for transmission over the 
Ethernet fabric. In an alternative embodiment, the connec 
tion correlation logic 718, for outgoing transmissions, is 
disposed Within the protocol engine 708 and employs IP 
addresses stored Within the IP address logic 711. The Eth 
ernet frames are provided by the transaction sWitch 709 to a 
selected MAC 712 for transmission over the Ethernet fabric. 
The con?gured Ethernet frames are provided to the SER 
DES 714 corresponding to the selected MAC 712. The 
SERDES 714 converts the Ethernet frames into physical 
symbols that are sent out to the link through the TX port 716. 
For inbound packets, the connection correlation logic 718 is 
disposed Within the transaction sWitch 709 and provides a 
mapping of an inbound quad to a Work queue number, Which 
identi?es the queue pair that is associated With the inbound 
data. 

[0078] The IP address logic 711 contains a plurality of 
entries that are used as source IP addresses in transmitted 

messages, as alluded to above. In one embodiment, there are 
32 entries. In addition, When an inbound datagram is 
received correctly through one of the MACs 712, the des 
tination IP address of the datagram is compared to entries in 
the IP address logic 711. Only those destination IP addresses 
that match an entry in the IP address logic 711 are alloWed 
to proceed further in the processing pipeline associated With 
RDMA-accelerated connections. As noted above, other 
embodiments of the present invention are contemplated that 
include use of an RDMA-enabled netWork adapter 705 to 
also process TCP/IP transactions using a conventional TCP/ 
IP netWork stack in host memory. According to these 
embodiments, if an inbound packet’s destination IP address 
does not match an entry in the IP address logic 711, then the 
packet is processed and delivered to the host according to the 
associated netWork protocol. 

[0079] The protocol engine 708 includes retransmit/ 
completion logic 717 that monitors acknowledgement of 
TCP segments Which have been transmitted over the Eth 
ernet fabric. If netWork errors occur Which require that one 
or more segments be retransmitted, then the retransmit/ 
completion logic 717 accesses the entry or entries in the 
corresponding transmit FIFO buffer to obtain the parameters 
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that are required to rebuild and retransmit the TCP segments. 
The retransmitted TCP segments may consist of a partial 
FPDU under conditions Where maximum segment siZe has 
been dynamically changed. It is noted that all of the param 
eters that are required to rebuild TCP segments associated 
for retransmission are stored in the associated transmit FIFO 
bulfer entries in the transmit history information stores 710. 

[0080] Furthermore, a ?nal TCP sequence number for 
each generated message is stored in the entry so that When 
the ?nal TCP sequence number has been acknowledged, 
then the protocol engine 708 Will Write a completion queue 
entry (if required) to a completion queue in host memory 
703 that corresponds to the Work queue element that directed 
the data transfer. 

[0081] It is also noted that certain applications executing 
Within the same server 700 may employ RDMA over TCP 
operations to transfer data. As such, the present invention 
also contemplates mechanisms Whereby loopback Within the 
transaction logic 707 is provided for along With correspond 
ing completion acknowledgement via the parameters stored 
by the transmit history information stores 710. 

[0082] NoW turning to FIG. 8, a block diagram is pre 
sented featuring an exemplary connection correlator 800 
Within the RDMA-enabled server 700 of FIG. 7. The block 
diagram shoWs a Work queue-to-TCP map 803 and a TCP 
to-Work queue map 801. The TCP-to-Work queue map 801 
has one or more entries 802 that associate a “quad” retrieved 
from inbound IP datagrams With a corresponding Work 
queue number. A quad consists of source and destination IP 
addresses and source and destination TCP ports. Thus, 
correlation betWeen a quad and a Work queue number, 
establishes a virtual connection betWeen tWo RDMA-en 
abled devices. Thus, the payloads of received datagrams are 
mapped for processing and eventual transfer to an associated 
area of memory that is speci?ed by a Work queue element 
Within the selected Work queue number 802. 

[0083] For outbound datagrams, the Work queue-to-TCP 
map 803 has one or more entries 804, 805 that associate a 
Work queue number With a corresponding quad that is to be 
employed When con?guring the outbound datagrams. 
Accordingly, the outbound datagrams for associated FPDUs 
of a given Work queue number are constructed using the 
selected quad. 

[0084] The exemplary connection correlator 800 of FIG. 
8 is provided to clearly teach correlation aspects of the 
present invention, and the present inventors note that imple 
mentation of the correlator 800 as a simple indexed table in 
memory as shoWn is quite impractical. Rather, in one 
embodiment, the TCP-to-Work queue map 801 is disposed 
Within a hashed, indexed, and linked list structure that is 
substantially similar in function to content addressable 
memory. 

[0085] Referring to FIG. 9, a block diagram is presented 
shoWing details of transmit history information stores 900 
Within a netWork adapter according to the present invention. 
The transmit history information stores 900 includes entry 
access logic 902 that is coupled to a plurality of transmit 
FIFO bulfers 903. Each of the buffers 903 includes one or 
more entries 904 Which are ?lled out by a protocol engine 
according to the present invention While processing Work 
queue elements requiring transmission of data over the 
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Ethernet fabric. In one embodiment, the transmit history 
information stores 900 is a memory that is integrated Within 
a netWork adapter according to the present invention. In an 
alternative embodiment, the transmit history information 
stores 900 is a memory that is accessed over a local memory 
bus (not shoWn). In this alternative embodiment, optional 
interface logic 901 provides for coupling of the entry access 
logic 902 to the local memory bus. In one embodiment, each 
buffer 903 comprises 16 Kilobytes Which are dynamically 
bound to a queue pair When send queue elements exist on 
that pair for Which there are to -be-transmitted or unacknoWl 
edged TCP segments. Each buffer 903 is temporarily bound 
to a queue pair as previously noted and each entry 904 is 
af?liated With a Work queue element on the queue pair’s 
send queue. In one embodiment, each buffer entry 904 
comprises 32 bytes. 
[0086] NoW turning to FIG. 10, a block diagram is pre 
sented providing details of an exemplary transmit FIFO 
bulfer entry 1000 according to the present invention. The 
buffer entry includes the folloWing ?elds: sendmsn 1001, 
readmsn 1002, startseqnum 1003, ?nalseqnum 1004, 
streammode 1005, sackpres 1006, mulpdu 1007, notifyon 
comp 1008, stagtoinval 1009, WorkreqidlW 1010, Workre 
qidhi 1011, and type 1012. The sendmsn ?eld 1001 main 
tains the current 32-bit send message sequence number. The 
readmsn ?eld 1002 maintains the current 32-bit read mes 
sage sequence number. The startseqnum ?eld 1003 main 
tains the initial TCP sequence number of the send queue 
element a?iliated With the entry 1000 The startseqnum ?eld 
1003 is provided to the entry 1000 during creation of the ?rst 
TCP segment of the message. The ?nalseqnum ?eld 1004 
maintains the ?nal TCP sequence number of the message. 
The ?nalseqnum ?eld 1004 is provided during creation of 
the of the ?rst TCP segment of the message. The stream 
mode ?eld 1005 maintains a l-bit indication that TCP 
streaming mode is being employed to perform data trans 
actions other than RDMA over TCP, for example, a TCP 
ol?oad operation. The sackpres ?eld 1006 maintains a l-bit 
indication that the mulpdu ?eld 1007 has been reduced by 
allocation for a maximum siZed SACK block. The mulpdu 
?eld 1007 maintains a siZe of the maximum upper level PDU 
that Was in effect at the time of transmit. This ?eld 1007 is 
used When TCP segments are being rebuilt in the event of 
netWork errors to re-segment FPDUs so that they can be 
reliably received by a counterpart netWork adapter. The 
notifyoncomp ?eld 1008 indicates Whether a completion 
queue element needs to be generated by the netWork adapter 
for the associated Work queue element When all outstanding 
TCP segments of the message have been acknoWledged. The 
stagtoinval ?eld 1009 maintains a 32-bit steering tag asso 
ciated With an RDMA Read Request With Local Invalidate 
option. The WorkreqidloW ?eld 1010 and Workreqidhi ?eld 
1011 together maintain the Work request ID provided by the 
Work queue element on the corresponding send queue. These 
?elds 1010-1011 are used to post a completion queue event. 
The type ?eld 1012 is maintained to identify the type of 
operation that is being requested by the send queue element 
including send, RDMA read, and RDMA Write. 

[0087] Although the present invention and its objects, 
features, and advantages have been described in detail, other 
embodiments are contemplated by the present invention as 
Well. For example, the present invention has been particu 
larly characteriZed in terms of a verbs interface as charac 
teriZed by speci?cations provided by the RDMA Consor 








