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(57) ABSTRACT 

A device for facilitating ?nancial account transactions is 
described Which includes a processing unit including a 
cryptographic processor. The device also includes an input 
unit, a display unit and a memory device connected to the 
processing unit. The memory device contains a private 
cryptographic key, a ?rst data element and a second data 
element. The processing unit encrypts the ?rst data element 
using the private cryptographic key and the second data 
element, modi?es the second data element, combines the 
encrypted ?rst data element and the second data element to 
generate a single-use ?nancial account identi?er, and dis 
plays the single-use ?nancial account identi?er. This iden 
ti?er is then transmitted to a central processor for authori 
Zation of the transaction. The central processor extracts and 
decrypts data elements from the transmitted identi?er using 
the private cryptographic key, compares those data elements 
With data elements stored in a memory, and veri?es the 
single-use ?nancial account identi?er in accordance With the 
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METHOD AND DEVICE FOR GENERATING A 
SINGLE-USE FINANCIAL ACCOUNT NUMBER 

BACKGROUND OF THE INVENTION 

[0001] This invention relates to a method and a device for 
generating a single-use, transaction-speci?c ?nancial 
account number, thereby providing a high level of security 
for ?nancial transactions, particularly credit card transac 
tions. 

[0002] There are over 500 million general purpose, retail, 
oil and other credit card accounts in the United States 
(hereafter called “cards”). WorldWide the ?gure is almost 1 
billion such cards. Typically, each authorized user of an 
account is issued a credit card: a physical plastic object With 
an embossed account number and cardholder name appear 
ing on its face. Anti-counterfeiting indicia, such as holo 
grams, photographs or signatures, may also appear on the 
card to discourage Wrongful usage. 

[0003] Since the credit card number is unchanging, there 
is a risk of fraudulent use by anyone Who steals the number. 
The key element of defense against a fraudulent user imper 
sonating the authentic cardholder is signature veri?cation. A 
signature area appears on the back of most cards, and When 
a person receives a neW credit card, he is instructed to sign 
his name on the back of the card. A merchant Who accepts 
the card Will then be able to compare the signature specimen 
that appears on the back of the card to the signature on the 
sales draft signed by the consumer at the time of purchase. 
In some cases, the merchant may also ask for photo ID 
before accepting the card or as a method of checking that the 
signatures are for the person Whose name appears on the face 
of the card. 

[0004] In addition to examining the signature on the card, 
most merchants Who accept credit cards use a small device 
knoWn as an authorization terminal. The authorization ter 
minal is capable of reading information disposed on a 
magnetic stripe located on the back of the credit card In 
some cases, this stripe also contains other di?icult-to-coun 
terfeit information. To process a credit card purchase, the 
merchant passes the card through the magnetic stripe reader 
of the terminal and enters the amount of the purchase. The 
information is then sent by the device over a phone or 
Wireless connection to a central database for account number 
veri?cation and purchase authorization. A card that has been 
reported lost or stolen is declined. If magnetic stripes on 
credit cards become damaged and unreadable, the authori 
zation terminal permits manual entry of the credit card 
number as it appears embossed on the face of the card. 

[0005] With the dramatic groWth of direct marketing, an 
increasing share of all card purchases are being made 
Without the physical presentation of the card to the selling 
merchant. Instead, the consumer simply relays the card 
number to the merchant, and the merchant enters the card 
number into a computer terminal Which is also designed to 
handle the order processing function. As electronic com 
merce groWs over the next decade, the percentage of such 
remote, non-face-to-face purchases can be expected to groW. 
This poses an increasingly acute problem for the entire 
credit card system, since credit card numbers are highly 
insecure. 

[0006] To protect against thieves fraudulently creating 
credit card numbers and then using them for remote pur 
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chasing, a check-digit algorithm is typically employed for 
credit card account numbers Which makes it comparatively 
dif?cult (approximately 1 chance in 500,000) to pick a 
random l6-digit number that is also a valid credit card 
account number. In addition, since not every valid credit 
card account number is currently in use, simply making up 
a valid number is, in itself, not enough to get an authoriza 
tion code from the central authorizing netWork. In addition 
to passing the check-digit test, a bank must have issued that 
number to an active customer. 

[0007] To further help combat mail-order based credit card 
fraud, both Visa and MasterCard have deployed databases 
that alloW a merchant to verify that a given credit card 
account number is connected to a speci?c billing address. 
Visa calls this service the Address Veri?cation Service. The 
theory behind the service is that a thief (for example, a 
dishonest restaurant Waiter) might be able to use a credit 
card receipt slip to steal an active account number, but if he 
tries to use that number for a mail order purchase he Would 
not knoW the correct address associated With that number. 
Even if a thief Were to obtain the cardholder’s address, this 
service can alloW a merchant to compare the shipping 
address of the catalog order to the current billing address for 
that account number and thus possibly identify any suspi 
cious activity. 

[0008] Currently, credit cards also incorporate an expira 
tion date after Which they are no longer valid. These dates 
are typically one to tWo years after the card is issued. The 
reason for an expiration date is to reduce the issuing bank’s 
risk of cards being presented after an account is closed. 
Since the expiration date is an absolute indication of Whether 
or not to accept a card, an old card that is lost or misplaced 
eventually expires With minimal risk that it Will be found and 
used improperly. 

[0009] In addition, credit card information and transaction 
information may be encrypted using Well knoWn encryption 
schemes like RSA’s public key cryptography. For example, 
SET is a joint Visa/MasterCard standard for encrypting 
credit card numbers transmitted over the Internet. 

[0010] In spite of these safeguards, credit card security is 
vulnerable to a number of attacks by unscrupulous persons. 
Some examples of these attacks are as folloWs: 

[0011] a) Theft of cards: Any conventional credit card 
Which is stolen can be misused, either at a merchant’s 
establishment by forging the signature on the card onto a 
sales slip, or by ordering merchandise or services remotely. 

[0012] b) “Snif?ngz” Credit card transaction information 
being transmitted over public netWorks can possibly be 
intercepted and captured or “sniffed.” The snilfed informa 
tion can then be used to create counterfeit cards and/ or order 
goods and services. For example, if a hacker Were to break 
the SET encryption scheme, the hacker could sniff out credit 
card numbers and misuse them. Re-submission of the snilfed 
encrypted credit card numbers to the same merchant is 
knoWn as “replay.” 

[0013] A large-scale attack on credit-card number security 
Would threaten the entire credit card system. For example, if 
someone Were to steal 1 million active credit card account 
numbers, and Were also able to steal the billing addresses to 
Which those cards Were issued, the entire credit card system 
Would be threatened. At the very least, mail order sales 
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might have to be suspended until new safeguards Were put 
in place. At Worst, a ?ood of counterfeit cards, With correct 
account numbers and valid names embossed on their faces, 
could be created. 

[0014] With the advent of almost instantaneous WorldWide 
money transfers, a band of organized thieves could clear 
hundreds of millions or even billions of dollars of charges 
through the authoriZation system and then Wire that money 
to a safe haven before cardholders suspected that their cards 
had been charged an unauthorized amount. If the theft also 
involved data revealing each account’s unused available 
credit line, such criminal activity might be even harder to 
detect before it Was too late to rescind the Wire transfers of 
stolen money. 

[0015] Cards Which store information, as opposed to 
merely having embossed numbers, are knoWn in the art. 
Such “smart cards” are becoming increasingly common. 
These cards contain a small microprocessor capable of 
storing data in a secure fashion and of performing computer 
operations on such data. Smart cards may have built-in small 
numeric display screens. In particular, smart cards used for 
distribution of cryptographic keys, display keys on their 
display screens. 

[0016] Smart cards are used to authenticate card users and 
to authenticate the card/user combination to a third party. 
These cards are also used for controlling access to computer 
systems and databases and entry into secure areas. Northern 
Telecom offers a credit card siZed smart card called Entrust 
Which contains a microchip that stores encoded, private 
keys. HardWare tokens such as Security Dynamics’ SecurID 
card use a “time synchronous methodology” to produce 
passWords every 30 seconds. 

[0017] Wire transfer calculator-style devices are also 
knoWn in the art. Such devices are the siZe of a credit card 
and contain a tamper-resistant “secure perimeter” Within 
Which is disposed a clock and a cryptoprocessor. These 
devices also have a small LCD alpha-numeric display screen 
and a numeric keypad for data entry. 

[0018] A number of security devices and methods involv 
ing credit cards have been disclosed. For example, US. Pat. 
No. 5,311,594, “Fraud Protection For Card Transactions,” 
describes a challenge-response-method for fraud protection 
Wherein credit card holders are authenticated based on their 
responses to randomly asked questions like their mother’s 
phone number, their graduation year, birth date, etc. The 
responses are checked against prestored information in a 
database. 

[0019] US. Pat. No. 5,457,747, “Anti-Fraud Veri?cation 
System Using a Data Card,” describes a biometric system 
for deterring credit card fraud. Credit cards have tWo mag 
netic stripes, one that has been permanently encoded With 
the card holder’ s biometric information and one that an ATM 
can Write onto. To use the card, the card holder supplies the 
same biometric information at a veri?cation terminal. The 
terminal checks the biometric information supplied by the 
card holder against that recorded on the magnetic stripe. If 
the biometrics match, the terminal Will Write a transaction 
authoriZation onto the magnetic stripe. 

[0020] US. Pat. No. 5,485,519, “Enhanced Security For a 
Secure Token Code,” describes a method for enhancing 
security for a private key stored in a smart card. Auser input 
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PIN is combined algorithmically With a code resident in the 
smart card to produce the private key. The private key is not 
stored in the smart card except for short intervals When the 
card is actually being used by an authoriZed user Who has 
input his PIN. 

SUMMARY OF THE INVENTION 

[0021] This invention provides a method and a device to 
facilitate secure electronic commerce, secure remote credit 
card purchases, and secure conventional credit card pur 
chases Wherein the customer is assured that the merchant or 
an intercepting third party cannot misuse any credit card 
information. 

[0022] According to one aspect of our invention, a method 
for generating a single-use ?nancial account identi?er is 
provided Which includes the steps of accessing a ?rst data 
element speci?c to an account; accessing a second data 
element including transaction-speci?c data; and combining 
the ?rst data element and the second data element to produce 
the single-use ?nancial account identi?er. 

[0023] According to another aspect of our invention, a 
device for facilitating credit transactions is provided Which 
includes a processing unit including a cryptographic pro 
cessor. The device also includes an input unit connected to 
the processing unit for inputting information thereto, and a 
display unit connected to the processing unit for displaying 
a processing result. In addition, the device includes a 
memory device connected to the processing unit. The 
memory device contains a private cryptographic key, a ?rst 
data element, a second data element and a program adapted 
to be executed by the processing unit. In accordance With the 
program, the processing unit encrypts the ?rst data element 
using the private cryptographic key and the second data 
element, modi?es the second data element, combines the 
encrypted ?rst data element and the second data element to 
generate a single-use ?nancial account identi?er, and dis 
plays the single-use ?nancial account identi?er using the 
display unit. 

[0024] According to a further aspect of our invention, a 
system for verifying a ?nancial account identi?er is pro 
vided Which includes a processing unit including a crypto 
graphic processor. The system also includes a communica 
tions unit, connected to said processing unit, for transmitting 
and receiving information regarding the ?nancial account 
identi?er, and a memory device. The memory device-con 
tains a private cryptographic key, a ?rst data element, a 
second data element and a program adapted to be executed 
by the processing unit. In accordance With the program, the 
processing unit receives a single-use ?nancial account iden 
ti?er, extracts therefrom a third data element and a fourth 
data element, decrypts the third data element using the 
private cryptographic key and the fourth data element, 
compares the decrypted third data element With the ?rst data 
element in a ?rst comparison, compares the fourth data 
element With the second data element in a second compari 
son, and veri?es the received ?nancial account identi?er in 
accordance With the ?rst comparison and the second com 
parison. 
[0025] According to still another aspect of our invention, 
a method for providing a single-use ?nancial account iden 
ti?er includes the steps of: providing a memory storing data 
representing a plurality of predetermined single-use ?nan 












