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A method, system, and computer program product for shar 
ing adapter resources among multiple operating system 
instances. The present invention provides a mechanism for 
dynamically allocating virtualiZed I/O adapter resources. 
The present invention separates the operation of adapter 
resource allocation from adapter resource management. Pro 
tection attributes Within the adapter resource context are 
used to alloW the adapter to enforce access control over the 
adapter resources. The hypervisor allocates an available 
adapter resource to a given partition. The adapter is noti?ed 
of the allocation, and the adapter updates its internal struc 
ture to re?ect the allocation. The hypervisor may revoke 
ownership of and reassign adapter resources to another OS 
instance. In this manner, the allocation described above 
alloWs for the simple reassignment of resources from one 
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ASSOCIATION OF MEMORY ACCESS THROUGH 
PROTECTION ATTRIBUTES THAT ARE 

ASSOCIATED TO AN ACCESS CONTROL LEVEL 
ON A PCI ADAPTER THAT SUPPORTS 

VIRTUALIZATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 
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(Attorney Docket No. AUS920040179US1) entitled 
“V1r‘tualiZed I/O Adapter for a Multi-Processor Data Pro 
cessing System”; US. patent application Ser. No. 
(Attorney Docket No. AUS920040180US1) entitled “Virtu 
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tem”; US. patent application Ser. No. (Attorney 
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and Computer Program Product for Virtual Adapter Destruc 
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US. patent application Ser. No. (Attorney Docket 
No. AUS920040184US1) entitled “System and Method of 
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aliZation”; US. patent application Ser. No. (Attor 
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System for Fully Trusted Adapter Validation of Addresses 
Referenced in a Virtual Host Transfer Request”; US. patent 
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Resources”; US. patent application Ser. No. (Attor 
ney Docket No. AUS920040554US1) entitled “System and 
Method for Host Initialization for an Adapter that Supports 
VirtualiZation”; US. patent application Ser. No. 
(Attorney Docket No. AUS920040555US1) entitled “Data 
Processing System, Method, and Computer Program Prod 
uct for Creation and InitialiZation of a Virtual Adapter on a 
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tualiZation”; US. patent application Ser. No. (Attor 
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ney Docket No. AUS920040556US1) entitled “System and 
Method for Virtual Resource Initialization on a Physical 
Adapter that Supports Virtual Resources”; US. patent appli 
cation Ser. No. (Attorney Docket No. 
AUS920040557US1) entitled “Method and System for 
Native VirtualiZation on a Partially Trusted Adapter Using 
Adapter Bus, Device and Function Number for Identi?ca 
tion”; US. patent application Ser. No. (Attorney 
Docket No. AUS920040558US1) entitled “Native Virtual 
iZation on a Partially Trusted Adapter Using PCI Host 
Memory Mapped Input/Output Memory Address for Iden 
ti?cation”; US. patent application Ser. No. (Attor 
ney Docket No. AUS920040559US1) entitled “Native Vir 
tualiZation on a Partially Trusted Adapter Using PCI Host 
Bus, Device, and Function Number for Identi?cation; US. 
patent application Ser. No. (Attorney Docket No. 
AUS920040560US1) entitled “System and Method for Vir 
tual Adapter Resource Allocation”; US. patent application 
Ser. No. (Attorney Docket No. AUS920040561US1) 
entitled “System and Method for Providing Quality of 
Service in a Virtual Adapter”; and US. patent application 
Ser. No. (Attorney Docket No. AUS920040562US1) 
entitled “System and Method for Managing Metrics Table 
Per Virtual Port in a Logically Partitioned Data Processing 
System” all of Which are hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Technical Field 

[0003] The present invention relates generally to commu 
nication protocols betWeen a host computer and an input/ 
output (I/O) adapter. More speci?cally, the present invention 
provides an implementation for virtualiZing resources in a 
physical I/O adapter. In particular, the present invention 
provides a method, apparatus, and computer instructions for 
ef?cient and ?exible sharing of adapter resources among 
multiple operating system instances. 

[0004] 2. Description of Related Art 

[0005] A partitioned server is one in Which platform 
?rmWare, such as a hypervisor, manages multiple partitions 
(one operating system (OS) instance in each partition) and 
each partition has allocated resources: processor (processors 
or portion of a processor), memory, and I/O adapters. An 
example of platform ?rmWare used in logical partitioned 
data processing systems is a hypervisor, Which is available 
from International Business Machines Corporation. The 
hypervisor mediates data movement betWeen partitions to 
insure that the only data approved by their respective 
oWning partitions are involved. 

[0006] Existing partitioned servers typically have three 
access control levels: 

[0007] (l) Hypervisor leveliThis level is used to subdi 
vide physical server resources (processor, memory and I/O) 
into one or more shared resource groups that are allocated to 

an operating system (OS) instance. This level is referred to 
as privileged, because it is the only level that can perform 
physical resource allocation. 

[0008] (2) OS leveliEach OS instance created by the 
hypervisor executes at this level. An OS instance may only 
access resources that have been allocated to the OS instance 
at the hypervisor level. Each OS instance is isolated from 
other OS instances through hardWare and the resource 
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allocations performed at the hypervisor level. The resources 
allocated to a single OS instance can be further subdivided 
into one or more shared resource groups that are allocated to 

an application instance. 

[0009] (3) Application leveliEach application instance 
created by the OS executes at this level. An application 
instance can only access resources that have been allocated 
to the application instance at the OS level. Each application 
instance is isolated from other application instances through 
hardWare and the resource allocations performed at the OS 
level. 

[0010] A problem encountered With using I/O adapters in 
virtualiZed systems is an inability of the I/O adapter to share 
its resources. Currently, I/O adapters provide a single bus 
space for all memory mapped I/O operations. Currently 
available I/O adapters do not have a mechanism to con?gure 
multiple address spaces per adapter, Where (1) each address 
space is associated to particular access level (hypervisor, 
OS, and application, respectively); and (2) the I/O adapter in 
conjunction With virtual memory manager (V MM) provides 
access isolation betWeen the various OS instances that share 
the I/O adapter, on different access levels. 

[0011] Without a direct mechanism for sharing I/O adapt 
ers, OS instances do not share an I/O adapter, or, alterna 
tively, they share an I/O adapter by going through an 
intermediary, such as a hosting partition, hypervisor, or 
special I/O processor. The inability to share an I/O adapter 
betWeen OS instances presents several problems, including 
requiring more I/O slots and adapters per physical server, 
and high performance I/O adapters may not be fully utiliZed 
by a single OS instance. Sharing an I/O adapter through a 
hosting partition or hypervisor also presents several prob 
lems, the most signi?cant being the additional latency added 
to every I/O operation by going through the intermediary. If 
the intermediary is in the host (e.g., hosting partition or 
hypervisor), then the sharing function takes CPU cycles 
aWay from the application for each I/O operation. If the 
intermediary is outboard (e.g., I/O processor), then the 
sharing function requires an additional card, thus adding 
cost to the total server solution. 

[0012] Therefore, it Would be advantageous to have a 
mechanism for the direct sharing of adapter resources 
among multiple OS instances While the adapter enforces 
access level validation to the adapter resources. 

SUMMARY OF THE INVENTION 

[0013] The present invention provides a method, system, 
and computer program product for ef?cient and ?exible 
sharing of adapter resources among multiple operating sys 
tem instances. Speci?cally, the present invention provides a 
mechanism for dynamically allocating virtualiZed I/O 
adapter resources, Without adding complexity to the adapter 
implementation. A hypervisor is used to locate available 
resources in an adapter and allocates an available adapter 
resource to a given partition. The adapter is noti?ed of the 
allocation, and the adapter internal structure is updated to 
re?ect the allocation. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] The novel features believed characteristic of the 
invention are set forth in the appended claims. The invention 
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itself, hoWever, as Well as a preferred mode of use, further 
objectives and advantages thereof, Will best be understood 
by reference to the folloWing detailed description of an 
illustrative embodiment When read in conjunction With the 
accompanying draWings, Wherein: 

[0015] FIG. 1 is a diagram of a distributed computer 
system illustrated in accordance With a preferred embodi 
ment of the present invention; 

[0016] FIG. 2 is a functional block diagram of a small host 
processor node in accordance With a preferred embodiment 
of the present invention; 

[0017] FIG. 3 is a functional block diagram of a small, 
integrated host processor node in accordance With a pre 
ferred embodiment of the present invention; 

[0018] FIG. 4 is a functional block diagram of a large host 
processor node in accordance With a preferred embodiment 
of the present invention; 

[0019] FIG. 5 is a diagram illustrating the key elements of 
the parallel Peripheral Computer Interface (PCI) bus proto 
col in accordance With a preferred embodiment of the 
present; 

[0020] FIG. 6 is a diagram illustrating the key elements of 
the serial PCI bus protocol in accordance With a preferred 
embodiment of the present; 

[0021] FIG. 7 is a diagram illustrating the I/O virtualiZa 
tion functions provided in a host processor node in order to 
provide virtual host access isolation in accordance With a 
preferred embodiment of the present invention; 

[0022] FIG. 8 is a diagram illustrating the control ?elds 
used in the PCI bus transaction to identify a virtual adapter 
or system image in accordance With a preferred embodiment 
of the present invention; 

[0023] FIG. 9 is a diagram illustrating the adapter 
resources that are virtualiZed in order to alloW: an adapter to 
directly access virtual host resources; alloW a virtual host to 
directly access adapter resources; and alloW a non-PCI port 
on the adapter to access resources on the adapter or host in 
accordance With a preferred embodiment of the present 
invention; 
[0024] FIG. 10 is a diagram illustrating the creation of the 
three access control levels used to manage a PCI family 
adapter that supports I/O virtualiZation in accordance With a 
preferred embodiment of the present invention; 

[0025] FIG. 11 is a diagram illustrating hoW host memory 
that is associated With a system image is made available to 
a virtual adapter that is associated With a system image 
through an LPAR manager in accordance With a preferred 
embodiment of the present invention; 

[0026] FIG. 12 is a diagram illustrating hoW a PCI family 
adapter alloWs an LPAR manager to associate memory in the 
PCI adapter to a system image and its associated virtual 
adapter in accordance With a preferred embodiment of the 
present invention; 

[0027] FIG. 13 is a diagram illustrating one of the options 
for determining a virtual adapter is associated With an 
incoming memory address to assure that the functions 
performed by an incoming PCI bus transaction are Within 
the scope of the virtual adapter that is associated With the 
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memory address referenced in the incoming PCI bus trans 
action translation in accordance with a preferred embodi 
ment of the present invention; 

[0028] FIG. 14 is a diagram illustrating one of the options 
for determining a virtual adapter is associated with a PCI-X 
or PCI-E bus transaction to assure that the functions per 
formed by an incoming PCI bus transaction are within the 
scope of the virtual adapter that is associated with the 
requester bus number, requester device number, and 
requester function number referenced in the incoming PCI 
bus transaction translation in accordance with a preferred 
embodiment of the present invention; 

[0029] FIG. 15 is a diagram of an example resource 
allocation in accordance with a preferred embodiment of the 
present invention; 

[0030] FIG. 16 is a diagram illustrating the resource 
context of an internal adapter structure in accordance with a 
preferred embodiment of the present invention; 

[0031] FIG. 17 is a diagram illustrating a mapping of 
adapter internal structures to the bus adapter space in 
accordance with a preferred embodiment of the present 
invention; 

[0032] FIGS. 18A and 18B are diagrams illustrating 
resource context mappings from memory to adapter address 
space according to a preferred embodiment of the present 
invention; 

[0033] FIG. 19 is a diagram illustrating I/O address 
decoding in accordance with a preferred embodiment of the 
present invention; and 

[0034] FIG. 20 is a ?owchart of a process for implement 
ing dynamic resource allocation of a virtualiZed I/O adapter 
in accordance with a preferred embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0035] The present invention applies to any general or 
special purpose host that uses PCI family I/O adapter to 
directly attach storage or to attach to a network, where the 
network consists of endnodes, switches, router and the links 
interconnecting these components. The network links can be 
Fibre Channel, Ethernet, In?niBand, Advanced Switching 
Interconnect, or a proprietary link that uses proprietary or 
standard protocols. 

[0036] With reference now to the ?gures and in particular 
with reference to FIG. 1, a diagram of a distributed com 
puter system is illustrated in accordance with a preferred 
embodiment of the present invention. The distributed com 
puter system represented in FIG. 1 takes the form of a 
network, such as network 120, and is provided merely for 
illustrative purposes and the embodiments of the present 
invention described below can be implemented on computer 
systems of numerous other types and con?gurations. Two 
switches (or routers) are shown inside of network 120* 
switch 116 and switch 140. Switch 116 connects to small 
host node 100 through port 112. Small host node 100 also 
contains a second type of port 104 which connects to a direct 
attached storage subsystem, such as direct attached storage 
108. 
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[0037] Network 120 can also attach large host node 124 
through port 136 which attaches to switch 140. Large host 
node 124 can also contain a second type of port 128, which 
connects to a direct attached storage subsystem, such as 
direct attached storage 132. 

[0038] Network 120 can also attach a small integrated host 
node 144 which is connected to network 120 through port 
148 which attaches to switch 140. Small integrated host 
node 144 can also contain a second type of port 152 which 
connects to a direct attached storage subsystem, such as 
direct attached storage 156. 

[0039] Turning next to FIG. 2, a functional block diagram 
of a small host node is depicted in accordance with a 
preferred embodiment of the present invention. Small host 
node 202 is an example of a host processor node, such as 
small host node 100 shown in FIG. 1. 

[0040] In this example, small host node 202 includes two 
processor I/O hierarchies, such as processor I/O hierarchy 
200 and 203, which are interconnected through link 201. In 
the illustrative example of FIG. 2, processor I/O hierarchy 
200 includes processor chip 207 which includes one or more 
processors and their associated caches. Processor chip 207 is 
connected to memory 212 through link 208. One of the links 
on processor chip, such as link 220, connects to PCI family 
I/O bridge 228. PCI family I/O bridge 228 has one or more 
PCI family (e.g., PCI, PCI-X, PCI-Express, or any future 
generation of PCI) links that is used to connect other PCI 
family I/O bridges or a PCI family I/O adapter, such as PCI 
family adapter 244 and PCI family adapter 245, through a 
PCI link, such as link 232, 236, and 240. PCI family adapter 
245 can also be used to connect a network, such as network 
264, through a link via either a switch or router, such as 
switch or router 260. PCI family adapter 244 can be used to 
connect direct attached storage, such as direct attached 
storage 252, through link 248. Processor I/O hierarchy 203 
may be con?gured in a manner similar to that shown and 
described with reference to processor I/O hierarchy 200. 

[0041] With reference now to FIG. 3, a functional block 
diagram of a small integrated host node is depicted in 
accordance with a preferred embodiment of the present 
invention. Small integrated host node 302 is an example of 
a host processor node, such as small integrated host node 
144 shown in FIG. 1. 

[0042] In this example, small integrated host node 302 
includes two processor I/O hierarchies 300 and 303, which 
are interconnected through link 301. In the illustrative 
example, processor I/O hierarchy 300 includes processor 
chip 304, which is representative of one or more processors 
and associated caches. Processor chip 304 is connected to 
memory 312 through link 308. One of the links on the 
processor chip, such as link 330, connects to a PCI family 
adapter, such as PCI family adapter 345. Processor chip 304 
has one or more PCI family (e.g., PCI, PCI-X, PCI-Express, 
or any future generation of PCI) links that is used to connect 
either PCI family I/O bridges or a PCI family I/O adapter, 
such as PCI family adapter 344 and PCI family adapter 345 
through a PCI link, such as link 316, 330, and 324. PCI 
family adapter 345 can also be used to connect with a 
network, such as network 364, through link 356 via either a 
switch or router, such as switch or router 360. PCI family 
adapter 344 can be used to connect with direct attached 
storage 352 through link 348. 



US 2006/0212870 A1 

[0043] Turning noW to FIG. 4, a functional block diagram 
of a large host node is depicted in accordance With a 
preferred embodiment of the present invention. Large host 
node 402 is an example of a host processor node, such as 
large host node 124 shoWn in FIG. 1. 

[0044] In this example, large host node 402 includes tWo 
processor I/O hierarchies 400 and 403 interconnected 
through link 401. In the illustrative example of FIG. 4, 
processor I/O hierarchy 400 includes processor chip 404, 
Which is representative of one or more processors and 
associated caches. Processor chip 404 is connected to 
memory 412 through link 408. One of the links, such as link 
440, on the processor chip connects to a PCI family I/O hub, 
such as PCI family I/O hub 441. The PCI family I/O hub 
uses a netWork 442 to attach to a PCI family I/O bridge 448. 
That is, PCI family I/O bridge 448 is connected to sWitch or 
router 436 through link 432 and sWitch or router 436 also 
attaches to PCI family I/O hub 441 through link 443. 
NetWork 442 alloWs the PCI family I/O hub and PCI family 
I/O bridge to be placed in different packages. PCI family I/O 
bridge 448 has one or more PCI family (e.g., PCI, PCI-X, 
PCI-Express, or any future generation of PCI) links that is 
used to connect With other PCI family I/O bridges or a PCI 
family I/O adapter, such as PCI family adapter 456 and PCI 
family adapter 457 through a PCI link, such as link 444, 446, 
and 452. PCI family adapter 456 can be used to connect 
direct attached storage 476 through link 460. PCI family 
adapter 457 can also be used to connect With netWork 464 
through link 468 via, for example, either a sWitch or router 
472. 

[0045] Turning next to FIG. 5, illustrations of the phases 
contained in a PCI bus transaction 500 and a PCI-X bus 
transaction 520 are depicted in accordance With a preferred 
embodiment of the present invention. PCI bus transaction 
500 depicts a conventional PCI bus transaction that forms 
the unit of information Which is transferred through a PCI 
fabric for conventional PCI. PCI-X bus transaction 520 
depicts the PCI-X bus transaction that forms the unit of 
information Which is transferred through a PCI fabric for 
PCI-X. 

[0046] PCI bus transaction 500 shoWs three phases: an 
address phase 508; a data phase 512; and a turnaround cycle 
516. Also depicted is the arbitration for next transfer 504, 
Which can occur simultaneously With the address, data, and 
turnaround cycle phases. For PCI, the address contained in 
the address phase is used to route a bus transaction from the 
adapter to the host and from the host to the adapter. 

[0047] PCI-X transaction 520 shoWs ?ve phases: an 
address phase 528; an attribute phase 532; a response phase 
560; a data phase 564; and a turnaround cycle 566. Also 
depicted is the arbitration for next transfer 524 Which can 
occur simultaneously With the address, attribute, response, 
data, and turnaround cycle phases. Similar to conventional 
PCI, PCI-X uses the address contained in the address phase 
to route a bus transaction from the adapter to the host and 
from the host to the adapter. HoWever, PCI-X adds the 
attribute phase 532 Which contains three ?elds that de?ne 
the bus transaction requester, namely: requester bus number 
544, requester device number 548, and requester function 
number 552 (collectively referred to herein as a BDF). The 
bus transaction also contains a tag 540 that uniquely iden 
ti?es the speci?c bus transaction in relation to other bus 
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transactions that are outstanding betWeen the requester and 
a responder. The byte count 556 contains a count of the 
number of bytes being sent. 

[0048] Turning noW to FIG. 6, an illustration of the phases 
contained in a PCI-Express bus transaction is depicted in 
accordance With a preferred embodiment of the present 
invention. PCI-E bus transaction 600 forms the unit of 
information Which is transferred through a PCI fabric for 
PCI-E. 

[0049] PCI-E bus transaction 600 shoWs six phases: frame 
phase 608; sequence number 612; header 664; data phase 
668; cyclical redundancy check (CRC) 672; and frame phase 
680. PCI-E header 664 contains a set of ?elds de?ned in the 
PCI-Express speci?cation. The requester identi?er (ID) ?eld 
628 contains three ?elds that de?ne the bus transaction 
requester, namely: requester bus number 684, requester 
device number 688, and requester function number 692. The 
PCI-E header also contains tag 652, Which uniquely iden 
ti?es the speci?c bus transaction in relation to other bus 
transactions that are outstanding betWeen the requestor and 
a responder. The length ?eld 644 contains a count of the 
number of bytes being sent. 

[0050] With reference noW to FIG. 7, a functional block 
diagram of a PCI adapter, such as PCI family adapter 736, 
and the ?rmware and softWare that run on host hardWare 
(e.g. processor With possibly an I/O hub or I/O bridge), such 
as host hardWare 700, is depicted in accordance With a 
preferred embodiment of the present invention. 

[0051] FIG. 7 also shoWs a logical partitioning (LPAR) 
manager 708 running on host hardWare 700. LPAR manager 
708 may be implemented as a Hypervisor manufactured by 
International Business Machines, Inc. of Armonk, NY. 
LPAR manager 708 can run in ?rmWare, softWare, or a 
combination of the tWo. LPAR manager 708 hosts tWo 
system image (SI) partitions, such as system image 712 and 
system image 724 (illustratively designated system image 1 
and system image 2, respectively). The system image par 
titions may be respective operating systems running in 
softWare, a special purpose image running in softWare, such 
as a storage block server or storage ?le server image, or a 

special purpose image running in ?rmWare. Applications can 
run on these system images, such as applications 716, 720, 
728, and 732 (illustratively designated application 1A, appli 
cation 2, application 1B and application 3). Applications 716 
and 728 are representative of separate instances of a com 
mon application program, and are thus illustratively desig 
nated With respective references of “1A” and “1B”. In the 
illustrative example, application 716 and 720 run on system 
image 712 and applications 728 and 732 run on system 
image 724. As referred to herein, a virtual host comprises a 
system image, such as system image 712, or the combination 
of a system image and applications running Within the 
system image. Thus, tWo virtual hosts are depicted in FIG. 
7. 

[0052] PCI family adapter 736 contains a set of physical 
adapter con?guration resources 740 and physical adapter 
memory resources 744. The physical adapter con?guration 
resources 740 and physical adapter memory resources 744 
contain information describing the number of virtual adapt 
ers that PCI family adapter 736 can support and the physical 
resources allocated to each virtual adapter. As referred to 
herein, a virtual adapter is an allocation of a subset of 
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physical adapter resources and virtualiZed resources, such as 
a subset of physical adapter resources and physical adapter 
memory, that is associated With a logical partition, such as 
system image 712 and applications 716 and 720 running on 
system image 712, as described more fully hereinbeloW. 
LPAR manager 708 is provided a physical con?guration 
resource interface 738, and physical memory con?guration 
interface 742 to read and Write into the physical adapter 
con?guration resource and memory spaces during the adapt 
er’s initial con?guration and recon?guration. Through the 
physical con?guration resource interface 738 and physical 
con?guration memory interface 742, LPAR manager 708 
creates virtual adapters and assigns physical resources to 
each virtual adapter. LPAR manager 708 may use one of the 
system images, for example a special softWare or ?rmWare 
partition, as a hosting partition that uses physical con?gu 
ration resource interface 738 and physical con?guration 
memory interface 742 to perform a portion, or even all, of 
the virtual adapter initial con?guration and recon?guration 
functions. 

[0053] FIG. 7 shoWs a con?guration of PCI family 
adapter 736 con?gured With tWo virtual adapters. A ?rst 
virtual adapter (designated virtual adapter 1) comprises 
virtual adapter resources 748 and virtual adapter memory 
752 that Were assigned by LPAR manager 708 and that is 
associated With system image 712 (designated system image 
1). Similarly, a second virtual adapter (designated virtual 
adapter 2) comprises virtual adapter resources 756 and 
virtual adapter memory 760 that Were assigned by LPAR 
manager 708 to virtual adapter 2 and that is associated With 
another system image 724 (designated system image 2). For 
an adapter used to connect to a direct attached storage, such 
as direct attached storage 108, 132, or 156 shoWn in FIG. 1, 
examples of virtual adapter resources may include: the list of 
the associated physical disks, a list of the associated logical 
unit numbers, and a list of the associated adapter functions 
(e.g., redundant arrays of inexpensive disks (RAID) level). 
For an adapter used to connect to a netWork, such as netWork 
120 of FIG. 1, examples of virtual adapter resources may 
include: a list of the associated link level identi?ers, a list of 
the associated netWork level identi?ers, a list of the associ 
ated virtual fabric identi?ers (e.g. Virtual LAN IDs for 
Ethernet fabrics, N-port IDs for Fibre Channel fabrics, and 
partition keys for ln?niBand fabrics), and a list of the 
associated netWork layers functions (eg netWork o?load 
services). 
[0054] After LPAR manager 708 con?gures the PCI fam 
ily adapter 736, each system image is alloWed to only 
communicate With the virtual adapters that Were associated 
With that system image by LPAR manager 708. As shoWn in 
FIG. 7 (by solid lines), system image 712 is alloWed to 
directly communicate With virtual adapter resources 748 and 
virtual adapter memory 752 of virtual adapter 1. System 
image 712 is not alloWed to directly communicate With 
virtual adapter resources 756 and virtual adapter memory 
760 of virtual adapter 2 as shoWn in FIG. 7 by dashed lines. 
Similarly, system image 724 is alloWed to directly commu 
nicate With virtual adapter resources 756 and virtual adapter 
memory 760 of virtual adapter 2, and is not alloWed to 
directly communicate With virtual adapter resources 748 and 
virtual adapter memory 752 of virtual adapter 1. 

[0055] With reference noW to FIG. 8, a depiction of a 
component, such as a processor, l/O hub, or l/O bridge 800, 
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inside a host node, such as small host node 100, large host 
node 124, or small, integrated host node 144 shoWn in FIG. 
1, that attaches a PCI family adapter, such as PCI family 
adapter 804, through a PCl-X or PCl-E link, such as PCl-X 
or PCl-E Link 808, in accordance With a preferred embodi 
ment of the present invention is shoWn. 

[0056] FIG. 8 shoWs that When a system image, such as 
system image 712 or 724, or LPAR manager 708 shoWn in 
FIG. 7 performs a PCl-X or PCl-E bus transaction, such as 
host to adapter PCl-X or PCl-E bus transaction 812, the 
processor, l/O hub, or l/O bridge 800 that connects to the 
PCl-X or PCl-E link 808 Which issues the host to adapter 
PCl-X or PCl-E bus transaction 812 ?lls in the bus number, 
device number, and function number ?elds in the PCl-X or 
PCl-E bus transaction. The processor, l/O hub, or l/O bridge 
800 has tWo options for hoW to ?ll in these three ?elds: it can 
either use the same bus number, device number, and function 
number for all softWare components that use the processor, 
l/O hub, or l/O bridge 800; or it can use a different bus 
number, device number, and function number for each 
softWare component that uses the processor, l/O hub, or l/O 
bridge 800. The originator or initiator of the transaction may 
be a softWare component, such as system image 712 or 
system image 724 (or an application running on a system 
image), or LPAR manager 708. 

[0057] lfthe processor, l/O hub, or l/O bridge 800 uses the 
same bus number, device number, and function number for 
all transaction initiators, then When a softWare component 
initiates a PCl-X or PCl-E bus transaction, such as host to 
adapter PCl-X or PCl-E bus transaction 812, the processor, 
l/O hub, or l/O bridge 800 places the processor, l/O hub, or 
l/O bridge’s bus number in the PCl-X or PCl-E bus trans 
action’s requester bus number ?eld 820, such as requestor 
bus number 544 ?eld of the PCl-X transaction shoWn in 
FIG. 5 or requester bus number 684 ?eld of the PCl-E 
transaction shoWn in FIG. 6. Similarly, the processor, l/O 
hub, or l/O bridge 800 places the processor, l/O hub, or l/O 
bridge’s device number in the PCl-X or PCl-E bus transac 
tion’s requester device number 824 ?eld, such as requester 
device number 548 ?eld shoWn in FIG. 5 or requester device 
number 688 ?eld shoWn in FIG. 6. Finally, the processor, 
l/O hub, or l/O bridge 800 places the processor, l/O hub, or 
l/O bridge’s function number in the PCl-X or PCl-E bus 
transaction’s requestor function number 828 ?eld, such as 
requester function number 552 ?eld shoWn in FIG. 5 or 
requester function number 692 ?eld shoWn in FIG. 6. The 
processor, l/O hub, or l/O bridge 800 also places in the 
PCl-X or PCl-E bus transaction the physical or virtual 
adapter memory address to Which the transaction is targeted 
as shoWn by adapter resource or address 816 ?eld in FIG. 
8. 

[0058] If the processor, l/O hub, or l/O bridge 800 uses a 
different bus number, device number, and function number 
for each transaction initiator, then the processor, l/O hub, or 
l/O bridge 800 assigns a bus number, device number, and 
function number to the transaction initiator. When a softWare 
component initiates a PCl-X or PCl-E bus transaction, such 
as host to adapter PCl-X or PCl-E bus transaction 812, the 
processor, l/O hub, or l/O bridge 800 places the softWare 
component’s bus number in the PCl-X or PCl-E bus trans 
action’s requester bus number 820 ?eld, such as requester 
bus number 544 ?eld shoWn in FIG. 5 or requester bus 
number 684 ?eld shoWn in FIG. 6. Similarly, the processor, 



US 2006/0212870 A1 

l/O hub, or l/O bridge 800 places the software component’s 
device number in the PCl-X or PCl-E bus transaction’s 
requester device number 824 ?eld, such as requester device 
number 548 ?eld shown in FIG. 5 or requester device 
number 688 ?eld shown in FIG. 6. Finally, the processor, 
l/O hub, or l/O bridge 800 places the software component’s 
function number in the PCl-X or PCl-E bus transaction’s 
requestor function number 828 ?eld, such as requestor 
function number 552 ?eld shown in FIG. 5 or requester 
function number 692 ?eld shown in FIG. 6. The processor, 
l/O hub, or l/O bridge 800 also places in the PCl-X or PCl-E 
bus transaction the physical or virtual adapter memory 
address to which the transaction is targeted as shown by 
adapter resource or address ?eld 816 in FIG. 8. 

[0059] FIG. 8 also shows that when physical or virtual 
adapter 806 performs PCl-X or PCl-E bus transactions, such 
as adapter to host PCl-X or PCl-E bus transaction 832, the 
PCI family adapter, such as PCI physical family adapter 804, 
that connects to PCl-X or PCl-E link 808 which issues the 
adapter to host PCl-X or PCl-E bus transaction 832 places 
the bus number, device number, and function number asso 
ciated with the physical or virtual adapter that initiated the 
bus transaction in the requester bus number, device number, 
and function number 836, 840, and 844 ?elds. Notably, to 
support more than one bus or device number, PCI family 
adapter 804 must support one or more internal busses (For 
a PCl-X adapter, see the PCl-X Addendum to the PCI Local 
Bus Speci?cation Revision 1.0 or 1.0a; for a PCl-E adapter 
see PCT-Express Base Speci?cation Revision 1.0 or 1.0a the 
details of which are herein incorporated by reference). To 
perform this function, LPAR manager 708 associates each 
physical or virtual adapter to a software component running 
by assigning a bus number, device number, and function 
number to the physical or virtual adapter. When the physical 
or virtual adapter initiates an adapter to host PCl-X or PCl-E 
bus transaction, PCI family adapter 804 places the physical 
or virtual adapter’s bus number in the PCl-X or PCl-E bus 
transaction’s requester bus number 836 ?eld, such as 
requester bus number 544 ?eld shown in FIG. 5 or requestor 
bus number 684 ?eld shown in FIG. 6 (shown in FIG. 8 as 
adapter bus number 836). Similarly, PCI family adapter 804 
places the physical or virtual adapter’s device number in the 
PCl-X or PCl-E bus transaction’s requester device number 
840 ?eld, such as Requestor device Number 548 ?eld shown 
in FIG. 5 or requestor device number 688 ?eld shown in 
FIG. 6 (shown in FIG. 8 as adapter device number 840). 
PCI family adapter 804 places the physical or virtual adapt 
er’s function number in the PCl-X or PCl-E bus transac 
tion’s requester function number 844 ?eld, such as requester 
function number 552 ?eld shown in FIG. 5 or requester 
function number 692 ?eld shown in FIG. 6 (shown in FIG. 
8 as adapter function number 844). Finally, PCI family 
adapter 804 also places in the PCl-X or PCl-E bus transac 
tion the memory address of the software component that is 
associated, and targeted by, the physical or virtual adapter in 
host resource or address 848 ?eld. 

[0060] With reference now to FIG. 9, a functional block 
diagram of a PCI adapter with two virtual adapters depicted 
in accordance with a preferred embodiment of the present 
invention is shown. Exemplary PCI family adapter 900 is 
con?gured with two virtual adapters 916 and 920 (illustra 
tively designated virtual adapter 1 and virtual adapter 2). 
PCI family adapter 900 may contain one (or more) PCI 
family adapter ports (also referred to herein as an upstream 
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port), such as PCl-X or PCl-E adapter port 912 that interface 
with a host system, such as small host node 100, large host 
node 124, or small integrated host node 144 shown in FIG. 
1. PCI family adapter 900 may also contain one (or more) 
device or network ports (also referred to herein as down 
stream ports), such as physical port 904 and physical port 
908 that interface with a peripheral or network device. 

[0061] FIG. 9 also shows the types of resources that can 
be virtualiZed on a PCI adapter. The resources of PCI family 
adapter 900 that may be virtualiZed include processing 
queues, address and con?guration memory, adapter PCI 
ports, host memory management resources and downstream 
physical ports, such as device or network ports. In the 
illustrative example, virtualiZed resources of PCI family 
adapter 900 allocated to virtual adapter 916 include, for 
example, processing queues 924, address and con?guration 
memory 928, PCI virtual port 936 that is a virtualiZation of 
adapter PCI port 912, host memory management resources 
984 (such as memory region registration and memory win 
dow binding resources on ln?niBand or iWARP), and virtual 
device or network ports, such as virtual external port 932 
and virtual external port 934 that are virtualiZations of 
physical ports 904 and 908. PCI virtual ports and virtual 
device and network ports are also referred to herein simply 
as virtual ports. Similarly, virtualiZed resources of PCI 
family adapter 900 allocated to virtual adapter 920 include, 
for example, processing queues 940, address and con?gu 
ration memory 944, PCI virtual port 952 that is a virtual 
iZation of adapter PCl port 912, host memory management 
resources 980, and virtual device or network ports, such as 
virtual external port 948 and virtual external port 950 that 
are respectively virtualiZations of respective physical ports 
904 and 908. 

[0062] Turning next to FIG. 10, a functional block dia 
gram of the access control levels on a PCI family adapter, 
such as PCI family adapter 900 shown in FIG. 9, is depicted 
in accordance with a preferred embodiment of the present 
invention. The three levels of access are a super-privileged 
physical resource allocation level 1000, a privileged virtual 
resource allocation level 1008, and a non-privileged level 
1016. 

[0063] The functions performed at the super-privileged 
physical resource allocation level 1000 include but are not 
limited to: PCI family adapter queries, creation, modi?ca 
tion and deletion of virtual adapters, submission and 
retrieval of work, reset and recovery of the physical adapter, 
and allocation of physical resources to a virtual adapter 
instance. The PCI family adapter queries are used to deter 
mine, for example, the physical adapter type (eg Fibre 
Channel, Ethernet, iSCSl, parallel SCSI), the functions 
supported on the physical adapter, and the number of virtual 
adapters supported by the PCI family adapter. The LPAR 
manager, such as LPAR manager 708 shown in FIG. 7, 
performs the physical adapter resource management 1004 
functions associated with super-privileged physical resource 
allocation level 1000. However, the LPAR manager may use 
a system image, for example an I/O hosting partition, to 
perform the physical adapter resource management 1004 
functions. 

[0064] The functions performed at the privileged virtual 
resource allocation level 1008 include, for example, virtual 
adapter queries, allocation and initialization of virtual 


















