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DIGITAL RIGHTS MANAGEMENT OF A DIGITAL 
DEVICE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation-in-part applica 
tion of US. patent application Ser. No. 10/388,002 ?led 
Mar. 12, 2003, Which claims the bene?t of priority on US. 
Provisional Application No. 60/424,381 ?led on Nov. 5, 
2002. 

BACKGROUND 

[0002] 1. Field 

[0003] Embodiments of the invention relate to digital 
communications. More speci?cally, one embodiment of the 
invention relates to a system, apparatus and method for 
digital rights management using one-time programmable 
keys. 
[0004] 2. General Background 

[0005] Analog communication systems are rapidly giving 
Way to their digital counterparts. Similarly, the explosive 
groWth of the Internet and the World Wide Web have 
resulted in an increase of doWnloadable audio-visual ?les, 
such as video ?les, MP3-formatted audio ?les, and other 
digital content. 

[0006] Simultaneously With, and in part due to this rapid 
move to digital communications system, there have been 
signi?cant advances in digital recording devices. Digital 
versatile disk (DVD) recorders, digital VHS video cassette 
recorders (D-VHS VCR), CD-ROM recorders (e.g., CD-R 
and CD-RW), MP3 recording devices, and hard disk-based 
recording units are but merely representative of the digital 
recording devices that are capable of producing high quality 
recordings and copies thereof, Without the generational 
degradation (i.e., increased degradation betWeen successive 
copies) knoWn in the analog counterparts. 

[0007] The combination of movement toWards digital 
communication systems and digital recording devices poses 
a concern to content oWners such as the motion picture and 
music industries, Who are reluctant in providing doWnload 
able digital content due to fears of unauthorized and uncon 
trolled copying such digital content. In response, digital 
rights management schemes have been deployed into set-top 
boxes that receive digital content from providers of such 
content. 

[0008] “Digital Rights Management” (DRM) is a mecha 
nism for ensuring that digital content is properly handled in 
accordance With the rights granted by either a content oWner 
or a content provider. Previously, DRMs Were con?gured to 
perform simple conditional access to broadcast content. This 
processing Was accomplished by a cryptographic coproces 
sor or peripheral hardWare such as a smart card operating in 
cooperation With the main central processing unit (CPU). 
While this con?guration may have provided secure delivery 
of the digital content to the subscriber, it suffered from the 
cost of a separate security circuit, failed to fully ensure 
security of the digital content after delivery, and Was dif?cult 
to reprogram for neW rules imposed by the content oWner or 
content provider. Modern set-top boxes can noW store con 
tent for future vieWing, and they can netWork content to 
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other devices through digital interfaces, e.g. Ethernet, IEEE 
1394 or HDMI. The rules for handling content have groWn 
as a result. It Would be desirable to ?exibility and dynami 
cally address content handling rules as they evolve While 
maintaining cost effective security of decryption keys. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] Embodiments of the invention are illustrated by 
Way of example and not by Way of limitation in the accom 
panying draWings, in Which like references indicate similar 
elements and in Which: 

[0010] FIG. 1 is a ?rst exemplary embodiment of a 
content delivery system including a subscriber terminal 
device; 

[0011] FIGS. 2A & 2B are exemplary embodiments of the 
data structure associated With incoming information 
received by a digital device of the subscriber terminal device 
of FIG. 1; 

[0012] FIG. 3 is a more detailed embodiment of the 
content delivery system of FIG. 1 pertaining to the com 
munications betWeen the headend and the subscriber termi 
nal device; 

[0013] FIG. 4 is an exemplary embodiment of digital 
device of FIG. 3; 

[0014] FIG. 5A is a ?rst exemplary embodiment of the 
descrambler implemented Within the digital device of FIG. 
1; 

[0015] FIG. 5B is a second exemplary embodiment of the 
descrambler implemented Within the digital device of FIG. 
1; 

[0016] FIG. 5B is a third exemplary embodiment of the 
descrambler implemented Within the digital device of FIG. 
1; 

[0017] FIG. 6A is a ?rst exemplary embodiment of com 
putations for producing the Root Key; 

[0018] FIG. 6B is a second exemplary embodiment of 
computations for producing the Root Key; 

[0019] FIG. 6C is a third exemplary embodiment of 
computations for producing the Root Key; and 

[0020] FIGS. 7A and 7B are exemplary ?oWcharts illus 
trating the operations of the digital rights management logic 
in combination With other components Within the digital 
device of FIG. 1. 

DETAILED DESCRIPTION 

[0021] Various embodiments of the invention relate to an 
apparatus, system and method for controlling entitlements 
concerning digital content received from a content provider. 
Examples of a “content provider” include, but are not 
limited to a terrestrial broadcaster, cable operator, direct 
broadcast satellite (DBS) company, a company providing 
content for doWnload via the Internet, or other source of 
content. Such control is provided by digital rights manage 
ment logic loaded Within a subscriber terminal device and 
separate from, but operating in cooperation With key gen 
eration logic. 
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[0022] More speci?cally, the digital rights management 
logic functions separate from key generation, Which is 
conducted internally by the descrambler. The DRM is 
executed by the main processor of the subscriber terminal 
device. Updates to the DRM can be doWnloaded to the 
subscriber terminal device. Key generation is conducted by 
the descrambler, Which can be non-processor based hard 
Ware, and therefore, fully independent of the DRM func 
tionality and eliminating the need for a separate crypto 
graphic processor. This approach maintains a higher level of 
security over the content than software only approach that 
attempt to handle both DRM and key generation because 
hardWare based security is often more di?icult to probe and 
reverse engineer. 

[0023] In the folloWing description, certain terminology is 
used to describe features of the invention. For instance, the 
terms “component” or “logic” are each representative of 
hardWare and/ or softWare con?gured to perform one or more 
functions. Examples of “hardWare” include, but are not 
limited or restricted to an integrated circuit such as a 

processor (e.g., microprocessor, application speci?c inte 
grated circuit, a digital signal processor, a micro-controller, 
etc.), ?nite state machine, combinatorial logic or the like. 

[0024] An example of “software” includes a series of 
executable instructions in the form of an application, an 
applet, a routine or sub-routine. The softWare may be stored 
in any type of machine readable medium such as a program 
mable electronic circuit, a semiconductor memory device 
such as volatile memory (e.g., random access memory, etc.) 
and/or non-volatile memory (e.g., any type of read-only 
memory “ROM”, ?ash memory), a ?oppy diskette, an 
optical disk (e.g., compact disk or digital video disc 
“DVD”), a hard drive disk, tape, or the like. 

[0025] Herein, the term “process block” represents hard 
Ware and/or softWare having a dedicated function, such as 
decryption, encryption, hashing or the like. 

[0026] Referring to FIG. 1, an exemplary embodiment of 
a content delivery system 100 is shoWn. Content delivery 
system 100 includes a subscriber terminal device 110 that 
receives information including program data from one or 
more content providers over a ?rst transmission medium 105 
(e.g., electrical Wire, optical ?ber, cable, Wireless signaling 
circuitry, etc.). The program data may be propagated as a 
digital bit stream for example. Subscriber terminal device 
110 may operate as any number of products such as a set-top 
box or one or more components integrated into a television, 
computer, audio-playback device (e.g., digital radio), audio 
recording device (e.g., MP3 player), video-recording device 
(e.g., digital recorder), or the like. 

[0027] According to one embodiment of the invention, 
subscriber terminal device 110 may be con?gured in accor 
dance With an embedded architecture, Where subscriber 
terminal device 110 is implemented as a set-top box that 
comprises ?xed, internal logic supporting both digital rights 
management (DRM) and descrambling operations. This 
internal logic is identi?ed as a digital device 115. 

[0028] When implemented as a set-top box, subscriber 
terminal device 110 may be coupled to other components in 
content delivery system 100 via a second transmission 
medium 120. Second transmission medium 120 operates to 
transmit program data betWeen subscriber terminal device 
110 and other components in content delivery system 100. 
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[0029] Depending on the type of product corresponding to 
subscriber terminal device 110, content delivery system 100 
may include one or more of the folloWing components: an 
audio system 130, a digital VCR 140, a hard disk recording 
unit 150, a display 160, a control unit 170 and a secondary 
subscriber terminal device 180. 

[0030] Herein, as shoWn, audio system 130 provides audio 
playback and storage capabilities When the program data 
includes audio ?les. Digital VCR 140, such as a D-VHS 
VCR, and hard disk recording unit 150 provides recording 
and playback of program data. Audio system 130, digital 
VCR 140 and hard disk recording unit 150 are in commu 
nication With subscriber terminal device 110 and other 
components of content delivery system 100, such as display 
160, control unit 170 and secondary subscriber terminal 
device 180, via second transmission medium 120. 

[0031] Display 160 may include a high de?nition televi 
sion display, a monitor, or another device capable of pro 
cessing digital video signals. Control unit 170 may be in 
communication With second transmission medium 120. 
Control unit 170 may be used to coordinate and control the 
operation of some or each of the components on content 
delivery system 100. 

[0032] Secondary subscriber terminal device 180 may be 
part of a home entertainment netWork that supports the 
retransmission of data to a variety of components placed 
throughout a home, business or any other facility. 

[0033] Although subscriber terminal device 110 is con?g 
ured in accordance With an embedded architecture so as to 
include digital device 115 With DRM functionality, it is 
contemplated that subscriber terminal device 110 may be 
con?gured in accordance With a split security architecture. 
Herein, subscriber terminal device 110 may be adapted to 
receive a removable smart card With the digital device 115 
deployed thereon. 

[0034] As shoWn in FIG. 2A, subscriber terminal device 
110 comprises digital device 115, Which processes incoming 
information 200, namely program data 210 inclusive of the 
digital content. The “program data”210 comprises at least (i) 
system information 220 and (ii) digital content 230, namely 
an image, document (Web page, alphanumeric text, etc.), 
audio, video or any combination thereof. The digital content 
230 may be in a scrambled or clear format. In addition, 
according to one embodiment of the invention, it is con 
templated that program data 210 may further comprises an 
Entitlement Control Message (ECM) 240 and/or an Entitle 
ment Management Message (EMM) 250. 

[0035] After being obtained, an exemplary order of data 
propagation as shoWn in FIG. 2B, system information 220 
is processed. “System information”220 may include infor 
mation on program names 222, time of broadcast 224, 
source of content 226, requisite decoding algorithm 228, and 
access criteria 260. The “access criteria”260 is information 
(hereinafter referred to as “access requirements”) that con 
trols digital device 115 and other components (e.g., audio 
system 130, digital VCR 140, hard disk recording unit 150, 
display 160 of FIG. 1) as to hoW and When digital content 
230 may be replayed, retransmitted and/or recorded. In 
general terms, each access requirement is a restrictive 
parameter used to determine if subscriber terminal device 
110 is authorized to perform a speci?ed operation. 



US 2006/0198519 A9 

[0036] As an illustrative example, a ?rst access require 
ment may indicate that digital content 230 may be replayed 
“X” times, Where X21. A second access requirement may 
indicate that digital content 230 is pay per play (PPP) or pay 
per vieW (PPV) scrambled digital content that may be played 
only during a prescribed time period. A third access require 
ment may indicate that digital content 230 cannot be 
recorded (“0” times) or can be recorded “X” times. 

[0037] Alternatively, it is contemplated that access criteria 
260 may be transmitted along With or as part of an ECM 240, 
Which is generally used to regulate access to a particular 
channel or service. ECM 240 may comprise a key (e.g. 
control Word) to descramble incoming scrambled digital 
content. 

[0038] EMM 250 may be used to deliver access rights 
(sometimes referred to as “entitlements”) 270 to digital 
device 115. Examples of certain entitlements 270 may 
include, but are not limited to keys, digital certi?cates, 
access parameters directed to replay, retransmission and/or 
recordation features of the subscriber terminal device 110. 
Normally, EMM 250 is received prior to digital content 230 
and may be sent in-band (as shoWn) or out-of-band via a 
side-band channel for example. These entitlements 270 may 
be doWnloaded Well in advance of receipt of their corre 
sponding digital content 230. 

[0039] Of course, other control information 280 may be 
provided in EMM 250. For instance, control information 
280 contained in EMM 250 may comprise a removable 
device identi?er (ID), Which is a bit value that is used to 
indicate a particular type and/or manufacturer of subscriber 
terminal device 110. Control information 280 of EMM 250 
may comprise a length ?eld, Which is a bit value used to 
indicate the length of EMM 250. Control information 280 of 
EMM 250 may further comprise one or more key identi?ers, 
Which are multi-bit entitlement tag values that are signed for 
use in checking Whether any key of EMM 250 has been 
illicitly altered. 

[0040] Control information 280 of EMM 250 may further 
comprise one or more of the folloWing: a Manufacturer 
identi?er (Manufacturer ID) being a predetermined value 
(e.g., one or more bits such as 16-bits) that identi?es a 
manufacturer of digital device 115; a Service Provider ID 
being a value that identi?es the content delivery system 
provider as Well as the selected distribution scheme (e.g., 
cable, satellite, terrestrial or Internet company supplying the 
requested program data); a Conditional Access (CA) Pro 
vider ID being a value that identi?es the provider of CA 
control system; or a Sequence Number being used for 
reordering packets of information if a key is more than one 
packet in length, and in certain systems, may also be used to 
indicate expiration of various control information. 

[0041] When digital content 230 in a scrambled format is 
received by subscriber terminal device 110, the access 
requirements 260 Within program data 210 are compared to 
entitlements 270 that subscriber terminal device 110 actually 
has. Such comparison is accomplished Within digital device 
115 as described beloW in detail. 

[0042] According to one embodiment of the invention, in 
order for subscriber terminal device 110 to display the 
scrambled content in clear form for example, access require 
ments 260 associated With digital content 230 are compared 
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to entitlements 270 previously assigned to subscriber termi 
nal device 110. The entitlements 270 may state that sub 
scriber terminal device 110 is entitled to vieW/playback 
content from a given content provider such as Home Box 
Of?ce (HBO), for example. The entitlements 270 may also 
include one or more keys needed to descramble the digital 
content. The entitlements 270 also may de?ne time periods 
for Which subscriber terminal device 110 may descramble 
digital content 230. 

[0043] Thus, in one embodiment, access requirements 260 
and entitlements 270 are used by a digital rights manage 
ment (DRM) function to determine Whether digital device 
115 is authorized to vieW a particular program. Although this 
illustrative embodiment focuses on mechanisms to recover 
audio/visual content such as television broadcasts or pur 
chased movies, it is contemplated that the invention is also 
applicable to the descrambling audio-only or image-only 
content only (e.g., digitiZed music ?les, digital pictures, 
etc.). 
[0044] As seen in FIG. 3, a detailed exemplary embodi 
ment of content delivery system 100 comprising a headend 
server (“headend”) 310 in communication With subscriber 
terminal device 110 over a one-Way or tWo-Way netWork 320 
is shoWn. 

[0045] For this embodiment of the invention, it is con 
templated that headend 310 maintains all entitlements for 
digital device 115 of subscriber terminal device 110, Which 
operates as a decoder. It is contemplated that other embodi 
ments for maintaining entitlements may be deployed. 

[0046] Headend 310 is adapted to deliver entitlements, 
such as one or more (N) keys 3301-330N for example, 
encrypted by encryption logic 340 using a key 350 stored or 
produced Within digital device 115. For instance, this key 
350 is a “Root Key,” Which is a deterministic key based on 
a collection of information such as one or more keys, portion 
of digital content 230, a Unique Key as set forth beloW, or 
any combination thereof. For clarity, keys 3301-330N shall 
be generally referred to as “Service Key(s)” or “SK”330. 
The Service Key(s) 330 are encrypted using Root Key 350 
(referenced as “E(SK) 335”) and are provided to subscriber 
terminal device 110 for local storage via netWork 320. 

[0047] As described beloW, Service Key(s) 330 are stored 
in their encrypted form, and loaded from storage as needed. 
Upon loading, any one of encrypted Service Key(s) 330 is 
decrypted Within digital device 115 by using Root Key 350 
and perhaps a unique key stored in a storage element of 
digital device 115 as described beloW. 

[0048] For this embodiment of the invention, digital 
device 115 may be implemented as a printed circuit card, 
multi-chip module, or even a single chip solution. Herein, 
digital device 115 comprises a processor 360, an optional 
memory 370, a descrambler 380 being an integrated circuit 
(IC) that handles the secure processing of incoming content, 
and an interface 390. Memory 370 may be used for storage 
of encrypted Services Key(s) 335, DRM function 375 for 
execution by processor 360 or the like. Therefore, memory 
370 may be non-volatile, volatile or a combination of 
volatile and non-volatile memories. 

[0049] According to one embodiment, descrambler 380 
comprises a storage element 400, a decryption block 410 and 
descrambling logic 420. Descrambler 380 features no pro 
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cessor, no ?rmware and no software; namely it is a non 
processor based descrambler. No software instructions or 
code is executed Within descrambler 380. Cryptographic 
operations (e.g., decryption, hashing, etc.) are performed by 
decryption block 410 Which, according to one embodiment 
of the invention, is implemented as a hardWare circuit or 
state machine using only a single key function for decryp 
tion. According to another embodiment of the invention, 
decryption block 410 is implemented as a sequence of 
process blocks forming a key ladder arranged to produce a 
key (e.g., Root Key 350) to recover at least one Service Key 
330i(l§i§N) for descrambling (or assist in the descram 
bling) of the incoming scrambled content (see FIG. 5A). 

[0050] One or more unique keys 430, generally referred to 
as “Unique Key”430 herein, may be programmed into 
storage element 400 during manufacture. For example, in 
one embodiment, storage element 400 implemented Within 
descrambler 380 that can be Written only once. When 
subscriber terminal device 110 is manufactured, storage 
element 400 is programmed. In this embodiment, there is no 
Way to either improperly read or overWrite Unique Key 430 
that Was originally loaded into storage element 400. An 
association betWeen a serial number of subscriber terminal 
device 110 and Unique Key 430 loaded into descrambler 
380 may be recorded and subsequently made available to 
headend 310. 

[0051] In one embodiment of the invention, Service 
Key(s) 330 is used as a descrambling key to descramble the 
content directly. In another embodiment of the invention, 
Service Key(s) 330 is used to decrypt one or more descram 
bling keys, Which are received in-band With the scrambled 
digital content and subsequently used for descrambling 
purposes. Where Service Key(s) 330 feature more than one 
key, each key 3301-330N may be encrypted using different 
public and proprietary encryption algorithms. These differ 
ent proprietary algorithms may be considered as any-piracy 
measures to invalidate clone hardWare. 

[0052] Referring still to FIG. 3, headend 310 can deliver 
one or more Service Keys 330 on a channel or “tier of 
service” basis in the EMMs. The Service Key(s) 330 is 
encrypted to produce E(SK) 335 and is stored locally in 
subscriber terminal device 110, such as Within memory 370 
or Within on-chip memory of processor 360. This alloWs 
processor 360 to use Service Key(s) 330 as needed When 
tuning to different channels. 

[0053] While this embodiment Works in one-Way (non 
IPPV) broadcast netWorks, it also performs in tWo-Way, 
interactive netWorks, Where Service Key(s) 330 for a par 
ticular service is requested, such as IPPV or VOD purchases 
or any other non-subscription service. A return channel 321 
is used to request a particular Service Key 330i because the 
ability to grant access to a neW service is performed by 
headend 310 instead of a local controlling cryptographic 
processor. 

[0054] In order to avoid overload problems at headend 310 
caused by a large number of simultaneous impulse buys of 
IPPV programs, a Free PrevieW period can be determined 
and IPPV programs can be marketed in advance of the actual 
vieWing. In this embodiment, service keys for individual 
shoWs or movies may be requested by subscriber terminal 
device 110 and delivered ahead of time. For example, 
interactive netWorks, such as a cable system having return 
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channel 321 such as a DOCSIS modem or Out-of-Band 
transmitter/receiver for example (see FIG. 4), can deliver a 
Request for Program Key (RPK) message from subscriber 
terminal device 110 to headend 310. Alternatively, sub 
scriber terminal device 110 may request Service Keys 330 in 
real-time for each program accessed. 

[0055] FIG. 4 provides a more detailed illustration of 
subscriber terminal device 110 of FIG. 3 adapted to headend 
310 for request and receipt of the Service Key. According to 
one embodiment of the invention, program data 210 such as 
an Entitlement Control Message (ECM) or meta-data asso 
ciated With an Electronic Program Guide (EPG) is provided 
to subscriber terminal device 110 by a content provider. The 
program data 210 is adapted to convey at least an identi?er 
of the desired channel or service (referred to as “Channel or 
Service ID”). In the event that program data 210 is an IPPV 
or VOD program, program data 210 may further include a 
Program identi?er (PID). 

[0056] An MPEG Demultiplexer 510 operates as a mes 
sage processor to extract the Channel or Service ID. The 
Channel or Service ID is routed to processor 360, Which in 
combination With interface 390, operating as transmitter/ 
receiver logic, generates the RSK message for routing to 
headend 310 over return channel 321. 

[0057] Although not shoWn, the headend processes the 
RPK message. The RPK message may contain an address of 
subscriber terminal device 110 as Well as information 
needed to identify the channel to be vieWed (all of Which 
may be obtained from Motion Picture Experts Group 
“MPEG” system and program information already pro 
cessed by the insecure processor). The RPK message may be 
encrypted, if desired, for non-repudiation and prevention of 
denial of service attacks, such as IPPV or VOD requests for 
example. 
[0058] Upon receipt of the RPK message, the headend 
accesses entries of an access control list (listing each entitle 
ment of subscriber terminal device 110) and veri?es sub 
scriber terminal device 110 is authoriZation to receive a 
particular Service Key (e.g. SK 330i). If authorized, the 
headend sends E(SK) 335i (SK 330i encrypted using a copy 
of Root Key 350 based in part on Unique Key 430 contained 
in storage element 400 located in descrambler 380) to 
subscriber terminal device 110. 

[0059] In response, E(SK) 335i is received by interface 
390 and routed to processor 360. Processor 360 may store 
E(SK) 335i in internal memory, external memory 370 or 
provide SK 335i to descrambler 380 for descrambling 
incoming scrambled content in real-time. For instance, 
memory 370 is an optional component for use if it is 
desirable to storage the E(SK) 335i locally. 

[0060] E(SK) 335i, along With seed information to gener 
ate Root Key 350, are provided to subscriber terminal device 
110 through EMM or other control information and stored. 
These entitlements are subsequently compared to access 
requirements by a DRM processed by processor 360 or 
perhaps processing logic implemented Within descrambler 
380. DRM is recovered from memory 370 or on-chip 
internal memory of processor 360. 

[0061] Upon receiving the scrambled digital content of the 
program data 210, descrambler 380 descrambles such con 
tent, Which is subsequently supplied to MPEG decoder 520 
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if the content is compressed With a MPEG format. MPEG 
decoder 520 decompresses the digital content and subse 
quently routes the decompressed digital content to either a 
digital-to-analog (D/A) converter for display on a television, 
a Digital Video Interface (DVI) link or a netWork interface 
(e.g., IEEE 1394 link). 

[0062] As shoWn, processor 360, memory 370, descram 
bler 380, transmitter/receiver logic 390, MPEG Demulti 
plexer 510 and MPEG decoder 520 may be implemented on 
tWo or more integrated circuits interconnected through bus 
traces or another communication scheme (e.g., Wires, optical 
?ber, etc.). Alternatively, these components may be imple 
mented on a single integrated circuit. 

[0063] In this embodiment, SK 330i may be valid for a 
certain period of time. Digital device 110 may store E(SK) 
335i in memory 370 as it comes over the netWork from the 
headend, alloWing the subscriber terminal device to re 
access the service if SK 330i is still valid Without having to 
request that Service Key again. 

[0064] SK 330i may be valid for the duration of a program 
or it may be valid for a selected period of time, eg 
prescribed number of hours. Using a key for a longer period 
of time Will reduce the overall number of transactions 
betWeen the subscriber terminal device and the headend 
because, once E(SK) 330i is stored in memory 370 of 
subscriber terminal device 110, it is readily available. 
Depending on the duration of the current Service Key (e.g., 
SK), the next Service Key (SKnext) may be delivered along 
With the SK. Alternatively, subscriber terminal device 110 
may request the SKnext after detecting the end of the SK’s 
valid Epoch (e.g., time duration of the SK). In different 
embodiments, the Service Key may be valid for a subscrib 
er’s subscription period. 

[0065] Services can be sold a-la-carte or sold as a package. 
There may be several tiers of services, each identi?ed by a 
Service ID. For example, there may be a basic tier of 
services, a medium tier offering more services, and 
advanced tiers offering different premium services. Each 
incremental tier of services may be given a separate Service 
Key. 
[0066] In summary, as shoWn in FIGS. 3 and 4, digital 
device 115 of FIG. 4 comprises descrambler 380 With 
Unique Key 430 that is loaded during manufacture of digital 
device 115 or during manufacture of the subscriber terminal 
device. E(SK) 335, being Service Key 330i encrypted by 
Root Key 350, is delivered to the subscriber terminal device 
110 and stored in encrypted form in digital device 115. 
Alternatively, subscriber terminal device 110 could request 
a Service Key each time that subscriber terminal device 110 
tunes to a channel Without storing the Service Key(s) locally. 
In addition, seed information 620 to produce Root Key 350 
is provided as Well. 

[0067] The entitlements are normally held by the control 
ling authority such as a key server in headend 310 of FIG. 
3 for example. Processor 360 in digital device 115 may 
receive a message (e.g., ECM and/or EMM), Which identi 
?es What digital device 115 is authorized to descramble so 
that it may properly display vieWing options to a vieWer. 
Thereafter, processor 360 can then request or generate 
Service Keys for selected channels once the received and 
previously stored entitlements are compared With the stored 
access requirements of subscriber terminal device 110. 
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[0068] FIG. 5A is a ?rst exemplary embodiment of 
descrambler 380 implemented Within subscriber terminal 
device 110 of FIG. 3. On receipt of control information, 
such as a series of keys, a ?rst process block 610 computes 
Root Key 350. Root Key 350 is produced from a compila 
tion of information 620 (referred to as “seed information”) 
as described beloW. In particular, according to one embodi 
ment of the invention, Root Key 350 is produced by ?rst 
process block 610 initially processing seed information 620, 
namely decrypting a series of encrypted keys 620 using 
Unique Key 430. Each of these keys represents a group of 
subscriber terminal devices. The decryption (DEC) is in 
accordance With symmetric key cryptographic functions 
such as DES, AES, IDEA, 3DES and the like. 

[0069] Thereafter, a second process block 630 conducts 
one-Way hash operations on the decrypted keys 625. These 
hash operations are in accordance With a tree-like hashing 
structure as shoWn in FIGS. 6A-6C. 

[0070] In particular, With respect to a ?rst embodiment of 
a hashing procedure shoWn in FIG. 6A, decrypted keys 625 
(keys 626-629) undergo hash operations to produce corre 
sponding hash values KEYH1-KEYH4700, 702, 704, and 
706. For this embodiment, the number of decrypted keys has 
been selected as four (4), namely Keyl to Key4 for clarity 
purposes. It is contemplated that a lesser or greater number 
of keys may be used. Moreover, the tree hierarchy may 
involve hash block computations based on more than tWo 
hash values, instead of tWo hash values as shoWn. Also, if 
there are an odd number of keys (or hash value sums), it is 
contemplated that a constant may be used for the key (or 
hash value sum) in order to provide a pairing. 

[0071] Pairings ofhash values 700, 702, 704, and 706 are 
combined and undergo another hash function to form hash 
value sums HVS1710 and HVS2712 as shoWn. For example, 
KEYHL 700 and KEYH2702 are combined and hashed 
together to form HVS1710 While KEYH3704 and 
KEYH4706 are combined and hashed together to form 
HVS2712. Thereafter, HVS1710 and HVS2712 are com 
bined and hashed together to produce a second-level hash 
value, Which is Root Key 350 for this embodiment. When 
hash values are “combined,” it is generally de?ned that an 
arithmetic operation is performed on these values. Examples 
of the arithmetic operations include concatenation, modular 
addition or other related operations. 

[0072] According to another embodiment of the hashing 
procedure, as shoWn in FIG. 6B, Root Key 350 is produced 
by ?rst process block of FIG. 5A initially decrypting at least 
one key (e.g., Keyl 626) encrypted With Unique Key 430. 
Such decryption uses Unique Key 430 stored internally With 
storage element 400. Second process block of FIG. 5A 
subsequently performs one-Way hash operations on the 
recovered Keyl 626 to produce KEYH1700. To optimiZe 
speed of this hashing procedure, KEYH2702 and HVS2712 
values may be pre-computed and supplied to second process 
block 630 of FIG. 5A to produce Root Key 350. 

[0073] According to yet another embodiment of the inven 
tion, as shoWn in FIG. 6C, second process block 630 
produces Root Key 350 by performing iterative one-Way 
hash operations on a seed value (e.g., Keyl 626). Of course, 
other mechanisms may be used to produce Root Key 350. 

[0074] Referring back to FIG. 5A, Root Key 350 is loaded 
into a third process block 640 that is used to decrypt 
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encrypted Service Key(s) 335 to recover a service key 330 
used to descramble scrambled content 230 loaded into the 
digital device and in particular descrambling logic 420. 
Descrambling logic 420 may be con?gured to perform 
3DES operations on the scrambled content. The result may 
be content in a clear format, Which is transmitted from 
descrambling logic 420 and subsequently loaded into a 
MPEG decoder as shoWn in FIG. 4 or optionally into a D/A 
converter, DVI Interface or IEEE 1394 interface. 

[0075] Descrambler 380 further provides for re-encryption 
of the descrambled content received from descrambling 
logic 420. The descrambled content is loaded into encryp 
tion logic 650 and encrypted using Root Key 350. The 
re-encrypted content is provided to another component of 
the content delivery system, such as the secondary sub 
scriber terminal device for example. 

[0076] Referring noW to FIG. SE, a second exemplary 
embodiment of descrambler 380 implemented Within sub 
scriber terminal device 110 of FIG. 3 is shoWn. On receipt 
of control information, such as a series of keys, ?rst and 
second process blocks 610 and 630 compute Root Key 350 
from seed information 620 as described above. 

[0077] Instead of being loaded into third process block 
640 to decrypt encrypted Service Key(s) 335, Root Key 330 
is used to descramble scrambled content 230 loaded into 
descrambling logic 420. Descrambling may include perfor 
mance of 3DES operations on the scrambled content. The 
result may be content in a clear format, Which is transmitted 
from descrambling logic 420 and subsequently loaded into 
a MPEG decoder, a D/A converter, a DVI Interface, an IEEE 
1394 interface or the like. 

[0078] Descrambler 380 further provides for re-encryption 
of the descrambled content received from descrambling 
logic 420. The descrambled content is loaded into encryp 
tion logic 650 and encrypted using Root Key 350. The 
re-encrypted content is provided to a secondary subscriber 
terminal device or another component of the content deliv 
ery system. 

[0079] FIG. 5C is a third exemplary embodiment of 
descrambler 380 implemented Within subscriber terminal 
device 110 of FIG. 3. Descrambler 380 receives as input 
control information 280 and/ or a home key generator (HKG) 
message 685. Control information 280 is processed by a ?rst 
process block 660 in order to generate a key 665 that is used 
to descramble scrambled content 230. 

[0080] According to one embodiment of the invention, 
control information 280 comprises one or more of the 
following: (1) a “Manufacturer ID” to identify a manufac 
turer of the digital device; (2) a “Service Provider ID” to 
identify the content delivery system provider as Well as the 
selected distribution scheme (e.g., cable, satellite, terrestrial 
or Internet company supplying the requested program data); 
and (3) a “Sequence Number” being used for reordering 
packets of information if a key is more than one packet in 
length, and in certain systems, may also be used to indicate 
expiration of various control information. 

[0081] As shoWn, key 665 is loaded into a second process 
block 670 that is used to decrypt encrypted Service Key(s) 
675 to recover a service key 676 used to descramble 
scrambled content 230 as described above. The resultant 
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descrambled content 680 is routed for display on the display 
device and as an input for re-encryption logic 650. 

[0082] Concurrently, descrambler 380 receives as input 
HKG message 685. Formed by a Service Provider ID and 
perhaps other data (e.g., Sequence Number, identi?er, etc.), 
HKG message 685 is processed by a third process block 690 
in order to generate a key 692 that is a basis for re-encrypting 
descrambled content 680. Herein, key 692 may be provided 
to encryption logic 650 as the encryption key or is loaded 
into a fourth process block 695 to recover a key 697 used to 
encrypt descrambled content 680 as described above. 

[0083] Referring noW to FIGS. 7A and 7B, exemplary 
embodiments of a ?owchart illustrating the operations of the 
digital rights management (DRM) performed by processor 
360 Within the digital device of FIGS. 3 and 4 are shoWn. 
Herein, for this illustrative embodiment, the DRM is stored 
Within internal memory of processor 360 (or off-chip 
memory) and is con?gured to regulate entitlements (e.g., 
pay-per-play/time scheme) separate from key generation 
being handled by the descrambler. Thus, the DRM is re 
programmable, provided a communication interface With the 
descrambler is maintained. The DRM is processed by pro 
cessor 360, Which is illustrated as the main CPU for the 
digital device. 

[0084] As shoWn in FIG. 7A, a ?rst determination is made 
Whether a DRM is required by the subscriber for accessing 
content in the clear format (block 800). If so, a determination 
is made Whether content is accessed based on a playback 
condition (Where pre-stored content is accessed) or is based 
on content transmitted from a source (e.g., headend) as a 
broadcast, multicast or unicast transmission (block 805). 
The DRM operations in response to receipt via transmission 
may be identical for playback as described beloW. HoWever, 
it is contemplated that the DRM may be coded to perform 
different operations based on Whether the content is play 
back or received in a transmission, as illustrated herein. 

[0085] If the content is accessed in a playback condition 
for example, the DRM analysis continues to determine What 
entitlements are to be enforced for incoming content (blocks 
810, 815 and 820). For instance, With respect to playback, 
these entitlements may include, but are not limited to control 
of playback of the digital content (e.g., a pay-per-time 
“PPV” entitlement 810, pay-per-play “PPP” entitlement 
815, digital device of a certain manufacturer type, etc.). 

[0086] In the event that the content is accessed from a 
received transmission, other types of entitlements may be 
analyZed such as Whether the content is part of a package or 
other tier of service, a free previeW, recordable, able to be 
output a particular interface, and the like. 

[0087] Referring noW to FIG. 7B, the access require 
ments, namely control information from a preceding digital 
content such as terms and/or conditions of usage, number of 
plays alloWed, keys required or the like, are obtained and 
compared to previously loaded entitlements (blocks 850 and 
855). These entitlements may include, but are not limited or 
restricted to number of plays used, keys in possession and 
the like. 

[0088] If the access requirements provided by the program 
data differ from the pre-loaded entitlements, the subscriber 
is prompted to determine Whether he or she Wishes to 
purchase the appropriate entitlement (blocks 860 and 865). 
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As an example, the “prompt” may be accomplished through 
a screen pop-up image illustrated on a display of subscriber 
terminal device that has selectable ?elds. If the pre-loaded 
entitlements are to be purchased, the subscriber selects on 
appropriate ?eld, causing a message is sent to an entity (e.g., 
original source of the content such as the headend, content 
distributor, designated key server, etc.) to return the desired 
entitlements to the subscriber’s digital device. OtherWise, 
access is denied. 

[0089] HoWever, if a match is found betWeen the access 
requirement(s) and entitlement(s), the descrambling process 
is conducted for this entitlement. For instance, if the entitle 
ment involves the imposition of a maximum playback 
threshold (e.g., tWo playbacks) and a count value indicates 
that the digital content has been played back only once, the 
descrambling process may be conducted one more time to 
descramble the digital content. 

[0090] More speci?cally, for the descrambling process, a 
key (e.g., Root Key) is derived using a collection of infor 
mation such as keys in an encrypted format, Which is loaded 
into the digital device (block 870). In particular, for a Root 
Key, it is derived from the information Which may include 
data encrypted With the Unique Key particular to a certain 
subscriber terminal device. The key may be adapted to 
decrypt encrypted Service Key(s) loaded into the digital 
device (block 875). For this embodiment, the recovered 
Service Key(s) are noW used to descramble the scrambled 
digital content provided by the program data (block 880). 
OtherWise, access is denied. 

[0091] In the foregoing description, the invention is 
described With reference to speci?c exemplary embodiments 
thereof. It Will, hoWever, be evident that various modi?ca 
tions and changes may be made thereto Without departing 
from the broader spirit and scope of the present invention as 
set forth in the appended claims. The speci?cation and 
draWings are accordingly to be regarded in an illustrative 
rather than in a restrictive sense. 

What is claimed is: 
1. A method for descrambling scrambled digital content 

Within a subscriber terminal device, comprising: 

conducting digital rights management by a ?rst compo 
nent of the subscriber terminal device to determine 
Whether entitlements needed for accessing digital con 
tent in a descrambled format are available to the 
subscriber terminal device; and 

deriving a key Within a second component of the sub 
scriber terminal device logically separate from and 
independent of the ?rst component in response to 
determining that all of the entitlements are needed for 
accessing the digital content are available to the sub 
scriber terminal device, the key being used to decrypt 
service keys used for descrambling the scrambled digi 
tal content. 

2. The method of claim 1, Wherein the ?rst component is 
the main CPU, and the second component is a descrambler. 

3. The method of claim 1, Wherein prior to deriving the 
key, the method further comprising: 

prompting a subscriber of the subscriber terminal device 
to purchase an entitlement if the entitlement is needed 
to access the digital content and is currently unavailable 
to the subscriber terminal device. 
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4. The method of claim 2, Wherein the prompting of the 
subscriber includes generating an image displayed on a 
display unit in communication With the subscriber terminal 
device, the image includes a selectable ?eld. 

5. The method of claim 4, Wherein prior to deriving the 
key, the method further comprising: 

sending a message to a headend upon selection of the 
selectable ?eld, the message being a request for a 
selected entitlement to be sent to the subscriber termi 
nal device. 

6. The method of claim 5, Wherein selection of the 
selectable ?eld is performed by a control unit accessible to 
the subscriber. 

7. The method of claim 1, Wherein conducting digital 
rights management includes analyZing a plurality of entitle 
ments to be enforced, each of the plurality of entitlements 
controlling playback of the digital content. 

8. The method of claim 1, Wherein deriving the key 
comprises decrypting encrypted data and subsequently con 
ducting hash operations on the data to produce the key. 

9. An apparatus adapted to receive and descramble 
scrambled digital content, comprising: 

a processor to execute a Digital Rights Management 
(DRM) function to determine Whether each entitlement 
needed to access the digital content in a descrambled 
format is pre-stored; and 

a descrambler to decrypt encrypted information using a 
Unique Key stored Within a one-time programmable 
memory of the descrambler, the decrypted information 
being used to generate a key that is used to decrypt at 
least one service key used to descramble the scrambled 
digital content and recover the digital content upon 
determining that each entitlement needed to access the 
digital content is pre-stored. 

10. The apparatus of claim 9, Wherein the processor and 
the descrambler are placed on a single integrated circuit. 

11. The apparatus of claim 9, Wherein the descrambler 
comprises a sequence of process blocks forming a key 
ladder arranged to produce the key to recover the at least one 
service key for descrambling of the scrambled digital con 
tent. 

12. The apparatus of claim 11, Wherein the descrambler is 
implemented With the sequence of process blocks each 
having a dedicated function Without a processor being 
employed Within the descrambler. 

13. The apparatus of claim 12, Wherein a ?rst process 
block of the sequence of process blocks to decrypt a plurality 
of keys encrypted With the Unique Key to produce a 
plurality of decrypted keys. 

14. The apparatus of claim 13, Wherein a second process 
block of the sequence of process blocks to conduct one-Way 
hash operations using at least one of the plurality of 
decrypted keys and at least one pre-computed hash value to 
produce the key. 

15. The apparatus of claim 14, Wherein a third process 
block of the sequence of process blocks to descramble the 
incoming scrambled digital content to produce descrambled 
digital content. 

16. The apparatus of claim 12, Wherein a ?rst process 
block of the sequence of process blocks to decrypt a plurality 
of keys encrypted With the Unique Key to produce a 
plurality of decrypted keys and a second process block of the 
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sequence of process blocks to conduct one-Way hash opera 
tions using the plurality of decrypted keys to produce the 
key. 

17. The apparatus of claim 11 being coupled to a display, 
a hard disk recording unit and a subscriber terminal device 
over a transmission medium, Wherein the descrambler com 
prises encrypting logic coupled to the plurality of process 
blocks, the encrypting logic to receive the descrambled 
digital content and to re-encrypt the digital content for 
transmission to the subscriber terminal device over the 
transmission medium. 

18. An integrated circuit device adapted to descramble 
incoming scrambled content, comprising: 

a ?rst component to execute a Digital Rights Management 
(DRM) function; and 

a second component including a one-time programmable 
memory storing a Unique Key and operating fully 
independent from the DRM function, the second com 
ponent, When operable, to decrypt encrypted informa 
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tion using the Unique Key, the decrypted information 
being used to generate a key that is used to decrypt at 
least one service key used to descramble the scrambled 
content upon determining that each entitlement needed 
to access the content is stored Within the integrated 
circuit. 

19. The integrated circuit device of claim 18, Wherein the 
?rst component and the second component are placed on a 
single integrated circuit. 

20. The integrated circuit device of claim 18, Wherein the 
?rst component is a processor. 

21. The integrated circuit device of claim 20, Wherein the 
second component is a descrambler implemented With a 
sequence of process blocks each having a dedicated func 
tion, the sequence of process blocks forming a key ladder 
arranged to produce the key to recover the at least one 
service key. 


