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IMAGE FORMING DEVICE, IMAGE PROCESSING 
SYSTEM, STORAGE MEDIUM FOR STORING 
PRINTER DRIVER, AND IMAGE READING 

DEVICE 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to so-called copy 
guard functionality for preventing illegal copying of docu 
ments by image forming devices, image reading devices, 
and the like, and especially to technology that implements 
high usability copy guard functionality by providing copy 
restrictions according to the operator Who is copying a 
document. 

[0003] The present invention further relates to so-called 
copy guard functionality for preventing illegal copying of 
documents by image forming devices, image reading 
devices, and the like, and especially to technology that 
implements the copy guard functionality by using unique 
information contained in a document. 

[0004] 2. Background Information 

[0005] Conventional functionality to prevent illegal copy 
ing of a document is knoWn, as described in Japanese 
Published Patent Application No. 2000-165575, Which 
attaches a copy prohibition mark (pattern) or a copy autho 
rization mark (pattern) in advance to a document in order to 
prohibit or authorize copy output (printing output) and the 
reading of a document image in accordance With the exist 
ence of the given mark at the time the document image is 
read (referred to as copy guard functionality and copy 
protection functionality). 
[0006] Recently, as the problem of illegal copying of 
Written Works and paper currency spreads, various technolo 
gies have been proposed using copy guard technology. For 
example, in Japanese Published Patent Application No. 
2001 -2l5852, technology is disclosed Which embeds visible 
duplicate prohibition information and invisible duplicate 
prohibition information into image data (electronic data) 
prior to printing output. In Japanese Published Patent Appli 
cation No. 2003-8864, technology is disclosed for restricting 
neW reproduction based on a previous duplication, i.e. 
secondary reproduction, by assigning a copy prohibition 
pattern to the duplicated material of the document. 

[0007] HoWever, there is poor usability With conventional 
copy guard functionality, including the technology described 
above, from the perspective of the user using copy guard 
functionality. This is because copy output of a document 
having a copy authorization mark is authorized impartially, 
and copy output for a document having a copy prohibition 
mark is also prohibited impartially. For example, even 
though the authors of electronic data, such as Written data 
and image data, and the managers thereof are privileged 
users capable of using these electronic data relatively freely, 
the inconvenience persists Where copy authorization or 
prohibition settings cannot be executed by individual users 
of electronic data. There is further inconvenience, in that 
although the author of the electronic data can obtain a 
document With a copy prohibition setting by printing the 
electronic data, the manager is restricted from printing such 
document, and cannot obtain a document Without making a 
speci?c request of the author of the electronic data for a 
printout. 
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[0008] A further problem With conventional copy guard 
functionality, including the technology described above, is 
that it is possible to copy prohibited documents having, for 
example, a copy authorization mark cut and pasted from 
another document in a system Where only documents having 
a copy authorization mark are authorized to be copied. There 
is also the problem that copy prohibited documents Which 
have the copy prohibition mark removed are easily copied in 
a system Where only documents having a copy prohibition 
mark are prohibited from being copied. The problem is 
extremely signi?cant because the copy guard is not applied 
to the duplicated material obtained through illegal copying 
When this type of illegal copying is performed, Which 
encourages proliferation of the duplicated document. Of 
course, one method that can be conceived to eliminate this 
type of problem is to use an extremely complicated mark, 
but that does not resolve the fact that copying of a copy 
prohibited document is still possible by either removing or 
pasting such mark. 

[0009] An object of the present invention is to provide 
copy guard functionality With high usability by performing 
copy authorization or prohibition settings for a document by 
individual users of the document. 

[0010] Another object of the present invention is to pro 
vide more advanced copy guard functionality, Which accu 
rately discriminates betWeen authorized and prohibited cop 
ies by making possible a determination of the legality of the 
mark included in the document image by using unique 
information of a document as a mark attached to the docu 
ment to alloW or prevent copying of the document. 

SUMMARY OF THE INVENTION 

[0011] The present invention, in order to achieve these 
objectives, is applied to an image forming device, such as a 
printer, for performing an image forming processes Which 
form image data on recording paper, and is constituted to 
attach copy output restriction information for restricting 
copy output according to predetermined user information 
onto recording paper in conjunction With image data at the 
time of the image forming process. In this Way, authorized 
and prohibited copy output settings are possible for indi 
vidual users even if the document has copy output restriction 
information attached, and as a result, a general user With 
authorization for copy output is prohibited from copy output 
of a document, While a manager can be authorized for copy 
output by performing detailed copy authorization settings. In 
this Way, usability can be improved for users of documents. 

[0012] Authority information concerning copy output hav 
ing an assigned rank according to predetermined user infor 
mation is included here as conceivable copy output restric 
tion information. By using authority information having an 
assigned ranking in this manner, authorization or prohibition 
copy output settings can be easily made. 

[0013] Information unique to the image data may also be 
included in the copy output restriction information. 

[0014] The present invention has a system architecture for 
generating copy output restriction information to restrict 
copy output according to predetermined user information, 
and for attaching the generated copy output restriction 
information onto recording paper in conjunction With image 
data at the time of the image forming process When per 
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ceiving an image processing system providing an image 
forming device and an information processing control 
device for controlling the image forming process for image 
data output to the image forming device. Moreover, genera 
tion of copy output restriction information may be per 
formed by either the image forming device side or the 
information processing control device side. 

[0015] In this case, a structure can be conceived in Which 
the copy output restriction information can be generated 
according to advisability settings for generating copy output 
restriction information determined by the printer driver in 
the information processing control device through operation 
by an operator. 

[0016] The present invention is further perceived as a 
storage medium for storing a printer driver to control the 
image forming process in the image forming device. In other 
Words, a structure may also be provided as a storage medium 
for storing a printer driver Which implements a copy output 
restriction information generation advisability setting func 
tion for setting the advisability of generating copy output 
restriction information to restrict copy output according to 
predetermined user information, and a copy output restric 
tion information generation function for generating the copy 
output restriction information according to the setting by the 
copy output restriction information generation advisability 
setting means. By composing in such a manner, settings as 
to Whether to attach copy output restriction information to 
the printed material or not can be performed easily through 
softWare. 

[0017] The present invention is applied here to an image 
reading device controlled to recogniZe use by a user only 
When login information that matches user information reg 
istered in advance is input, and it may be perceived as an 
image reading device such as a scanner or the like con 
structed to determine Whether copy output restriction infor 
mation is attached to the read image data in order to restrict 
the copy output according to the user information; and to 
determine the advisability of copy output in the image 
forming device based on the attached copy output restriction 
information and the input lo gin information When it has been 
determined that copy output restriction information is 
attached. In this Way, a user authoriZed to copy (for instance, 
a manager) has the ability to copy even When copying a 
document having copy output restriction information 
attached enabling copy restriction to be provided to indi 
vidual users because copying is prohibited for a user pro 
hibited from copying (for instance, a general user). More 
over, the copy output restriction information is preferred to 
include authority information concerning copy output 
assigning rank according to user information. 

[0018] When perceiving the present invention as an image 
forming device that provides an image reading device, an 
image forming device can further be conceived that equips 
a copy output restriction means for executing a copy output 
restriction process according to the determination result by 
the copy output advisability determination means in regards 
to image data read by the image reading device. In this Way, 
normal copy output is possible, for example, by a manager 
being authoriZed to copy While a copy output prohibition 
process is possible for a general user prohibited from 
copying and a process for executing a draft printing process 
or a solid black printing process also becomes possible. 
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[0019] The present invention, in order to achieve these 
objectives, is applied to an image forming device, such as a 
printer, for performing an image forming process to form 
input image data on recording paper, and is structured to 
attach copy guard information that includes unique infor 
mation to at least the image data onto the recording paper in 
conjunction With the image data at the time of the image 
forming process. In this Way, copy guard information that is 
unique to the printed material, i.e. a document, obtained by 
an image forming process becomes attached, and as a result, 
accurate discrimination is possible betWeen authoriZed and 
prohibited copies of a document by executing a comparative 
determination for a match or non-match of the unique 
information calculated from image data of the document 
read by the copying machine With the unique information 
that includes the copy guard information attached to the 
document. In this Way, illegal copies can be reduced 
enabling the implementation of high performance copy 
guard functionality. 

[0020] Copy guard information can here be conceived to 
include identi?cation information of the image forming 
device in addition to unique information. If this type of copy 
guard information is attached to the document, copy output 
can be prevented by a copying machine that does not match 
With this identi?cation information. 

[0021] The copy guard information may further be copy 
prohibition information and copy authorization information. 
Regardless of either information, the effect as copy guard 
functionality is demonstrated. Of course, both copy prohi 
bition information and copy authorization information may 
be included in the copy guard information. 

[0022] The unique information can be conceived to be 
checksum data, hash value, edge number, or pixel density 
total values (gradient) or the like derived from the image 
data. Of course, a plurality of these unique information types 
may also be used in combination. 

[0023] Further, because the speci?c location of the 
attached information is dif?cult to place, the copy guard 
information is preferred to attach each type of information 
(identi?cation information and unique information) included 
in the copy guard in a single or a plurality of predetermined 
areas on the recording paper. In addition, the most preferred 
form Would be for the copy guard information to be invisible 
information implemented by an electronic Watermark or the 
like. 

[0024] When perceiving the present invention as an image 
processing system that provides an image forming device 
and an information processing control device for controlling 
the image forming process in regards to image data output 
to the image forming device, such system architecture can be 
structured to generate copy guard information that includes 
unique information of at least the image data, and attaches 
the generated copy guard information onto the recording 
paper in conjunction With the image data at the time of the 
image forming process. Moreover, the generation of the 
copy guard information can be performed by either the 
image forming device or the information processing control 
device. 

[0025] In this case, a construction can be conceived in 
Which the copy guard information is generated according to 
settings for the advisability of generating copy guard infor 
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mation determined by printer drivers in the information 
processing control device through the operation of an opera 
tor. 

[0026] The present invention is also perceived as a storage 
medium for storing a printer driver to control the image 
forming process in the image forming device. In other 
Words, a structure may also be provided as a storage medium 
for storing a printer driver Which implements a copy guard 
information generation advisability setting function for set 
ting the advisability of generating copy guard information 
that includes unique information of at least the image data, 
and a copy guard information generation function for gen 
erating the copy guard information according to the setting 
by the copy guard information generation advisability set 
ting means. By structuring in such a manner, settings as to 
Whether to attach copy guard information to the printed 
material or not can be performed easily through softWare. 

[0027] The present invention is perceived here as an image 
reading device, such as a scanner, constructed to determine 
Whether copy guard information is attached to the image 
data read by scanning the image printed surface of a docu 
ment, and to determine the legality of the copy guard 
information When it is determined by this determination that 
copy guard information is attached. In this Way, the legality 
of copy guard information can be denied When reading a 
document image that has been cut and pasted from the copy 
guard information of another document. Processing for this 
denied document image can be terminated (cancelled), or 
such read image data can be deleted or the like enabling the 
effective prevention of illegal copies based on illegally read 
image data. In this Way, more high performance copy guard 
functionality can be realized. 

[0028] A speci?c method for determining legality can here 
be conceived to detect from the read image data, information 
for determining legality (information detection means for 
determining legality) that includes unique information to at 
least the image data, and determining Whether the unique 
information that includes the detected information for deter 
mining legality matches With the unique information calcu 
lated from the read image data. 

[0029] The legality determination means also further 
determines Whether the identi?cation information included 
in the copy guard information matches With the identi?ca 
tion information of the image forming device When the 
identi?cation information of a predetermined image forming 
device is included in the copy guard information. In this 
Way, illegal copies can be effectively reduced by, for 
example, authorizing only copy output in only the matching 
image forming device and restricting, by prohibiting or the 
like, copy output by any other image forming device. 

[0030] When perceiving the present invention as an image 
forming device that provides an image reading device, an 
image forming device can be conceived that equips a copy 
guard processing means that performs a copy guard process 
according to the determination result by the legality deter 
mination means in regards to image data read by the image 
reading device. In this Way, When copy guard information is 
copy authorization information, a copy output process can 
be executed When it is determined to be legal, and a copy 
output prohibition process, a draft printing process, or a 
solid black printing process (any being an example of a copy 
guard process) or the like, can be executed When it is 
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determined to be not legal. Of course, When the copy guard 
information is copy prohibition information, a copy output 
prohibition process or the like can be executed When it is 
determined to be legal and a copy output process can be 
executed When it is determined to be not legal. 

[0031] The present invention can further be conceived to 
be constructed to generate secondary copy guard informa 
tion that differs from the copy guard information in con 
junction With deleting the copy guard information attached 
to (included in) the read image data When copy output (the 
image forming process) is authorized, and to attach the 
generated secondary copy guard information onto the 
recording paper in conjunction With the read image data at 
the time of the image forming process. Due to advances in 
image formation technology in recent years, there are cases 
in Which image quality Which compares favorably to an 
original document can be provided even When the document 
is a duplicate. In this case, the unique information of the 
document can be considered to match With the unique 
information of the duplicate. Therefore, by creating a clear 
difference between the copy guard information of the origi 
nal document and the copy guard information of the dupli 
cate (secondary copy guard information), illegal copying of 
a document can be prevented by attaching or deleting the 
copy guard information. Moreover, the secondary copy 
guard information can conceivably also contain identi?ca 
tion information of the image forming device or unique 
information of the read image data in the same manner as the 
copy guard information. 

[0032] According to the present invention, authorized and 
prohibited copy output can be set to individual users even if 
copy output restriction information is attached because the 
copy output restriction information for restricting copy 
output according to predetermined user information is 
attached to the recording paper in conjunction With the 
image data at the time of the image forming process. In this 
Way, for instance, a general user With authorization for copy 
output is prohibited from copy output of the document While 
a manager can be authorized for copy output by performing 
detailed copy authorization settings. In this Way, usability 
can be improved for users of documents. 

[0033] The illegality of copy guard information can be 
determined by executing a comparative determination for a 
match or non-match of the unique information computed 
from image data of the document read by, for example, a 
scanner, copying machine, or the like, With the unique 
information that includes the copy guard information 
attached to the document because copy guard information 
that is unique to the document is attached to the printed 
material, ie the document, obtained by the image forming 
process in an image forming device such as a printer or the 
like. In this Way, authorized or prohibited copy output of a 
document can be accurately discriminated, and as a result, 
illegal copies can be reduced enabling high performance 
copy guard functionality to be realized. 

[0034] These and other objects, features, aspects and 
advantages of the present invention Will become apparent to 
those skilled in the art from the folloWing detailed descrip 
tion, Which, taken in conjunction With the annexed draW 
ings, discloses a preferred embodiment of the present inven 
tion. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0035] Referring now to the attached drawings which form 
a part of this original disclosure: 

[0036] FIG. 1 is a block diagram that depicts a schematic 
composition of system X as well as a terminal device X1 and 
printer X2 comprising same that relates to the ?rst embodi 
ment of the present invention; 

[0037] FIG. 2 is a ?owchart that describes one example of 
the order of the copy authorization mark attachment process 
executed by the CPU of the terminal device X1; 

[0038] FIG. 3 is a ?owchart that describes one example of 
the order of the copy authorization mark generation process 
executed by the CPU of the terminal device X1; 

[0039] FIG. 4 is a drawing that shows the area for 
integrating and attaching the copy authorization mark; 

[0040] FIG. 5 is a schematic cross sectional drawing that 
describes the schematic composition of the copying machine 
X4 that relates to the second embodiment of the present 
invention; 
[0041] FIG. 6 a block diagram that shows the schematic 
composition of the main control unit of the copying machine 
X4 that relates to the second embodiment of the present 
invention; 
[0042] FIG. 7 is a ?owchart that describes one example of 
the order of the copy authorization determination process 
executed by the CPU of the main control unit of the copying 
machine X4 that relates to the second embodiment of the 
present invention; 

[0043] FIG. 8 is a ?owchart that describes another 
example of the order of the copy authorization determination 
process executed by the CPU of the main control unit of the 
copying machine X4 that relates to the second embodiment 
of the present invention; 

[0044] FIG. 9 is a table diagram that regulates the copy 
authorization levels and the copy prohibition levels accord 
ing to the user level; 

[0045] FIG. 10 is a ?owchart that describes the order of a 
modi?ed example of the copy authorization mark attach 
ment process; and 

[0046] FIG. 11 is a ?owchart that describes the order of a 
modi?ed example of the copy authorization determination 
process. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0047] Descriptions of embodiments of the present inven 
tion will be given hereafter with reference to the attached 
drawings to provide an understanding of the present inven 
tion. Moreover, the embodiments to be described hereafter 
are simply examples, and do not restrict the scope of the 
present invention. 

First Embodiment 

[0048] A description is ?rst provided hereafter with ref 
erence to FIG. 1 through FIG. 4 of the image processing 
system X (hereinafter abbreviated as “system X”) that 
relates to the ?rst embodiment of the present invention. 
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Moreover, a description is provided herein of an example of 
attaching (printing) a copy authorization mark (correspond 
ing to the copy authorization information), which is one 
example of copy guard information, onto recording paper. 
Herein, FIG. 1 is a block diagram which depicts a schematic 
composition of system X as well as a terminal device X1 and 
printer X2 comprising same; FIG. 2 is a ?owchart which 
describes one example of the order of the copy authorization 
mark attachment process executed by the CPU of the 
terminal device X1; FIG. 3 is a ?owchart which describes 
one example of the order of the copy authorization mark 
generation process executed by the CPU of the terminal 
device X1; FIG. 4 is a drawing that shows the area for 
integrating and attaching the copy authorization mark. 

[0049] System X, as shown in FIG. 1, is constructed under 
a communication environment capable of data communica 
tions by connecting a terminal device X1, such as a personal 
computer or PDA or the like, which serves as one example 
of an information processing control device, and a printer 
X2, which serves as one example of an image forming 
device, through a LAN 100. Although this ?rst embodiment 
provides a description of an example where only the termi 
nal device X1 and the printer X2 are connected, it is not 
particularly restricted to this, and a system architecture 
connecting, for example, a plurality of terminal devices with 
a plurality of printers in an o?ice or the like with various 
other network apparatus through a network such as a LAN 
or the like, may also be applied to the present invention. 

[0050] The printer X2 is a device which executes an image 
forming process, i.e. printing process (printout process), to 
form input image data from the terminal device X1 onto 
printing paper supplied within the printer X2, and corre 
sponds to, for example, a laser printer, ink jet printer, or the 
like. Of course, this may also be a multi-function device 
(MFP) that provides a variety of functions such as printing 
functionality, copy functionality, facsimile functionality, or 
the like. 

[0051] The printer X2, as shown in the drawing, is con 
structed in outline of a LAN connection I/F 121 such as a 
LAN adapter which enables the connection to the LAN 100, 
an image processing control unit 122 to control and execute 
a process for converting the input image data to printable 
data by the printer X2 and various image processes accord 
ing to printing conditions, and an image formation unit 123 
for transcribing (forming) a visible image (for example, 
toner image) according to image data processed by the 
image processing control unit 122. 

[0052] The image processing control unit 122 is con 
structed of known control mechanisms, and is more speci? 
cally constructed by providing a CPU 122a , a program 
ROM 12219 that stores a program necessary for image 
processing, graphic memory 1220 which stores or tempo 
rarily saves image data, RAM 122d used as development 
area for image data or so forth at the time of image 
processing, and data memory 122e which stores various 
data. Of course, the construction is not limited to these 
control mechanisms and can be composed by, for example, 
an integrated circuit such as an internal memory ASIC or the 
like. 

[0053] The terminal device X1, as shown in the drawing, 
is constructed by providing control mechanisms such as a 
LAN connection I/F 111 which enables the connection with 



US 2006/0197972 Al 

the LAN 100, an HDD 112 which stores the image data such 
as written data or graphic data, a printer driver 113 which 
controls the image forming process (printing process) by the 
printer X2 for the image data output to the printer X2, a copy 
authorization mark integration unit 114 for integrating the 
copy authorization mark to be described below to the output 
image data, a CPU 115 which uni?es and controls the 
terminal device X1, and RAM not shown in the drawing. 

[0054] The printer driver 113 is software which is embod 
ied by a program stored in ROM or the like being read and 
executed by the CPU 115. The printer driver 113 provides a 
copy authorization mark setting function 113a (correspond 
ing to copy guard information generation advisability setting 
function) which sets the advisability for generating the copy 
authorization mark which includes unique information to the 
image data output from the terminal device X1 to the printer 
X2 at the time of executing printing output, i.e. the copy 
guard setting function, and copy authorization mark genera 
tion function 113!) (corresponding to copy guard information 
generation function) which generates the copy authorization 
mark according to the above setting. Moreover, the copy 
authorization mark setting function 11311 is implemented, for 
example, by selecting items which decide the advisability of 
generating the copy authorization mark arranged in the 
known printing condition setting screen (called the proper 
ties screen, driver utility screen, and so forth) in the printer 
driver 113. A description will be provided below of the copy 
authorization mark generation function 113!) with reference 
to FIG. 2. 

[0055] The copy authorization mark integration unit 114 is 
an integrated circuit providing a function for integrating the 
copy authorization mark generated by the printer driver 113 
with the image data read from the HDD 112, and more 
speci?cally, it is composed of a hardware mechanism such 
as an IC. Of course a composition that allows the above 
integration to be executed over software by the CPU 115 is 
also acceptable. 
[0056] The copy authorization mark is printed on record 
ing paper in conjunction with image data at the time of being 
printed out by the printer X2 and is a mark for authorizing 
copies (reproductions, duplications) of printed out printed 
material. With this ?rst embodiment, copies are authorized 
for only printed materials with this copy authorization mark 
attached, while copies of printed material without the copy 
authorization mark attached are de?ned as prohibited. More 
over, many varieties of copy authorization marks can be 
conceived with details to follow hereafter. 

[0057] A description is provided herein of one example of 
the order of the copy authorization mark attachment process 
executed by the CPU 115 using ?owchart FIG. 2 with 
reference to block diagram FIG. 1. References S10, S20, 
etc. in FIG. 2 indicate process order (step) numbers. The 
copy authorization mark attachment process begins with 
step S10. 

[0058] An operator sets predetermined printing conditions 
in the printer driver 113, and afterwards, when a print out 
operation is executed for image data, the process after step 
S10 is executed before image data is output to the printer X2. 

[0059] At step S10, the CPU 115 determines here whether 
the advisability for generating the copy authorization mark 
is set based on whether the copy guard function is set in the 
printer driver 113 (more speci?cally, the copy authorization 
mark setting function 113a ). 
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[0060] If it is determined here that the copy guard function 
is not set, then the process proceeds to step S40, and image 
data is output to the printer X2 without attaching (integrat 
ing) a copy authorization mark to the image data. In other 
words, normal printing is executed. 

[0061] Conversely, if it is determined that the copy guard 
function is set, the process proceeds to step S20. At step S20, 
a copy authorization mark is generated. The applied process 
for this will be described hereafter. 

[0062] After a copy authorization mark his generated at 
step S20, the process for integrating and attaching the 
generated copy authorization mark to the print out image 
data is executed at the following step S30 by the copy 
authorization mark integration unit 114. The copy authori 
zation mark is integrated and attached to the image data 130 
shown in FIG. 4 at, for example, the area P1 of the lower 
right side of the image data 130. In the case where the copy 
authorization mark consists of a plurality of information 
(such as the identi?cation information of the output printer 
and the unique information to the image data), all of the 
plurality of information need not be attached to the area P1 
but can be attached, for example, by dispersing between 
other areas P2 and P3 shown in FIG. 4. 

[0063] Visible images consisting of, for example, bar 
codes, encoded symbols or character strings, were the like, 
as well as invisible images such as an electronic watermark 
can also be applied to the copy authorization mark. At such 
time when using, for example, a visible image copy autho 
rization mark, integrating and attaching the copy authoriza 
tion mark near the edge of the image data (for instance, areas 
P1, P2, and P3) where written text or the like is not recorded 
(low density or gradient) is preferred; however, when using 
an invisible copy authorization mark, integrating and attach 
ing the electronic watermark or the like by disappearing it 
into an area where written text or images are recorded (high 
density or gradient) is preferred. 

[0064] At step S40 the image data that has been integrated 
and attached with a copy authorization mark is output to the 
printer X2. 

[0065] Image data output in this manner is input into the 
printer X2 and printed on recording paper with image data 
having a copy authorization mark attached at the time of the 
printing process by the printer X2. 

[0066] Copying can be prevented in this manner through 
the copy authorization determination process (see FIG. 7) to 
be described hereafter even if this mark is temporarily 
pasted to a copy prohibited document because information 
unique to the printed material obtained through the printing 
process is attached as a copy authorization mark. 

[0067] A description will be given next of one example of 
the order of the copy authorization mark generation process 
executed by the CPU 115 using the ?owchart in FIG. 3. The 
process begins from step S21. 

[0068] At step S21, unique information held by the image 
data is computed by the CPU 115. This unique information 
can be various data including checksum data, hash value, 
edge number, or pixel density total value derived from the 
image data and can be data computed from any of these. 
However, at step S21, the hash value and edge number are 
computed from the above unique information. 
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[0069] After the hash value and edge number are com 
puted, it is determined at the next step S22 Whether these 
unique information has a data amount that meets or exceeds 
a pre-determined ?xed amount. This is the determination 
process executed for considering that there may be insu?i 
cient information amount for the computed unique informa 
tion to be used as a copy authorization mark if the infor 
mation amount of the image data itself is insu?icient. If it is 
determined here that it meets or exceeds the ?xed amount, 
then the process proceeds to step S25. On the other hand, if 
it is determined that it does not meet the ?xed amount, then 
unique information (for example, checksum data) that dif 
fers from the previously computed unique information 
(herein being the hash value and the edge number) is further 
computed (S23), and the computed checksum data is added 
(S24) to the previously computed unique information and 
then the process at step 22 is repeated again. 

[0070] After the process proceeds to step 25, the process 
for acquiring the unique information of the copying machine 
(not shoWn in the draWing) Which restricts copy output is 
performed. For example, When a plurality of MFP are 
connected to a LAN in the LAN 100 in an o?ice, such 
acquiring can conceivably be done by accessing a desig 
nated MFP through the LAN 100. Of course, the identi? 
cation information of a plurality of copying machines and 
MFP stored in advance in the memory of the terminal device 
X1 is su?icient if acquiring identi?cation information of an 
MFP Which restricts use from the memory. Moreover, an IP 
address automatically assigned for netWork connection and 
an ID code or the like arti?cially determined in advance can 
be used as the identi?cation information. 

[0071] At the next step S26, a copy authorization mark is 
generated from the identi?cation information and unique 
information. Various forms can be conceived as the mark 

generated at this time including, for example, a barcode, a 
Watermark, or something Which combines the unique infor 
mation and identi?cation information according to a prede 
termined algorithm (rule). 

[0072] The description given of the ?rst embodiment 
given above describes an example for output to the printer 
X2 after integrating and attaching a copy authorization mark 
to image data by generating a copy authorization mark in a 
terminal device X1; hoWever, it is not limited to that. An 
embodiment can be given, for example, of performing a 
process for output of the setting information to the printer 
X2 together With the image data at the terminal device X1 
side, While the copy authorization mark generation process 
(FIG. 2) of the previous step S20, and integration and 
attachment process of the copy authorization mark of the 
previous step S30, can be performed based on the input 
setting information at the printer X2 side. In this case, the 
substantive processing of the integration and attachment 
process and the copy authorization mark generation process 
become part of the image processing control unit 122 (the 
CPU 122a ). 

[0073] The ?rst embodiment described above gives an 
example of using the copy authorization mark as one 
example of copy guard information; hoWever a copy prohi 
bition mark (corresponding to copy prohibition information) 
is of course also one example of copy guard information. 
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Second Embodiment 

[0074] A description Will next be given using FIG. 5 
through FIG. 8 of a copying machine X4 (one example of 
an image forming device) that equips a scanning device X3 
(one example of an image reading device) that relates to the 
second embodiment of the present invention. A description 
Will be given herein of an example for authorizing or 
prohibiting copy output depending on Whether a copy autho 
rization mark or a copy prohibition mark is included on the 
read document image. FIG. 5 is a schematic cross sectional 
draWing Which describes the schematic composition of the 
copying machine X4; and FIG. 6 a block diagram that 
shoWs the schematic composition of the main control unit of 
the copying machine X4; and FIG. 7 is a ?owchart Which 
describes one example of the order of the copy authorization 
determination process executed by the CPU of the main 
control unit; and FIG. 8 is a ?owchart Which describes 
another example of the order of the copy authorization 
determination process. 

[0075] A description Will be given ?rst using FIG. 5 of an 
outline of the entire composition of the copying machine X4 
that relates to the second embodiment of the present inven 
tion. FIG. 5(a) is a frontal cross sectional draWing of the 
copying machine X4, and (b) is a plane ?gure of A-A shoWn 
by arroWs of (a). Moreover, a description Will be given of an 
example of the copying machine X4 as one example of the 
image forming device in the second embodiment of the 
present invention, and Without particular restriction to this, 
a multi-function device (MFP) Which provides various func 
tions including, for example, copy functionality, facsimile 
functionality, scanning functionality, and netWork printing 
functionality may also be included. 

[0076] The copying machine X4 as shoWn in FIG. 5, as a 
general classi?cation, is constructed by providing a scanning 
device X3 Which reads the document image, an automatic 
document feeder 10 (hereinafter called “ADF 10”) arranged 
on top of the scanning device X3, operation display unit 30 
attached to the front side, an image formation unit 16 and 
fusing device 17 arranged beneath the scanning device X3, 
a feeding cassette 18 arranged beloW, and a main control unit 
15 for generally controlling the copying machine X4 includ 
ing all parts. 

[0077] The document S set in the document setting unit 11 
of the ADF 10 is fed one sheet at a time in order through a 
plurality of feeding rollers and sent in the duplicate scanning 
direction passing through the predetermined reading posi 
tion on the contact glass 26, and then discharged to the 
document discharge unit 13. 

[0078] A light is irradiated by the exposure device 21 onto 
the document S Which moves in the duplicate scanning 
direction over the predetermined reading position on the 
contact glass 26, and re?ected light from the document S is 
detected by the CCD 25 after being directed to the optical 
lens 24 through the light guiding mirrors 22, 23a , and 23b 
and focused (converged) by the optical lens 24. The light 
detected by the CCD 25 is converted into an electronic 
signal alloWing the image data to be recognized by the main 
control unit 15 based on the converted electronic signal. The 
main control unit 15 executes the imaging process of the 
copy authorization determination process and the like to be 
described hereafter on the image data read in the manner 
described above. 
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[0079] The image formation unit 16 is constructed of 
known essential elements for image formation composition 
such as a photo-sensitive drum 161, charging unit 162, 
developing device 163, transcribing device 164, and clean 
ing device 165. The recording paper Where the toner image 
is transcribed by the transcribing device 164 of the image 
formation unit 16 is transported to the fusing device 17 
arranged at the doWnstream side of the feed direction and 
passes betWeen the fuser roller 171 (With an embedded 
fusing heater) and an opposing pressure roller 172 of the 
fusing device 17, Where the toner image on the recording 
paper is fused and ?xed by the heat of the fuser roller 171. 

[0080] An operation display unit 30 (see FIG. 1(b)) is 
arranged at the front side of the copying machine X4 in order 
to display predetermined information or input settings for 
various functions in the copying machine X4. The operation 
display unit 30 is equipped With an operation input means 
such as a pressing button sWitch and ten key or the like, as 
Well as a display means such as a liquid crystal display. 

[0081] In the event that the copying machine X4 requires 
a login input by the user in order to use the copying machine 
X4, the user Will operate from the operation display unit 30 
to input their personal user ID code Which is one example of 
login information. 

[0082] The main control unit 15, as shoWn in the block 
diagram FIG. 6, is constructed on an internal bus 157 by the 
connection of knoWn control unit mechanisms such as a 
CPU 151, a program ROM 152 Which stores the control 
program for executing the copy authorization process and 
the like to be described hereafter, graphic memory 153 
Which stores or temporarily saves the input image data, 
RAM 154 Which is used as the Work area for the imaging 
process, data memory 155 Which stores various data, and 
external UP 156. 

[0083] In the main control unit 15, the CPU 151 reads the 
control program stored in the ROM and performs the copy 
authorization process by executing the calculation process 
according to the read control program. A description Will be 
given hereafter of the copy authorization process. 

[0084] A description Will be given herein using the How 
chart in FIG. 7 as one example of the order of the copy 
authorization determination process executed by the CPU 
151 of the main control unit 15. The copy authorization 
determination process begins from step S110 after the copy 
start operation is initiated in the copying machine X4. 

[0085] After the copy start operation is initiated by the 
operator, the mage data of the document is read by the 
scanning device X3 at step S110; and thereafter, during 
document imaging of the read image, a determination pro 
cess (copy guard information determination process) is 
performed by the CPU 151 (S120) as to Whether the copy 
authorization mark is included. This determination process 
is performed depending on Whether the copy authorization 
mark is attached or not in the predetermined areas (area P1, 
P2, P3, etc. in FIG. 4). Moreover, the CPU 151 Which 
performs copy guard information determination process in 
this manner at this time, or a main control unit 15 having 
such CPU 151, corresponds to the copy guard information 
determination means. 

[0086] If the copy authorization mark is determined here 
not to be included, the document is recognized to be a copy 
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prohibited document, and subsequent copy action is termi 
nated and the copy output prohibition process (correspond 
ing to the copy guard process) of step S220 is executed. 
More speci?cally, deletion of the read image data process, 
draft printing process, and solid black printing process (one 
example of a copy guard process) is executed. 

[0087] If the copy authorization mark is determined to be 
included at step S120, then the process for determining the 
legality of the copy authorization mark (legality determina 
tion process) is executed by executing the process of steps 
S130~S160 to be described hereafter. 

[0088] In other Words, at step S130, the copy authorization 
mark is extracted from the image data by the CPU 151 and 
temporarily saved in the data memory 155 (FIG. 6). At step 
S140, unique information of at least the image data (the 
unique information at this time corresponds to the informa 
tion for determining legality) is computed (detected) by the 
CPU 151 from the read image data. For further explanation 
of the above unique information, please see the description 
given in the ?rst embodiment given above. Moreover, the 
CPU 151 Which executes a process to compute unique 
information at this time, or a main control unit 15 having 
such CPU 151, corresponds to the information detection 
means for determining legality. 

[0089] After computing the unique information, a deter 
mination is performed in the next step S150 by the CPU 151 
as to Whether the unique information computed in step S140 
matches With the unique information that is included in the 
copy authorization mark. If it is determined here that it does 
not match, the process proceeds to step S220 and the 
previously described copy output prohibition process is 
executed; but if it is determined to match, then the process 
proceeds to step S160. 

[0090] After the process proceeds to step S160, a deter 
mination is performed here by the CPU 151 as to Whether 
the identi?cation information of the predetermined copying 
machine or the like included in the copy authorization mark 
matches With the identi?cation information of the copying 
machine X4. If it is determined at this time that the identi 
?cation information does not match, the process proceeds to 
step S220 and executes the previously described copy output 
prohibition process; but if it is determined that it matches, 
the process proceeds to step S170. 

[0091] In this Way, the copy authorization mark is deter 
mined to be legal When both the unique information and the 
identi?cation information match. Moreover, a CPU 151 
Which performs a legality determination process in this 
manner at this time, or a main control unit 15 having such 
CPU 151, corresponds to the legality determination means. 

[0092] After it is determined by the legality determination 
process that the copy authorization mark is legal, a process 
is next performed once to delete the copy authorization mark 
from the image data (S170) prior to executing the printing 
output process of the image data; and a process for integrat 
ing and attaching the attached information in a predeter 
mined density to the image data is executed thereafter 
(S180). Examples of this attached information include, for 
instance, copy output date, user ID code of the operator 
performing the copy, the number of copies output, or the 
like. Of course, it is not limited to these. This type of 
integration and attachment process of attached information 
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is performed to differentiate the unique information of the 
read image data from the unique information of the docu 
ment. 

[0093] After integrating and attaching the attached infor 
mation, a process is executed next in step S190 for gener 
ating a secondary copy authorization mark that includes the 
unique information of the image data having the attached 
information attached. Of course, this secondary copy autho 
rization mark may also include the identi?cation information 
of the copying machine X4. Next, after executing the 
process for integrating and attaching the secondary copy 
authorization mark (S200) generated on the copy output 
image data, the image data having the secondary copy 
authorization mark attached is copy output (S210). More 
over, because the process content for each of the processes 
in steps S190, S200, and S210 are essentially the same as the 
processes in steps S20, S30, and S40 in FIG. 2 described in 
the ?rst embodiment above, although the process subject 
di?fers, the descriptions thereof will be omitted herein. 
Further, the process for copy output through the process of 
steps S170~S210 after it is determined that the copy autho 
rization mark is legal, is one example of the copy guard 
process. 

[0094] In this way, the legality of the copy guard infor 
mation can be determined even when reading a document 
image having temporarily cut copy guard information from 
another document, pasted thereon because the legality of the 
copy authorization mark is determined by comparing unique 
information of the image data. Subsequent processing for a 
document image denied in this manner can be terminated 
(cancelled), or such read image data can be deleted or the 
like enabling the effective prevention of illegal copies based 
on illegally read image data. In this way, more high perfor 
mance copy guard functionality can be realized. 

[0095] The above description provides an explanation of 
an example for determining whether a copy authorization 
mark is attached to read image data, but it is obvious that an 
example is also possible for determining either an authori 
zation or prohibition copy output by determining whether a 
copy prohibition mark is attached and determining the 
legality of this copy prohibition mark. A description will be 
given herein using the ?owchart in FIG. 8 for the order of 
the copy authorization determination process for determin 
ing authorization of the copy output by determining the 
legality of the copy prohibition mark. Moreover, for those 
processes of the same content as the copy authorization 
determination process shown in the ?owchart in FIG. 7, the 
same reference symbols will be attached while omitting the 
detailed descriptions thereof. 

[0096] After the copy start operation is initiated and the 
image data of the document is read (S110), a determination 
process is performed (S120a ) thereafter during the read 
document imaging process, as to whether a copy prohibition 
mark is included. If it is determined here that a copy 
prohibition mark is not included, the document is recognized 
as not a copy prohibited document and the process proceeds 
to step S210 and normal copy output processing is com 
pleted. Conversely, if it is determined at step S120a that the 
copy prohibition mark is included, then the copy prohibition 
mark is next extracted from the image data by the CPU 151 
at step S130a and temporarily saved in the data memory 155 
(FIG. 6). Further, unique information of the image data is 
computed (detected) in step S140. 
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[0097] After the unique information is computed, a deter 
mination is performed next at step S150a by the CPU 151 as 
to whether the unique information computed at step S140 
matches with the unique information included on the copy 
prohibition mark. If it is determined here not to match, the 
process proceeds to step S170 to be described hereafter. If it 
is determined to match, then a determination is performed at 
the next step S160a by the CPU 151 as to whether the 
identi?cation information of the predetermined copying 
machine that includes the copy prohibition mark matches 
with the identi?cation information of the copying machine 
X4. If it is determined at this time that the identi?cation 
information matches, then the legality of the copy prohibi 
tion mark is recognized; in other words, the document is 
recognized to be a copy prohibited document, and the 
subsequent process proceeds to step S220 where the copy 
output prohibition process is executed. If it is determined 
that the identi?cation information does not match, the pro 
cess proceeds to step S170. 

[0098] After the process proceeds to step S170, a process 
is executed to delete once the copy prohibition mark from 
the image data (S170) and a process is executed to integrate 
and attach the attached information to the image data (S180) 
and a process is executed for generating the secondary copy 
prohibition mark that includes unique information of the 
image data having the attached information attached (S90) 
prior to executing the printout process of the image data. 
Next, after executing the process for integrating and attach 
ing the generated secondary copy prohibiting mark to the 
copy output image data (S200a ), the image data having a 
secondary copy authorization mark integrated and attached 
is copied (S210). 

[0099] Moreover, there is the problem with the copy 
authorization determination process described above in 
which copy output can be executed by the identi?cation 
information not matching even though the unique informa 
tion of the image data having the copy prohibition mark 
attached matches, but this problem can be controlled by 
using the copy authorization mark in conjunction with the 
copy prohibition mark. 

Third Embodiment 

[0100] A description will be given hereafter using FIG. 9 
through FIG. 11 of the third embodiment of the present 
invention. FIG. 9 herein is a table diagram regulating the 
copy authorization levels and the copy prohibition levels 
according to the user level; and FIG. 10 is a ?owchart which 
describes the order of the modi?ed example of the copy 
authorization mark attachment process; and FIG. 11 is a 
?owchart which describes the order of the modi?ed example 
of the copy authorization determination process. 

[0101] This third embodiment will herein provide a 
description of a modi?ed example of the copy authorization 
mark attachment process described in the ?rst embodiment 
above (FIG. 2) and a description of a modi?ed example of 
the copy authorization process described in the second 
embodiment above. Moreover, unless otherwise referenced, 
the description of the system con?guration and hardware 
composition in the present third embodiment herein will be 
omitted as there is no change to system X in the ?rst 
embodiment and the scanning device X3 and copying 
machine X4 in the second embodiment. 












