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SYSTEM AND METHOD FOR GLOBALLY AND 
SECURELY ACCESSING UNIFIED INFORMATION 

IN A COMPUTER NETWORK 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority to and incorporates 
by reference parent application US. patent application Ser. 
No. 08/903, 1 l 8, entitled “System And Method For Globally 
And Securely Accessing Uni?ed Information In A Computer 
Networ ” of Daniel J. Mendez, Mark D. Riggins, Prasad 
Wagle, Hong Q. Bui, Mason Ng, Sean Michael Quinlan, 
Christine C. Ying, Christopher R. Zuleeg, David J. Cowan, 
Joanna A. Aptekar-Strober and R. Stanley Bailes, which is a 
continuation-in-part of co-pending patent application 
entitled “System and Method for Globally Accessing Com 
puter Services,” Ser. No. 08/766,307, ?led on Dec. 13, 1996, 
by inventors Mark D. Riggins, R. Stanley Bailes, Hong Q. 
Bui, David J. Cowan, Daniel J. Mendez, Mason Ng, Sean 
Michael Quinlan, Prasad Wagle, Christine C. Ying, Chris 
topher R. Zuleeg and Joanna A. Aptekar-Strober; and of 
co-pending patent application entitled “System and Method 
for Enabling Secure Access to Services in a Computer 
Network,” Ser. No. 08/84l,950, ?led on Apr. 8, 1997, by 
inventor Mark Riggins; and of co-pending patent application 
entitled “System and Method for Securely Synchronizing 
Multiple Copies of a Workspace Element in a Network,” Ser. 
No. 08/835,997, ?led on Apr. 11, 1997, by inventors Daniel 
J. Mendez, Mark D. Riggins, Prasad Wagle and Christine C. 
Ying; and of co-pending patent application entitled “System 
and Method for Using a Global Translator to Synchronize 
Workspace Elements Across a Network,” Ser. No. 08/865, 
075, ?led on May 29, 1997, by inventors Daniel J. Mendez, 
Mark D. Riggins, Prasad Wagle and Christine C. Ying. 
These applications have been commonly assigned to Roam 
Page, Inc. and are incorporated herein by reference as if 
copied verbatim hereafter. Bene?t of the earlier ?ling dates 
is claimed on all common subject matter. 

BACKGROUND OF THE INVENTION 

[0002] 
[0003] This invention relates generally to computer net 
works, and more particularly provides a system and method 
for globally and securely accessing uni?ed information in a 
computer network. 

[0004] 2. Description of the Background Art 

[0005] The internet currently interconnects about 100,000 
computer networks and several million computers. Each of 
these computers stores numerous application programs for 
providing numerous services, such as generating, sending 
and receiving e-mail, accessing World Wide Web sites, 
generating and receiving facsimile documents, storing and 
retrieving data, etc. 

1. Field of the Invention 

[0006] A roaming user, i.e., a user who travels and 
accesses a workstation remotely, is faced with several prob 
lems. Program designers have developed communication 
techniques for enabling the roaming user to establish a 
communications link and to download needed information 
and needed service application programs from the remote 
workstation to a local computer. Using these techniques, the 
roaming user can manipulate the data on the remote work 
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station and, when ?nished, can upload the manipulated data 
back from the remote workstation to the local computer. 
However, slow computers and slow communication chan 
nels make downloading large ?les and programs a time 
consuming process. Further, downloading ?les and pro 
grams across insecure channels severely threatens the 
integrity and con?dentiality of the downloaded data. 

[0007] Data consistency is also a signi?cant concern for 
the roaming user. For example, when maintaining multiple 
independently modi?able copies of a document, a user risks 
using an outdated version. By the time the user notices an 
inconsistency, interparty miscommunication or data loss 
may have already resulted. The user must then spend more 
time attempting to reconcile the inconsistent versions and 
addressing any miscommunications. 

[0008] The problem of data inconsistency is exacerbated 
when multiple copies of a document are maintained at 
different network locations. For example, due to network 
security systems such as conventional ?rewall technology, a 
user may have access only to a particular one of these 
network locations. Without access to the other sites, the user 
cannot con?rm that the version on the accessible site is the 
most recent draft. 

[0009] Data consistency problems may also arise when 
using application programs from different vendors. For 
example, the Netscape Navigatorrn web engine and the 
Internet Explorerm web engine each store bookmarks for 
quick reference to interesting web sites. However, since each 
web engine uses different formats and stores bookmarks in 
different ?les, the bookmarks are not interchangeable. In 
addition, one web engine may store a needed bookmark, and 
the other may not. Auser who, for example, runs the Internet 
ExplorerTM web engine at home and runs the Netscape 
NavigatorTM web engine at work risks having inconsistent 
bookmarks at each location. 

[0010] Therefore, a system and method are needed to 
enable multiple users to access computer services remotely 
without consuming excessive user time, without severely 
threatening the integrity and con?dentiality of the data, and 
without compromising data consistency. 

SUMMARY OF THE INVENTION 

[0011] The present invention provides a system and meth 
ods for providing global and secure access to services and to 
uni?ed (synchronized) workspace elements in a computer 
network. A user can gain access to a global server using any 
terminal, which is connected via a computer network such as 
the Internet to the global server and which is enabled with 
a web engine. 

[0012] A client stores a ?rst set of workspace data, and is 
coupled via a computer network to a global server. The client 
is con?gured to synchronize selected portions of the ?rst set 
of workspace data (comprising workspace elements) with 
the global server, which stores independently modi?able 
copies of the selected portions. The global server may also 
store workspace data not received from the client, such as 
e-mail sent directly to the global server. Accordingly, the 
global server stores a second set of workspace data. The 
global server is con?gured to identify and authenticate a user 
attempting to access it from a remote terminal, and is 
con?gured to provide access based on the client con?gura 
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tion either to the ?rst set of Workspace data stored on the 
client or to the second set of Workspace data stored on the 
global server. It Will be appreciated that the global server can 
manage multiple clients and can synchronize Workspace 
data betWeen clients. 

[0013] Service engines for managing services such as 
e-mail management, accessing bookmarks, calendaring, net 
Work access, etc. may be stored anyWhere in the computer 
netWork, including on the client, on the global server or on 
any other computer. The global server is con?gured to 
provide the user With access to services, Which based on 
level of authentication management or user preferences may 
include only a subset of available services. Upon receiving 
a service request from the client, the global server sends 
con?guration information to enable access to the service. 

[0014] Each client includes a base system and the global 
server includes a synchronization agent. The base system 
and synchronization agent automatically establish a secure 
connection therebetWeen and synchronize the selected por 
tions of the ?rst set of Workspace data stored on the client 
and the second set of Workspace data stored on the global 
server. The base system operates on the client and examines 
the selected portions to determine Whether any Workspace 
elements have been modi?ed since last synchronization. The 
synchronization agent operates on the global server and 
informs the base system Whether any of the Workspace 
elements in the second set have been modi?ed. Modi?ed 
version may then be exchanged so that an updated set of 
Workspace elements may be stored at both locations, and so 
that the remote user can access an updated database. If a 

con?ict exists betWeen tWo versions, the base system then 
performs a responsive action such as examining content and 
generating a preferred version, Which may be stored at both 
locations. The system may further include a synchroniza 
tion-start module at the client site (Which may be protected 
by a ?reWall) that initiates interconnection and synchroni 
zation When predetermined criteria have been satis?ed. 

[0015] A method of the present invention includes estab 
lishing a communications link betWeen the client and the 
global server. The method includes establishing a commu 
nications link betWeen the client and a service based upon 
user requests. The method receives con?guration data and 
uses the con?guration data to con?gure the client compo 
nents such as the operating system, the Web engine and other 
components. Con?guring client components enables the 
client to communicate With the service and provides a 
user-and-service-speci?c user interface on the client. Estab 
lishing a communications link may also include con?rming 
access privileges. 

[0016] Another method uses a global translator to syn 
chronize Workspace elements. The method includes the 
steps of selecting Workspace elements for synchronization, 
establishing a communications link betWeen a client and a 
global server, examining version information for each of the 
Workspace elements on the client and on the global server to 
determine Workspace elements Which have been modi?ed 
since last synchronization. The method continues by com 
paring the corresponding versions and performing a respon 
sive action. Responsive actions may include storing the 
preferred version at both stores or reconciling the versions 
using content-based analysis. 
[0017] The system and methods of the present invention 
advantageously provide a secure globally accessible third 
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party, ie the global server. The system and methods provide 
a secure technique for enabling a user to access the global 
server and thus Workspace data remotely and securely. 
Because of the global ?reWall and the identi?cation and 
security services performed by the global server, corpora 
tions can store relatively secret information on the global 
server for use by authorized clients. Yet, the present inven 
tion also enables corporations to maintain only a portion of 
their secret information on the global server, so that there 
Would be only limited loss should the global server be 
compromised. Further, the global server may advanta 
geously act as a client proxy for controlling access to 
services, logging use of keys and logging access of 
resources. 

[0018] A client user Who maintains a Work site, a home 
site, an off-site and the global server site can securely 
synchronize the Workspace data or portions thereof among 
all four sites. Further, the predetermined criteria (Which 
control When the synchronization-start module initiates syn 
chronization) may be set so that the general synchronization 
module synchronizes the Workspace data upon user request, 
at predetermined times during the day such as While the user 
is commuting, or after a predetermined user action such as 
user log-o?‘“ or user log-on. Because the system and method 
operate over the Internet, the system is accessible using any 
connected terminal having a Web engine such as an intemet 
enabled smart phone, television settop (e.g., Web TV), etc. 
and is accessible over any distance. Since the system and 
method include format translation, merging of Workspace 
elements betWeen different application programs and differ 
ent platforms is possible. Further, because synchronization 
is initiated from Within the ?reWall, the typical ?reWall, 
Which prevents in-bound communications and only some 
protocols of out-bound communications, does not act as an 
impediment to Workspace element synchronization. 

[0019] Further, a roaming user may be enabled to access 
Workspace data from the global server or may be enabled to 
access a service for accessing Workspace data from a client. 
For example, a user may prefer not to store personal 
information on the global server but may prefer to have 
remote access to the information. Further, the user may 
prefer to store highly con?dential Workspace elements on 
the client at Work as added security should the global server 
be compromised. 

[0020] The present invention may further bene?t the 
roaming user Who needs emergency access to information. 
The roaming user may request a Management lnforrnation 
Systems (MIS) director controlling the client to provide the 
global server With the proper keys to enable access to the 
information on the client. If only temporary access is 
desired, the keys can then be later destroyed either auto 
matically or upon request. Alternatively, the MIS director 
may select the needed information as Workspace elements to 
be synchronized and may request immediate synchroniza 
tion With the global server. Accordingly, the global server 
and the client can synchronize the needed information, and 
the user can access the information from the global server 
after it has completed synchronization. 

[0021] The present invention also enables the system and 
methods to synchronize keys, available services and corre 
sponding service addresses to update accessibility of Work 
space data and services. For example, if the user of a client 
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accesses a site on the Internet which requires a digital 
certi?cate and the user obtains the certi?cate, the system and 
methods of the present invention may synchronize this 
newly obtained certi?cate with the keys stored on the global 
server. Thus, the user need not contact the global server to 
provide it with the information. The synchronization means 
will synchronize the information automatically. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0022] FIG. 1 is a block diagram illustrating a secure 
data-synchronizing remotely accessible network in accor 
dance with the present invention; 

[0023] FIG. 2 is a block diagram illustrating details of a 
FIG. 1 remote terminal; 

[0024] FIG. 3 is a block diagram illustrating details of a 
FIG. 1 global server; 

[0025] FIG. 4 is a block diagram illustrating details of a 
FIG. 1 synchronization agent; 

[0026] FIG. 5 is a graphical representation of an example 
bookmark in global format; 

[0027] FIG. 6 is a graphical representation of the FIG. 3 
con?guration data; 
[0028] FIG. 7 is a block diagram illustrating the details of 
a FIG. 1 client; 

[0029] FIG. 8 is a block diagram illustrating the details of 
a FIG. 1 base system; 

[0030] 
[0031] FIG. 10 is a ?owchart illustrating a method for 
remotely accessing a secure server; 

[0032] FIG. 11 is a ?owchart illustrating details of the 
FIG. 10 step of creating a link between a client and global 
server; 

[0033] FIG. 12 is a ?owchart illustrating details of the 
FIG. 10 step of providing access to a service in a ?rst 

embodiment; 
[0034] FIG. 13 is a ?owchart illustrating details of the 
FIG. 10 step of providing access to a service in a second 

embodiment, 
[0035] FIG. 14 is a ?owchart illustrating details of the 
FIG. 10 step of providing access to a service in a third 
embodiment; and 

[0036] FIG. 15 is a ?owchart illustrating a method for 
synchronizing multiple copies of a workspace element over 
a secure network. 

FIG. 9 illustrates an example services list; 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0037] FIG. 1 is a block diagram illustrating a network 
100, comprising a ?rst site such as a remote computer 
terminal 105 coupled via a communications channel 110 to 
a global server 115. The global server 115 is in turn coupled 
via a communications channel 120 to a second site such as 
a Local Area Network (LAN) 125 and via a communications 
channel 122 to a third site such as client 167. Communica 
tions channel 110, communications channel 120 and com 
munications channel 122 may be referred to as components 
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of a computer network such as the Internet. The global 
server 115 is protected by a global ?rewall 130, and the LAN 
125 is protected by a LAN ?rewall 135. 

[0038] The LAN 125 comprises a client 165, which 
includes a base system 170 for synchronizing workspace 
data 180 (e-mail data, ?le data, calendar data, user data, etc.) 
with the global server 115 and may include a service engine 
175 for providing computer services such as scheduling, 
e-mail, paging, word-processing or the like. Those skilled in 
the art will recognize that workspace data 180 may include 
other types of data such as application programs. It will be 
further appreciated that workspace data 180 may each be 
divided into workspace elements, wherein each workspace 
element may be identi?ed by particular version information 
782 (FIG. 7). For example, each e-mail, ?le, calendar, etc. 
may be referred to as “a workspace element in workspace 
data.” For simplicity, each workspace element on the client 
165 is referred to herein as being stored in format A. It will 
be further appreciated that the workspace data 180 or 
portions thereof may be stored at different locations such as 
locally on the client 165, on other systems in the LAN 125 
or on other systems (not shown) connected to the global 
server 115. 

[0039] The client 167 is similar to the client 165. How 
ever, workspace data stored on the client 167 is referred to 
as being stored in format B, which may be the same as or 
different than format A. All aspects described above and 
below with reference to the client 165 are also possible with 
respect to the client 167. For example, client 167 may 
include services (not shown) accessible from remote termi 
nal 105, may include a base system (not shown) for syn 
chronizing workspace elements with the global server 115, 
etc. 

[0040] The global server 115 includes a security system 
160 for providing only an authorized user with secure access 
through ?rewalls to services. The security system 160 may 
perform identi?cation and authentication services and may 
accordingly enable multiple levels of access based on the 
level of identi?cation and authentication. The global server 
115 further includes a con?guration system 155 that down 
loads con?guration data 356 (FIGS. 3 and 6) to the remote 
terminal 105 to con?gure remote terminal 105 components 
such as the operating system 270 (FIG. 2), the web engine 
283 (FIG. 2), the applet engine 290 (FIG. 2), etc. The 
con?guration system 155 uses the con?guration data 356 to 
enable the remote terminal 105 to access the services 
provided by the service engine 175 and to provide a user 
and-service-speci?c user interface. 

[0041] The global server 115 stores workspace data 163, 
which includes an independently modi?able copy of each 
selected workspace element in the selected portions of the 
workspace data 180. Accordingly, the workspace data 163 
includes an independently modi?able copy of each corre 
sponding version information 782 (FIG. 7). The workspace 
data 163 may also include workspace elements which origi 
nate on the global server 115 such as e-mails sent directly to 
the global server 115 or workspace elements which are 
downloaded from another client (not shown). The global 
server 115 maintains the workspace data 163 in a format, 
referred to as a “global format,” which is selected to be 
easily translatable by the global translator 150 to and from 
format A and to and from format B. As with format A and 
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format B, one skilled in the art knows that the global format 
actually includes a global format for each information type. 
For example, there may be a global format for bookmarks 
(FIG. 5), a global format for ?les, a global format for 
calendar data, a global format for e-mails, etc. 

[0042] The global server 115 also includes a synchroni 
zation agent 145 for examining the Workspace elements of 
Workspace data 163. More particularly, the base system 170 
and the synchronization agent 145, collectively referred to 
herein as “synchronization means,” cooperate to synchro 
nize the Workspace data 163 With the selected portions of the 
Workspace data 180. The synchronization means may indi 
vidually synchronize Workspace elements (e.g., speci?c 
Word processor documents) or may synchronize Workspace 
element folders (e.g., a bookmark folder). Generally, the 
base system 170 manages the selected portions of the 
Workspace data 180 Within the LAN 125 and the synchro 
nization agent 145 manages the selected portions of Work 
space data 163 Within the global server 115. It Will be 
appreciated that the global translator 150 cooperates With the 
synchronization means to translate betWeen format A (or 
format B) and the global format. It Will be further appreci 
ated that the global server 115 may synchronize the Work 
space data 163 With Workspace data 180 and With the 
Workspace data (not shoWn) on the client 167. Accordingly, 
the Workspace data 163 can be easily synchronized With the 
Workspace data (not shoWn) on the client 167. 

[0043] The remote terminal 105 includes a Web engine 
140, Which sends requests to the global server 115 and 
receives information to display from the global server 115. 
The Web engine 140 may use HyperText Transfer Protocol 
(HTTP) and HyperText Markup Language (HTML) to inter 
face With the global server 115. The Web engine 140 may be 
enabled to run applets, Which When executed operate as the 
security interface for providing access to the global server 
115 and Which operate as the application interface With the 
requested service. Using the present invention, a user can 
operate any remote client 105 connected to the lntemet to 
access the global server 115, and thus to access the services 
and the Workspace data on or accessible by the global server 
115. 

[0044] FIG. 2 is a block diagram illustrating details of the 
remote terminal 105, Which includes a Central Processing 
Unit (CPU) 210 such as a Motorola PoWer PCTM micropro 
cessor or an Intel PentiumTM microprocessor. An input 
device 220 such as a keyboard and mouse, and an output 
device 230 such as a Cathode Ray Tube (CRT) display are 
coupled via a signal bus 235 to CPU 210. A communications 
interface 240, a data storage device 250 such as Read Only 
Memory (ROM) and a magnetic disk, and a Random-Access 
Memory (RAM) 260 are further coupled via signal bus 235 
to CPU 210. The communications interface 240 is coupled 
to a communications channel 110 as shoWn in FIG. 1. 

[0045] An operating system 270 includes a program for 
controlling processing by CPU 210, and is typically stored 
in data storage device 250 and loaded into RAM 260 (as 
shoWn) for execution. Operating system 270 further includes 
a communications engine 275 for generating and transfer 
ring message packets via the communications interface 240 
to and from the communications channel 110. Operating 
system 270 further includes an Operating System (OS) 
con?guration module 278, Which con?gures the operating 
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system 270 based on OS con?guration data 356 (FIG. 3) 
such as Transmission Control Protocol (TCP) data, Domain 
Name Server (DNS) addresses, etc. received from the global 
server 115. 

[0046] Operating system 270 further includes the Web 
engine 140 for communicating With the global-server 115. 
The Web engine 140 may include a Web engine (WE) 
con?guration module 286 for con?guring elements of the 
Webengine 140 such as home page addresses, bookmarks, 
caching data, user preferences, etc. based on the con?gura 
tion data 356 received from the global server 115. The Web 
engine 140 may also include an encryption engine 283 for 
using encryption techniques to communicate With the global 
server 115. The Web engine 140 further may include an 
applet engine 290 for handling the execution of doWnloaded 
applets including applets for providing security. The applet 
engine 290 may include an Applet Engine (AE) con?gura 
tion module 295 for con?guring the elements of the applet 
engine 290 based on con?guration data 356 received from 
the global server 115. 

[0047] FIG. 3 is a block diagram illustrating details of the 
global server 115, Which includes a Central Processing Unit 
(CPU) 310 such as a Motorola PoWer PCTM microprocessor 
or an Intel PentiumTM microprocessor. An input device 320 
such as a keyboard and mouse, and an output device 330 
such as a Cathode Ray Tube (CRT) display are coupled via 
a signal bus 335 to CPU 310. A communications interface 
340, a data storage device 350 such as Read Only Memory 
(ROM) and a magnetic disk, and a Random-Access Memory 
(RAM) 370 are further coupled via signal bus 335 to CPU 
310. As shoWn in FIG. 1, the communications interface 340 
is coupled to the communication: channel 110 and to the 
communications channel 120. 

[0048] An operating system 380 includes a program for 
controlling processing by CPU 310, and is typically stored 
in data storage device 350 and loaded into RAM 370 (as 
illustrated) for execution. The operating system 380 further 
includes a communications engine 382 for generating and 
transferring message packets via the communications inter 
face 340 to and from the communications channel 345. The 
operating system 380 also includes a Web page engine 398 
for transmitting Web page data 368 to the remote terminal 
105, so that the remote terminal 105 can display a Web page 
900 (FIG. 9) listing functionality offered by the global 
server 115. Other Web page data 368 may include informa 
tion for displaying security method selections. 

[0049] The operating system 380 may include an applet 
host engine 395 for transmitting applets to the remote 
terminal 105. A con?guration engine 389 operates in con 
junction With the applet host engine 395 for transmitting 
con?guration applets 359 and con?guration and user data 
356 to the remote terminal 105. The remote terminal 105 
executes the con?guration applets 359 and uses the con?gu 
ration and user data 356 to con?gure the elements (e.g., the 
operating system 270, the Web engine 140 and the applet 
engine 290) of the remote terminal 105. Con?guration and 
user data 356 is described in greater detail With reference to 
FIG. 6. 

[0050] The operating system 380 also includes the syn 
chronization agent 145 described With reference to FIG. 1. 
The synchronization agent 145 synchronizes the Workspace 
data 163 on the global server 115 With the Workspace data 














