
US 20060193332A1 

(12) Patent Application Publication (10) Pub. No.: US 2006/0193332 A1 
(19) United States 

Qian et al. (43) Pub. Date: Aug. 31, 2006 

(54) FORWARDING STATE SHARING BETWEEN 
MULTIPLE TRAFFIC PATHS IN A 
COMMUNICATION NETWORK 

(76) Inventors: Lie Qian, Richardson, TX (US); Yiyan 
Tang, Richardson, TX (US); Yuke 
Wang, Richardson, TX (US); Bashar 
Bou-Dlab, Ottawa (CA); Wladyslaw 
Olesinski, Ottawa (CA) 

Correspondence Address: 
STITES & HARBISON PLLC 
1199 NORTH FAIRFAX STREET 
SUITE 900 
ALEXANDRIA, VA 22314 (US) 

(21) Appl. No.: 11/067,506 

(22) Filed: Feb. 28, 2005 

Publication Classi?cation 

(51) Int. Cl. 
H04L 12/56 (2006.01) 

800 
\ 

(52) US. Cl. ....................................... .. 370/397; 370/395.5 

(57) ABSTRACT 

The sharing of forwarding states between multiple traf?c 
paths is described. There is a described a method for 
establishing a data traf?c path in a communication network 
from a ?rst node towards a second node. The method 

includes searching a set of pre-existing forwarding states for 
a pre-existing forwarding state associated with the ?rst node 
for de?ning the traf?c path from the ?rst node towards the 
second node. If the pre-existing forwarding state for de?ning 
the tra?ic path cannot be found in the set of pre-existing 
forwarding states, then a new forwarding state for de?ning 
the tra?ic path from the ?rst node towards the second node 
is generated the new forwarding state is used to establish the 
tra?ic path from the ?rst node towards the second node. An 
apparatus implementing the method is described. The shar 
ing of forwarding states as described may be used in MPLS 
enabled networks. 
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FORWARDING STATE SHARING BETWEEN 
MULTIPLE TRAFFIC PATHS IN A 
COMMUNICATION NETWORK 

FIELD OF INVENTION 

[0001] The invention relates to the art of communication 
systems and more speci?cally to an implementation of 
forwarding state sharing between multiple paths in a com 
munication network. 

BACKGROUND OF THE INVENTION 

[0002] In a communication system, resources are typically 
used to establish and maintain communication paths through 
which data may be forwarded. At each node or network 
element along a communication path, the forwarding state of 
data, such as a packet of digital data, may be determined to 
forward the packet along to the next node, or next hop, of the 
communication path. Thus, forwarding state may be con 
sidered the information used at each node to forward the data 
to the next node. 

[0003] In an installation of a communication network 
system, there can be Internet Protocol (IP) and Multiproto 
col Label Switching (MPLS) controls for forwarding data 
packets through the network. MPLS is considered by some 
as an e?icient way of transmitting data packets. This is 
primarily because MPLS eliminates the need to examine the 
destination IP address of a packet at every router or network 
node in the path of the packet. As such, MPLS has particular 
utility in the high speed core of many networks, such as IP 
networks. 

[0004] For instance, the IP control may comprise IP rout 
ing protocols such as OSPF, IS-IS, and BGP, which 
exchange network topology information and help build the 
IP forwarding state. MPLS control may comprise signalling 
protocols such as LDP, RSVP-TE, and BGP to communicate 
forwarding state information between nodes. The IP for 
warding state is thus constructed using the destination IP 
address. With an MPLS implementation, each incoming 
packet is provided with a MPLS “label”, and thereafter an 
MPLS node examines the “label” instead of the destination 
IP address to make a forwarding decision. Thus, the for 
warding state at a MPLS node may be used to establish a 
data traf?c path through which data may be communicated. 
A MPLS node, such as a label-switching router (LSR), may 
use information provided by the IP and MPLS control 
components to construct the MPLS forwarding state at the 
node to establish a communication path and forward a data 
packet to the downstream node, or child node, along a label 
switched path (LSP). MPLS thus reduces the need to per 
form a complex route lookup based on destination IP address 
and provides a switched logical path LSP facility. 

[0005] Prior to transmission of data packets through a 
network, data traf?c paths are established between nodes for 
transport of such packets. In a MPLS implementation, 
separate label-switched paths (LSP’s) may be provided for 
packets of different forwarding equivalence classes (FEC’s) 
of a MPLS implementation, such as different classes of 
service, passing through a node or LSR. The establishment 
of separate traf?c paths or LSPs require network adminis 
tration resources which may be scarce. Particularly in an 
MPLS implementation, since a 32 bit MPLS shim label only 
provides for a 20-bit label identi?er, there are only 220 
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unique labels (or 64,000 unique labels) available to a MPLS 
network domain. As each LSP requires the use of one or 
more unique labels at each LSR, the number of LSPs that 
may be deployed in a MPLS network is limited by the 
64,000 unique labels that are available. 

[0006] The issue of exhausting network administration 
resources may be compounded in prior art networks where 
multicast messages are being forwarded therethrough in one 
or more multicast channels. For instance, in a single multi 
cast channel for forwarding data to multiple destination 
nodes in a MPLS network, a “multicast tree” may be 
constructed with LSPs providing different paths in the 
multicast tree trough the nodes, or LSRs. For instance, the 
multicast tree may have destination nodes as leaves, and the 
source node as the root in case of single source multicast. In 
case of multiple sources, a “rendezvous” node may be used 
as the root node. As such, in MPLS terminology each node 
or LSR on a multicast tree may be categoriZed into 1) a 
Source Designated Router (SDR) or root node, 2) a Branch 
ing Router (BR), which has more than one child router on 
the multicast tree, 3) a Non-branching Router (N BR), which 
has only one child router on the multicast tree, and 4) a 
Destination Designated Router (DDR), which is a leaf on the 
multicast tree. Each LSR, be it a SDR, BR, NBR or DDR 
along the multicast tree is typically required to maintain a 
roster of information relating to a forwarding state as part of 
each multicast channel or multicast tree that passes through 
the LSR. Thus, in an MPLS implementation, MPLS labels 
are consumed at each LSR for every multicast channel that 
is forwarding data through the network. For networks in 
which multiple multicast channels are provided, it is evident 
that the available network administration resources, such as 
unique MPLS labels in a MPLS network, may be exhausted 
even more quickly, and that the deployment scale of the 
network is limited by the consumption of resources. 

[0007] As such, there is a need for a method and system 
that seeks to alleviate the above disadvantages. 

SUMMARY OF THE INVENTION 

[0008] In an aspect of the present invention, there is a 
provided a method for establishing a data tra?ic path in a 
communication network from a ?rst node towards a second 
node. The method comprises: searching a set of pre-existing 
forwarding states for a pre-existing forwarding state asso 
ciated with the ?rst node for de?ning the traf?c path from the 
?rst node towards the second node; and if the pre-existing 
forwarding state for de?ning the traffic path cannot be found 
in the set of pre-existing forwarding states, generating a new 
forwarding state for de?ning the traf?c path from the ?rst 
node towards the second node; and using the new forward 
ing state to establish the tra?ic path from the ?rst node 
towards the second node. 

[0009] The method may further comprise the step of: if the 
pre-existing forwarding state for de?ning the tra?ic path is 
found in the set of pre-existing forwarding states, then 
establishing the traf?c path using the pre-existing forward 
ing state. 

[0010] The step of if the pre-existing forwarding state for 
de?ning the traf?c path cannot be found in the set of 
pre-existing forwarding states may further comprise adding 
the new forwarding state to the set of pre-existing forward 
ing states associated with the ?rst node. 
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[0011] The new forwarding state may includes informa 
tion identifying the second node. The set of pre-existing 
forwarding states may be stored in a table of records 
associated with the ?rst node, and the new forwarding state 
may be stored as a record in the table. 

[0012] The traf?c path may be a segment of a multicast 
tree for a multicast channel in the communication network, 
and the second node may be a branching node of the 
multicast tree. The communication network may be MPLS 
enabled and the new forwarding state may include a MPLS 
label. 

[0013] The number of traf?c paths de?ned towards the 
second node from the ?rst node may be recorded in the table 
of records. The number of tra?ic paths de?ned towards the 
second node may be incremented upon the new forwarding 
state being generated. 

[0014] In another aspect of the present invention, there is 
provided a method for responding to a ?rst request for 
establishing a ?rst traf?c path through a ?rst node towards 
a second node, and for responding to a second request 
establishing a second traf?c path through the ?rst node 
towards the second node. The method comprises: receiving 
the ?rst and second requests at the ?rst node; generating a 
forwarding state identifying the second node, the forwarding 
state being for de?ning the ?rst and second traf?c paths 
through the ?rst node towards the second node; associating 
the forwarding state with the ?rst and second traf?c paths; 
and establishing the ?rst and second traffic paths through the 
?rst node towards the second node according to the for 
warding state. 

[0015] The forwarding state may be stored in a table of 
records associated with the ?rst node. 

[0016] The ?rst tra?ic path may be a segment of a ?rst 
multicast tree for a ?rst multicast channel in the communi 
cation network. The second tra?ic path may be a segment of 
a second multi-cast tree for a second multicast channel in the 
communication network. The second node may be a branch 
ing node or a destination designated node of the ?rst 
multicast tree. The second node may be a branching node or 
a destination designated node of the second multicast tree. 

[0017] The communication network may be a MPLS 
enabled network. The forwarding state may include an 
ingress MPLS label, an egress MPLS label, an egress 
interface identi?er, and a further identi?er associating the 
forwarding state with the second node. 

[0018] The step of generating the forwarding state may be 
performed after receiving the ?rst request to establish the 
?rst traf?c path at the ?rst node. The step of generating the 
forwarding state may also be performed prior to receiving 
the ?rst request to establish the ?rst traf?c path at the ?rst 
node. 

[0019] The ?rst and second multicast channels may be 
each associated with the transmission of multimedia data. 

[0020] In another aspect of the present invention, there is 
provided a network element for establishing a data traf?c 
path in a communications network from the network ele 
ment towards a second network element. The network 
element comprises: data storage associated with the network 
element for storing a set of pre-existing forwarding states; 
and an egress interface for forwarding the data for the traf?c 
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path from the network element towards the second network 
element. As a request is received at the network element to 
establish the traf?c path, the set of pre-existing forwarding 
states is searched for a pre-existing forwarding state for 
de?ning the traf?c path from the egress interface toward the 
second network element. If the pre-existing forwarding state 
for de?ning the tra?ic path cannot be found in the set of 
pre-existing forwarding states, then: generating a new for 
warding state for de?ning the traf?c path through the egress 
interface towards the second network element; storing the 
new forwarding state into the set of pre-existing forwarding 
states; and using the new forwarding state to establish the 
tra?ic path from the egress interface towards the second 
network element through the egress interface. 

[0021] The communication network may be MPLS 
enabled, and the new forwarding state may include an 
ingress MPLS label, an egress MPLS label, an egress 
interface identi?er identifying the egress interface, and an 
identi?er associated with second network element. The 
tra?ic path may be associated with a multicast channel. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0022] The foregoing and other aspects of the invention 
will become more apparent from the following description 
of speci?c embodiments thereof and the accompanying 
drawings which illustrate, by way of example only, the 
principles of the invention. In the drawings, where like 
elements feature like reference numerals (and wherein indi 
vidual elements bear unique alphabetical suf?xes): 

[0023] FIG. 1 is a block diagram of a computer commu 
nication network; 

[0024] FIG. 2 is a ?ow chart diagram of a method for 
establishing a path towards a destination node in the com 
puter network of FIG. 1; 

[0025] FIG. 3 is a diagram of a table of forwarding states 
employed by a node for establishing tra?ic paths in an 
embodiment of the present invention; 

[0026] FIG. 4a to 40 are block diagrams showing an 
establishment of traf?c paths towards a destination node 
employing the method of FIG. 2 and an implementation of 
the table of FIG. 3; 

[0027] FIG. 5a to 5b are block diagrams showing a tear 
down of the tra?ic paths that were established employing the 
method of FIG. 2 and shown in FIGS. 4a to 40; 

[0028] FIG. 6 is a block diagram of a multicast tree for a 
multicast channel through which traf?c paths, or traf?c 
tunnels, may be established according to the method of FIG. 
2 in an alternate embodiment of the present invention; 

[0029] FIG. 7 is a block diagram of nodes of a multicast 
tree in which traf?c tunnels may be statically established in 
yet another embodiment of the present invention; and 

[0030] FIG. 8 is a block diagram of a network element 
that may be used in an embodiment of the invention. 

DETAILED DESCRIPTION OF AN 
EMBODIMENT 

[0031] The description which follows, and the embodi 
ments described therein, are provided by way of illustration 
of an example, or examples, of particular embodiments of 
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the principles of the present invention. These examples are 
provided for the purposes of explanation, and not limitation, 
of those principles and of the invention. In the description, 
which follows, like parts are marked throughout the speci 
?cation and the drawings with the same respective reference 
numerals. 

[0032] In an embodiment, there is a communication net 
work for forwarding data from one node to another along 
data traf?c paths in the network. Referring to FIG. 1, there 
is shown a network 100. Therein, nodes 102, 104, 106, 108 
and 110 are interconnected by communication links, shown 
as the solid lines connecting the nodes. It will be appreciated 
that network 100 may have other nodes that may be con 
nected to one another, and to nodes 102, 104, 106, 108 and 
110. However, only nodes 102, 104, 106, 108 and 110, and 
the shown communication links, are presently considered 
with respect to network 100. 

[0033] Assuming that initially there is no information 
regarding forwarding states that de?ne data traf?c paths in 
network 100. A communication or traf?c path may be 
established by providing a ?rst node with a request for a path 
towards a second node. The request may be generated at the 
?rst node in response to a desire to forward data to the 
second node, or be received externally from the ?rst node 
from another element within or outside network 100. For 
instance, if a request is received at node 102 to establish a 
communication path towards node 104, a path 112 (shown 
in stippled line) may be de?ned by way of forwarding states 
that are locally relevant to each of nodes 102, 106, and 108 
for identifying traffic path 112 towards destination node 104. 
Thus, after receipt of a request to de?ne a path towards node 
104, a forwarding state locally relevant to node 102 may be 
generated for path 112 through the link between node 102 
and node 106 towards node 104. It will be appreciated that 
this link may be any link provided by any network layer of 
network 100. This forwarding state generated at node 102 
may be identi?ed as being associated with destination node 
104, and may also be stored so that it is accessible by node 
102 for sharing with traffic paths other than path 112. It will 
be appreciated that this generation and storage of a forward 
ing state may be local to node 102, or be by another element 
within or without network 100. A request to establish a path 
to destination node 104 may then be passed to the next hop, 
or node, toward node 104, which as shown in FIG. 1 is node 
106 and then subsequently node 108. At nodes 106 and 108, 
the same process as at node 102 is repeated for generating 
forwarding states that are locally relevant to each of nodes 
106 and 108 to establish traf?c path 112 towards destination 
node 104. The generated forwarding states at nodes 106 and 
108 are associated with the destination node 104 and may 
also be stored of sharing with other traf?c paths as in the case 
of node 102. Thus, it will be appreciated that forwarding 
path 112 may be established and de?ned by the forwarding 
states generated at each node 102, 106 and 108, which 
forwarding states are all associated with a particular desti 
nation node (i.e., node 104 in this example). 

[0034] After the forwarding states at nodes 102, 106 and 
108 is generated as above, if a request is then received at 
node 102 for establishing another path to destination of node 
104, there is no longer a need to create entirely new 
forwarding state information to generate the new path to 
destination node 104. Node 102 may now search its avail 
able set of forwarding states, and ?nd that it already has a 
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forwarding state associated with a traffic path 112 to node 
104 as the destination. Thus, the newly requested traf?c path 
may be de?ned using the forwarding state already available 
to node 104. Furthermore, a request to de?ne the new path 
need not be forwarded to node 106 or 108, since the 
downstream forwarding states may also be shared. 

[0035] If a traf?c path is desired between nodes 110 and 
104, there will initially be no forwarding state information 
at node 110 that is associated with destination node 104. As 
such, a forwarding state is generated for node 110 to 
establish a path 114 towards node 104, such as, for example, 
through the link between nodes 110 and 106. Like at node 
102 when there was initially no forwarding state informa 
tion, a request to establish a path towards node 104 is sent 
from node 110 to node 106. Now, however, since node 106 
already has a stored forwarding state associated with desti 
nation node 104, instead of generating a new forwarding 
state in response to the path request from node 110, the 
stored forwarding state associated with destination node 104 
may be shared and used to de?ne traf?c path 114 towards 
node 104. Thus, path 114 from node 110 to node 104 may 
be de?ned with only new forwarding state information 
generated at node 110, but for which generation of new 
forwarding states at intermediate nodes 106 and 108 are 
avoided since the pre-existing forwarding states that are 
available in connection with path 112 may be shared with 
path 114, which paths both have a common destination 
point. 

[0036] It will be appreciated that forwarding paths 112 and 
114 both pass through a common segment, or tunnel shown 
as 118 in the common sections ofpaths 112 and 114 in which 
forwarding states are shared. 

[0037] In an embodiment, the processing at each node 
establishing a traffic path from a ?rst node towards a second, 
or destination, a node in network 100 may be shown 
pictorially as a ?ow chart 200 in FIG. 2. At each node 
towards a destination node, the path establishment process 
begins at step 202 with the receipt of a request to establish 
a traf?c path towards a destination node, which in the case 
of the ?rst, or start, node of a path, the request may be 
generated internally in response to establish a path towards 
the second, or destination, node as described above. At step 
204, if the node under consideration is found to be the 
destination node, then the path establishment process is 
terminated at step 214, since forwarding states at nodes 
along the desired traf?c path must then have been generated. 
However, if the node is not the destination node, then the 
process continues to step 206 at which it is determined if 
there is a suitable forwarding state identifying the destina 
tion node that is available to the node under consideration. 
If so, then at step 212 a path is established towards the 
destination node using the available forwarding state. How 
ever, if at step 206 no suitable forwarding state is found, then 
at step 208 a new forwarding state is generated to establish 
a path towards the destination node. It will be appreciated 
that step 206 may include communication with a network 
information management system, or communication with 
the next node towards the destination node, to generate and 
optionally store the forwarding state. Then at step 210, a 
request to establish a path towards the destination node is 
sent to the next node towards the destination node, after 
which processing of the path establishment request at the 
node under consideration terminates at step 214. 
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[0038] It will be appreciated that in some embodiments, 
forwarding states may not be shared among traf?c paths 
even if such paths share a common segment towards a 
common destination node. For instance, data traf?c paths in 
a communication network may each be associated with a 
particular class of service, for which each respective class of 
service may have certain quality of service (QoS) require 
ments. For example, during tra?ic path setup and de?nition, 
reservations of network resources are made to provide the 
QoS requested by the path, and such a path may be de?ned 
such that its bandwidth is not sharable. As such, it may be 
inappropriate to share forwarding states between traf?c 
paths having different QoS requirements. While it may be 
possible to share forwarding states within an acceptable 
range of QoS differences between tra?ic paths, the accept 
able dilference thresholds may vary in different network 
implementations. The management of sharing available for 
warding states may be handled by different techniques in 
different implementations, such as by intelligence at each 
network node (such as by the performance of a QoS check 
between steps 206 and 212 of FIG. 2 described above), or 
by a network information management system. 

[0039] More speci?c details regarding implementations 
and applications of the above described forwarding states 
sharing method between data tra?ic paths is now provided 
with respect to embodiments in which MPLS forwarding is 
provided in a communications network. 

[0040] In conventional IP forwarding in a network, each 
router, which may be considered a network node, typically 
independently examines a data packet received thereat and 
assigns the packet to a forwarding path, which may be a 
“forward equivalency class” (EEC). In contrast, in MPLS a 
packet is assigned to a FEC only once as the packet enters 
an MPLS domain, and a “label” representing the FEC is 
attached to the packet. A FEC may be considered a trans 
mission channel through which packets are transmitted, and 
may be unicast (point-to-point) or multicast (point-to-mul 
tipoint). At subsequent node hops along a forwarding path 
within an MPLS domain, the IP information of the packet is 
no longer examined. Instead, the MPLS label provides an 
index into a table, commonly referred to as a MPLS label 
switching table, which speci?es the next hop, and a new 
label. Such a forwarding path are known in the art as a label 
switched path (LSP), and a LSP may be manually set up as 
permanent label switched paths (PLSP) by network opera 
tors in static operation, whereby some or all of the LSPs of 
a network is pre-determined. Alternatively, a label distribu 
tion protocol (LDP) may be employed wherein the network 
dynamically sets up LSPs upon command(s) from the net 
work operator or a packet arriving at a node without a 
forwarding path on which the packet can be forwarded to its 
destination. Such paths are typically referred to in the art as 
soft-permanent or signalled LSPs (SLSPs). Further details 
concerning MPLS can be found in the following draft (i.e. 
work in progress) MPLS standards or proposals, each of 
which is incorporated herein by reference: 

[0041] [l] E. Rosen, A. Viswanathan, R. Callon, Multi 
protocol Label Switching Architecture, draft ietf-mpls-arch 
06.txt. 

[0042] [2] L. Andersson, P. Doolan, N. Feldman, A. Fre 
dette, B. Thomas, LDP Speci?cation, draft-ietf-mpls-ldp 
06.txt. 
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[0043] [3] B. Davie, J. Lawrence, K. McCloghrie, Y. 
Rekhter, E. Rosen, G. Swallow, P. Doolan, MPLS Using 
LDP and ATM VC Switching, draft-ietf-mpls-atm-02.txt. 

[0044] [4] B. Jamoussi, Constraint-Based LSP Setup using 
LDP, draft ietf-mpls-cr-ldp-0.l .txt. 

[0045] [5] E. Braden et al., Resource Reservation Proto 
col, RFC 2205. This LDP implementation is hereinafter also 
referred to as “RSVP”. 

[0046] In an embodiment, forwarding state sharing may be 
implemented by maintaining information in addition to the 
label and interface information of a MPLS label switching 
table. Such additional information may be arranged along 
with label switching information into a table or records, and 
may be referred to as a “tunnelling information”. A tunnel 
ling record table may be implemented for each node, or 
LSR. An exemplary tunnelling record table may be picto 
rially represented as table 300 of FIG. 3, which may be used 
for maintaining information relating to traf?c paths, or LSPs, 
that pass through the LSR. In table 300, each entry 308 in the 
table speci?es forwarding state information that may de?ne 
a traf?c path or be shared among traf?c paths. For example, 
entry 308 may specify an ingress label Lin, and one or 
multiple parts of egress label Lout and an output interface 
IOut. Iout speci?es an egress interface from the LSR. Where 
an entry 308 in table 300 provides more than a single pair of 
Lout and IOut information, the entry may be used in a 
branching node of a multicast channel in which packets are 
duplicated and sent out from the LSR from a different egress 
interface with the egress label Lout speci?ed for that egress 
interface IOut. For ease of illustration, consideration of only 
non-branching nodes or LSRs, that is, an entry such as entry 
308 that provides only a single pair of (Lout, IOut) informa 
tion, is presently considered. While point-to-multipoint 
LSPs are not considered in detail, it will be appreciated that 
the same principles may be applied to point-to-multipoint 
LSPs, as described in greater detail below. 

[0047] A LSR may have multiple ingress and egress 
interfaces for connection to multiple neighbour LSRs. A 
tunnelling record table, such as table 300, may be associated 
with a LSR or with an interface of the LSR, or only label 
switching information in separate label switching tables may 
be associated with each interface of the LSR and LSP 
information for sharing forwarding states may be recorded 
in a centraliZed tunnelling record table for the LSR. As 
described in greater detail below, implementing forwarding 
state sharing for a network node, or LSR, that has separate 
tunnelling record tables for each ingress interface may 
require usage of more MPLS labels in an embodiment. 

[0048] For the embodiment, data traf?c paths or LSPs may 
be established by way of entries that are generated in 
tunnelling record tables along node towards the destination 
node. The label information in each entry may identify a 
communication path because, during data routing when a 
packet of data arrives at a LSR, the LSR searches a tunnel 
ling record table, such as table 300, for an entry with ingress 
label Lin that matches the label on the packet, for example by 
way of 20-bit ?xed length matching of the MPLS header in 
the 32 bit shim header of a MPLS enabled packet. For each 
pair of Lout and Iout information in a matched entry, the LSR 
swaps the label value Lin of the packet with the table in the 
Lout ?eld of the entry, and forwards the packet to a neighbour 
LSR through egress interface I This process may be out ' 
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referred to as “label switching” of a packet, which forwards 
a packet through a MPLS network by way of a LSP de?ned 
by the forwarding state information in a tunnelling record 
table of each LSR along the tra?ic path of a packet. Thus, an 
entry including Lin and (Lout, lout) associated with a LSR in 
a tunnelling record table, such as table 300, may be used to 
identify a traf?c path, or a LSP, that passes through the LSR. 
As such, the generation of forwarding states in a tunnelling 
record table of a LSR is also the creation of LSPs through 
that LSR, and for each LSR, since each entry in the table is 
also associated with a destination node, the entry is therefore 
also associated with a LSR. One of skill in this art will 
appreciate that MPLS label switching tables may be used to 
maintain information regarding traf?c paths in a MPLS 
domain, and that a tunnelling record table, such as table 300, 
may contain the typical information of a MPLS label switch 
ing table, but also contains additional information to enable 
forwarding state sharing. It will be appreciated that although 
table 300 as described include information similar to a 
MPLS label switching table, in other embodiments a sepa 
rate MPLS label switching table used strictly for label 
switching may be maintained in addition to a tunnelling 
record table, or the tables be merged like table 300, as would 
be apparent to one of skill in this art. 

[0049] For an embodiment, each record of table 300 also 
maintains a ?eld “pathcount”, shown as “PC” in the ?gures, 
that sets out the number of tra?ic paths that utiliZe the 
forwarding state information maintained in that record. As 
each record of table 300 is generated in response to a path 
setup request, the value of pathcount is set to “l”, and this 
value is incremented as additional paths are de?ned to share 
the downstream forwarding state information of the record, 
as described in greater detail below. 

[0050] As described, in an embodiment each entry in table 
300 further includes information associated with the target, 
or destination node of the LSP associated with entry 308. 
This target or destination node information is provided to an 
MPLS domain in a path establishment request, and may be 
provided to a node or LSR in the MPLS network. Further 
more, the information may be used to generate traf?c paths 
that provide a “tunnelled” section with shared forwarding 
state towards a common destination node of different com 
munication paths. 

[0051] For instance, given a node in a network, such as 
node 102 in network 100, an exemplary method for estab 
lishing a communication path 112 towards node 104 with 
forwarding state sharing capability may be established along 
nodes 106 and 108. Referring to FIG. 4a, nodes 102, 106 
and 108 are each respectively associated with tunnelling 
record tables 300a, 3001) and 3000 each having MPLS label 
switching information and LSP tunnelling information. 

[0052] To establish a path from node 102 to node 104, 
node 102 ?rst checks its associated table 30011 to see if there 
is any previously established LSP passing through or origi 
nating from node 102 with its end point at node 104. This 
determination may be by determining if there are any entries 
in table 30011 that has target node information that matches 
node 104. Assuming that no such entry is found in table 
300a, then node 102 ?nds a “child” node, or the next 
downstream node, at its next hop towards node 104 through 
any technique known in the art, such as consulting an IP 
routing database or as instructed by a network information 
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management system (not shown) of network 100 for the 
purpose of constrained path routing. The next hop node may 
also be determined by node 102 with the address of the 
destination node 104 using a routing scheme known to a 
person of skill in this art. After the next hop node is 
determined, node 102 then sends a request 402 to establish 
a traf?c path, denoted by Req(node 104), to the child node 
106. Information identifying node 104, such as the network 
address of node 104, is carried in request 402 sent to node 
106. 

[0053] When a node 106 receives request 402 from node 
102, node 106 also checks its table 3001) to determine if there 
is any previously established LSP passing through or origi 
nating form node 106 with its end point at node 104, in the 
same manner as already discussed with reference to node 
102. Assume again that if node 106 does not ?nd any 
existing LSP that ends at node 104 in its table 300b, then 
node 106 selects an unused MPLS label L l and sends a reply 
404 to parent node 102. Reply 404 may be in the format of 
Rep(node 104, L1), wherein the destination node and 
selected label Ll are provided back to node 102. It will be 
appreciated that request 402 and reply 404 may include 
other information (not shown), such as indicators for a 
requested quality of service for the tra?ic path being de?ned. 

[0054] A new entry 3081) is created in tunnelling record 
table 3001) for node 106 for the new LSP with a target node 
of node 104, and ingress label L1. The egress label-interface 
pair in this new entry 3081) of table 3001) is temporarily left 
as unset. Upon receiving reply 404, an entry 30811 in table 
30011 is also created for node 102 with information identi 
fying node 104 in its target node ?eld, and with Lout ?eld set 
to label L1 and IOut set to a value that selects an egress link 
from node 102 towards node 106, such as 1106. The value of 
Lin of entries in table 300a may depend on whether node 102 
is an edge node in the MPLS domain. If it is an edge node, 
then Lin is irrelevant since packets received at node 102 will 
arrive without MPLS labels, and hence label Ll will be the 
?rst label to attached to packets entering the MPLS domain 
through node 102 as label L1 is pushed onto a memory stack 
to replace the routing information that was previously asso 
ciated with the packets, such as IP destination addresses. 
However, if node 102 is not an edge node in the MPLS 
domain, then Lin may be a label that identi?ed node 102 as 
next-in-line for receiving data packets. 

[0055] Node 106 further sends a request 406, shown as 
Req(node 104), to the next LSR on its next hop toward node 
104, that is, towards node 108. At node 108, the same 
process as at node 106 is repeated, and assuming again that 
a entry for a pre-existing LSR terminating at node 104 is not 
found in table 3000 associated with node 108, then an entry 
3080 is created in table 3000 for establishing the new LSR. 
For instance, an MPLS label, L2, may then be selected for 
use with the new LSR at node 108, and L2 is placed into the 
ingress label ?eld of entry 3080 along with information 
identifying node 104 as the target node of entry 3080. A 
response 408, shown as rep(node 104, L2), is also provided 
to node 106, Upon node 106 receiving response 408, entry 
3081) oftable 30019 is updated with the egress label set to L2, 
and egress link ?eld lout set to select an egress link from 
node 106 to node 108. 

[0056] Node 108 further sends a request 410, shown as 
Req(node 104), to the next LSR, which in this case is the 
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destination node 104. At node 104, a further MPLS label 
Land is selected and sent with a response 412, shown as 
Rep(node 104, Lend), to node 108. Entry 3080 of table 3000 
is then updated to have the egress label ?eld Lout set to Lend, 
and egress interface ?eld Tout is set to select an egress link 
from node 108 to node 104. 

[0057] From the above, a traf?c path 112 is established 
from node 102 towards 104 using forwarding states repre 
sented by MPLS labels in tables 300a, 3001) and 3000. As 
described above, a pathcount ?eld is also kept by each 
record, such as records 308a, 300b, and 3000, of each 
tunnelling record table and set to a value of “1” each time a 
record is created. Thus, after the de?nition of path 112 
records 308a, 3081) and 3080 will each indicates that that is 
a single path using the forwarding state information main 
tained by the records. 

[0058] The forwarding states generated for use in com 
munication path 112 may be shared with another commu 
nication path as shown in another example with reference to 
FIG. 4b. Assume that the communication path 112 with the 
forwarding state information already described is pre-exist 
ing, and that node 110 is now requesting that a communi 
cation path 114 be established to node 104. Like at node 102, 
a tunnelling record table 300d associated with node 110 is 
searched for an entry that identi?es in its target ?eld infor 
mation identifying node 104. Assuming that such an entry is 
not found, a request 420, shown as Req(node 104), is sent to 
its child node, which as shown is node 106. Node 106 
receives request 420 and examines its table 3001) and 
determines that it has an entry 3081) that has information in 
its target ?eld identifying node 104. Node 106 may also 
determine if the available path 112 is suitable for sharing 
with newly requested communication path 114, such as by 
checking if path 114 has similar or identical quality of 
service requirements of communication path 112 (which 
may be indicated by paths 112 and 114 sharing a same FEC) 
and if communication path 112 permits the sharing of 
bandwidth. If it is determined that there is a path, such as 
path 112, that is suitable for sharing forwarding states, then 
node 106 need not reserve any additional MPLS labels to set 
up path 114 from node 110 towards node 104, nor does node 
106 need to send an additional request to its child node 108 
(and in turn, a request from node 108 to node 104) which 
would require additional MPLS labels. Instead, the label Ll 
already provided with entry 3081) associated with node 106 
is retrieved and sent with a response 422, shown as Rep(n 
ode 104, L1) to node 110. Entry 308d of table 300d asso 
ciated with node 110 may then be updated to show L1 as the 
egress label Lout, and egress interface ?eld Tout is set to select 
an egress link from node 110 to node 106. Traf?c path 114 
is completely established because the forwarding states in 
nodes 106 and 108, or the entries 3081) and 3080, are shared 
and may be used by path 114 towards destination node 104. 

[0059] Additionally, at node 106 the pathcount ?eld of 
record 3081) is incremented by one to indicated that the 
downstream forwarding state information of node 106 is 
being shared. As shown in FIG. 4b, pathcount of record 
3081) is incremented to “2” to indicate that two paths, path 
112 and path 114, are sharing the downstream forwarding 
state information associated with the record 3081). For the 
embodiment, the pathcount ?eld of record 3080 associated 
with node 108 is not incremented even as two paths share the 
forwarding state information of record 3080. Thus, for the 
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embodiment the number of paths sharing downstream for 
warding state information is maintained at a “merging” 
node, such as node 106 for the example shown in FIG. 4b. 

[0060] Thus, it will be appreciated that even though there 
are multiple communication paths or LSRs passing through 
nodes 106 and 108, forwarding states of such nodes may be 
shared where the communication paths terminate at a com 
mon point, such as node 104. 

[0061] Referring to FIG. 40, yet another example of 
forwarding state sharing is provided. Assume now that node 
102 is linked to yet another node 430, which requests that a 
path be established to destination node 104, and assume that 
the communication paths 112 and 114 are already pre 
existing with the same forwarding state information as 
described above. As node 430 is initiating a request to de?ne 
a communication path to node 104, a tunnelling record table 
300e associated with node 430 is searched for an entry 
therein which may identify node 104 in its target ?eld 
information. Assuming that such an entry is not found, a 
request 434, shown as Req(node 104), is sent to its child 
node, which is as shown in FIG. 40 is node 102. Node 102 
receives request 420 and examines its table 300a and 
determines that it has an entry 30811 that has information in 
its target ?eld identifying node 104. Optionally, it may also 
be determined if forwarding states associated with paths 112 
and 114 are suitable for sharing. Now, even though there is 
an entry 308a identifying a path to node 102, the ingress 
label Lin ?eld in entry 30811 is unset from before since node 
102 is the start node of path 112. As such, to share the 
forwarding state information in the common “tunnel” to 
node 104, node 102 must select an unused MPLS label L3 
for de?ning the path requested by node 430. The ingress 
label ?eld Lin of entry 30811 in table 300a may then be 
updated with the label L3. Label L3 is also included in a 
response 436, shown as Rep(node 104, L3), that is then 
provided to node 430. Entry 308d is then created in table 
300d to insert label L3 into the egress label Lout ?eld, and the 
egress interface ?eld Tout is set to select an egress link from 
node 430 to node 102. Node 102 then also becomes a 
merging node, at which two or more traf?c paths meet and 
share downstream forwarding states, and hence the path 
count ?eld of record 30811 is also incremented to “2” to 
indicate that downstream forwarding state information asso 
ciated with record 20811 is being shared between two data 
paths. Thus, it will be appreciated that even though a MPLS 
label is consumed to de?ne path 434 from node 430 to node 
104, three labels are “saved” in this example since labels, or 
downstream forwarding states, for de?ning paths between 
(i) nodes 102 and 106, (ii) nodes 106 and 108, and (ii) nodes 
108 and 104, are shared between paths 112, 114 and 432. 

[0062] The above technique for establishing a tra?ic path 
in a communication network towards a destination node may 
be divided into three major parts: 

[0063] 
[0064] After initiating a request for a new path at the start 
node, the start node ?rst checks its associated tunnelling 
record table to determine if there is any previously estab 
lished LSP with end point at the destination node that passes 
(or originates) at the start node and that is sharable with the 
new path. This may be done, for example, by simply 
checking if an entry in the tunnelling record table has 
information in the target node ?eld that identi?es the des 

I: Start Node Processing 
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tination node as described above. If such an entry exists, 
then this con?rms that there is a pre-existing LSR that 
terminates at the destination node. 

[0065] If a pre-existing LSP that terminates at the desti 
nation node is found, and optionally the pre-existing LSP is 
also determined to be suitable for sharing downstream 
forwarding state information, then instead of generating new 
forwarding state information that would consume additional 
MPLS labels, the downstream forwarding state, such as 
MPLS labels of a pre-existing LSP terminating at the 
destination node, are simply used for the newly requested 
traf?c path, as described above. The establishment of a new 
connection is then terminated, since a pre-existing path to 
the destination node with MPLS labels already reserved for 
that path may be shared with the requested path. The start 
node is then also identi?ed as a merging node by, for 
example, incrementing the pathcount ?eld of a record asso 
ciated with the downstream forwarding state to be shared in 
a tunnelling record table associated with the start node. It 
will be appreciated that in other embodiments, a tunnelling 
record table may also store information about each LSP that 
is established. Thus, each record, or entry, of a tunnelling 
record table may also include data ?elds to identify the start 
and intermediate nodes of a LSP, and have different table 
entries recorded in the table for each LSP, and implement 
forwarding state sharing by copying the label and egress 
interface information from one entry to another where 
forwarding state information may be shared between the 
LSPs associated with the table entries. 

[0066] However, if a LSP terminating at the destination 
node is not found, then a path request is sent to a child node, 
such as the next LSR along the next hop toward the 
destination node, as described above. The start node may be 
considered a parent node to the child node. In this respect, 
each pair of node and its next hop node share a parent-child 
relationship, which may also be referred to as a upstream 
downstream relationship. A parent-child relationship is not 
static in a network, but is dependant upon a tra?ic path, or 
LSP, that is being de?ned. It will be appreciated that in a path 
based network such as a MPLS domain, information relating 
to which nodes or LSRs are in a parent or child relationship 
to any other node may be provided, for example, by a 
network information management system. For instance, the 
parent-child relationship may be derived by the nodes from 
routing of data in another layer of a network, such as the IP 
layer. Thus, at any node, given any desired path towards a 
destination, the node can identify a child node on towards 
the destination through IP layer routing, and identify a parent 
node as the node that sends the request to the node. For the 
embodiment, the child node may be the destination node or 
an intermediate node along the communication path to the 
destination node. Information identifying the destination 
node is carried in the path request, which may be in the form 
of Req(Dest_Node) 

[0067] 
[0068] If a downstream node receives a path request, such 
as Req(Dest_Node) from a parent node that identi?es the 
downstream node, then the downstream node is also iden 
ti?ed as the destination node and a label Lend is selected for 
a response, such as Rep(Dest_Node, Lend), that is sent to the 
parent node. The destination node may also terminate the 
path establishment process, since at this point MPLS labels 

II: Downstream Node Processing of Path Request 
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along the LSP have been generated to label-switching data 
packets along the LSR from the start node to the destination 
node. It will be appreciated that Lendis an ingress label 
associated with the destination node that may be shared 
among all LSPs, or paths, that terminate at the destination 
node. 

[0069] If a downstream node a path request Req(Dest 
_Node) from a parent node which does not identify the node 
as a destination node, then the downstream node it examines 
a tunnelling record table associated with the child node to 
determine if there is a record of a LSP that terminates at the 
destination node identi?ed in the path request. 

[0070] If the child node ?nds such a record, the record 
would contain an egress label-interface pair (Lout, IOut), as 
described above. The record may also have an ingress label 
Lin associated with it, signifying that the child node is along 
a pre-existing path to the destination node. However, if the 
record has no ingress label, this would suggest that the 
record is associated with a pre-existing LSP that commences 
at the child node and terminates at the destination node. In 
this case, an unused label LC may be selected for the child 
node as the ingress label. The ingress label, either new 
selected LC or pre-existing one, is sent in a path response 
along with information identifying the destination node, 
such as Rep(Dest_Node, L0) to the parent node. The record 
in the tunnelling record table of the child node associated 
with the destination node is also updated with same ingress 
label LC, and the pathcount ?eld of the record is incremented 
by one to indicate that the downstream forwarding state 
information is being shared with one more tra?ic path. The 
child node may then terminates the downstream process for 
path creation, as a path is now con?gured to the destination 
node and no further path request needs to be sent to the next 
hop, or a further child, node. 

[0071] However, if after receipt of the path request at the 
child node, there is not a record found in the child node’s 
associated tunnelling record table that identi?es a pre 
existing LSP that terminates at the destination node, then an 
unused label LC is selected, and a path response such as 
Rep(Dest_Node, LC) is generated and sent to the parent 
node. A record is also created in the tunnelling record table 
associated with the child node information identifying the 
destination node, and the label LC set in the ingress label ?eld 
of the record. The egress label-interface pair (Lout, IBM) in 
the new record is temporarily left as unset, and the child 
node sends out a further path request such as Req(Dest 
_Node) to the next node or LSR on the next hop towards the 
destination node. 

[0072] II: Parent Processing of Path Response 

[0073] When a start node, or a parent node, receives a 
response such as Rep(Dest_Node, LC) from its child node, 
certain actions may be taken. If the parent node is also a start 
node, a new record is created in a tunnelling record table 
associated with the start node in which the destination node 
is identi?ed and the ingress label left unset. The new record 
also has the egress label ?eld set to L0 and has the egress 
interface ?eld set to select a link from the start node to the 
child node. 

[0074] If the parent node is not a start node, then its 
associated tunnelling record table will already have a record 
created in association with a traf?c path towards the desti 
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nation node. This record is then updated so that the egress 
label-interface pair, Which Was unset after child node pro 
cessing as discussed above, to be respectively LC and an 
outgoing interface from the parent node to the child node. 

[0075] In both cases of a parent node being a start node or 
not a start node, an entry may optionally be created in a 
MPLS label sWitching table associated With the parent node 
With the same ingress label and egress label-interface pair 
information as that the record in the tunnelling record table, 
for embodiments in Which a MPLS label sWitching table is 
maintained separately for label sWitched routing in a MPLS 
domain. 

[0076] It Will also be appreciated that the selection of an 
unused label, and the management of a tunnelling record 
table, may be performed by any netWork element internal or 
external to a particular netWork in Which a node under 
consideration resides, including the node itself or a netWork 
information management system. 

[0077] In other embodiments, forWarding state informa 
tion may be maintained With reference to each ingress 
interface of a node or LSR. Such a forWarding state main 
tenance scheme may be used When a merging node receives 
requests for a path through different physical links to the 
node, Which links may be associated With different line 
cards. In such embodiments, label sWitching information, 
such as included in a label sWitched table, may be main 
tained for each ingress interface of a node, and a centraliZed 
set of information relating to traf?c paths traversing the node 
may also be maintained, such as in a tunnelling record table. 
For such an embodiment, use of MPLS label space may be 
more ef?cient, since unique labels are maintained only over 
a physical connection betWeen netWork nodes. HoWever, in 
such embodiments a merging node may not be able to share 
the same ingress label Lin betWeen tWo tra?ic paths toWards 
a common destination node. For instance, consider a merg 
ing node With ?rst and second ingress interfaces, and Which 
has a ?rst data path toWards a common node de?ned through 
it, for Which a ?rst parent node of the ?rst path is linked to 
the merging node through the ?rst ingress interface. A label 
L?rst Would be thus be selected for use in the Lin ?eld of a 
record in a label sWitching table for the ?rst ingress interface 
to provide label sWitching toWards the common node. There 
after, a request to de?ne a second traf?c path toWards the 
common node may be received at the merging node through 
a second physical ingress interface of the merging node from 
a second parent node. HoWever, the label L?rst may not be 
suitable for use in the Lin ?eld of the sWitching table record 
associated With the second ingress interface, since for 
instance the label may already be in use on the second 
ingress interface of the merging node. In this scenario, 
another unused label such as LSecond may be selected for the 
second ingress interface at the merging node in response to 
the request for the second path toWards the common node. 
This label LSecond may be set as the ingress label for the 
second data path at the merging node, and may be provided 
to the second parent node in a response to the request for the 
second path. Thus, for such embodiments, the forWarding 
state that is shared may not include the ingress label at a 
merging node, and the sharing is of doWnstream forWarding 
states of the merging node, including the (Lout, IOut) egress 
label and egress interface pair at the merging node. 
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[0078] In addition to traf?c path establishment as 
described above, in an embodiment there may also be the 
ability to remove, or “tear-doWn”, traf?c paths such as LSPs. 

[0079] A path tear doWn request may be issued, for 
example, When a communication path such as an LSP, is no 
longer used. Such a path tear doWn request may be gener 
ated, for example, by a netWork information management 
system. In an embodiment, a path tear doWn request includes 
information identifying the destination node of the path, and 
is ?rst sent to a start node, and the path tear doWn process 
may be divided into (i) start node processing, and (ii) child 
node processing. An application of these tWo broad steps is 
explained beloW With reference to FIGS. 5a and 5b, in 
Which it is assumed that only communication paths 112 and 
114 are de?ned in netWork 100, as described above With 
reference to FIGS. 4a and 4b: 

[0080] 
[0081] The start node ?rst identi?es the record in its 
associated tunnelling record associated With the path tear 
doWn request, such as by identifying the record in Which the 
target, or destination, node ?eld is identi?ed in the tear doWn 
request. The start node then examines the record and deter 
mines if it is also a merging node by checking if the 
pathcount ?eld of this record is tWo or greater, Which for the 
embodiment Would indicate that the doWnstream forWarding 
state information is being shared and that the start node is a 
merging node. If this is the case, then the path tear doWn 
request received at the start node Would result in decreasing 
the value of the pathcount ?eld of this record by one, and the 
tear doWn request is then complete. 

[0082] If, hoWever, the start node is not a merging node, 
such as indicated by the value of the pathcount ?eld of the 
record being less than tWo, the tear doWn request results in 
the record being deleted from the tunnelling record table. 
The start node also sends a tear-doWn request to remove the 
LSP associated With that destination node to its child node 
at the start node’s next hop toWards the destination node. 
The tear-doWn request may carry the address of the desti 
nation node. In alternate embodiment, the value of the 
pathcount ?eld may be decremented to Zero ?rst, and the 
deletion of the record may be triggered When the value of 
pathcount reaches Zero. 

I: Start Node Processing 

[0083] Thus, in the example shoWn in FIG. 5a, a tear 
doWn request may be initiated at node 110. With the request, 
the record 308d in table 300d associated With node 110 and 
having a pathcount value of “l”, is deleted. Node 110 also 
sends a request 502, to node 106. Request 502 is shoWn as 
REMLSP(Node 104), that carries information identifying 
destination node 104 of path 114. 

[0084] II: Child Node Processing 

[0085] If a child node that receives the tear doWn request 
is also the destination node of the LSP, then the path tear 
doWn process is complete and the process is terminated. The 
MPLS label Lend may then also be freed for use in the 
de?nition of another LSR. 

[0086] If a child node is not the destination node, then 
When the child node receives the tear doWn request, such as 
REMLSP(Dest_Node) from a parent node, the child node 
?rst identi?es a record in its associated tunnelling record 
table that is associated With the destination node identi?ed in 










