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410 

This transaction took 36.7 seconds and sent 1 message. 
There were 32 packets dropped by the network. 32 of which occurred at ‘FTP Client 7 <-> ?‘ 
The largest average Link Protocol/Congestion time (7.8 ms) was at link ‘FTP Client 7 <-> BSS_2_Server 
The largest average Propagation time (0 ms) was at link ‘FTP Client 7 <-> BSS_2_Server' 
The largest average Transmission time (3.5 ms) was at link ‘FTP Client 7 <-> BSS_2_Server' 
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TRACKING, ANALYZING, AND VISUALIZING 
APPLICATION DELAY 

[0001] This application claims the bene?t of US. Provi 
sional Patent Application 60/654,094, ?led 18 Feb. 2005. 

BACKGROUND AND SUMMARY OF THE 
INVENTION 

[0002] This invention relates to the ?eld of network analy 
sis, and in particular to the simulation and capture of 
message and packet transmissions corresponding to select 
applications. 

[0003] Network simulation is commonly used to design 
and maintain communication networks. Proposed networks 
are modeled and simulated to estimate and/or verify the 
expected performance of the network. Existing networks are 
modeled and simulated to determine the effects of proposed 
changes to the network, or to facilitate the diagnosis of 
unexpected network degradation. 

[0004] Generally, networks are modeled down at the trans 
port protocol layer, wherein the simulation models the 
transport of discrete packets among nodes in the network. 
Traf?c approximating the expected traf?c in the actual 
network is simulated and the nodes in the modeled network 
simulate the processing and propagation of this traf?c 
through the network. Based on this simulation of packet 
?ow, the network performance measures for the nodes and 
links of the network can be estimated, such as propagation 
and queuing delays, drop rates, retransmission rates, and so 
on, In this manner, for example, bottle-necks in network can 
be identi?ed, and changes to the network simulated to 
determine whether such bottle-necks are relieved by the 
changes. 

[0005] Simulation is also used to determine how well the 
network performs when running a variety of select applica 
tions, to verify the network’s suitability for running these 
applications, as well as identifying any potential problems 
with running each application in this network environment. 
Although a simulation of an application operating solely on 
the network may identify particular performance limitations 
for that application, these problem areas may not be the 
primary causes of performance problems when the applica 
tion runs concurrently with other applications on the net 
work. Therefore, simulations are generally performed 
wherein the application is simulated with tra?ic from other 
applications. 

[0006] Although network simulation is very effective for 
determining overall network characteristics at the transport 
layer, considerable expertise and additional analysis are 
required to determine how the behavior of the network limits 
or enhances the performance of any particular application in 
a multi-application simulation. For example, in a distributed 
data base application, the provider of the application may be 
interested in determining the bottle-necks in the application, 
and such bottle-necks do not necessarily correspond to the 
network bottle-necks. A particular set of links may be 
bottlenecks to a network, but unless those links are used by 
the application, they will not be the cause of any perfor 
mance limitations associated with the application. In like 
manner, a set of nodes or links may exhibit acceptable 
overall throughput, with relatively few peak or overload 
demand intervals, and thus not identi?ed as areas of the 
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network that require improvement; but, if these peak 
demands are correlated to the application, an improvement 
may be required to properly support this application. 

[0007] It is an objective of this invention to facilitate the 
analysis of the performance of an application that is con 
?gured to operate via network communications. It is a 
further objective of this invention to provide a schema for 
tracking simulated communications related to select appli 
cations. 

[0008] These objectives, and others, are achieved by a 
method and system that facilitate the capture of performance 
metrics related to the processing and propagation of mes 
sages related to select applications during a simulation of a 
network. Each message associated with an application is 
tagged, and each simulated packet that contains some or all 
of a tagged message is correspondingly tagged to facilitate 
the creation of transmit records and receive records. A post 
processor is con?gured to collate transmit and receive 
records of each tagged message to identify delays associated 
with each node that processes the message, and each link 
that propagates the message from node to node within the 
network. The processed timing information is provided to 
the user via an interactive user interface that allows the user 
to view the timing information from an application layer 
perspective. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] The invention is explained in further detail, and by 
way of example, with reference to the accompanying draw 
ings wherein: 

[0010] FIG. 1 illustrates an example block diagram of a 
simulation system. 

[0011] FIG. 2A illustrates an example format of a trans 
mit/receive record. 

[0012] FIG. 2B illustrates an example set of transmit and 
receive records at two nodes. 

[0013] FIG. 3 illustrates an example ?ow diagram for 
processing transmit and receive records to identify node and 
link drops and traversals, with associated timing parameters. 

[0014] FIG. 4 illustrates an example graphic interface for 
presenting application level timing parameters and statistics. 

[0015] FIG. 5 illustrates an example table of application 
level timing parameters and statistics. 

[0016] Throughout the drawings, the same reference 
numerals indicate similar or corresponding features or func 
tions. The drawings are included for illustrative purposes 
and are not intended to limit the scope of the invention. 

DETAILED DESCRIPTION 

[0017] In the following description, for purposes of expla 
nation rather than limitation, speci?c details are set forth 
such as the particular architecture, interfaces, techniques, 
etc., in order to provide a thorough understanding of the 
concepts of the invention. However, it will be apparent to 
those skilled in the art that the present invention may be 
practiced in other embodiments, which depart from these 
speci?c details. In like manner, the text of this description is 
directed to the example embodiments as illustrated in the 
Figures, and is not intended to limit the claimed invention 
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beyond the limits expressly included in the claims. For 
purposes of simplicity and clarity, detailed descriptions of 
Well-knoWn devices, circuits, and methods are omitted so as 
not to obscure the description of the present invention With 
unnecessary detail. 

[0018] FIG. 1 illustrates an example block diagram of a 
simulation system. A proposed or existing netWork is mod 
eled 140, using prede?ned models of netWork components 
145. To determine or estimate the performance of this 
modeled system, the reaction of the system to a series of 
events is determined. These events are typically generated 
using models of particular applications 110, or models of 
general background traf?c 120, as disclosed, for example, in 
Us. Pat. No. 6,820,042 “MIXED MODE NETWORK 
SIMULATOR”, issued 16 Nov. 2004 to Alain Cohen, 
George Cathey, and Patrick J. Malloy, Which is incorporated 
by reference herein. These generated events are applied to 
the modeled netWork 140, and the netWork 140 generates 
subsequent events in reaction to these events. A modeled 
application 110, for example, may generate a packet at a 
source node for transmission to a destination node. Within 
the modeled network, the source node may queue the packet 
for transmission to a router Within the netWork, then subse 
quently transmit the packet to the router. The router similarly 
receives, queues, and transmits the packet to its next desti 
nation; and so on. A scheduler 130 coordinates the process 
ing of each of these generated events, and a monitor 160 
stores select events 165 for subsequent display or further 
post-processing. A controller 150 coordinates the interaction 
of each of the illustrated components of the simulation 
system, as Well as other components, such as a user inter 

face, ?le controller, and so on. 

[0019] In a conventional simulator, the packets that are 
simulated as being propagated through the netWork contain 
information similar to the control information contained in 
actual communication packets, such as an identi?cation of 
source and destination nodes, packet siZe, priority, and so on. 
As in an actual packet, the control information does not 
identify the application 110 that initiated the events that 
caused each packet to be transmitted. Further compounding 
the disassociation betWeen applications 110 and particular 
packets, some netWork elements may be con?gured to 
combine received packets to form larger transmission pack 
ets, or to partition received packets into smaller transmission 
packets. 
[0020] Because of this disassociation betWeen packets that 
How through a netWork and the applications that cause these 
packets to How, it is often dif?cult or impractical to assess 
application-related performance based on a simulation of 
packet ?oW through the netWork. That is, for example, in a 
conventional simulator, it is dif?cult to ansWer questions 
such as: 

[0021] Which are the sloWest applications? 

[0022] Does a particular application spend more time 
processing or communicating? 

[0023] Where are the netWork bottlenecks for a particular 
application? 
[0024] Where are packets from a particular application 
dropped most often? 

[0025] In accordance With an aspect of this invention, the 
simulation system alloWs a user to identify one or more 
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applications of interest, and includes an application tracker 
180 that is con?gured to store records 185 associated With 
each packet that is caused to be transmitted by these appli 
cations, to facilitate the determination of timing parameters 
related to each application. Each message that is generated 
by the select application(s) is “tagged”, and this tag is used 
to tag each packet that includes some or all of each message. 
The term ‘happening’ or ‘transmit/receive record’ is used 
hereinafter to distinguish the records 185 related to appli 
cation-tagged packets from the ‘events’165 related to pack 
ets that a conventional simulation system may store. For 
ease of reference and understanding, these happenings 185 
are illustrated as being stored and processed independent of 
the events 165. One of ordinary skill in the art Will recog 
niZe, hoWever, that these records 165, 185 may be stored in 
a common storage area, and, Will recogniZe that these 
records 165, 185 may merely be particular data ?elds in a 
single record. The particular form of these records is inde 
pendent of the principles of this invention, although the 
maintenance of happenings 185 independent of events 165 
is generally preferred. 

[0026] FIG. 2A illustrates an example form of a happen 
ing record 185, comprising six ?elds. One of ordinary skill 
in the art Will recogniZe that additional or feWer ?elds may 
be used in alternative embodiments. In the context of this 
disclosure, a happening record 185 records the transmission 
or reception of some or all of a message that is associated 
With a selected application. A message ID ?eld provides an 
identi?er of the message, preferably indicating, directly or 
indirectly, the application to Which this message is associ 
ated. Because some transmissions or receptions may include 
only a part of the message, the bit range ?eld is used to 
identify the portion of the message corresponding to the 
particular transmit or receive happening. Source and desti 
nation ?elds identify the transmitting and receiving nodes, 
and Tstart and Tend identify the beginning and ending time 
of the happening. 

[0027] In a preferred embodiment, the transmit happening 
start time Tstart is the time that the packet is available for 
transmission (i.e. after packet generation, and before trans 
mit queuing, if any). The transmit happening end time Tend 
is the time that the ?rst bit of the packet is transmitted from 
the transmitter (i.e. after propagation through the transmit 
queue and transfer to the transmission media). The receive 
happening start time Tstart is the time that the ?rst bit of the 
packet arrives at the receiver. The receive happening end 
time Tend is the time that the last bit of the packet arrives at 
the receiver. The use of these timing parameters to distin 
guish different phases related to the communication and 
processing of packets is detailed further beloW; other de? 
nitions of timing parameters may be used as Well, if different 
phases are to be distinguished, depending upon the functions 
performed in the corresponding simulation models. 

[0028] TWo transaction identi?er ?elds ID1, ID2 are used 
to distinguish happenings, and to facilitate the correlation of 
transmit and receive happenings. Of particular note, each 
transmission of a packet generates a transmit happening that 
includes a unique identi?er that is stored in ?eld ID2 of the 
transmit happening. That is, if a packet is retransmitted, the 
happening corresponding to the retransmission of the packet 
Will have a different second transmit transaction identi?er 
ID2. In a preferred embodiment, the unique identi?er is a 
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monotonically increasing parameter, such as an incremental 
counter, to facilitate the sorting of happenings as detailed 
further beloW. 

[0029] Upon receipt of each packet, a receive happening is 
generated, and the transmit happening ID2 is copied into the 
receive happening’s ID1. If the packet is simulated as being 
dropped during transmission, to simulate errors at the physi 
cal layer, for example, the receive happening Will not be 
generated, and the absence of a receive happening ID1 that 
matches a transmit happening’s ID2 is used to identify such 
“link drops”. 

[0030] When a node processes and forwards a message, 
the receive happening’s ID1 is copied into the transmit 
happening’s ID1. If the packet is simulated as being (erro 
neously) dropped during processing at the node, the absence 
of a transmit happening ID1 that matches a receive happen 
ing’s ID1 is used to identify such “node drops”. 

[0031] FIG. 2B illustrates example transmit and receive 
happenings as packets are transmitted betWeen nodes. In this 
example, node A generates a message M1 that is forWarded 
through node B. 

[0032] A transmit happening 210 is generated When a 
packet containing some or all of the message M1 is trans 
mitted from node A. This happening 210 includes the 
message identi?er (M1) 211; the bit range (0-2K) 212 that 
identi?es Which bits of the message are contained in the 
transmitted packet; the source (A) 213 and destination (B) 
214 of the packet; transmit start (T1) 215 and stop (T2) 216 
times (as de?ned above); and transaction identi?ers (-t-) 217 
and (W) 218. 

[0033] The transmit ?rst transaction identi?er, ID 1 (-t-) 
217 in this example, is a particular identi?er that identi?es 
this packet as being generated at the current node (A), to 
distinguish the packet from one that is being relayed through 
the node, The second transmit transaction identi?er, ID2 (W) 
218 in this example, is a unique identi?er that is created for 
this particular transmission, as detailed above. 

[0034] A receive happening 220 is generated When the 
packet is received at node B. The receive happening 220 
includes a copy of the transmit happening 220 message ID, 
bit-range, source, and destination ?elds. The receive ?rst 
transaction identi?er ID1 (W) 227 is a copy of the transmit 
transaction identi?er ID2 (W) 218, as detailed above, and 
serves to establish a correspondence betWeen the transmit 
happening 210 and this receive happening 220. The receive 
second transaction identi?er ID2 (-r-) 228 is a particular 
identi?er that distinguishes receive happenings from trans 
mit happenings. 

[0035] In this example, node B is simulated as being a 
node that partitions received packets into smaller packets for 
subsequent transmission. Also in this example, node B is 
simulated as attempting to transmit the message to node C, 
but then transmitting the message to node D, simulating, for 
example, the lack of an acknowledge signal from node C at 
the physical layer during the transmission, and a subsequent 
rerouting determination. Nodes C and D are not illustrated 
in FIG. 2B. 

[0036] A ?rst transmit happening 230 is generated When 
node B initiates a transmission of a ?rst packet to node C. 
The transmit happening 230 includes the same message 
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identi?er (M1) 231 as the receive happening 220, and 
identi?es the portion (O-lK) 232 of the received bit-range 
(0-2 K) 222 that is included in the corresponding packet. 
Node C is identi?ed as the destination 234, and the transmit 
start (T5) 235 and end (T6) 236 times are recorded, using the 
de?nitions as de?ned above. As detailed further beloW, the 
difference in times betWeen the transmit start (T5) 235 and 
the receive end (T4) 226 identi?es the delay incurred for 
processing the packet at node B. The transmit transaction 
ID1 (W) 237 is a copy of the receive happening’s ID1 (W) 
227, and this correspondence establishes the correspondence 
betWeen the transmit start time (T5) 235 and the receive end 
time (T4) 226. The transmit transaction ID2 (X) 238 is a 
unique identi?er of this transmission, as detailed above. 
Because, in this example, node B is simulated as being 
unable to communicate With node C, a receive happening 
Will not be generated corresponding to this transmission, and 
the absence of a receive happening having an ID1 that 
matches the transmit happening’s ID2 (X) 238 Will identify 
the dropping of this transmission on the link betWeen nodes 
B and C. 

[0037] A second transmit happening 240 is generated 
When this packet is alternatively transmitted to node D. This 
happening 240 includes the same ?eld entries as happening 
230, except that node D is identi?ed as the destination 244, 
the time of transmission (T7) 246 is recorded, and this 
transmission is given a unique transaction identi?er ID2 (Y) 
248. 

[0038] A third transmit happening 250 is generated When 
the second portion (l-2K) of the received packet is trans 
mitted. As illustrated, the bit-range ?eld 252 identi?es the 
corresponding bit range (l-2K), the time of transmission 
(T8) 256 is recorded, and the transmission is given a unique 
identi?er ID2 (Z) 258. 

[0039] Using the process described above, transmit and 
receive happenings are generated during simulation for all 
packets that are ‘tagged’ as containing at least a part of a 
message for an application of interest. To facilitate the 
identi?cation and processing of ‘tagged’ packets, each 
packet is con?gured to contain a “message tag” that iden 
ti?es any tagged-message portions Within the packet. Pref 
erably, the message tag provides an indication of the mes 
sage ID and bit-range of each contained message portion, as 
Well as an indication of the location of each portion in the 
packet. As packets are segmented and reassembled into 
subsequent transmit packets, the corresponding message tag 
information is copied from the received packet(s) message 
tag(s). 

[0040] FIG. 3 illustrates an example How diagram for 
processing the stored happenings to derive timing informa 
tion related to each tagged message. At 302, all of the 
happenings related to the select message are read, using the 
message identi?er ?eld. 

[0041] The processing of the happenings associated With a 
message is structured in tWo parts: determining timing 
parameters related to the processing of packets at each node 
(blocks 305 through 330), and determining timing param 
eters related to the propagation of packets on links betWeen 
nodes (blocks 335 through 360). One of ordinary skill in the 
art Will recogniZe that the processing of the stored happening 
may be performed using alternative ?oW structures, particu 
larly if different ?elds are used to record the happenings. 
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[0042] At 305 the happenings are sorted by the traversal 
ID1 ?eld; the Tstart ?eld is used to re?ne the sort When equal 
ID1 ?elds are found (e. g. matching receive and transmit 
happenings). The loop 310-330 processes each happening to 
determine timing parameters related to activities Within each 
node. At 312, the type of happening (transmit or receive) is 
determined. 

[0043] If the happening is a transmit happening, the hap 
penings are searched backward to ?nd the receive happening 
With a matching ID 1, at 314. The processing of the packet 
through the node (the node traversal) begins When the packet 
is completely received at the node (receive happening’s 
Tend) and ends When the packet is ready for transmission 
(transmit happening’ s Tstart). These node traversal times are 
recorded, at 316. 

[0044] If the happening is a receive happening, the hap 
penings are searched forWard to ?nd each of the matching 
transmit happenings, at 322. Because received packets may 
be partitioned into multiple transmit happenings, the bit 
range ?eld of each transmit packet is compared to the 
received bit-range ?eld of the receive packet, at 324. A 
determination is made, at 326, regarding Whether all of the 
received bits Were subsequently transmitted. If all of the 
received bits are included in the transmit happenings, at 326, 
the loop continues to the next happening. If some bits are 
determined not to have been transmitted, at 326, the search 
of the happenings at 322 continues. If, at 326, the end of the 
happenings is reached before all of the received bits are 
found in corresponding transmit happenings, the dropping of 
these missing bits at the node is recorded, at 328. 

[0045] After all the happenings are processed to determine 
the activities at the node, the happenings are re-processed to 
determine the activities related to the link betWeen nodes, at 
335 through 360. 

[0046] At 335, the happenings are re-sorted, using the 
traversal ID2 for transmit happenings, and ID1 for receive 
happenings. When a matching transmit ID2 and receive ID1 
are found, the transmit happening is placed ?rst in the list. 
Each happening is processed via the loop 340-360 to iden 
tify timing parameters related to the propagation of packets 
on links betWeen the nodes. At 342, the type of happening 
(transmit or receive) is used to determine the subsequent 
processing of the happening. 

[0047] If the happening is a transmit happening, the hap 
penings are searched forWard for a matching receive hap 
pening, Wherein the receive happening’s ID1 matches the 
transmit happening’s ID2, at 344. If, at 346, a matching 
receive happening is found, the loop continues to the next 
happening; otherWise, a link drop is recorded, at 348. 

[0048] If the happening is a receive happening, the hap 
penings are searched backWard for a matching transmit 
happening, Wherein the receive happening’s ID1 matches 
the transmit happening’s ID2, at 352. The time spent tra 
versing the link is measured from the time that the packet 
Was available for transmission (transmit happening’s Tstart) 
to the time the packet is completely received at the receiving 
node (receive happening’s Tend). The time actually spent 
transmitting the packet (the propagation delay time) is 
measured from the time that the transmitting node sends the 
?rst bit (transmit happening’s Tend) to the time that the ?rst 
bit arrives at the receiving node (receive happening’s Tstart). 
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The time spent Waiting for the link to be available (link 
delay/congestion delay) begins at the time that the packet 
Was available for transmission (transmit happening’s Tstart) 
and ends at the time that the transmitting node sends the ?rst 
bit on the link (transmit happening’s Tend). The time spent 
actually transmitting (transmit delay) is measured by the 
time betWeen the times that the ?rst and last bits arrive at the 
receiving node (receive happening’s Tstart and Tend). These 
times are recorded, at 354, and the loop continues to the next 
happening, at 360. 

[0049] It is signi?cant to node that by recording each 
happening record independently, and processing the hap 
pening records using the tWo stable sorts presented above, 
the impact of this message/transaction-tracking capability 
on the time required to perform simulation and the time 
required to process the happenings is kept to an acceptable 
level that scales Well as the siZe of the messaging increases. 
The impact on the simulation is substantially linear, and the 
time to process the happenings is in the order of N*logN, 
Where N is the number of processed happenings. 

[0050] All of the information that is recorded in the 
processing of happenings related to each message, such as 
illustrated in FIG. 3, is herein referred to as a ‘message 
record’. This message record may be an explicit/discrete 
record, or merely a logical collection of independent 
records. For example, all node traversal delays may be 
located in one set of records, and all link traversal delays in 
another set of records; based on the message ID associated 
With each record in each set of records, a set of records 
comprising the message record can be de?ned, Without 
actually creating a distinct set of such records. HoWever, for 
ease and e?iciency of subsequently processing this infor 
mation, each message record is preferably formed as a 
discrete record, such as a linked-list that is accessible via the 
message ID. 

[0051] As illustrated and described, by recording each 
transmit and receive happening for packets that contain 
messages related to an application, the How of these packets 
though the nodes and links of the netWork can be traced, and 
recorded for each message. Based on these message records, 
a variety of timing parameters related to the processing and 
propagation of these application-related messages can be 
determined. The message ID is used to collate the traversals 
associated With each message, as Well as collating messages 
related to a given transaction, and transactions related to a 
given application. The message ID may explicitly contain an 
identi?er of the transaction and/or the application, or a list 
of messages related to each transaction and/or a list of 
transactions related to each application may be maintained 
independently. 

[0052] The information collected regarding the commu 
nication of messages and packets related to select applica 
tions can be presented to a user in any of a variety of forms, 
the most common being via a graphic user interface. One of 
ordinary skill in the art Will recogniZe that having identi?ed 
a relationship betWeen individual packets and the applica 
tion(s) that caused the packets to be generated and propa 
gated, the collating and presenting of timing relationships at 
a variety of levels betWeen the physical protocol layer and 
the application layer are possible. 

[0053] FIG. 4 illustrates an example graphic interface for 
presenting application level timing parameters and statistics. 
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In this example, summary statistics are presented in a 
summary ?eld 410. Preferably, a set of prede?ned param 
eters are available for presentation, and a user is provided 
the option of adding or deleting parameters for presentation 
in this summary ?eld. Upon initialization, and selection of 
the material to be displayed, this ?eld contains summary 
information regarding the displayed material. As a user 
interacts With other ?elds in the interface, this ?eld is 
correspondingly updated. For example, if a transaction is 
selected, the total duration of the transaction, the number of 
messages in the transaction, the number of drops during the 
transactions, the ratio of link and node traversal delays, and 
so on may be displayed. Similarly, if a message is selected, 
the summary information may include the siZe of the mes 
sage, the duration to traverse the network, and the number of 
partitions of the message into packets used to communicate 
the message. If a node is selected, the summary information 
may include the number of packets that traversed the node 
for a particular message, an average number of packets per 
message, and so on. If a link is selected, a similar set of 
parameters may be displayed, as Well as the more detailed 
statistics related to transmit, propagation, and congestion 
delays. 
[0054] In the example of FIG. 4, a user has chosen to vieW 
the transactions related to the application. As noted above, 
the message ID may include an identi?er of the transaction 
and application, or a separate list of all transactions related 
to an application may be maintained. Preferably, the user is 
provided the option of ?ltering the information that is 
presented. Such ?ltering may be based on the name/class/ 
type of transaction, transactions Within a given time interval, 
transactions having a duration greater than a threshold 
amount, transaction having a given number of messages, 
transactions With messages having certain characteristics, 
and so on. The user is also preferably given the option of 
selecting different arrangements of the presentation, includ 
ing for example, a arrangement organiZed by client nodes, 
transactions, messages, and so on, With sub-sorts based on 
durations, start time, end time, and so on. 

[0055] Field 420 displays an identi?er of each transaction; 
?eld 430 displays the determined timing parameters for each 
transaction; and 440 displays select timing information in 
the form of a GANTT chart. Each transaction includes a 
‘drill doWn’ button 422, Which alloWs the user to vieW the 
selected transaction in more detail. For example, by clicking 
on the button 422, the individual messages comprising the 
transaction are displayed With their corresponding timing 
parameters; and, by drilling doWn further, the individual 
traversals can be displayed With their timing parameters. As 
noted above, the message ID may include an identi?er of the 
transaction, or a separate list of messages associated With 
each transaction may be maintained. As also noted above, all 
of the determined node and link traversal parameters asso 
ciated With each message (from FIG. 3) are included in each 
message record, from Which the timing details for the 
individual packets can be displayed. 

[0056] In this example, the user has selected transaction 
number 2130. This selection causes the transaction to be 
highlighted, and causes the display of summary information 
regarding this transaction to appear in ?eld 410. The sum 
mary information includes, for example, the overall duration 
of the transaction (36.7 seconds), the number of messages 
communicated (l), the number of packets dropped by the 
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netWork (32), and an identi?cation of the link at Which the 
highest number of drops occurred. Additionally, the sum 
mary information may include an identi?cation of the pos 
sible bottlenecks in the netWork, from either a node-pro 
cessing vieWpoint, or a link-delay vieWpoint. The timing 
information in ?eld 430 includes the beginning and ending 
time of the transaction, its duration, and other parameters, 
Which are vieWable by adjusting the vieWing WindoW via the 
controls 435. 

[0057] As discussed above, this transaction information is 
based on the collection of information regarding each mes 
sage in the transaction, Which information is based on the 
collection of information regarding each packet that con 
veyed any part of the message. As also discussed above, the 
information regarding each packet includes information 
related to both node and link traversals, so that the amount 
of time spent on processing the data related to the transaction 
can be distinguished from the amount of time spent on 
physically communicating the data over the links of the 
netWork. Although not illustrated, the graphical presentation 
of the data can be enhanced by color-coding the displayed 
information based on a characterization of the information 
presented. For example, link traversal durations may be 
displayed in a different color than node traversal durations, 
and so on. 

[0058] In addition to the presentation of the timing infor 
mation in interactive graphic form, FIG. 5 illustrates the 
presentation of the timing data in a table, or spreadsheet, 
form. The presentation of the information in this form alloWs 
the information to be subsequently processed and/or pre 
sented using a variety of analysis or display tools. Option 
ally, for example, this form could be used to provide the 
information to the graphic interface of FIG. 4. In like 
manner, the data can be provided to a set of ?lters and/or 
statistical analysis tools to provide additional summary 
and/or diagnostic information. 

[0059] FIG. 6 illustrates an example screen shot 610 of a 
“tree vieW” of the timing information arranged in hierarchi 
cal form. In this example, three roW-synchroniZed panes 
611, 612, and 613 are used. The ?rst pane 611 illustrates the 
hierarchy in tree-form, using the conventional options of 
selectively displaying loWer levels, if any, of each element 
in the hierarchy. The second panel 612 provides a tabular 
presentation of the detailed information regarding each of 
the corresponding displayed element of the hierarchy, and 
the third panel 613 provides a graphical presentation of the 
timing information. As illustrated, in a preferred embodi 
ment, the graphical presentation is in the form of a GANTT 
like chart that shoWs the duration of the selected element 
from its start time to its end time. 

[0060] A variety of user-selectable and/or user-de?nable 
hierarchies are preferably provided. In the example of FIG. 
6, the hierarchy is arranged as a Network-Application 
Tier_Pair-Message-Node/Link hierarchy. A selection Win 
doW 620 alloWs the user to change the hierarchical order, to 
include, for example, the Node/Link level above the Mes 
sage level. These alternative arrangements are particularly 
Well suited, for example, for determine Which nodes a given 
message traversed (Message over Node/Link), or Which 
messages a given node handled (Node/Link over Message). 
In like manner, other alternative hierarchies may be sup 
ported, such as the Tier_Pair level above the Application 
level, and so on. 
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[0061] Selection boxes 621 and 622 are also used to de?ne 
the elements contained in the hierarchy and/or the levels 
included in the hierarchy. Of particular note, the selection 
boxes 621 and 622 facilitate the ordering of the hierarchy 
based on the client nodes that initiate the transactions, or on 
the types of transactions. In a preferred embodiment, a 
default arrangement of the hierarchy includes having the 
clients that initiate the transaction at the highest level, and 
the type of transactions at the loWest level. 

[0062] In addition to the hierarchical presentation of the 
timing information, a preferred embodiment includes the use 
of one or more ?lters that control the selection, and non 
selection, of messages for presentation. Preferably, a variety 
of prede?ned ?lters are selectable by the user, including 
?lters that alloW a user to specify a value or range of values 
for inclusion or exclusion from the display. For example, the 
transactions may be named or classi?ed/typed, and the user 
can select Which names or types to include or exclude. In 

like manner, transactions or messages can be ?ltered based 
on their start or end time, or a combination of both, and/or 
based on their siZe and/or duration. These ?ltering con 
straints may be absolute (e.g. messages more than lKB in 
siZe), or relative (e.g. transactions accounting for more than 
5% of the total delay), and may be expressed in either an 
inclusive or exclusive form. 

[0063] In addition to hierarchical and/or ?ltered presenta 
tions, a preferred embodiment also alloWs the user to order 
the information presentation, either Within the hierarchical 
and/or ?ltered presentations, of independent of these pre 
sentations. For example, the user may request to vieW all of 
the messages, sorted by the message siZe, independent of the 
tiers that processed these messages. In a preferred embodi 
ment of this invention, the user is provided the option of 
sorting the message by any of the columns of the tabular 
detailed information in panel 612. 

[0064] As is evident from a comparison of FIGS. 4 and 6, 
the GANTT-type diagrams may be presented using a variety 
of time frames, or time bases. For example, in FIG. 4, the 
time base is referenced to the start of each transaction, 
Whereas in FIG. 6, the time based is referenced to a running 
clock, such as the simulation time. In a preferred embodi 
ment, other time bases may be used, including a combina 
tion of a running clock and an independent start reference. 
For example, a display of the packets corresponding to a 
transaction can be presented using the start reference of “0” 
as the time that the particular transaction commenced, and 
each packet’s duration can be presented along a continuing 
time scale based on this “0” starting point for the particular 
transaction. 

[0065] The foregoing merely illustrates the principles of 
the invention. It Will thus be appreciated that those skilled in 
the art Will be able to devise various arrangements Which, 
although not explicitly described or shoWn herein, embody 
the principles of the invention and are thus Within the spirit 
and scope of the folloWing claims. 

[0066] In interpreting these claims, it should be under 
stood that: 

[0067] a) the Word “comprising” does not exclude the 
presence of other elements or acts than those listed in a given 

claim; 
[0068] b) the Word “a” or “an” preceding an element does 
not exclude the presence of a plurality of such elements; 
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[0069] c) any reference signs in the claims do not limit 
their scope; 

[0070] d) several “means” may be represented by the same 
item or hardWare or softWare implemented structure or 

function; 
[0071] e) each of the disclosed elements may be com 
prised of hardWare portions (e.g., including discrete and 
integrated electronic circuitry), softWare portions (e.g., com 
puter programming), and any combination thereof; 

[0072] f) hardWare portions may be comprised of one or 
both of analog and digital portions; 

[0073] g) any of the disclosed devices or portions thereof 
may be combined together or separated into further portions 
unless speci?cally stated otherWise; 

[0074] h) no speci?c sequence of acts is intended to be 
required unless speci?cally indicated; and 

[0075] i) the term “plurality of” an element includes tWo 
or more of the claimed element, and does not imply any 
particular range of number of elements; that is, a plurality of 
elements can be as feW as tWo elements. 

We claim: 
1. A method comprising: 

simulating a modeled netWork, including: 

identifying tagged messages among a plurality of simu 
lated messages, 

generating tagged packets that contain the tagged mes 
sages, and 

simulating nodes in the simulated netWork; 

identifying node traversals; 

identifying link traversals; and 

determining timing information associated With select 
tagged messages based on the node and link traversals. 

2. The method of claim 1, Wherein 

simulating nodes in the simulated netWork includes: 

creating a transmit record for each tagged packet that is 
transmitted, and 

creating a receive record for each tagged packet that is 
received. 

3. The method of claim 2, Wherein 

identifying node traversals includes 

identifying each transmit record corresponding to each 
receive record; and 

identifying link traversals includes 

identifying each receive record corresponding to each 
transmit record. 

4. The method of claim 2, including 

processing the transmit and receive records, including 

creating a message record for each tagged message, 
each message record including a set of node travers 
als and link traversals corresponding to the tagged 
message. 
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5. The method of claim 2, wherein 

each transmit record includes a ?rst identi?er of a 
received tagged packet at the node, and a second 
identi?er of the transmitted tagged packet from the 
node, and 

each receive record includes an identi?er of the transmit 
ted tagged packet from another node. 

6. The method of claim 5, Wherein 

identifying node traversals includes ?nding the ?rst iden 
ti?ers of one or more transmitted tagged packets that 
match the identi?ers of each received tagged packet. 

7. The method of claim 6, Wherein 

identifying link traversals includes ?nding the identi?ers 
of received tagged packets that match the second 
identi?ers of each transmitted tagged packet. 

8. The method of claim 5, Wherein 

identifying link traversals includes ?nding the identi?ers 
of received tagged packets that match the second 
identi?ers of each transmitted tagged packet. 

9. The method of claim 4, Wherein 

processing the transmit and receive records includes at 
least one of: 

identifying node drops, including 

identifying receive records that do not have corre 
sponding transmit records, and 

identifying link drops, including 

identifying transmit records that do not have corre 
sponding receive records. 

10. The method of claim 9, Wherein 

identifying receive records that do not have corresponding 
transmit records includes 

determining a bit range Within each transmit record that 
corresponds to each receive record, and 

determining Whether an accumulation of the bit ranges 
of the transmit records that correspond to each 
receive record encompasses a bit range of the receive 
record. 

11. The method of claim 9, including 

providing a display of at least one of the node drops and 
the link drops. 

12. The method of claim 1, including 

providing a display of at least a portion of the timing 
information associated With the node and link travers 
als. 

13. The method of claim 12, Wherein 

the display includes a GANTT chart that illustrates a 
duration of each select tagged message. 

14. The method of claim 13, Wherein 

the GANTT chart includes a timescale that is relative to 
a simulation start time. 

15. The method of claim 13, Wherein 

the GANTT chart includes a timescale that is relative to 
a transaction start time. 
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16. The method of claim 12, Wherein 

the timing information is organiZed as a hierarchy, and 

the display of the timing information facilitates a user’s 
selection of levels of the hierarchy to be displayed. 

17. The method of claim 16, including 

sorting the hierarchy based upon the timing information. 
18. The method of claim 16, Wherein 

a top level of the hierarchy corresponds to one or more 
client nodes that initiate transactions that include one or 
more messages. 

19. The method of claim 18, Wherein 

a loWer level of the hierarchy corresponds to a type of the 
transactions. 

20. The method of claim 16, Wherein 

a top level of the hierarchy corresponds to types of 
transactions that include one or more messages. 

21. The method of claim 16, including 

sorting the hierarchy based upon a user-speci?ed ?lter 
criteria. 

22. The method of claim 21, Wherein 

the user speci?ed ?lter criteria includes one or more of: 

a transaction name, 

a name of a client initiating a transaction, 

a transaction start time, 

a transaction duration, 

a number of messages in a transaction, 

a statistic of message duration, and 

a relationship betWeen a plurality of statistics of mes 
sage duration. 

23. The method of claim 12, Wherein 

the timing information includes classes of delay, includ 
ing tWo or more of: 

node traversal delay, 

link traversal delay, 

transmission delay, 

propagation delay, and 

congestion delay. 
24. The method of claim 23, Wherein 

the classes of delay are illustrated using a plurality of 
colors. 

25. The method of claim 24, Wherein 

the GANTT chart comprises a timescale that is relative to 
a packet transmission time, 

and one or more bars in the GANTT chart are colored 
proportionally to the classes of delay experienced by 
the representative message. 

26. The method of claim 1, including 

providing a spreadsheet that includes the timing informa 
tion. 
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27. The method of claim 1, wherein 

the timing information includes one or more summary 
statistics. 

28. A system comprising: 

a simulator that is con?gured to simulate a modeled 
network, and includes 

a controller that is con?gured to: 

identify tagged messages among a plurality of simu 
lated messages, and 

generate tagged packets that contain the tagged mes 
sages; and 

a transaction processor that is con?gured to: 

identify node traversals, 

identify link traversals, and 

determine timing information associated With select 
tagged messages based on the node and link travers 
als. 

29. The system of claim 28, Wherein 

the simulator includes an application tracker that is con 
?gured to: 

create a transmit record for each tagged packet that is 
transmitted, and 

create a receive record for each tagged packet that is 
received. 

30. The system of claim 29, Wherein 

identifying node traversals includes 

identifying each transmit record corresponding to each 
receive record, and 

identifying link traversals includes 

identifying each receive record corresponding to each 
transmit record. 

31. The system of claim 28, Wherein 

the transaction processor is con?gured to 

create a message record for each tagged message, each 
message record including a set of node traversals and 
link traversals corresponding to the tagged message. 

32. The system of claim 29, Wherein 

each transmit record includes a ?rst identi?er of a 
received tagged packet at the node, and a second 
identi?er of the transmitted tagged packet from the 
node, and 

each receive record includes an identi?er of the transmit 
ted tagged packet from another node. 

33. The system of claim 32, Wherein 

the transaction processor is con?gured to identify node 
traversals based on a correspondence betWeen the ?rst 
identi?ers of one or more transmitted tagged packets 
and the identi?ers of each received tagged packet. 

34. The system of claim 33, Wherein 

the transaction processor is con?gured to identify link 
traversals based on a correspondence betWeen the iden 
ti?ers of received tagged packets and the second iden 
ti?ers of each transmitted tagged packet. 
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35. The system of claim 32, Wherein 

the transaction processor is con?gured to identify link 
traversals based on a correspondence betWeen the iden 
ti?ers of received tagged packets and the second iden 
ti?ers of each transmitted tagged packet. 

36. The system of claim 29, Wherein 

the transaction processor is con?gured to: 

identify node drops by identifying receive records that 
do not have corresponding transmit records, and 

identify link drops, by identifying transmit records that 
do not have corresponding receive records. 

37. The system of claim 36, Wherein 

identifying receive records that do not have corresponding 
transmit records includes 

determining a bit range Within each transmit record that 
corresponds to each receive record, and 

determining Whether an accumulation of the bit ranges 
of the transmit records that correspond to each 
receive record encompasses a bit range of the receive 
record. 

38. The system of claim 36, Wherein 

the transaction processor is con?gured to provide a dis 
play of at least one of the node drops and the link drops. 

39. The system of claim 28, including 

a display that is con?gured to display at least a portion of 
timing information associated With the node and link 
traversals. 

40. The system of claim 39, Wherein 

the display is con?gured to display a GANTT chart that 
illustrates a duration of each select tagged message. 

41. The system of claim 40, Wherein 

the GANTT chart comprises a timescale that is relative to 
a simulation start time. 

42. The system of claim 40, Wherein 

the GANTT chart comprises a timescale that is relative to 
a transaction start time. 

43. The system of claim 39, Wherein 

the timing information is organiZed as a hierarchy, and 

the transaction processor is con?gured to facilitate a 
user’s selection of levels of the hierarchy to be dis 
played. 

44. The system of claim 43, Wherein 

the transaction processor is con?gured to selectively sort 
the hierarchy based upon the timing information. 

45. The method of claim 43, Wherein 

a top level of the hierarchy corresponds to client nodes 
that initiate transactions that include one or more 

messages. 
46. The method of claim 45, Wherein 

a loWer level of the hierarchy corresponds to types of the 
transactions. 

47. The method of claim 43, Wherein 

a top level of the hierarchy corresponds to types of the 
transactions. 
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48. The system of claim 43, wherein 

the transaction processor is con?gured to selectively sort 
the hierarchy based upon user-speci?ed ?lter criteria. 

49. The system of claim 48, Wherein 

the user-speci?ed ?lter criteria includes one or more of: 

a transaction name, 

a name of a client initiating a transaction, 

a transaction start time, 

a transaction duration, 

a number of messages in a transaction, 

a statistic of message duration, and 

a relationship betWeen a plurality of statistics of mes 
sage duration. 

50. The system of claim 39, Wherein 

the timing information includes classes of delay, includ 
ing tWo or more of: 

node traversal delay, 

link traversal delay, 

transmission delay, 

propagation delay, and 

congestion delay. 
51. The system of claim 50, Wherein 

the display is con?gured to display the classes of delay 
using a plurality of colors. 

52. The system of claim 28, Wherein 

the transaction processor is con?gured to provide a 
spreadsheet that includes the timing information. 

53. The system of claim 28, Wherein 

the timing information includes one or more summary 
statistics. 

54. A method of determining timing information associ 
ated With a message, comprising: 

sorting a plurality of happenings associated With the 
message, and for each happening: 

if the happening is a transmit happening, 

search preceding happenings for a receive happening 
that corresponds to the transmit happening, and 

determine a node traversal time based on time 
parameters of the transmit happening and the 
corresponding receive happening; and 

if the happening is a receive happening, 

search subsequent happenings for each transmit hap 
pening that corresponds to the receive happening, 
and 

determine a node drop based on an accumulated 
correspondence betWeen the receive happening 
and the corresponding transmit happenings. 
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55. The method of claim 54, including: 

reverse sorting the plurality of happenings, and for each 
happening: 
if the happening is a transmit happening, 

search subsequent happenings for a receive happen 
ing that corresponds to the transmit happening, 
and 

determine a link drop based on Whether the corre 
sponding receive happening is found by the 
search; and 

if the happening is a receive happening, 

search preceding happenings for a transmit happen 
ing that corresponds to the receive happening, and 

determine a link traversal time based on time param 
eters of the receive happening and the correspond 
ing transmit happening. 

56. The method of claim 55, Wherein 

if the happening is a receive happening, 

determine at least one of: 

a propagation delay, 

a link delay, and 

a transaction delay, 

based on other time parameters of the receive hap 
pening and the corresponding transmit happening. 

57. A method of determining timing information associ 
ated With a message, comprising: 

sorting a plurality of happenings associated With the 
message, and for each happening: 

if the happening is a transmit happening, 

search subsequent happenings for a receive happen 
ing that corresponds to the transmit happening, 
and 

determine a link drop based on Whether the corre 
sponding receive happening is found by the 
search; and 

if the happening is a receive happening, 

search preceding happenings for a transmit happen 
ing that corresponds to the receive happening, and 

determine a link traversal time based on time param 
eters of the receive happening and the correspond 
ing transmit happening. 

58. The method of claim 57, Wherein 

if the happening is a receive happening, 

determine at least one of: 

a propagation delay, 

a link delay, and 

a transaction delay, 

based on other time parameters of the receive hap 
pening and the corresponding transmit happening. 
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59. A method comprising: 

simulating a modeled network, including: 

tagging each message of a plurality of messages with a 
corresponding message identi?er, 

for each tagged message, 

recording a start time and the message identi?er of 
the message, 

recording an end time and the message identi?er of 
the message, 

graphically displaying the start time and the end time of 
one or more select messages of the plurality of mes 
sages based on the recorded information. 

60. The method of claim 59, wherein 

recording the start time and message identi?er for each 
message includes creating a message start time record 
that includes the start time and the message identi?er of 
the message; and 

recording the end time and message identi?er for each 
message includes creating a message end time record 
that includes the end time and the message identi?er of 
the message. 

61. The method of claim 59, wherein 

displaying the start time and end time of each select 
message includes illustrating a duration of each select 
message on a GANTT chart. 

62. A method comprising: 

simulating a modeled network including: 

tagging each message of a plurality of messages with a 
corresponding transaction identi?er, 

for each transaction in the modeled network, 

recording a start time and the transaction identi?er of 
the transaction, and 

recording an end time and the transaction identi?er 
of the transaction, 

graphically displaying the start time and the end time of 
one or more select transactions based on the recorded 
information. 

63. The method of claim 62, wherein 

recording the start time and transaction identi?er of each 
transaction includes creating a transaction start time 
record that includes the transaction start time and the 
transaction identi?er; and 

recording the end time and transaction identi?er of each 
transaction comprises creating a transaction end time 
record that includes the transaction end time and the 
transaction identi?er. 

64. The method of claim 62, wherein 

displaying the start time and end time of each select 
transaction includes illustrating a duration of each 
transaction on a GANTT chart. 

65. A method comprising 

simulating a modeled network including: 

tagging each message of a plurality of messages with a 
corresponding message identi?er, 
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segmenting the messages into lower layer packets, 

recording the corresponding message identi?er and a 
corresponding bit range of each segment of the 
message into each packet, 

upon each packet’s arrival at a receiver, recording 
arrival information including an arrival time, the 
packet’s message identi?er, and the packet’s bit 
range, and 

upon each packet’s departure from a transmitter, 
recording departure information including a depar 
ture time, the packet’s message identi?er, and the 
packet’s bit range; 

displaying start time and end time of each packet on a 
single time scale based on the recorded arrival infor 
mation and departure information. 

66. The method of claim 65, wherein 

recording arrival information includes creating a packet 
arrival record that includes the arrival time, the packet’ s 
message identi?er, and the packet’s bit range; and 

recording the departure information includes creating a 
packet departure record that includes the departure 
time, the packet’s message identi?er, and the packet’s 
bit range. 

67. The method of claim 65, including 

displaying the start time and end time of each packet 
includes illustrating a duration of each packet via a 
GANTT chart. 

68. The method of claim 65, including 

recording mappings between message identi?ers and 
transaction identi?ers, and 

displaying the packets, messages, and transactions in a 
hierarchical tree based on the mappings between the 
message identi?ers and transaction identi?ers. 

69. A system comprising: 

a simulator that is con?gured to simulate a modeled 
network, and includes 

a controller that is con?gured to: 

tag each message of a plurality of messages with a 
corresponding message identi?er, 

for each tagged message, 

record a start time and the message identi?er of 
the message, 

record an end time and the message identi?er of 
the message, and 

a display that is con?gured to graphically display the start 
time and the end time of one or more select messages 
based on the recorded information. 

70. The system of claim 69, wherein 

the controller is con?gured to create a message start time 
record that includes the start time and message identi 
?er of the message; and 

the controller is con?gured to create a message end time 
record that includes the end time and message identi?er 
of the message. 
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71. The system of claim 69, wherein 

the display is con?gured to display the start time and end 
time of each select message on a GANTT chart that 
illustrates a duration of the message. 

72. A system comprising: 

a simulator that is con?gured to simulate a modeled 
network, and includes 

a controller that is con?gured to: 

tag each message of a plurality of messages with a 
corresponding transaction identi?er, 

for each transaction in the modeled network, 

record a start time and the transaction identi?er of 
the transaction, 

record an end time and the transaction identi?er of 
the transaction, 

a display that is con?gured to graphically display the start 
time and the end time of one or more select transactions 
based on the recorded information. 

73. The system of claim 72, wherein 

the controller is con?gured to create a transaction start 
time record that includes the start time and the trans 
action identi?er of the transaction; and 

the controller is con?gured to create a transaction end 
time record that includes the end time and the transac 
tion identi?er of the transaction. 

74. The system of claim 72, wherein 

the display is con?gured to display the start time and end 
time of each select transaction on a GANTT chart that 
illustrates a duration of the transaction. 

75. A system comprising 

a simulator that is con?gured to simulate a modeled 
network, and includes 

a controller that is con?gured to: 

tag each message of a plurality of messages with a 
corresponding message identi?er, 

segment the plurality of messages into a plurality of 
message segments that are each communicated via 
a packet, 
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record the message identi?er and a bit range corre 
sponding to the message segment into each 
packet, 

upon each packet’s arrival at a receiver, record 
arrival information including an arrival time, the 
message identi?er, and the bit range that is 
recorded in the packet, and 

upon each packet’s departure from a transmitter, 
recording departure information including a 
departure time, the message identi?er, and the bit 
range that is recorded in the packet; 

a display that is con?gured to graphically display the 
arrival time and departure time of one or more select 
packets based on the recorded arrival information and 
departure information. 

76. The system of claim 75, wherein 

the controller is con?gured to create a packet arrival 
record that includes the arrival time, the message 
identi?er, and the bit range of each packet; and 

the controller is con?gured to create a packet departure 
record that includes the departure time, the message 
identi?er, and the bit range of each packet. 

77. The system of claim 75, wherein 

the display is con?gured to display the arrival time and 
departure time of each select packet on a GANTT chart 
that illustrates a duration of the packet. 

78. The system of claim 75, wherein 

a plurality groupings of one or more messages form a 
plurality of transactions, each transaction of the plural 
ity of transactions having a corresponding transaction 
identi?er, 

the controller is con?gured to record a mapping between 
each message identi?er and a corresponding transac 
tion identi?er, and 

the display is con?gured to display the packets, messages, 
and transactions in a hierarchical tree based on the 
mapping between the message identi?ers and transac 
tion identi?ers. 


