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SERVING SIGNALS 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

[0001] This application is a divisional of US. patent 
application Ser. No. 11/003,458, ?led Dec. 6, 2004, pending; 
Which is a divisional of US. patent application Ser. No. 
09/920,803, ?led Aug. 3, 2001, now US. Pat. No. 6,961, 
737; Which is a continuation of US. patent application Ser. 
No. 08/647,769, ?led May 15, 1996, now US. Pat. No. 
6,295,530; Which claims priority of Great Britain Patent 
Application No. 9509828 ?led May 15, 1995. Other related 
cases of this family are US. patent application Ser. No. 
10/223,467, ?led Aug. 20, 2002, now US. Pat. No. 6,826, 
565; US. patent application Ser. No. 11/145,997, ?led Jun. 
7, 2005, pending; US. patent application Ser. No. 11/145, 
998, ?led Jun. 7, 2005, pending; US. patent application Ser. 
No. 11/356,181, ?led Feb. 17, 2006, pending; US. patent 
application Ser. No. 11/356,190, ?led Feb. 17, 2006, pend 
ing; US. patent application Ser. No. 11/356,191, ?led Feb. 
17, 2006, pending; US. patent application Ser. No. 11/356, 
189, ?led Feb. 17, 2006, pending; US. patent application 
Ser. No. 11/386,697, ?led Mar. 23, 2006, pending; US. 
patent application Ser. No. 11/ , ?led Mar. 30, 2006 
(Attorney Docket No. 1561-99), pending; US. patent appli 
cation Ser. No. 11/ , ?led Apr. 7, 2006 (Attorney 
Docket No. 1561-100), pending; US. patent application Ser. 
No. 11/ , ?led Apr. 7, 2006 (Attorney Docket No. 
1561-101), pending; US. patent application Ser. No. 
11/ , ?led Apr. 7, 2006 (Attorney Docket No. 1561 
103), pending; US. patent application Ser. No. 11/ , 
?ledApr. 7, 2006 (Attorney Docket No. 1561-104), pending; 
US. patent application Ser. No. 11/ , ?led Apr. 7, 
2006 (Attorney Docket No. 1561-105), pending; and US. 
patent application Ser. No. 11/ , ?led Apr. 7, 2006 
(Attorney Docket No. 1561-106), pending. The entire con 
tents of these applications are incorporated herein by refer 
ence. 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH OR DEVELOPMENT 

[0002] (NOT APPLICABLE) 

BACKGROUND OF THE INVENTION 

[0003] 1. Field of the Invention 

[0004] The present invention relates to serving signals to 
broWsing clients, Wherein said signals represent commands 
executable by said broWsing clients for generating structured 
pages of human vieWable data. 

[0005] 2. RelatedArt 

[0006] The serving of human vieWable data in response to 
client requests has been knoWn for some years in the ?eld of 
cable television systems. Star type systems in particular 
alloW vieWers to make selections resulting in remote sWitch 
ing being performed so as to route a selected signal from a 
distribution head to the requesting vieWer. Cable television 
systems are usually based on standard broadcast television 
signals and, as a result, a substantial transmission bandWidth 
is required in order to provide each vieWable page of data. 
Recently, attempts have been made to compress video data, 
by implementing recommendations using standards such as 
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MPEG, so as to facilitate the distribution of video signals 
over channels of substantially less bandWidth. Thus, it is 
noW possible to transmit loW quality video signals over 
conventional telephone lines using temporal and spatial 
compression techniques. 

[0007] It has also been possible to distribute human vieW 
able data in the form of encoded text for a number of years. 
The transmission of text, often using ASCII coding, requires 
substantially less bandWidth than the transmission of video 
signals and for a number of years data of this type has been 
transmitted over conventional telephone cables. 

[0008] A problem With transmitting conventional data 
text, compared to image related video signals, is that the 
quality of presentation and overall graphical format is sig 
ni?cantly impaired. For this reason, traditionally, the trans 
mission of data, as distinct from video, has tended to develop 
only in specialist ?elds Where presentation Was not consid 
ered particularly important. Very often, for example, the data 
being received Would be considered as being quite valuable 
and very often it Would be possible to justify the re-typing 
of information as and When required. 

[0009] A further problem With the dissemination of data is 
that many standards and conventions have developed over 
the years. Therefore, traditionally, users have needed to 
develop techniques for accessing different data sources, 
Which in itself has tended to become a specialist activity. 

[0010] In parallel With the tendency toWards bandwidth 
reduction in the transmission of video signals, there has also 
been a tendency toWards improving the graphical format, 
structure and presentation of What Would normally be con 
sidered as textural data. Thus, although data may be trans 
mitted Within a text-based environment, such as Within the 
internationally accessible netWork knoWn as the “Internet”, 
there has been a tendency toWards including formatting 
structures such that a substantially data-driven source could 
be vieWed by a user on equipment Which Would present the 
data in a form substantially similar to that of a video image. 
Thus, the tWo arts of video signal processing and image data 
processing are coming closer together and reaching toWards 
a common aim of providing What appears to be a high 
resolution, high bandWidth, high quality image by transmit 
ting data over loW bandWidth transmission media. 

[0011] For a number of years, cable television systems 
have been used to provide in-home shopping facilities and, 
given their tWo-Way capabilities, it is possible to install a 
level of interactivity Within such systems. On-line systems 
facilitate a higher level of interactivity and, in addition to 
making particular selections in response to images being 
broadcast, it is also possible to select particular image pages 
by broWsing through catalogues and tree structures etc. 
Thus, given an ability to display high quality images, similar 
to those available through video based systems, on-line 
systems present environments With substantially more inter 
active capabilities. HoWever, it is appreciated that in many 
of these environments the quality of images must be sig 
ni?cantly enhanced in order to attain a broad customer base. 

[0012] A knoWn Way of improving the quality of images 
derived from text-based systems is to add formatting com 
mands or instructions to data strings. These instructions 
control operations of a receiver, such that the signals are 
processed in such a receiver, to ensure that the transmitted 
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signals are processed in such a Way as to generate a high 
quality video image that is capable of being displayed at a 
requesting client’s terminal. 

[0013] In addition to improving the quality of displayed 
images, such an approach also facilitates an improvement in 
system compatibility. Thus, the incoming control signals are 
executed by a receiver’s terminal in a Way that is compatible 
With the receiving system. Thus, the output signals may be 
considered as executable instructions that cause operations 
to be performed upon the vieWable data in accordance With 
the local constraints. 

[0014] Thus, the use of systems of this type must be 
distinguished from simple local database systems in Which 
all operations of the system are locally controlled and no 
account Whatsoever needs to be taken of remote facilities 
and characteristics. Such systems are signi?cantly different 
in that database systems only transfer data that is subse 
quently manipulated by controlling programs. In mark-up 
languages the formatting commands are embedded in the 
form of executable commands, executable at the receiving 
station, so as to perform operations upon the vieWable data 
supported by the local platform and peripherals. 

[0015] Mark-up languages of this type may also include 
other capabilities previously not found in simple data dis 
tribution systems. In particular, a highly valued additional 
feature is the ability to automatically receive additional ?les 
from anyWhere Within the overall netWork. Such a procedure 
is possible because, as previously stated, the mark-up lan 
guage is effectively executed by the local platform and these 
executable procedures may include procedures for making 
external calls to ?les held anyWhere Within the accessible 
netWork. 

[0016] From a user’s point of vieW, such links may be 
considered as providing a level of multi-dimensionality 
Within a vieWable document in that a particular Word or 
phrase may be selected, Whereafter an expansion is provided 
or related documents are identi?ed. In order to distinguish 
such documents from ordinary self-contained documents, 
text of this type is commonly referred to as “hypertext”. 
Similarly, such links may also be made to full motion video 
sequences or audio sequences etc. and such an environment 
may be referred to as “hypermedia”. 

[0017] An example of a particular recommendation under 
Which signals include commands executable by broWsing 
clients is the “hypertext mark-up language” (HTML) devel 
oped at CERN during the late 1980s and early 1990s, Which 
has recently become a part of the Internet through a service 
knoWn as the “World Wide Web”. An (HTML) ?le is 
essentially an ASCII document interspersed With tags for 
formatting text and displaying images. The tags graphically 
represent instructions Which are acted upon by a receivers 
broWser, con?gured to render text or graphics. The broWser 
has full control of hoW the page is displayed, therefore it is 
possible to generate a Wide range of page lay-outs from a 
modest set of (HTML) tags. 

[0018] The Internet is an extreme example of a netWork in 
Which many different types of platforms, having various 
protocols and processing capabilities, may be interconnected 
using highly distributed control instruction sets. As previ 
ously suggested, systems of this type often provide an 
environment in Which a user may “broWse” through many 
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?les and structures. Consequently environments to facilitate 
the reception and conversion of HTML ?les are commonly 
knoWn as “broWsers”. Thus, a broWser is an application 
capable of interpreting and displaying documents received 
in HTML in such a Way that the information is displayed to 
the user in a form compatible With the user’s available 
equipment. Thus, using sophisticated terminal equipment, 
provided With an appropriate broWser, it is possible to 
display text-based data at a quality that is perceived as being 
substantially similar to that of full bandWidth video, While 
signi?cantly reducing the level of bandWidth required in 
order to distribute the information. Thus, as previously 
stated, the purpose of the broWser is to substantially improve 
the quality of the displayed image such that a client user is 
presented With a high quality video image, if suitable 
equipment is available. In addition, the broWser ensures that 
compatibility is achieved betWeen the local system facilities 
and the transmitted data. Furthermore, hypertext links may 
be de?ned Within the document that are executed by the 
broWser so as to make additional documents available in 
response to user driven selections. 

[0019] Clearly, it is only possible for client users to make 
use of these sophisticated languages if netWorks include 
accessible data sources. HTML ?les may be stored in ?le 
structures that are substantially similar to conventional data 
formats. Requests are made, via client broWsers to applica 
tions maintained at a distribution node, commonly referred 
to as “servers”. 

[0020] Both broWsers and servers represent applications 
Which must be made available When requested although, 
during substantially quiet periods of operation, they are not 
actually required as such. Procedures of this type, embedded 
Within systems and substantially transparent to operators, 
have become knoWn, collectively, as “daemons”. Thus, in 
operation, server daemons intermittently interrogate 
selected ports for incoming signal requests. In response to 
these requests, servers may make appropriate housekeeping 
and security operations, Whereafter, if possible, the selected 
?le is identi?ed and supplied to the requesting broWser. 

[0021] In earlier simple ASCII based text systems, the 
generation of text in a form suitable for transmission over 
netWorks involved relatively easy operations. Generally, 
documents could be accessed from text ?les or databases 
and transmitted directly across the netWork. At the receiver, 
the input data Would often be buffered, but thereafter it could 
be supplied directly to line printers, or similar devices, 
thereby producing a listing or print out of the transmitted 
ASCII text. 

[0022] As previously stated, HTML alloWs sophisticated 
formatting structures to be added to the vieWable data so as 
to present a substantially more appealing image to client 
users. HoWever, a major disadvantage of using such systems 
is that it is necessary to convert source data into HTML form 
before it may be transmitted over the netWork. In practice, 
such a procedure is presently performed manually and a 
signi?cant number of man hours may be required in order to 
convert originating text into an appropriate HTML version 
suitable for distribution throughout the netWork. 

[0023] In some environments, such as research environ 
ments etc., data may be required for signi?cant periods of 
time and under such circumstances it is possible to justify 
the time and effort required in order to mark up the text for 
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distribution throughout a network in an appropriate form. 
However, as is well known in the magazine and newspaper 
arts, some forms of data, although initially highly valuable, 
may have very short “shelf lives” and, even the next day, 
they may become virtually worthless. Thus, many forms of 
existing paper publications may be withheld from electronic 
publishing if the amount of time and effort required to 
convert the text-based information into a form suitable for 
distribution throughout networks is signi?cantly large. Fur 
thermore, in many situations, the extent to which the time 
scale for performing an exercise may be reduced by increas 
ing manpower, may be restricted, given that it is only 
possible for one person to work on one page at any one 
instant. 

[0024] Traditional marking-up is a laborious task, given 
that, by its very nature, the actual transmitted data looks very 
different from the viewed image. In most situations, it is 
necessary for a level of marking-up to be performed, where 
after the data is transferred to a locally situated browser, so 
that the resulting viewable image may be considered, before 
further operations are performed. Once created, ?les are 
loaded on appropriate storage devices and thereafter made 
available to requesting customers. 

[0025] Systems are available which facilitate the creation 
of (HTML) documents. For example, it is possible to 
process documents generated under word processing sys 
tems, such as “Word for Windows”, whereby, in response to 
manual operations, (HTML) tags are added to human view 
able text. Systems of this type are sold under the Trade 
Marks “WebAuthor” and “Intemet Assistant”. 

[0026] It is well known that traditional newspapers tend to 
change slightly over a day, as various editions are modi?ed 
so as to take account of recent news items. Thus, very often, 
a late edition of a newspaper will carry a different main story 
to that of earlier editions. Within electronic environments, 
there is an expectation for an even higher level of updating 
and interactivity. 

[0027] Presently, in order to satisfy this expectation, it 
would be necessary to continually update pages manually. 

[0028] Systems have been proposed in which clients are 
given the impression that a magaZine has been tailored to 
their particular needs. Thus, systems are known in which 
particular selections may be made thereby tuning documents 
to customer requirements. A problem with known 
approaches of this type is that each page viewed by a client 
must be pre-created, thereby doubling the number of pages 
required each time a decision point occurs. Such an 
approach may have applications in particular environments 
but it can be appreciated that as the number of notional pages 
increases, the number of actual pages required within the 
system becomes extremely large and the task of creating and 
maintaining each of these pages manually would be highly 
laborious and very often make the system uneconomic. This 
is particularly the case when dealing with publications 
which, in their conventional paper form, are perceived as 
having relatively low value or often no intrinsic value at all. 
Such a situation would apply to free newspapers and adver 
tising catalogues etc. 

BRIEF SUMMARY OF THE INVENTION 

[0029] According to a ?rst aspect of the present invention, 
there is provided apparatus for serving output signals from 
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a serving device to a plurality of browsing devices con 
nected to a network, wherein said output signals represent 
commands executable by each browsing device so as to 
display viewable data in accordance with the speci?ed page 
format, comprising: means for identifying requests from 
browsing clients that de?ne a request for speci?ed viewable 
data with commands for displaying said data in a speci?ed 
format; means for reading data representing said viewable 
data; means for processing said read data so as to combine 
a representation of said viewable data with executable 
instructions; and means for supplying output signals to the 
requesting browsing device derived from said processed 
data. 

[0030] In accordance with the said invention, it is not 
necessary to store all output ?les as prede?ned HTML ?les. 
HTML output instructions are generated “on-the-?y” in 
response to requests made by users. 

[0031] The apparatus may be used within many network 
con?gurations. 
[0032] In a preferred embodiment, the network is the 
Internet. Preferably, requests are made by browsing clients 
in the form of URLs and output signals are supplied back to 
browsing devices in the form of hypertext mark-up language 
commands. 

[0033] The apparatus may be used for supplying any type 
of data to users, particularly text data and graphical data. 

[0034] Preferably, viewable data is read from conventional 
databases in response to a URL being received, whereafter 
this data is processed so as to con?gure it into HTML 
commands. 

[0035] In a preferred embodiment, data is identi?ed within 
databases by means of an index, such that the relationship 
between indices and the access data may be adjusted. This 
facilitates the updating of data without needing to generate 
new HTML code. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0036] FIG. 1 is a diagrammatic representation of part of 
the international data distribution network known as the 
Internet, having a plurality of service providers and a 
plurality of service users; implemented using a plurality of 
network topologies. 

[0037] FIG. 2 shows an example of a typical service 
provider network of the type shown in FIG. 1; including a 
local area network and a serving host; 

[0038] FIG. 3 details the serving host identi?ed in FIG. 2, 
including a processing unit and a random access memory for 
storing instructions executable by said processing unit; 

[0039] FIG. 4 represents a processing environment speci 
?ed by the processing unit and its associated instructions 
created by the processing unit and its associated memory 
shown in FIG. 3, including a hypertext transport protocol 
daemon and on-line processing procedures in accordance 
with the present invention; 

[0040] FIG. 5 illustrates the operation of the hypertext 
transport protocol daemon identi?ed in FIG. 4 in response 
to receiving an input URL request and including an identi 
?cation of initialisation procedures and procedures for per 
forming on-line processing; 
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[0041] FIG. 6 shows requesting user devices, including a 
processing device and a visual display unit; 

[0042] FIG. 7 illustrates a typical display shown on the 
visual display unit identi?ed in FIG. 6, in response to 
instructions being supplied to the user from a server; 

[0043] FIG. 8 shows an example of instructions in the 
form supplied to the browser, in order to generate the display 
shown in FIG. 7; 

[0044] FIG. 9 details the initialisation procedures identi 
?ed in FIG. 5; 

[0045] FIG. 10 details the on-line procedures identi?ed in 
FIG. 5, including an indication of procedures for generating 
HTML pages; 

[0046] FIG. 11 illustrates the relationship between serving 
components when con?gured to supply HTML pages to a 
requesting device; 

[0047] FIG. 12 details procedures for generating HTML 
pages identi?ed in FIG. 10, including a step for executing a 
function string; 

[0048] FIG. 13 details procedures for executing a function 
string, including a function execute step; and 

[0049] FIG. 14 details function execution steps used to 
generate lines of output commands of the type identi?ed in 
FIG. 8. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0050] A diagrammatic representation of part of the Inter 
net is shown in FIG. 1. An international data communication 
network is provided, represented diagrammatically by 
region 101. Access to this network is provided over data 
channels 102, that are in turn connected to service nodes 
103. Service nodes 103 allow users to gain access to the 
Internet with varying levels of transmission bandwidth. 

[0051] In the example, a local area network 105 is pro 
vided with a high bandwidth link 104 to an Internet service 
provider 103. The network 105 includes servers, that supply 
data to the Internet in response to requests made by users. 
Presently, users are given access to the Internet over chan 
nels providing traf?c capacities from 14.4K bits per second 
(telephone dial up) to 100 M bits per second and beyond, 
when implemented using optical techniques. 

[0052] A low bandwidth user 106 communicates with a 
service provider 103 via co-operating modems 107, 108 
connected via a transmission cable 109. Many users of this 
type may access information from a server, such as server 
105. 

[0053] Network 105 is detailed in FIG. 2. The network 
comprises a ?bre distributed data interface (FDDI) backbone 
ring 201 having four routers 202, 203, 204 and 205 con 
nected thereto. Router 202 is a token ring router which 
routes data between a token ring network 206 and the FDDI 
backbone 201. In the example shown in FIG. 2, a ?rst host 
processing system 207 and second host processing system 
208 are connected to the token ring 206, thereby facilitating 
communication between said hosts 207 and 208, along with 
communication between said hosts and the backbone ring 
201, via token ring router 202. 
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[0054] A host processing system 209, and a host process 
ing system 210 communicate via an ethemet network 211. 
The ethemet network 211 also allows communication 
between hosts 209 and 210 and the backbone ring 201 via 
ethernet router 203. 

[0055] The backbone ring also communicates with an 
asynchronous transfer mode (ATM) network, including a 
?rst ATM host 212 and a second ATM host 213. Information 
for distribution to the Internet is generated by “serving 
operations” executed by host 212. This host communicates 
with the backbone ring 201 via the ATM router 205, which 
in turn facilitates communication to the Internet itself via 
Internet router 204 and an Internet line driver 215. This 
facilitates the transfer of data to an Internet service provider, 
as shown in FIG. 1. 

[0056] The present embodiment is directed towards pro 
viding HTML encoded data, in accordance with the HTML 
recommendations implemented over the Internet as a service 
known as “World Wide Web”. However, the invention as a 
whole has broader application, particularly when it is nec 
essary to process human viewable data in combination with 
signals representing a selected display structure, such that 
commands are executable by remote browsing clients. 

[0057] Serving station 212, as shown in FIG. 2, serves 
?les, processed in accordance with the established hypertext 
mark-up language (HTML) to browsing clients via the 
Internet. A browsing client makes a request for the infor 
mation to be supplied and this request is identi?ed by a 
serving station, such as station 212, which responds to said 
request by returning the information via the Internet con 
nection to the browsing client device. Once a request has 
been received, ?rst signals are processed by the serving 
station which represent the human viewable data. Second 
signals are received which represent a selected display 
structure. These two signals are processed in order to 
produce an HTML output. However, this processing step 
only takes place after the client request has been received 
such that the ?rst signals and the second signals are pro 
cessed to produce output signals in the form of client 
executable instructions which are then served as output 
signals suitable for execution by the requesting browser. In 
this way, many pages of HTML encoded data may be 
produced automatically without requiring manual effort for 
each individual page. Furthermore, pages may be tailored 
for speci?c user requirements and, in some circumstances, it 
may be possible to adjust the extent to which this customi 
Zation takes place in response to the clients own history of 
use, such that topics of interest are identi?ed automatically 
and this identi?cation is used in order to direct information 
of interest to the calling client. 

[0058] The hardware of serving network 105 is shown in 
FIG. 2. A request from a browsing client would be received 
from the Internet provider via data link 104, thereby allow 
ing the Internet router to direct the packet of information 
onto the backbone network 201. This packet would include 
an address so as to identify the processing environment 
arranged to serve the requested information. 

[0059] ATM host 212 is detailed in FIG. 3. A central 
processing unit 301 provides a general purpose multi-task 
ing processing environment, possibly running under the 
UNIX operating system. The processing unit includes inter 
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nal buses to facilitate communication With a mass storage 
device, such as a hard disk drive 302, and a random access 
memory 303. 

[0060] Communication With external devices is facilitated 
through an input/output (I/O) interface 304 Which is in turn 
connected to typical user peripherals such as a keyboard, a 
monitor and a mouse etc. In addition, the I/O device 304 is 
connected to ATM router 205 via a netWork control circuit 
305. 

[0061] A routine is executed continually by the processing 
unit 301 to identify requests made to a particular I/O port 
established by the I/O circuit 304. Thus, a packet received by 
the backbone 201 includes an address that enables the 
netWork control interface 305 such that said controller may 
direct the packet to the I/O interface 304. Thus, the packet 
identi?ed by the netWork controller 305 Will be supplied to 
a particular port of the I/O device 304. The processing unit 
301 Will identify the fact that data has been supplied to the 
relevant port and establish a connection, e?fectively placing 
the system into an active mode. Once placed in its active 
mode, the packet of data passes through the I/O device 304 
to become a packet of information Which is then held under 
the control of the operating system of the processing unit 
301. 

[0062] In response to receiving this information, the pro 
cessing unit 301 is arranged to perform the steps identi?ed 
above, that is, it is arranged to process ?rst and second 
signals to produce output signals in the form of client 
executable instructions. After this processing has taken 
place, the resulting output signal is returned for transmission 
to the Internet via line driver 215, Internet router 204, ATM 
router 205, netWork controller 305 and the I/O device 304. 

[0063] The processing environment provided by the pro 
cessing unit 301 is illustrated in FIG. 4. An HTTP daemon 
401 is executed by the processing environment 402 in order 
to detect requests received by the input/output device 304. In 
response to detected requests, the processing environment 
402 is arranged to supply predetermined HTML ?les 403 to 
the I/O device 304. In addition, it is also possible for the 
HTTP daemon 401 to identify common gateWay interface 
binary programs (CGI.BIN programs) Which are executable 
instructions Within the processing environment 402 and 
results in identi?ed ?les being supplied to the I/O device 
304. The CGI.BIN ?les are capable of operating in response 
to variables, including information identifying the type of 
broWser, the host name of the system and details of the client 
requesting information etc. Facilities of this type are avail 
able Within existing HTTP servers. HoWever, in addition, it 
is possible for the daemon to respond to requests Where the 
output HTML ?le Will be produced “on the ?y” in response 
to instructions identi?ed as “on-line processing”. When 
requested, the on-line processing Will receive human vieW 
able data from a database 406 in combination With ?le 
structures from a ?le structure source 407. Thereafter, in 
response to instructions from the on-line processing system 
405, the processing environment 402 Will process human 
vieWable data in combination With ?le structure data to 
produce HTML output ?les for the I/O device 304. 

[0064] The HTTP daemon procedures identi?ed at 401 in 
FIG. 4 are detailed in FIG. 5. InitialiZation procedures are 
implemented at step 501 on start up, Whereafter the appro 
priate port is interrogated at step 503 after Waiting for a 
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predetermined period at step 502. The procedures shoWn in 
FIG. 5 are executed Within a multi-tasking environment, 
therefore the Wait period at step 502 refers to a single task 
and other tasks Will execute Without being affected. At step 
504 a question is asked as to Whether a user request, in the 
form of a uniform resource location (URL) is Waiting at the 
interrogated port. If the question asked at step 504 is 
ansWered in the negative, control is returned to step 502 and 
the process repeated. Thus, as previously stated, the system 
operates Within a multi-tasking environment, such as that 
provided by the UNIX operating system. Thus, While the 
particular tasks shoWn in FIG. 5 repeatedly loop until a URL 
is received, the system is arranged to perform other tasks. 

[0065] If the question asked at step 504 is ansWered in the 
af?rmative, to the effect that a URL has been detected, the 
URL is processed at step 505, Whereafter validation proce 
dures are executed at step 506. Validation procedures ?rstly 
determine Whether the URL satis?es an acceptable structure 
and thereafter, security provisions may be executed in order 
to establish Whether the server is permitted to serve the 
requesting client. Assuming a valid URL has been supplied 
to the server, a question is asked at step 507 as to Whether 
the client has requested a prede?ned HTML ?le. If the 
question is ansWered in the af?rmative, the requested ?le is 
supplied to the requesting client at step 508 and control is 
then returned to step 502. Alternatively, if the question asked 
at step 507 is ansWered in the negative, control is directed to 
step 509. 

[0066] At step 509 a question is asked as to Whether the 
on-line processing procedures have been requested. If this 
question is ansWered in the af?rmative, the requested ?le is 
prepared on-line and supplied to the broWser at step 510. 
Alternatively, if the question asked at step 509 is ansWered 
in the negative, control is directed to step 511. 

[0067] At step 511 a question is asked as to Whether an 
instruction has been supplied to the effect that CGI.BIN 
programs are to be executed. If this question is ansWered in 
the af?rmative, control is directed to step 512, resulting in 
the execution of the identi?ed CGI.BIN instructions. Alter 
natively, if the question asked at step 511 is ansWered in the 
negative, all possibilities Will have been considered and an 
error message is returned at step 514. 

[0068] Referring to FIG. 1, server netWork 105 has been 
described With reference to FIGS. 2 and 3 and the opera 
tions executed Within said server 212 could be described 
With reference to FIGS. 4 and 5. Information from the 
server 212 is supplied to requesting clients over the Internet 
and ?les are served to broWsers in response to requests made 
by broWsers. As previously stated, a broWsing client 106 
issues requests, in the form of URLs via a modem 107. A 
broWsing station 106 is detailed in FIG. 6 connected to a 
modem 107, Which is in turn connected to the Internet via 
communication cable 109. The broWsing client hardWare 
consists of a programmable device such as an IBM personal 
computer con?gured to operate as a broWser in response to 
instructions installed from local permanent storage medium, 
usually a hard disk drive. The system includes a keyboard 
601 and a visual display unit 602. An operator issues 
commands via the keyboard 601 or the mouse 603, causing 
the broWser to issue a URL to the server. The broWsing 
instructions executed by the terminal shoWn in FIG. 6 are 
con?gured in a form to be compatible With the serving 
















