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(57) ABSTRACT 

The invention contains an application operating environ 
ment in Which acceptable and/or suspect activities may be 
de?ned for an application so that unacceptable application 
behavior can be prevented. This is done by providing a 
de?nition table identifying the types of access and actions 
that the application is alloWed and preventing it from 
carrying out other types of access and actions. The de?nition 
table may be built up using a learning process during use of 
the application. The environment also provides a means of 
checking information output to a network against a list of 
con?dential information. 
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SOFTWARE APPLICATION ENVIRONMENT 

REFERENCE TO RELATED APPLICATIONS 

[0001] This application is a continuation of US. patent 
application Ser. No. 08/937,883, ?led Sep. 25, 1997, entitled 
SOFTWARE APPLICATION ENVIRONMENT, the con 
tents of Which are incorporated by reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates to controlling appli 
cation software and more particularly but not exclusively to 
countermeasures that may be applied to deal With applica 
tions or applets and the like that are doWnloaded from other 
computers and from the Internet. 

BACKGROUND OF THE INVENTION 

[0003] Recent years have seen the rapid growth of the 
Internet. Many developments have come together to produce 
the Internet that We knoW today, and one of them is the use 
of applets, Written in languages such as Java, Which are 
executable programs that can be run by a Web broWser. In 
addition, faster modems have led to shorter doWnloading 
times. This has led to a groWth in the doWnloading of 
programs in general directly from the Internet. The Internet 
is eminently suitable for such use, and one of the reasons 
Why such use is not Widespread is that people are afraid to 
use the Internet. This is for tWo main reasons. The ?rst is that 
they are afraid of doWnloading softWare Whose behavior is 
not knoWn or that may contain viruses. The second is that 
they are afraid that con?dential information, such as credit 
card numbers and the like, may somehoW be made available 
to parties other than the intended recipients. 

[0004] In regard to viruses, programs have been around for 
many years that detect the presence of viruses, and either 
delete the viruses themselves, or delete the infected ?le. 
These programs depend on recogniZing speci?c virus pro 
grams or on recogniZing strings of program code that look 
as though they might have the potential to carry out activities 
normally associated With viruses. In order to overcome the 
virus detection programs more recent viruses have been 
designed to introduce changes to themselves When they 
replicate so that they do not ?t in With any template or 
pattern that the virus detector might be using. Furthermore 
a virus detection program has only a limited chance of 
detecting a virus that Was not knoWn about When the 
detection program Was Written, especially if the Way in 
Which the virus Was Written is radically different from 
previous viruses, as occasionally happens. Furthermore 
virus detection programs are generally ineffective at detect 
ing viruses that are Written as macros Within programs. 

[0005] In any case it cannot be guaranteed that conven 
tional countermeasures Will Work against all viruses, and the 
fear of computer viruses has been a serious impediment to 
the development of the Internet. 

[0006] Virus detection programs also cannot detect What 
are knoWn as “vandals”. “Vandals” differ from viruses in 
that they are complete programs that are executable in 
themselves, as opposed to viruses, Which cannot Work by 
themselves and need to infect host programs in order to be 
able to replicate and cause damage. Vandals are programs 
that carry out activities outside the range of expectations of 
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the user. For example they may damage or delete other ?les 
or interfere With the operation of other programs. Internet 
style applets make ideal vandals as they can often be 
doWnloaded from the internet through one’s Web broWser 
Without the user even being aWare of its presence. 

[0007] The theft of con?dential information is another task 
that vandals can carry out. The vandal applet is doWnloaded 
from the internet Without the knoWledge of the user and 
begins to scan the disk for the con?dential information, or 
Wait for the user to enter such information for some other 
purpose. It then passes the information to a speci?c site at 
some time that the user is connected to the Internet, again 
Without the user being aWare that anything untoWard has 
occurred. 

[0008] The reason that anti-virus programs have dif?culty 
in detecting vandal programs is that they are not viruses and 
indeed lack many of the fundamental features of viruses, that 
is to say they do not replicate and they do not modify 
existing ?les as they infect them. Furthermore the prepara 
tion of a reliable anti-vandal program is problematic because 
it is difficult to lay doWn precise criteria to enable a 
computer program to distinguish betWeen a Wanted applet 
and a vandal. 

SUMMARY OF THE INVENTION 

[0009] It is an object of the present invention to improve 
the con?dence of the user in the Internet. Ideally con?dence 
should be raised suf?ciently that users are happy to use the 
internet for business purposes. 

[0010] According to a ?rst aspect of the present invention 
there is provided apparatus for ensuring the integrity of 
computer applications to be run in association With a com 
puter having data storage arranged sectorWise in a storage 
device, comprising an identi?er for identifying an applica 
tion to be run, a listing associated With at least one of the 
applications to be run, the listing identifying different sectors 
of the storage device and associating With each identi?ed 
sector an access level required by the application, and an 
enforcement device, for prohibiting the at least one appli 
cation from accessing an identi?ed sector of the storage 
device at any level higher than the associated required 
access level. 

[0011] According to a second aspect of the invention there 
is provided apparatus for ensuring the integrity of computer 
applications to be run in association With a computer having 
data storage arranged sectorWise in a storage device. The 
Apparatus comprises an identi?er for identifying an appli 
cation to be run, a listing associated With at least one of the 
applications to be run, the listing identifying different sectors 
of the storage device and associating With each identi?ed 
sector an access level, an enforcement device, for preventing 
the at least one application from accessing an identi?ed 
sector of the storage device at any level higher than the 
associated access level, and a query device, for identifying 
When an attempt to access a sector of the storage device has 
been prevented by the enforcement device, querying the 
attempt With the user, or against a prede?ned con?guration, 
and if found acceptable then including the higher level of 
access in the listing. 

[0012] In embodiments the step of querying may only be 
carried out for a limited period of time. This may be literally 
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a predetermined time from installation of any given program 
or it may be a predetermined time measured only Whilst the 
neW program is running. Alternatively a program may be run 
in this learning mode until the next occasion upon Which the 
computer is reset. Then again in one embodiment a prede 
termined number of operations of the neW program is 
counted through, and once that number is reached learning 
mode is ended. Other forms of limitation of the learning 
mode Will suggest themselves to the skilled person and all of 
these are viable alternatives that could provide useful 
embodiments of the invention. As an alternative it is possible 
not to set a limit on the length of the learning mode. 

[0013] According to a third aspect of the present invention 
there is provided apparatus for ensuring the integrity of 
computer applications to be run in association With a com 
puter having data storage arranged sectorWise in a storage 
device, comprising an identi?er for identifying at least one 
application to be run, the at least one application being 
adapted to call at least one other application to run, a listing 
associated With at least one of the applications to be run, the 
listing identifying different sectors of the storage device and 
associating With each identi?ed sector an access level 
required by the application, an enforcement device, for 
prohibiting the at least one application from accessing an 
identi?ed sector of the storage device at any level higher 
than the associated required access level, and Wherein the 
identi?er is adapted ?rstly to identify a listing associated 
With the at least one other application for use With the 
enforcement device, and if such a listing cannot be found 
then identifying a listing associated With the at least one 
application for use With the enforcement device. 

[0014] According to a fourth aspect of the present inven 
tion there is provided a computer connected to a netWork, 
the computer comprising a storage device for storing data, a 
transmission device for sending data from the computer to 
the netWork, a listing of controlled data Which should not be 
sent to the netWork, a comparison device adapted to compare 
data sent to the transmission device With the controlled data, 
and a prevention device for preventing data corresponding to 
the controlled data being sent automatically to the netWork. 

[0015] In embodiments, any of the above aspects may be 
combined With apparatus for doWnloading data from iden 
ti?able sites in a netWork to a computer. the data may 
comprise a plurality of types of data including executable 
program data, The apparatus comprises a list of knoWn sites, 
checking means for comparing a source of any doWnloaded 
material With said list, and prevention means, for preventing 
execution of executable program data that does not come 
from a site on the list, or alternatively that does come from 
said list. In embodiments, means may be provided for 
modifying the list. 

[0016] Embodiments may further comprise override 
means adapted to alloW an operator to override the enforce 
ment or prevention devices. 

[0017] Embodiments of the invention may comprise any 
combination of the above ?ve aspects. 

[0018] It is noted that throughout the speci?cation and 
claims the term “data” includes, but is not limited to, any 
information or executable instructions. It is further noted 
that throughout the speci?cation and claims the terms “sec 
tor” and “sectorWise” may refer to physical locations or 
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logical locations such as directories. It is further noted that 
throughout the speci?cation and claims the term “storage” 
may refer to either volatile or non-volatile storage. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] For a better understanding of the invention and to 
shoW hoW the same may be carried into effect, reference Will 
noW be made, purely by Way of example, to the accompa 
nying draWings in Which, 

[0020] FIG. 1 is a How chart of the operation of a ?rst 
embodiment of the invention, 

[0021] FIG. 2 is a How chart of the operation of a second 
embodiment of the invention, 

[0022] FIG. 3 is a How chart of the operation of a third 
embodiment of the invention, and 

[0023] FIG. 4 is a How chart of the operation of a fourth 
embodiment of the invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0024] FIG. 1 is a How chart of a ?rst embodiment of the 
present invention Which is operable to control application 
softWare. A computer may have numerous applications 
Which can be run, some being Widely available computer 
programs Whose behavior is Well documented, and some 
may be customized software Whose behavior is not Well 
understood or Which has not been Well tested. Some of these 
applications may have been doWnloaded from unreliable 
sources and some may be present Without the knoWledge of 
the user. In some cases the programs may be “vandal” 
programs of the type discussed above. Vandal programs are 
for example rogue applets that attempt to access areas of the 
hard drive Where damage can be done and Where applets in 
general Would not normally need to have access. 

[0025] The present invention is thus operable to provide 
sets of parameters in Which each individual program is 
alloWed to operate. In order to determine Whether a particu 
lar application is operating normally, embodiments of the 
present invention use, or create and use, a listing of activities 
that the application may Wish to carry out. This listing is 
alternatively referred to herein as the application’s pre 
de?ned set. The activities are either permitted or forbidden, 
depending on Whether they are part of the prede?ned set. 
The listing may be used to validate operations that the 
program tries to carry out. If the operation is not one that the 
listing permits then either the user is alerted to give speci?c 
permission or the operation is stopped altogether. 

[0026] The listing used need not be an exhaustive listing 
of the operation of the program. It only need list those 
operations that are relevant to suspect or forbidden activity, 
Which Would typically involve attempts to access different 
parts of the system hard drive and Write or delete data from 
the area accessed, or execute programs located Within the 
area accessed. Table 1 below is a listing of levels of access 
that a typical application program might be given, to dif 
ferent parts of the system hard drive. The table is draWn up 
for Netscape Navigator, operating under the WindoWs oper 
ating system. This is a program Which requires a relatively 
high level of access to different areas of the system hard 
drive. Nevertheless its pro?le is readily distinguishable from 
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that of most suspect or forbidden activity. It Will be apparent 
that the prede?ned set is a list of directories on the system 
hard drive, and associated With each such directory is a list 
of access levels that may be alloWed With that directory. 

TABLE 1 

Prede?ned set for Netscape Navigator 

Directory/location Level of Authorization 

Windows Path 
Windows/command path 
Environment Variable: Temp Tmp 
Environment Variable: Path 

Read Write create execute delete 
read create execute 

Read Write create execute delete 
Read create execute 

Product Path Read Write create execute delete 
Product/Data Path Read Write create 
WindoWsPath/Sysbckup Read Write create execute delete 
WindoWsPath/help Read Write create execute 

Read Write create execute delete 
Read Write create execute delete 
Read Write create execute delete 
Read Write create execute 

Recycle Bin directories 
Application path 
Application cache 
WindoWsPath/fonts 

[0027] An enforcement ?le is draWn up using a table such 
as table 1. When the application is run, disk access requests 
may be checked against the enforcement ?le. If the type of 
disk access is not alloWed by the enforcement ?le then either 
the operation is stopped, the user is prompted to give speci?c 
permission, or a pre-de?ned automatic response may occur. 
The enforcement ?le may be automatically updated based on 
the nature of the application’s request and the subsequent 
response. 

[0028] It is possible to draW up a series of enforcement 
?les for popular products and to ship them as part of a 
package incorporating an embodiment of the invention. The 
package may then identify the installed products as part of, 
or folloWing, a booting operation of the computer. The 
relevant enforcement ?le may then be called up as the 
products are run. Searching for a given application may be 
carried out by looking in the system registry. Alternatively 
it may be necessary to make a more general search of the 
hard drive, as is Well knoWn to those skilled in the art. 

[0029] Instead of carrying out a product identi?cation 
operation in association With booting of the computer, it may 
be carried out folloWing given events such as installing a 
neW product or upon ?nishing an Internet session, With an 
appropriate prede?ned set selected for each application 
identi?ed. 

[0030] Alternatively the user may not Wish to have the 
invention operating on his computer at all times. Manual 
activation may thus be provided. The general operation of 
this embodiment is as shoWn in FIG. 1 Which is a How 
diagram shoWing hoW an embodiment may be installed on 
a computer 10, may be manually activated 12, or may 
automatically be led to detect installed softWare 14 and may 
see that the details of the enforcement ?le, or sandbox, are 
adhered to 16. At the next computer boot 18 the embodiment 
returns to the detection step 14. 

[0031] In the event that an enforcement ?le is not avail 
able, an embodiment of the invention, Whose ?oW diagram 
is shoWn in FIG. 2, has a so-called learn mode. In this mode 
a neW program is assigned a general enforcement ?le. The 
general enforcement ?le gives the program no access rights 
at all to ?les on the system disk. The program then attempts 

Aug. 10,2006 

to make a ?le access 20. Provided the access attempt is 
Within certain parameters the system alloWs the attempt and 
learns the details so that in future an access to that area of 
the disk Will alWays be alloWed. Thus a speci?c enforcement 
?le is gradually built up over the duration of the learn mode. 
The speci?c enforcement ?le is then consulted 22, in future 
access attempts, to decide Whether the program has rights to 
access the required part of the system disk at the requested 
level. If the ansWer is yes the program continues in the 
normal Way, 24. HoWever, as the program attempts to access 
areas to Which it does not have rights, 26, the user is 
prompted to give speci?c permission. The user may grant 
the level of access for the speci?c session only or he may 
grant it permanently. Alternatively an automatic learn mode 
may be con?gured, in Which any but the most drastic levels 
of access are granted to the program. Learn mode may be set 
up only for a speci?c session or the user may Wish to have 
the program run continuously in learn mode. A speci?c 
enforcement ?le is built up, as mentioned above, based on 
the instances of speci?c permission being given, and the 
pro?le of the neW application is thus gradually learnt. It Will 
be appreciated that the automatic version of learn mode is 
best run only for speci?c sessions; otherWise no real pro 
gram pro?le is enforced. 

[0032] The use of pro?les to spot vandal activity depends 
on knoWing exactly Which program is running at any one 
time. But many programs are able to call up other programs 
(daughter applications) as part of their oWn operation. The 
embodiment of the invention shoWn in FIG. 3 therefore 
keeps track of the hierarchy of programs Which are operat 
ing. The hierarchy, or thread, is ?rst detected, 30. The 
embodiment checks to see if the thread itself is registered, 
32. If the daughter application has its oWn enforcement ?le 
then that is used, 34. If it does not then the thread is assigned 
the enforcement ?le of the parent application, 36. This is 
then modi?ed in exactly the same Way as the general 
enforcement ?le of a neW application 38. 

[0033] An example of the kind of hierarchy involved in 
the above is a Web broWser such as Netscape calling up an 
audio player such as Real Audio to play a sound ?le, a task 
that it is not able to carry out itself. Although Real Audio is 
a self-contained application With its oWn enforcement ?le, it 
Will not obtain the rights of its oWn enforcement ?le but 
rather those of the Web broWser that called it. 

[0034] A further problem With the Internet environment is 
that applets can be Written to doWnload from the Internet 
Without the knoWledge of the user When for example access 
ing a particular Website. The applets scan the disk for 
con?dential information such as credit card numbers, or Wait 
for the user to enter such information for some other 
purpose, and then they pass the information to a speci?c site 
at some time that the oWner is connected to the Internet, 
again Without the user being aWare that anything untoWard 
has occurred. 

[0035] The present invention deals With this problem by 
providing an embodiment, a How diagram of Which is shoWn 
in FIG. 4, Which examines every data packet that is sent out 
from the computer against a database of con?dential infor 
mation. The computer is assumed to use a standard Internet 
protocol package Which arranges all of the data to be sent out 
in the form of data packets, 40. The embodiment checks 
each packet as it goes out, 42. If the data packet is found to 
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contain a match With any of the entries in the database, 44, 
then the application is stopped, either permanently or until 
the user responds to a prompt. If the packet is not determined 
to have con?dential information then of course the commu 
nication is alloWed to continue. Obtaining the contents of 
data packets before they are sent out of the computer using 
some form of Internet Protocol is a problem that is easily 
solved by the skilled man. In a more advanced embodiment 
data packets coming into the computer are all also read to 
check for the same con?dential information as such Would 
indicate that the data has already escaped from the computer. 
In some cases the earlier embodiments of the invention can 
also be relied upon to prevent such rogue applets from 
Working When they try to read parts of the system hard drive 
that the program Within Which they are operating does not 
have access rights. 

[0036] It is appreciated that various features of the inven 
tion Which are, for clarity, described in the contexts of 
separate embodiments may also be provided in combination 
in a single embodiment. Conversely, various features of the 
invention Which are, for brevity, described in the context of 
a single embodiment may also be provided separately or in 
any suitable subcombination. 

[0037] It Will be appreciated by persons skilled in the art 
that the present invention is not limited to What has been 
particularly shoWn and described hereinabove. Rather, the 
scope of the present invention is de?ned only by the claims 
that folloW: 

1. A method for blocking forbidden access behavior of a 
program, the method comprising: 

providing a list of access permissions of said program to 
sectors of data storage; 

monitoring requests of said program to access data stor 
age; and 

upon receiving an indication from said monitoring of a 
request to access a sector of data storage Which is 
forbidden according to said list, blocking said request. 

2. A method according to claim 1, Wherein said monitor 
ing includes monitoring requests of a child application of 
said program to access data storage. 
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3. A method according to claim 1, further comprising 
amending said list by a user thereof. 

4. A method according to claim 1, Wherein said list 
includes at least one alloWed access permission. 

5. A method according to claim 1, Wherein said list 
includes at least one forbidden access permission. 

6. A method according to claim 1, Wherein said list 
includes a plurality of access level permissions. 

7. A method according to claim 1, Wherein said data 
storage is a path. 

8. A method according to claim 1, Wherein said data 
storage is a ?le. 

9. A method according to claim 1, Wherein said access 
requests are stored in communication packets. 

10. A method according to claim 1, Wherein said data 
storage is volatile. 

11. A method according to claim 1, Wherein said data 
storage is non-volatile. 

12. A method according to claim 1, Wherein said data 
storage is a physical location. 

13. A method according to claim 1, Wherein said data 
storage is a logical location. 

14. A method according to claim 1, Wherein said requests 
include requests to access data storage areas on a remote 

computer. 
15. A method according to claim 1, Wherein said requests 

to access data storage include requests to doWnload data via 
the Internet. 

16. A method according to claim 1, further comprising the 
step of automatically updating said list. 

17. A method according to claim 1, Wherein said blocking 
said request also comprises: 

prompting a user of said program to alloW said forbidden 
access; and 

upon receipt of permission from said user, processing said 
request. 


