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(57) ABSTRACT 

Disclosed is a system and method for providing users of 
Web-accessible E-mail services With improved access to 
their E-mail messages and other information. In a ?rst 

embodiment, a SPAM-control feature of a Web-accessible 
electronic mail service is provided to a user of a mail 

enabled application running on the user’s client machine by 
software Which integrates With the mail-enabled application. 
The softWare scans E-mail messages for a bulk-indicating 
indicia inserted by SPAM detection softWare running on a 
remote machine, and an E-mail message identi?ed as includ 
ing such bulk-indicating indicia is routed to a bulk folder. 
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SYSTEM AND METHOD FOR PROVIDING 
IMPROVED ACCESS TO SPAM-CONTROL 

FEATURE IN MAIL-ENABLED APPLICATION 

[0001] This application claims priority to US. Provisional 
Patent Application No. 60/ 637,978 ?led Dec. 20, 2004, the 
entire disclosure of Which is incorporated herein by refer 
ence. 

[0002] This application includes material Which is subject 
to copyright protection. The copyright oWner has no objec 
tion to the facsimile reproduction by anyone of the patent 
disclosure, as it appears in the Patent and Trademark Office 
?les or records, but otherWise reserves all copyright rights 
Whatsoever. 

FIELD OF THE INVENTION 

[0003] The present invention relates in general to the ?eld 
of mail-enabled applications, and in particular to systems 
and methods for delivering features that provide improved 
functionality and/or user interfacing in such applications. 

BACKGROUND OF THE INVENTION 

[0004] Web-accessible E-mail services such as Yahoo! 
Mail, provided by Yahoo!, Inc. of Sunnyvale, Calif., have a 
large user base throughout the World. The majority of users 
access such services through a Web broWser, but there are 
millions of users Who use mail-enabled applications employ 
ing the Post O?‘ice Protocol (“POP”) to access their E-mail 
accounts With such services. Such mail-enabled applications 
include, e.g., OUTLOOK and OUTLOOK EXPRESS pub 
lished by Microsoft Corporation of Redmond, Wash. In 
addition, a large number of users spend a signi?cant amount 
of time using mail-enabled applications When at Work to 
access Work-related E-mail. It is common for such users to 
use these mail-enabled applications all day for Work pur 
poses, and periodically check personal mail accounts in a 
broWser WindoW. In both cases, it is desirable to increase the 
accessibility of the Web-accessible E-mail service to these 
users, While extending features of such services to the 
desktop. 

[0005] One such feature is SPAM control for Web-acces 
sible E-mail users Who use POP to retrieve E-mail. SPAM 
remains a huge problem and most Web-accessible E-mail 
services do not provide adequate SPAM-control features, 
particularly to users Who use the POP protocol to receive 
E-mail. 

[0006] SPAM is one of the greatest challenges facing users 
of Web-accessible mail services such as Yahoo! Mail. 
Yahoo! Mail uses tools such as SpamGuard and SpamGuard 
Plus to detect incoming SPAM. These tools combine various 
functionality, including IP blocking, content analysis and 
?ltering, and virus blocking. This has proven to be an 
effective solution for most Yahoo! users that use Yahoo! 
Mail through the Web interface. Effectiveness (% of SPAM 
correctly caught) is estimated to be 95% for SpamGuard and 
97% for SpamGuard Plus. SpamGuard Plus includes Baye 
sian ?ltering Which alloWs users to train the system to 
predict What is SPAM given the user’s preferences. 

[0007] HoWever, SpamGuard and related solutions are 
conventionally unavailable to users that use POP to retrieve 
their E-mail from their mail-enabled applications. 
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[0008] Mail-enabled applications that use POP to retrieve 
a user’s E-mail from Web-accessible mail services typically 
retrieve both “good” mail and messages that have been 
identi?ed as SPAM by SPAM-?ltering softWare operated by 
the mail service or other third party. Even though the SPAM 
messages may have been marked as SPAM by such soft 
Ware, there is no logic to route these messages to an 
appropriate folder on the user’s computer. As a response, 
many users of Web-accessible E-mail services have their 
settings set to not doWnload their SPAM email. Thus, for the 
user to check for false-positives, i.e., messages that have 
been incorrectly identi?ed as SPAM, the user typically must 
remember to access their account via a broWser, rather than 
using POP, to revieW their Bulk folder. FeW users Will go to 
such lengths to check for false-positives, resulting in the 
non-delivery of some legitimate messages. 

[0009] Another feature that leaves room for improvement 
is the built-in search functionality typically provided in 
mail-enabled applications such as OUTLOOK and OUT 
LOOK EXPRESS. Such search functionality provides a 
Weak user experience in that it is relatively sloW and 
in?exible. Google Inc., of Mountain VieW, Calif., recently 
launched a beta application called GOOGLE DESKTOP 
Which indexes local ?lesiincluding E-mail messages 
stored by OUTLOOK and OUTLOOK EXPRESS. A num 
ber of smaller companies have begun to offer poWerful 
desktop search tools. Mail search remains one of the key 
features in these desktop search tools, but many mail 
enabled applications do not alloW the mail search features of 
desktop search tools to access the mail messages stored 
therein. 

SUMMARY OF THE INVENTION 

[0010] Accordingly, the present invention is directed to a 
system and method for providing improved E-mail accessi 
bility that substantially obviates one or more of the problems 
due to limitations and disadvantages of the related art. 

[0011] An exemplary embodiment of the present invention 
provides users of Web-accessible E-mail services With 
improved access to their E-mail messages. 

[0012] In a ?rst embodiment, a SPAM-control feature of a 
Web-accessible electronic mail service is provided to a user 
of a mail-enabled application running on the user’s client 
machine by softWare Which integrates With the mail-enabled 
application. The softWare scans E-mail messages for a 
bulk-indicating indicia inserted by SPAM detection softWare 
running on a remote machine, and an E-mail message 
identi?ed as including such bulk-indicating indicia is routed 
to a bulk folder. In a second embodiment, access to a search 
tool is provided to users of a Web-accessible electronic mail 
service by softWare Which integrates With a mail-enabled 
application running on a user’s client machine. The softWare 
displays a ?eld Within a user interface of the mail-enabled 
application for receiving user input of a search term. The 
search term is used to build a URL that is communicated to 
a Web-accessible E-mail service. A broWser is launched to 
display at least one page resulting from the communication 
of the URL. 

[0013] Additional features and advantages of the inven 
tion Will be set forth in the description Which folloWs, and 
in part Will be apparent from the description, or may be 
learned by practice of the invention, Which is set forth in the 
appended claims. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] The accompanying drawings, Which are included 
to provide a further understanding of the invention and are 
incorporated in and constitute a part of this speci?cation, 
illustrate embodiments of the invention and together With 
the description serve to explain the principles of the inven 
tion, and not limit same, Which is set forth in the appended 
claims. 

[0015] 
[0016] FIG. 1 is a block diagram illustrating data How in 
accordance With an embodiment of the invention. 

In the draWings: 

[0017] FIG. 2 is a screenshot illustrating a toolbar in 
accordance With an embodiment of the invention. 

[0018] FIG. 3 is a screenshot illustrating a toolbar in 
accordance With another embodiment of the invention. 

[0019] FIG. 4 is a How diagram illustrating the fetch and 
processing of a data feed in accordance With an embodiment 
of the invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0020] Reference Will noW be made in detail to embodi 
ments of the present invention, examples of Which are 
illustrated in the accompanying draWings. 

[0021] Improved functionality and user interface features 
are provided for mail-enabled applications. In this respect, 
“mail-enabled application” as used herein means a softWare 
application Which uses a mail protocol, including but not 
limited to POP, SMTP, or IMAP, to communicate With a mail 
server. In a ?rst embodiment, users of a Web-accessible 
E-mail service can receive the bene?t of the SPAM-control 
features provided by that E-mail service even though the 
users access their E-mails via a mail-enabled application. 
This functionality can be provided via a variety of means, 
including, Without limitation, a toolbar, plug-in, Dynamic 
Link Library (“.DLL”), or the like, Which integrates With 
and adds features or functionality to, or enhances existing 
features and/or functionality present in, an existing mail 
enabled application. Alternatively, this embodiment can be 
provided by integrating the features or functionality into a 
mail-enabled application at the source-code level. 

[0022] In an exemplary embodiment, a toolbar is provided 
that loads as a .DLL When the mail-enabled application is 
run on the user’s client machine or When that machine’s 
operating system boots. The toolbar adds to the mail-enabled 
application’s functionality by scanning each E-mail message 
for a bulk-indicating header. Such a header can be inserted 
by SPAM detection softWare on the E-mail server When an 
E-mail is identi?ed as SPAM. Such messages are then routed 
to the user’s bulk folder on their client machine automati 
cally. Although the current embodiment is described prima 
rily With respect to a header inserted by SPAM-detecting 
softWare, it Will be apparent to one skilled in the art that 
other headers or indicia inserted into the E-mail, including 
Without limitation headers inserted by SPAM-detecting soft 
Ware running on a server, router, gateWay, the user’s desk 
top, or elseWhere, may be detected and used as a basis to 
re-route a message to the user’s bulk folder. Table 1, beloW, 
is an example of an E-mail header Which includes a bulk 
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indicating line that may be detected in accordance With one 
embodiment: 

TABLE 1 

X-Apparently-To: xxxtest.tiere003@btinternet.com via 217.12.12.60; 
Mon, 18 Oct 2004 
16:05:00 
X-YahooFilteredBulk: 216.136.173.32 
X-Originating-IP: [216.136.173.32] 
Return-Path: <xxxtest.tiere003@btinternet.com> 
Received: from 216.136.173.32 (HELO smtp012.mail.yahoo.com) 
(216.136.173.32) by 
mta802.mail.ukl.yahoo.com With SMTP; Mon, 18 Oct 2004 
16:05:00 +0000 
Received: from unknown (HELO vargon) 
(xxxtest.tiere003@btinternet.com@63.172.193.57 With 
login) by smtp012.mail.yahoo.com With SMTP; 18 Oct 2004 
16:04:58 -0000 
Message-ID: <003001c4b52c$36eaea10$4c4015ac@vargon> 
From: “Test Account” <xxxtest.tiere003@btinternet.com> 
To: <xxxtest.tiere003 @btinternet.com> 
Subject: FW: No cost Laptop 
Date: Mon, 18 Oct 2004 12:04:55 —0400 
MIME-Version: 1.0 
Content-Type: multipart/alternative; 
boundary=“----=iNextParti000i002Di01C4B50A.AF515560” 
X-Priority: 3 
X-MSMail-Priority: Normal 
X-Mailer: Microsoft OUTLOOK EXPRESS 6.00.2900.2180 
X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2900.2180 

[0023] In the example header provided in Table 1, the line 
“X-YahooFilteredBulkzZl6.136.173.32” is a bulk-indicating 
line that has been inserted by SPAM-detecting softWare 
running on an E-mail server operated by a Web-accessible 
E-Mail provider. 

[0024] FIG. 1 is a block diagram illustrating data How 
Within this ?rst embodiment. In FIG. 1, each piece of neWly 
doWnloaded E-mail 100 is scanned to determine Whether a 
bulk header, and/or other spam-indicating header, is present 
in the E-mail (Block 105). If no such header exists, and if 
toolbar 130 is not operating in “Advanced” mode, E-mail 
100 is routed to the user’s inbox 155 Within the mail-enabled 
application 150. In this respect, the toolbar of this embodi 
ment preferably provides tWo modes of operation. The ?rst 
is referred to herein as “All-in-one anti-spam mode” or 
“advanced mode” and the other is referred to herein as 
“Limited anti-spam mode” or “Simple mode.” In Simple 
mode, toolbar softWare 130 looks for a bulk-indicating 
header in E-mail 100, and if one is found, moves that 
message to the user’s Bulk Mail folder 160 unless the sender 
is on the an approved senders list, or “Whitelist”110; if the 
sender is on Whitelist 110, the toolbar 130 ceases processing 
message 100 and routes it to Inbox 155. In Advanced mode, 
toolbar 130 ?rst performs the Simple mode check. HoWever, 
if the sender is not on Whitelist 110 and message 100 does 
not contain a bulk-indicating header 105, toolbar 130 per 
forms an Advanced check 120, Which preferably includes 
passing the text of message 100 to SPAM-detecting soft 
Ware. Exemplary SPAM-detecting softWare includes, but is 
not limited to, SpamAssassin or other softWare that uses a 
rule-based algorithm and a Bayesian algorithm to determine 
Whether or not message 100 is SPAM. If such softWare 
indicates that message 100 is SPAM, message 100 is moved 
to Bulk Folder 160. 

[0025] Thus, With continued reference to FIG. 1, if E-mail 
100 does not contain a bulk header and toolbar 130 is 
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operating in “advanced” mode, the E-mail is checked again 
to con?rm that it is not SPAM (Block 120) and then routed 
to the user’s inbox 155 or a user-selected folder 160 as 
appropriate based on the results. If the E-mail message 
contains a bulk header, the sender is compared to the 
Whitelist (Block 110). If the sender is on the Whitelist, the 
E-mail is routed to the user’s inbox 155; otherwise, the 
E-mail is routed to the user-speci?ed bulk mail folder 160. 
Although the functionality is described With respect to 
neWly doWnloaded E-mails, it should be apparent to one 
skilled in the art that periodic scanning of the user’s inbox, 
or a subset thereof, could be substituted therefor Without 
departing from the spirit or the scope of the invention. 

[0026] In one embodiment, users can manually mark 
individual messages as containing SPAM or being SPAM 
free. When a user indicates that a message Was incorrectly 

identi?ed as SPAM, the message is moved to the user’s 
Inbox 155 and the sender is added to the Approved Sender 
list 110. Similarly, if the user marks a message as SPAM, it 
is moved to Bulk folder 160 and the sender is removed from 
Approved Sender list 110. 

[0027] When the user manually indicates the status of an 
E-mail, this can add to the training of a local Bayesian ?lter. 
The local Bayesian ?lter alloWs toolbar 130 to more effec 
tively identify similar messages in the future as SPAM or 
not, even if the SPAM-detecting softWare fails to do so. 

Bayesian ?ltering is the process of using Bayesian statistics 
to attempt to remove noise from a corrupted signal. Bayesian 
statistics is a paradigm of statistics that treats probabilities as 
estimates of uncertainty and derives methods of statistical 
inference from decision theory. Appropriate Bayesian ?lters 
include, Without limitation those available under the open 
source Apache license under the name SpamAssassin. To 
ensure that the Bayesian ?lter can identify mail as SPAM or 

not SPAM properly, a pre-trained ?lter database can be 
provided With toolbar 130 When ?rst supplied to the user. 
Other learning ?lters and/or ?lters Which apply probability 
theory to classify E-mail can be used as an alternative or in 

addition to the Bayesian ?lter. Such a ?lter can be imple 
mented as part of step 120 of FIG. 1. 

[0028] Another aspect of the invention that can be utiliZed 
alone or in combination With the anti-SPAM aspect 
described above alloWs users to access poWerful mail search 

tools from Within a mail-enabled application. Like the 
anti-SPAM functionality, this advanced E-mail search func 
tionality can be provided in the form of a toolbar, plug-in, 
.DLL, or other means for adding features or functionality to 
an existing mail-enabled application, or alternatively can be 
provided in the form of features or functionality that are 
incorporated into a mail-enabled application at the source 
code level. 

[0029] The advanced search functionality of this embodi 
ment alloWs users to search E-mail messages, attachments, 
contacts, calendar entries, notes, Yahoo! Instant Messenger 
archives, and/or other messaging-related repositories, from 
Within a mail-enabled application. In the embodiments illus 
trated in FIGS. 2 and 3, a user can access the advanced 
search functionality via a toolbar that is integrated into or 
added onto a mail-enabled application. 
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[0030] The functioning of the advanced search feature 
may differ based upon Whether the feature is implemented as 
a toolbar for an application Without a usable Application 

Program Interface (API), such as OUTLOOK EXPRESS, or 
for an application With such an API, such as OUTLOOK. 
For the former, as illustrated in FIG. 3, the user can select 
from a plurality of search options by choosing an appropri 
ate entry from a list of options, the list preferably being 
displayed When the user clicks on Options button 305. When 
the user enters a search term into search box 310 on the 

toolbar 300 and hits ENTER, clicks the search button 320, 
or selects a previous search term listed in dropdoWn menu 
item 315, the program can build a URL from different pieces 
of search information. The pieces of information that are 
used are de?ned by an XML feed, discussed in more detail 
beloW. Such pieces of information can include, but are not 
limited to, a literal portion of a URL such as “http:// 
WWW.yahoo.com,” a “value” passed in the feed, the search 
type to be performed, the text from the search box, and a 
registry value. Once the full URL is constructed, the toolbar 
can call the WindoWs ShellExecute( )API Function Call, or 
other similar function call appropriate to the current oper 
ating system to launch a broWser With that URL, the Web 
broWser requesting and displaying the URL. 

[0031] FIG. 2 illustrates an embodiment of the advanced 
search feature Which can be implemented in connection With 
mail-enabled applications having a usable API, such as 
OUTLOOK. In this embodiment, the user can select from a 

plurality of search options by choosing an appropriate entry 
from a list of options, the list preferably being displayed 
When the user clicks on Options button 205. The user 
chooses the search terms by entering the terms in text box 
210 or selecting a previously executed search term from 
dropdoWn box 315 on toolbar 300. The user can then press 

the ENTER key or click search button 220. A URL is then 
built from the search information in a similar manner as set 

forth above, and once the full URL is constructed, the 
toolbar can call the WindoWs ShellExecute( ) API function 
call or other similar API function call to launch a broWser 
With that URL. 

[0032] TWo classes of toolbar embodiments Will noW be 
described. These embodiments are applicable to implemen 
tation of both the anti-SPAM aspects and the advanced 
search aspects described above. The ?rst embodiment is a 
toolbar that resides Within Microsoft OUTLOOK. The sec 
ond embodiment is a toolbar that resides Within Microsoft 
OUTLOOK EXPRESS. The functionality provided by each 
embodiment is similar, hoWever the manner in Which each 
of these exemplary embodiments is implemented is quite 
different. These embodiments are intended to be exemplary, 
and should not be read as limiting the invention to the 
speci?c embodiments described herein. 

[0033] Both exemplary toolbar embodiments are “feed 
generated,” meaning that button availability and placement 
can be determined by an external, Web-based data source 
such as an XML data feed sent from a central server to the 

user’s client machine. Table 2 is an exemplary XML feed. 



US 2006/0168056 A1 Jul. 27, 2006 

TABLE 2 
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TABLE 2-c0ntinued 

</toolbar> 
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[0034] As Table 2 illustrates, an XML feed preferably 
includes a Well-structured set of information that de?nes the 
functionality to be provided by the toolbar. By Way of 
example, Without intending to limit the present invention, in 
Table 2 the <toolbar> and </toolbar> tags indicate that the 
information contained betWeen those tags corresponds to a 
toolbar. Within the toolbar tags, the <fvs> and </fvs> tags 
indicate the start and end of a feed value de?nitions portion 
of the XML feed. Feed values are optional information that 
can be used throughout the toolbar, such as error messages 
or global values, such as a base uniform resource locator 
(“URL”). For example, the <fv n=“SW1” v=“You must 
supply a valid email address”/> tag sets up a global feed 
value Whose name (“n”) is “SW1”, and With Which the value 
(“v”) of “You must supply a valid email address” is asso 
ciated. If an error occurs, an error handler can refer to the 

SW1 feed value to determine appropriate text to be dis 
played to the user. 

[0035] Referring again to Table 2, the <btns> and </btns> 
tags indicate the start and end of button de?nitions portion 
of the XML feed. Button de?nitions are optional in the XML 
feed, but Where used, the <btn> de?nition can include a 
variety of attributes typically associated With a button, 
including a button ID (“bid”), icon (“i”), style (“s”), title 
(“tt”), URL (“u”), and extended style (“x”). Each button can 
also have optional child elements, or de?nitions, including 
parameters (“ps”) and individual parameter attributes (“p”). 
Each parameter attribute can include a value (“v”) and a 
convert ?ag (“cnv”). When these tags are combined, such as 
in the “<btn bid=“ebox” t=“9” s=“0” u=“i4_% http:// 
search.yahoo.com/search?fr=ytol-_$REG_sc_%&amp ;p= 
_ebox”><ps><p n=“W” v=“150”/><p n=“r” v=“0”/></ps></ 
btn>” series of tags, the tags de?ne a button Whose ID is 
“ebox”, of type 9, style 0, With Which a URL of “http:// 
search.yahoo.com/search?fr=ytol-_$REG_sc_%&amp ;p= 
_ebox” is associated. Although a URL to an external server 
is included in this example, it should be apparent to one 
skilled in the art that a reference to a toolbar function, 
operating system API call, or the like can be substituted 
therefor Without departing from the spirit or the scope of the 
invention. 

[0036] Each button can also include optional menu item 
de?nitions (“mis”). Such menu items can, for example, be 
used to generate a drop-doWn list. Each de?ned menu item 
(“mi”) can include attributes typically associated With a 
menu item or other user interface element, including a 

button identi?er (“bid”), icon (“i”), style (“s”), title (“tt”), 
type (“t”), URL (“u”) and extended style (“x”). 

[0037] An XML data feed can be transmitted from a 
central server to a client machine on a regular basis or in 

response to a triggering event such as the loading of the 
user’s mail-enabled application. This enables the provider of 
the external Web-based data source to add or remove buttons 

from the toolbar for all users, or a subset of users, on an 
ongoing basis Without modi?cation of the code running on 
the user side and Without requiring the user to install an 
update. The fetch of the data feed and processing of the same 
preferably operate as folloWs, as illustrated in FIG. 4. In 
Block 400, the toolbar looks for a cached XML feed on the 
local disk and loads it if found (Block 405). In Block 410, 
a request for a feed is made by the toolbar to a central server 
(“feed server”) upon a triggering event such as the passage 
of time, loading of the mail-enabled application, or the like. 
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In Block 415, the feed server generates a feed and returns it 
to the client machine. The toolbar softWare pre-processes the 
feed to expand any directives for caching of speci?c buttons 
in Block 420. The expanded feed is then stored on the local 
disk for later retrieval. If button caching information is 
present (Block 425), the button graphics and other informa 
tion can be doWnloaded and stored locally (Block 430). The 
toolbar is then rebuilt based on the neWly expanded feed 
such that it takes on the con?guration as de?ned in the neW 
feed. Such con?guration may include, e.g., the placement 
and functions associated With buttons on the toolbar, the 
placement and functions associated With search boxes on the 
toolbar, the placement and function of drop-doWn boxes on 
the toolbar, and the placement of graphics and text on the 
toolbar. 

[0038] Further details as to hoW to implement an XML 
data feed from a central server and use the same to con?gure 
features in an application running on a client machine can be 
found in commonly-owned US. Patent Application No. 
60/681,458 entitled “Systems And Methods For Providing 
Features And User Interface In NetWork BroWsing Appli 
cations,” ?led May 17, 2005, the entire disclosure of Which 
is incorporated herein by reference. 

[0039] To provide the feed features, as Well as neW mail 
alerts, a user ID of the user currently using the toolbar (eg 
the user’s Yahoo! ID) can be utiliZed by the toolbar. The 
toolbar can automatically log in the user to the Web-acces 
sible E-mail service if the user provides a user ID and 
passWord, or other details suf?cient for identi?cation of the 
user. Such user IDs and passWords can be provided, for 
example, as part of the toolbar installation process, during 
the ?rst instantiation of the toolbar, or each time the toolbar 
is loaded Since it is presently preferred to alloW only a single 
user ID to be logged in With a persistent state on a single 
WindoWs session, and to ensure compatibility With other 
Yahoo! applications, the toolbar can obtain the currently 
valid login credentials or other user identi?cation informa 
tion from another application such as Yahoo! Messenger, if 
available. This helps to ensure a more seamless experience 
betWeen softWare products and prevents the confusion that 
might occur if the toolbar account replaced any other 
currently-logged-in account. 

[0040] With respect to the embodiment illustrated in FIG. 
2, Microsoft OUTLOOK permits functionality extension of 
OUTLOOK through the OUTLOOK Object Model (OOM). 
UtiliZing OOM, softWare can add a toolbar to OUTLOOK’s 
existing toolbars, e.g., by embodying the toolbar function 
ality in a .DLL and registering the .DLL so that it loads 
When, or just after, OUTLOOK loads. The OOM also 
provides high-level access to OUTLOOK’s E-mail stores, 
including a user’ s inbox. Unfortunately, the data provided by 
OOM is often tainted or may trigger OUTLOOK security 
alerts When accessed. To address this issue, E-mail can be 
accessed via Extended MAPI Which is not subject to the 
limitations of the OOM. 

[0041] OUTLOOK EXPRESS, on the other hand, pres 
ently provides no API or interface for easily adding a toolbar 
to its existing toolbars. Thus, as an alternative to using the 
Extended MAPI or other API as discussed above, code can 
be injected into the OUTLOOK EXPRESS process to alter 
its functionality from Within, thereby providing an addi 
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tional toolbar. Custom controls can be created to provide 
some aspects of this toolbar in order to ensure compatibility 
With OUTLOOK EXPRESS. 

[0042] In one exemplary embodiment, a toolbar can be 
integrated into mail-enabled applications Which lack a 
usable API, such as OUTLOOK EXPRESS, via an execut 
able such as an .exe ?le Which runs in the background on the 
client machine and constantly Watches for the mail-enabled 
program to start up. When such start up is detected, the 
executable installs a hook into the mail-enabled applica 
tion’s process. The hook can be implemented in a DLL. 
Once the hook is installed, the toolbar is able to access the 
application’s memory areas and objects directly via operat 
ing system APIs. Thus, for example, to add the toolbar, one 
can locate existing toolbars in the mail-enabled application 
and provide code to inject another toolbar therein. To 
prevent a crash, any clicks or actions resulting from this 
injected toolbar typically must be trapped before the mail 
enabled application “sees” them since the toolbar is unex 
pected by the application. Thus, the software in accordance 
With this embodiment preferably ?lters out any messages 
generated by such clicks or actions so that the mail-enabled 
application is not aWare of the softWare’s presence in the 
mail-enabled application’s memory space. 

[0043] It is noted that Microsoft does provide an applica 
tion programmer interface (“API”) Which permits access to 
OUTLOOK EXPRESS’ message store. By providing code 
Which interfaces With this API, messages in the OUTLOOK 
EXPRESS “Local Folders” can be accessed. HoWever, this 
API does not presently permit access to other E-mail 
archives, such as those accessible via IMAP or HTTP. 

[0044] In addition to providing the SPAM-processing and 
search functions described above, the disclosed toolbars can 
provide a platform to extend other features to the desktop. 
These include, e.g., Web search and synchronization of 
address book and calendar entries. Synchronization of 
address book and calendar entries can maintain the same 
contacts and/ or calendar entries betWeen mail-enabled desk 
top applications such OUTLOOK/OUTLOOK EXPRESS 
and Web-accessible address books such as the Yahoo! 
Address Book. The “Address Book” and “Calendar” buttons 
shoWn on the toolbar in FIGS. 2 and 3 can be used to launch 
the Web-based properties they correspond to, and options 
can be listed on each button’s dropdoWn menu to quickly 
perform certain tasks in the Web-accessible address book 
such as Add Contact, Add Task, and NeW Note. 

[0045] While the invention has been particularly shoWn 
and described With reference to preferred embodiments 
thereof, it Will be understood by those skilled in the art that 
various changes in form and details may be made therein 
Without departing from the spirit and scope of the invention. 

1. A method of providing a SPAM-control feature of a 
Web-accessible electronic mail service to a user of a mail 
enabled application, comprising: 

providing softWare Which integrates With the mail-en 
abled application running on the user’s client machine, 
said softWare operating to: 

scan a plurality of E-mail messages for a bulk-indicat 
ing indicia inserted by SPAM detection softWare 
running on a remote machine; 
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identify at least one of said plurality of E-mail mes 
sages as including said bulk-indicating indicia; and, 

route said at least one of said plurality of E-mail 
messages to a bulk folder. 

2. The method of providing a SPAM-control feature in 
accordance With claim 1, Wherein said bulk-indicating indi 
cia is a bulk-indicating header. 

3. The method of providing a SPAM-control feature in 
accordance With claim 1, Wherein said remote machine is a 
server. 

4. The method of providing a SPAM-control feature in 
accordance With claim 3, Wherein said server is associated 
With a provider of said Web-accessible E-mail service. 

5. The method of providing a SPAM-control feature in 
accordance With claim 3, Wherein said server is an E-mail 
server. 

6. The method of providing a SPAM-control feature in 
accordance With claim 1, Wherein said remote machine is a 
gateWay or a router. 

7. The method of providing a SPAM-control feature in 
accordance With claim 1, Wherein said softWare is a toolbar. 

8. The method of providing a SPAM-control feature in 
accordance With claim 1, Wherein said softWare is a plugin 
to said mail-enabled application. 

9. The method of providing a SPAM-control feature in 
accordance With claim 1, Wherein said softWare is integrated 
into said mail-enabled application at a source-code level. 

10. The method of providing a SPAM-control feature in 
accordance With claim 1, Wherein said software further 
operates to: 

identify at least a second one of said plurality of E-mail 
messages as not including said bulk-indicating indicia; 
and, 

route said at least a second one of said plurality of E-mail 
messages to an inbox of said mail-enabled application. 

11. The method of providing a SPAM-control feature in 
accordance With claim 1, Wherein said mail-enabled appli 
cation operates to retrieve mail from a remote mail server via 
the Post Of?ce Protocol. 

12. The method of providing a SPAM-control feature in 
accordance With claim 1, Wherein said softWare further 
operates to: 

cause messages Which have been identi?ed as not includ 
ing said bulk-indicating indicia to be scanned by sec 
ond SPAM-detection softWare. 

13. The method of providing a SPAM-control feature in 
accordance With claim 12, Wherein said second SPAM 
detection softWare is softWare running on said client 
machine. 

14. The method of providing a SPAM-control feature in 
accordance With claim 12, Wherein said second SPAM 
detection softWare comprises a Bayesian algorithm. 

15. The method of providing a SPAM-control feature in 
accordance With claim 14, Wherein said Bayesian algorithm 
is trained by receiving an indication from a user that a 
message is SPAM or not-SPAM. 

16. The method of providing a SPAM-control feature in 
accordance With claim 14, Wherein said second SPAM 
detection softWare further comprises a rule-based algorithm. 

17. The method of providing a SPAM-control feature in 
accordance With claim 1, Wherein said softWare further 
operates to: 
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compare a sender of a message identi?ed as including said 
bulk-indicating indicia to an approved senders list and, 
if said sender is found on said approved senders list, 
refrain from routing of said message identi?ed as 
including said bulk-indicating indicia to said bulk 
folder. 

18. The method of providing a SPAM-control feature in 
accordance With claim 17, Wherein said softWare further 
operates to: 

route said message identi?ed as including said bulk 
indicating indicia to said inbox if said sender is found 
on said approved senders list. 

19. The method of providing a SPAM-control feature in 
accordance With claim 1, Wherein the bulk folder is a 
user-speci?ed bulk folder. 

20. The method of providing a SPAM-control feature in 
accordance With claim 1, Wherein said softWare comprises a 
toolbar that is con?gured using a data feed from a remote 
feed server. 

21. The method of providing a SPAM-control feature in 
accordance With claim 21, Wherein said data feed is an XML 
data feed. 

22. (canceled) 
23. (canceled) 
24. (canceled) 
25. (canceled) 
26. (canceled) 
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27. (canceled) 
28. (canceled) 
29. (canceled) 
30. (canceled) 
31. (canceled) 
32. (canceled) 
33. (canceled) 
34. (canceled) 
35. (canceled) 
36. A computer-readable medium containing computer 

code for providing a SPAM-control feature of a Web 
accessible electronic mail service to a user of a mail-enabled 
application, the code integrating With the mail-enabled 
application running on the user’s client machine, the code 
including instructions that scan a plurality of E-mail mes 
sages for a bulk-indicating indicia inserted by SPAM detec 
tion softWare running on a remote machine, instructions that 
identify at least one of said plurality of E-mail messages as 
including said bulk-indicating indicia, and instructions that 
route said at least one of said plurality of E-mail messages 
to a bulk folder. 

37. (canceled) 
38. (canceled) 
39. (canceled) 
40. (canceled) 


