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MESSAGE MANAGEMENT FACILITY FOR AN 
INDUSTRIAL PROCESS CONTROL 

ENVIRONMENT 

FIELD OF THE INVENTION 

[0001] The present invention generally relates to the ?eld 
of networked computerized process control systems. More 
particularly, the present invention relates to supervisory 
process control and manufacturing information systems. 
Such systems generally execute above a control layer in a 
process control system to provide guidance to lower level 
control elements such as, by way of example, programmable 
logic controllers. 

BACKGROUND 

[0002] Industry increasingly depends upon highly auto 
mated data acquisition and control systems to ensure that 
industrial processes are run ef?ciently, safely and reliably 
while lowering their overall production costs. Data acqui 
sition begins when a number of sensors measure aspects of 
an industrial process and periodically report their measure 
ments back to a data collection and control system. Such 
measurements come in a wide variety of forms. By way of 
example the measurements produced by a sensor/recorder 
include: a temperature, a pressure, a pH, a mass/volume ?ow 
of material, a tallied inventory of packages waiting in a 
shipping line, or a photograph of a room in a factory. Often 
sophisticated process management and control software 
examines the incoming data, produces status reports, and, in 
many cases, responds by sending commands to actuators/ 
controllers that adjust the operation of at least a portion of 
the industrial process. The data produced by the sensors also 
allow an operator to perform a number of supervisory tasks 
including: tailor the process (e.g., specify new set points) in 
response to varying external conditions (including costs of 
raw materials), detect an ine?icient/non-optimal operating 
condition and/or impending equipment failure, and take 
remedial actions such as move equipment into and out of 
service as required. 

[0003] Typical industrial processes are extremely complex 
and receive substantially greater volumes of information 
than any human could possibly digest in its raw form. By 
way of example, it is not unheard of to have thousands of 
sensors and control elements (e.g., valve actuators) moni 
toring/ controlling aspects of a multi-stage process within an 
industrial plant. These sensors are of varied type and report 
on varied characteristics of the process. Their outputs are 
similarly varied in the meaning of their measurements, in the 
amount of data sent for each measurement, and in the 
frequency of their measurements. As regards the latter, for 
accuracy and to enable quick response, some of these 
sensors/control elements take one or more measurements 

every second. When multiplied by thousands of sensors/ 
control elements, this results in so much data ?owing into 
the process control system that sophisticated data manage 
ment and process visualiZation techniques are required. 

[0004] Highly advanced human-machine interface/pro 
cess visualiZation systems exist today that are linked to data 
sources such as the above-described sensors and controllers. 

Such systems acquire and digest (e.g., ?lter) the process data 
described above. The digested process data in-tum drives a 
graphical display rendered by a human machine interface. 
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Such data includes mode changes, events, and alarm mes 
sages rendered by process controllers in response to a 
variety of detected process conditions/circumstances. 

[0005] Process alarm messages are traditionally sent from 
plant control processors to alarm displays on workstations to 
notify operators of plant upsets. Generally, alarm messages 
are issued by control processors when a measured or cal 
culated value is rendered outside a pre-con?gured range. 
The plant controller transmits the generated alarm to one or 
more operator workstations coupled to a separate (e.g., 
application) network. Detection, generation and transmis 
sion of alarms can potentially place a heavy load on a 
controller. 

[0006] Known process control systems support a variety 
of alarm ordering techniques including assigning alarm 
priorities and ?ltering alarm messages according any of a 
variety of characteristics. The alarm prioritization/?ltering 
functionality carried out by the control processor assists 
operators in assessing plant/process status and facilitates 
expedited correction of problems as they arise in a plant 
process. In general, the alarm priorities are relatively ?xed 
and are changed through human intervention. Prioritizing 
alarms/messages alone will not avoid overwhelming an 
operator with a shower of alarm messages during a major 
plant failure or succession of cascading process/plant com 
ponent failures. Overlooking a particular alarm or class of 
alarms, during an alarm shower can lead to harm to both 
humans and the plant itself. 

SUMMARY OF THE INVENTION 

[0007] The present invention provides a method and facil 
ity for managing messages, for example alarms, that pass 
from control processors to a variety of destinations (e.g., 
workstations, printers, historians/databases) associated with 
supervisory control of an industrial process. Managing mes 
sages is carried out by interposing appropriate management 
functionality between sources of messages (e.g., control 
processors) and the message’s ?nal destinations. Such 
arrangement facilitates executing a variety of functions on 
the message stream. 

[0008] More particularly, a message management facility 
routes a stream of messages received from the control 
processor to a set of supervisory destinations. The facility 
includes a message receiver for receiving a message includ 
ing a message group ID ?eld. The facility also includes 
message routing information comprising a set of message 
routing entries. Each of such routing entries includes a 
message group ID value, and a set of message routing 
destinations for received messages specifying the message 
group ID. The facility also includes a destination server for 
transmitting the message received by the message receiver 
to one or more network destinations based on an ID speci?ed 

in the message group ID ?eld and a set of message routing 
destinations speci?ed in a corresponding routing entry of the 
message routing information. 

[0009] The facility also carries out a message monitor role 
wherein the facility monitors a stream of messages received 
from a control processor and initiates executing a command 
in response to detecting particular identi?ed messages in the 
stream of messages. In this regard, the message monitor 
includes a message table including a set of message table 
entries. Each entry comprises a message ID and a command 
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ID. A message receiver of the facility includes a message 
monitoring functionality for receiving a message including 
a message ID value, and identifying a categorized message 
by locating an entry in the message table corresponding to 
the received message. Finally, a command execution func 
tionality initiates executing a command associated with the 
command ID, of the entry in the message table for the 
categorized message, in association with the message 
receiver identifying the categorized message. 

[0010] The facility also carries out a status message moni 
tor roles wherein the facility initiates executing a command 
in response to detecting status changes contained within 
messages in the stream of messages. In this regard, the 
message monitor includes a message receiver including a 
message monitoring functionality for identifying status 
changes relating to modes/events speci?ed in a received 
message. The facility also initiates executing actions in 
accordance with a current mode/events status in view of the 
received message. The actions comprise, for example, set 
ting a new priority for an alarm. 

[0011] In yet another role, the facility monitors the volume 
of messages passing over a period of time, and in response 
to detecting a message (e.g., alarm shower) the facility 
operates to restrict messages passed to intended destinations 
by applying a suppression criterion on the steam of mes 
sages. For example, when a shower is detected, messages/ 
alarms that do not meet a message priority threshold are 
discarded by the facility. Other criterions are contemplated 
in alternative embodiments of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] While the appended claims set forth the features of 
the present invention with particularity, the invention, 
together with its objects and advantages, may be best 
understood from the following detailed description taken in 
conjunction with the accompanying drawings of which: 

[0013] FIG. 1 is schematic network diagram showing an 
exemplary process control environment comprising both a 
control network and an application/supervisory network 
suitable for carrying out an embodiment of the present 
invention; 
[0014] FIG. 2 is a schematic diagram of a message 
management facility incorporated into a node comprising 
interfaces to both the control network and application/ 
supervisory network; 
[0015] FIG. 3 is an exemplary list of types of information 
stored in a con?guration ?le used to build a con?guration 
database that governs the runtime operation of the exem 
plary message management facility depicted in FIG. 2; 

[0016] FIG. 4 graphically depicts relationships between 
con?guration information relating to command categories 
used by a message manager to initiate commands as a result 
of receiving particular messages; 

[0017] FIG. 5 graphically depicts relationships between 
con?guration information relating to parameter action cat 
egories used by a message manager to initiate certain 
pre-con?gured actions in response to noti?cations of events/ 
mode changes; 

[0018] FIG. 6 graphically depicts the sources of informa 
tion that supply information used to build application object 
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connections used by a message manager to pass a parameter 
value to a particular target control block; 

[0019] FIG. 7 is an exemplary graphical user interface for 
con?guring general information relating to a message man 
agement facility con?guration; 

[0020] FIG. 8 is an exemplary graphical user interface for 
con?guring contents of a message table; 

[0021] FIG. 9 is an exemplary graphical user interface for 
con?guring contents of a command categories table; 

[0022] FIG. 10 is an exemplary graphical user interface 
for con?guring commands corresponding to the commands 
identi?ed in the command categories table; 

[0023] FIG. 11 is an exemplary graphical user interface 
for con?guring an action trigger table identifying a set of 
action category IDs; 

[0024] FIG. 12 is an exemplary graphical user interface 
for con?guring matrices corresponding to the action cat 
egory IDs referenced in the action trigger table; 

[0025] FIG. 13 is an exemplary graphical user interface 
for con?guring parameter actions specifying particular 
parameter/value combinations associated with a particular 
parameter action ID potentially listed in a cell within a 
matrix of a set of matrices making up the action categories; 

[0026] FIG. 14 is a ?owchart summarizing steps associ 
ated with processing, by a message manager, a received 
message from the control network; 

[0027] FIG. 15 is a ?owchart summarizing steps associ 
ated with maintaining alarm shower status in view of 
con?gured alarm shower parameter values; 

[0028] FIG. 16 is a ?owchart summarizing steps associ 
ated with processing, by a message manager, a categorized 
message; and 

[0029] FIG. 17 is a ?owchart summarizing steps associ 
ated with processing, by a message manager, an event/mode 
change message. 

DETAILED DESCRIPTION 

[0030] Structural and functional features of exemplary 
embodiments of the present invention are described herein 
with regard to con?guration and runtime aspects of a mes 
sage management facility. At runtime, the functionality of 
transmitting (“routing”) alarm messages, from control pro 
cessors residing on a control network to one or more 

operator workstations (or other nodes) residing on an appli 
cation network, has been extracted from the control proces 
sors and placed in one or more message management 
components executing on nodes coupled to a control net 
work that hosts the control processors. The message man 
agement nodes are coupled to both the control network and 
the application network. Detecting and generating alarms 
takes place in the control processors (as before). Placing 
alarm routing functionality in a workstation or other node 
coupled to the application network reduces the computa 
tional and memory load on the control processor. Further 
more, placing routing functionality in a separate (e. g., appli 
cation workstation) node facilitates supplementing base 
routing functionality with enhanced alarm message handling 
capabilities. 
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[0031] For example, in addition to routing alarm mes 
sages, a Workstation con?gured to receive/route messages 
issued by control processors on a control network also 
monitors alarm ?oW. While monitoring alarm How, a Work 
station applies previously con?gured policies to particular 
alarm messages. In response to detecting an identi?ed alarm 
in a received message, the message management facility 
invokes particular actions/functions/programs on a Worksta 
tion. To this end a con?gurator application and user interface 
enables a user to design/customize the message management 
facility to invoke a program upon detecting a pre-con?gured 
alarm being routed to a destination. The invoked program 
can perform any of a variety of functions including, by Way 
of example, issuing a voice message (stored as an MP3 or 
WAV ?le), sending an email message, or generating output 
to a printer, historian, etc. The responses are created, iden 
ti?ed, and stored in command databases that are customiZed 
via the con?gurator application. 

[0032] Another feature incorporated into the message 
management facility described herein is automatic repriori 
tiZation of alarms in response to events and operation mode 
transitions. In the exemplary embodiment the message man 
agement facility dynamically updates (and modi?es if nec 
essary) alarm priorities based upon changes to a current 
status of the process control system. The status is de?ned, by 
Way of example by a mode and/or event(s). During con?gu 
ration, dynamically assignable priorities of a particular 
alarm (or alternatively a class/group of alarms) are de?ned, 
for example, in a matrix comprising mutually exclusive 
modes and non-mutually exclusive events. For each mode/ 
event combination Within the matrix, an alarm priority is 
potentially speci?ed for the alarm. The message manage 
ment facility responds to events and mode transitions by 
looking up a potentially neW priority for each alarm for 
Which priorities are potentially dynamically re-assigned. In 
an exemplary embodiment, mode transitions and/or events 
are de?ned/associated With simple state alarms. The state 
alarms are, for example, hard Wired to key sWitches. The 
state alarms are also potentially soft alarms generated Within 
the process control system based upon certain sensed plant 
conditions or control logic output. 

[0033] In accordance With yet another feature of the 
exemplary message management facility, an alarm shoWer 
suppression functionality counts alarms ?oWing per time 
slice to detect a potentially overWhelming quantity of 
alarms. It compares the count value in the time slice to a 
pre-con?gured limit. If the limit is exceeded, then an alarm 
shoWer state is entered and alarms having a priority loWer 
than a pre-con?gured priority are not passed on to a desti 
nation Workstation and are thus suppressed until a subse 
quent count of alarms over a period of time falls to a point 
Where the alarm shoWer state can be exited. Thus, during an 
alarm “shoWer” only the most important/critical alarms are 
forWarded to an intended Workstation. In this Way, the most 
important/critical alarms Will not be masked or delayed by 
loWer priority alarms. 

[0034] Turning to an exemplary runtime arrangement 
depicted in FIG. 1, a message management facility 100 
executes as an application on one or more specially con?g 
ured nodes having physical netWork interfaces supporting 
connections to nodes on both a control netWork 102 and an 
application netWork 104. Such netWorks are implemented, 
by Way of example, according to the ETHERNET standard 
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local area netWork protocols. The connections over the 
netWorks 102 and 104 are implemented by any of a variety 
of forms through separate netWork communications services 
executing on the same netWork node(s) as the message 
management facility 100. It is further noted that While a 
single active message manager handles all messages in the 
illustratively depicted arrangement in FIG. 1, the message 
management functionality can be carried out by multiple 
active message managers running on separate nodes, 
coupled to the control netWork 102 and application netWork 
104, and handling particular identi?ed/ speci?ed ones of the 
alarms generated by control processors on the control net 
Work 102. 

[0035] The message management facility 100 carries out a 
variety of functions. Such functions include, by Way of 
example, receiving messages including mode changes, 
events, and alarms from message delivery services running 
on nodes on the control netWork 102; modifying the mes 
sages (e.g., adding an alias to a message); and dispatching 
alarm messages to designated destinations (e.g., alarm man 
agement subsystems on operator Workstations, alarm logs/ 
databases, alarm printers, etc.). In the case of an alarm 
management subsystem, the alarm messages drive graphical 
user interface displays and alarm annunciation components 
that generate an audible/verbal alarm message. In addition to 
passing alarm messages to designated destinations, the mes 
sage management facility 100 is capable of: dynamically 
adjusting alarm priorities in response to messages identify 
ing sensed events and operation mode (e. g., standby, startup, 
run, etc.) transitions; invoking a command (performed either 
locally or on another node coupled to the application net 
Work 104) in response to a particular received alarm mes 
sage; and commencing an action resulting in issuance of an 
audible (e.g., verbal) message based upon a particular 
received alarm message. 

[0036] In the illustrative example, the message manage 
ment facility 100 is presented in a redundant form including 
an active message manager 100a and a standby message 
manager 1001). The redundancy can be implemented in any 
of a variety of Ways in accordance With various embodi 
ments of the invention. In an exemplary embodiment, the 
redundant message managers 100a and 10019 synchronize 
and monitor status of their redundant partners by commu 
nications transmitted via the control netWork 102. HoWever, 
in alternative embodiments synchronization is carried out 
via the application netWork 104 or even a third physical 
netWork (requiring a third netWork interface for each of the 
redundant message managers 100a and 10019). In the event 
the currently active partner fails, the standby message man 
ager automatically takes on the active role previously held 
by the failed partner. 

[0037] Each of the message managers 100a and 10019 of 
the message management facility 100 are associated With 
netWork connections to one or more of a set of N control 
processors 106 on the control netWork 102. The control 
processors 106, by Way of example, execute a variety of 
automated distributed process control programs (loops), 
carried out in the form of compounds and blocks, that 
facilitate receiving data from sensors/devices deployed in a 
plant, analyZing the received data in vieW of current set 
points, and issuing control commands to actuators on plant 
equipment. The set points are provided, for example, by 
automated supervisory process control programs as Well as 
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human input via the application network 104. While not 
shown in the drawing, the control processors 106 are com 
municatively coupled to one or more sub-networks that host 
communications between the control processors 106 and 
sources of ?eld data. The sub-networks include, for 
example, a plurality of ?eld communication modules. The 
?eld communication modules, in turn, comprise a portion of 
a ?eld device sub-network/bus including various sensors and 
actuators that facilitate automated control of a industrial/ 
plant process. 

[0038] The active and standby message managers 100a 
and 100b, by way of example, receive alarm messages 
issued by a message delivery server (MDS) executing on 
each of the control processors 106. Both active and standby 
message managers 100a and 10019 process messages 
received from the control processors 106 concurrently. 
However, as explained further herein below, processing 
alarm messages on the standby message manager 1001) does 
not include issuing messages to devices con?gured in the 
message manager’s device database. 

[0039] The message management facility 100 establishes 
connections to one or more of a set of operator workstations 
on the application network 104. In the illustrative redundant 
message manager con?guration depicted in FIG. 1, only the 
active partner of the redundant message managers 100a and 
1001) establishes connections to the devices on the applica 
tion network 104. Thereafter, the active partner of the 
message management facility 100 forwards/routes the 
received messages to a variety of destinations on the appli 
cation network 104, and if speci?ed in a set of message 
management tasks, invoking an operation. The destinations 
to which the alarms are forwarded by the message manage 
ment facility 100 include, by way of example, an alarm 
management subsystem executing on one of a set of M 
operator workstations 108, an alarm printer 112, an alarm 
database/historian 110, etc. 

[0040] Having described an exemplary runtime environ 
ment including the message management facility 100, it is 
noted that in alternative embodiments, the message man 
agement facility 100 is carried out in alternative network 
topologies. For example, in a minimal network environment, 
the node executing the message management facility 100 
incorporates the functionality of other nodes of the applica 
tion network 104. For example, the alarm database and 
workstation functionality is incorporated into a node con 
nected to the control network 102 that also runs the message 
manager 1001). In yet other embodiments, multiple instances 
of the message management facility 100 are provided to 
share message management responsibilities for a set of 
devices coupled to the application network 104. Still other 
embodiments will be contemplated by those skilled in the art 
in view of the disclosed embodiments described herein. 

[0041] Having described a general runtime arrangement of 
a process control environment including the (redundant) 
message management facility 100, attention is directed to 
FIG. 2, that depicts a set of functional components of, and 
data ?ow within, the message manager 10011 that operates to 
process messages received from the control processors 106 
on the control network 102. A packet receiver process 200 
on the message manager 100a, comprising device database 
threads and message delivery server threads (one thread per 
control processor message delivery server to which the 
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packet receiver 200 connects), receives and unpacks mes 
sage packets, containing potentially many messages to 
reduce overhead, issued by the message delivery server 
(MDS) running on each control processor 106x (including 
control processor 10611 or any other source of message 
packets) on the control network. 

[0042] A con?guration database 204 contains con?gura 
tion information, extracted from a con?guration (see FIG. 3 
below) de?ned via a message management facility con?gu 
rator (described further herein below), that governs the 
runtime operation of the message manager 10011. The con 
?guration database 204, by way of example, contains: a 
Table of Message Attributes, Table of Category (command/ 
action) Attributes, Matrix and Variable De?nition, and 
Alarm Shower Parameters. 

[0043] The following describes an exemplary set/se 
quence of operations supported by an exemplary messaging 
interface between the message manager 100a and a message 
delivery server (MDS) on the control processor 106a. Ini 
tially, at startup, the message manager 100a uses inter 
process communication services to initialiZe a connection 
between a dedicated message delivery server thread within 
the packet receiver process 200 and the MDS running on the 
control processor 106a. After initialiZing the connection, the 
message manager 100a issues a START_SESSION message 
to the MDS to register the control processor 106a and waits 
for a START_SESSION_REPLY message from the MDS. 

[0044] After sending a START_SESSION_REPLY mes 
sage, the MDS sends message group device de?nitions to a 
corresponding dedicated MDS thread of the packet receiver 
200. The group device de?nitions include device informa 
tion from connected MDS’s on the set of control processors 
106. The device information, maintained in a device data 
base 202, indicates which devices (e.g., workstations, print 
ers, alarm databases on the application network 104) receive 
certain identi?ed messages. The device information is, in 
effect, the routing information (destinations) for subse 
quently received messages. The packet receiver 200 stores 
the extracted device (message routing) information in the 
device database 202. 

[0045] In an exemplary embodiment, the device database 
202 holds a set of group device de?nition entries. Each entry 
contains, by way of example, the following ?elds: 

[0046] String, consisting of a concatenated MDS ID and 
Message Group ID. The String is used as a search key 
into the device database 202. 

[0047] Array, comprising up to 32 device names 

[0048] Number, identifying the quantity of de?ned 
devices speci?ed in the Array. 

[0049] The device database 202 is also capable of being 
updated during normal runtime of the message manager. In 
this case, the MDS sends a message to the message manager 
specifying new message destination information. The packet 
receiver 200 recogniZes the type of message and updates the 
appropriately keyed entry within device database 202 
accordingly. A device server process 220, described herein 
below, is noti?ed when updated to the device database 202 
occur in view of the possibility that a new threads may 
needed or old threads terminated in view of the device 
database 202 update. 
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[0050] During initialization and in response to update 
requests from alarm management subsystems (AMSs) on the 
Workstations 108, the MDS threads of the message manager 
100a obtain current status information by sending a CUR 
RENT_STATE_REQUEST to the MDS on the control pro 
cessor 10611. In response the MDS returns message packets 
containing current alarm and contact input (CIN) states, 
Which are associated With mode and event variables, present 
on the control processor 10611 as MESSAGE_DATA mes 
sages. The responses from the MDS also include any MES 
SAGE_DATA messages bu?fered by the MDS on the control 
processor 106a before initialization operations. The message 
manager 100a acknowledges each packet With a RECEIPT 
_CONFIRMATION message. The current state data trans 
fer/acknowledgement cycles are repeated until a CUR 
RENT_STATE_END message is received by the message 
manager. 

[0051] During the normal operation mode of the message 
manager 10011, the packet receiver 200 issues a MESSAGE 
_MAINTENANCE_REQUEST to the MDS and Waits for 
the MDS to issue a MESSAGE_MAINTENANCE_REPLY 
message. All messages are transmitted by the MDS in the 
form of MESSAGE_DATA messages Within message pack 
ets, and the message manager 100a acknowledges each 
packet by transmitting a RECEIPT_CONFIRMATION mes 
sage to the MDS on the control processor 106a. 

[0052] The packet receiver 200, extracts messages from 
the MESSAGE_DATA message packets and places the 
messages into one of: a variable determination messages 
queue 206, a categorized messages queue 208, a modi?ed 
messages queue 210, and the device database 202. 

[0053] While operating in this normal mode, the packet 
receiver 200 executes alarm shoWer detection according to 
a set of alarm shoWer parameters provided by a con?gura 
tion database 204. In the illustrative embodiment, alarm 
shoWer detection is characterized by a speci?ed number of 
alarms received Within a time period and an alarm priority 
value. The alarm priority value establishes a priority thresh 
old for alarms passed to devices, such as the Workstations 
108 on the application netWork 104, in the event that an 
alarm shoWer is detected. Alarms having insu?iciently high 
priority are discarded by the packet receiver 200. Con?g 
uring alarm shoWer behavior for the message management 
facility 100, including the message manager 10011 is 
described further herein beloW. 

[0054] It is noted that the standby message manager 100b, 
though assigned a passive role in forWarding alarm mes 
sages to devices, also registers/initializes With the same 
MDSs as the active message manager 10011 to ensure that all 
messages are received by both of the redundant message 
managers. 

[0055] Finally, in the event that the message manager 100a 
detects a connection failure, the message manager 100a, 
after the cause of the failure has be eliminated, attempts to 
re-establish the connection to the MDS on the control 
processor 10611. If an initial attempt fails, further attempts 
are initiated every second. 

[0056] The messages received by the packet receiver 200 
are parsed and stored, after potential modi?cation, Within an 
appropriate one of the message queues 206, 208 and 210. 

[0057] The modi?ed messages queue 210 is used to pass 
data from the packet receiver 200 to a device server process 
220. Each entry in the modi?ed messages queue 210 
includes, by Way of example, the folloWing ?elds: 
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[0058] Single Data Message as received by the Packet 
Receiver Process 

[0059] Identi?cation of the MDS Where the message 
come from 

[0060] Alias name, added by the packet receiver 200 to 
the initially received message from the MDS 

[0061] The device server process 220 reads messages from 
the modi?ed messages queue 210 and routes the retrieved 
messages to appropriate device (e.g., Workstation, alarm 
database, printer, etc.) destinations according to routing 
information provided by the device database 202. The 
device server process 220 contains destination-speci?c 
threads that convert the retrieved messages to a format 
speci?ed for the particular device type of the identi?ed 
destination residing on the application netWork 104. The 
messages destined for the alarm database 110 pass through 
an alarm database collector 222. The collector 222 commu 
nicates With the alarm database 110 via the application 
netWork 104 to place the alarm data in the database 110. 
HoWever, if the alarm database 110 is unavailable, then the 
alarm data is buffered in a temporary alarm data buffer 223. 
When the alarm database 110 becomes available, the buff 
ered alarm data is retrieved from the buffer 223 and passed 
to the collector 222 before placing current alarm data in the 
database 110. As previously noted, device data can be 
updated during normal runtime operation of the message 
manager 10011. The device server 220 dynamically creates 
and deletes connections to devices via the application net 
Work 104 according to updates to the information placed by 
the packet receiver 200 in the device database 202. 

[0062] In an exemplary embodiment, communications 
betWeen the message manager 100a and an alarm manage 
ment subsystem (AMS) on the Workstations 108 proceed as 
folloWs. 

[0063] At startup, the message manager 100a initializes 
With AMS targets. 

[0064] After initializing, the message manager 100a 
sends an initialization message specifying a socket 
Where the message manager 100a listens for AMS 
resynchronization messages. 

[0065] The message manager 100a Waits for an initial 
ization request from an AMS. 

[0066] Depending on the initialization request the mes 
sage manager 100a starts sending alarms and events to 
the AMS over the connected communication. 

[0067] If the message manager 100a detects a connec 
tion failure, the connections Will be cleaned up and then 
the message manager tries With a 1 second cycle to 
re-establish the lost connection to the Workstation. 

[0068] In an exemplary embodiment, AMS server threads 
Within the device server process 220 operate as message 
collectors for speci?c corresponding AMSs on the Worksta 
tions 108. Each AMS server thread packs messages together 
so that a packet of messages is sent rather than single 
messages. A timer function ensures that messages are sent 
after a time period even if a message packet is not full. The 
time (eg 500 ms) and the number of messages (eg 3) Will 
vary according to various implementations. All alarm mes 
sages are time stamped. 

[0069] The message manager 100a includes a redundancy 
control subsystem 224 that facilitates exchanging informa 
tion betWeen the message manager partners of a redundant 






























