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DATABASE SYSTEM MONITORING METHOD 
WITHOUT CONNECTING THE DATABASE 

SYSTEM 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to a method for 
monitoring a database system Without access to the database 
system, in particular to a method for monitoring a database 
system Without access to the database system, Wherein every 
SQL (Structured Query Language) existing on an IPC pipe 
betWeen a plurality of operating servers including databases 
and a plurality of client application processes is extracted, 
analyzed and recorded, such that all SQL information and 
database performance information are monitored With no 
load or minimized load to the database and the netWork 
system. 

[0003] 2. Description of the Related Art 

[0004] Generally, an information processing system con 
sists of a plurality of operating servers, each including a 
database, a plurality of client terminals connected to the 
database of the operating server using a SQL net protocol, 
and a ?reWall for protecting information in the information 
processing system, etc. The information processing system 
uses a broadcasting netWork connected by Ethernet, etc. 
Further, the database generally includes a DBMS (DataBase 
Management System), and the SQL includes standardized 
user program language and interfaces for a Relational 
DBMS (RDBMS) as provided by ORACLETM. Hereinafter, 
database system means ORACLETM database and database 
management system (DBMS or RDBMS). 

[0005] Generally, in the abovementioned information pro 
cessing system, if application programs of the client termi 
nal access the database system, the DBMS dynamically 
creates numerous data related to performance of the data 
base and stores the data to a certain area of the memory. 
Especially, performance data of database created by 
ORACLETM DBMS (or RDBMS) are classi?ed in database 
level, session level and SQL level, and each classi?ed datum 
is stored in a data dictionary allocated on the memory space 
for a certain time. 

[0006] Therefore, prior methods (or tools) for monitoring 
database access directly to the memory of the database or the 
DBMS (RDBMS) monitor the performance data of the 
database. HoWever, these types of methods or tools have a 
problem in that loads are applied to the database system and 
the netWork or the operating server in the information 
processing system during monitoring performance data. 
Further, by using above-mentioned prior methods for moni 
toring the database, it is nearly impossible to monitor 
information of every SQL in the information processing 
system, Which may process thousands or tens of thousands 
of transactions per second. 

SUMMARY OF THE INVENTION 

[0007] It is an object of the present invention to provide a 
method for monitoring a database system Without access to 
the database system, Wherein data packets existing on a 
netWork, a loopback device and a IPC pipe betWeen a 
plurality of operating server including a database system and 
a plurality of client application process are collected Without 
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access to the database system, all SQL information and 
database performance information is extracted from the 
collected data packets, and therefore every SQL information 
and database performance information is monitored effec 
tively With no load or minimized load to the database, the 
operating server and the netWork system. 

[0008] To accomplish the above object, the method for 
monitoring a database system Without access to the database 
system according to the present invention is characterized in 
that When data packets betWeen a plurality of operating 
servers including the database system and a plurality of 
client application processes are sent and/ or received through 
a SQL net protocol, the data packets are collected through 
snif?ng by a monitoring process thereby the SQL informa 
tion and database performance information transmitted 
betWeen the operating servers and the client application 
processes are extracted. 

[0009] Preferably, the snif?ng collects the data packets 
using the SQL net protocol, and is performed on an Ethernet 
netWork betWeen the database system and the client appli 
cation processes. 

[0010] The snif?ng collects the data packets using the SQL 
net protocol, and is performed on a loopback device betWeen 
the database system and the client application processes. 

[0011] The monitoring process comprises the steps of: 
determining Whether a netWork adapter to be monitored is a 
loopback device; performing a snif?ng mode if the netWork 
adapter is the loopback device; setting “promiscuous= 
TRUE” and performing the snif?ng mode if the netWork 
adapter is not the loopback device; determining Whether the 
program is to be terminated; determining Whether the direc 
tion of the data packets is from the client application process 
to the operating server if the program is not to be terminated; 
extracting the SQL information if the direction of the 
packets is from the client application process to the operat 
ing server; and extracting the database performance infor 
mation if the direction of the packets is not from the client 
application process to the operating server. 

[0012] Preferably, the monitoring process is implemented 
in a separate monitoring system or operating server. 

[0013] The SQL information may include SQL log infor 
mation having data de?ning language (DDL), data manipu 
lating language (DML), data control language (DCL), 
PLSQL and query. 

[0014] The SQL information preferably includes session 
information such as user IP, user name, user application 
program, and used time of the client application process 
accessing the database system and host name of the oper 
ating server, and the SQL log information by session infor 
mation and instance. 

[0015] The database performance information preferably 
includes data of mean response time and processing time 
betWeen the database system of the operating server and the 
client application process, and database performance statis 
tics by instance. 

[0016] The database system is preferably an ORACLETM 
database and an ORACLETM database management system. 

[0017] Further, to accomplish the above object, a method 
for monitoring a database system Without access to the 
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database system according to the present invention is char 
acteriZed in that When data packets betWeen a plurality of 
operating servers including the database system and a plu 
rality of client application processes are sent and/or received 
through a BEQ protocol, the data packets are collected by a 
separate pipe gateWay process thereby SQL information and 
database performance information transmitted betWeen the 
operating servers and the client application processes is 
extracted. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] FIG. 1 is a schematic diagram shoWing an infor 
mation processing system adapted to apply a method for 
monitoring a database according to an embodiment of the 
present invention, 

[0019] FIG. 2 is a block diagram for explaining a method 
for monitoring a database system on an Ethernet netWork 
according to an embodiment of the present invention, 

[0020] FIG. 3 is a block diagram for explaining a method 
for monitoring a database system on a loopback device 
according to an embodiment of the present invention, 

[0021] FIGS. 4 and 5 are schematic diagrams for explain 
ing a method for monitoring database system on an IPC pipe 
according to an embodiment of the present invention, 

[0022] FIG. 6a is a ?owchart shoWing a monitoring 
process on an Ethernet netWork or a loopback device accord 

ing to an embodiment of the present invention, and 

[0023] FIG. 6b is a ?owchart shoWing a monitoring 
process on an IPC pipe according to an embodiment of the 
present invention 

[0024] Explanation for reference numeric to major parts of 
the draWings 

[0025] 1: information processing system 

[0026] 10: operating server 

[0027] 12: loopback device 

[0028] 13: IPC pipe 

[0029] 20: database system 

[0030] 30: client terminal 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0031] FIG. 1 is a schematic diagram shoWing an infor 
mation processing system adapted to apply the method for 
monitoring a database according to an embodiment of the 
present invention. Namely, the information processing sys 
tem 1 to Which the method for monitoring a database 
according to the present invention includes a plurality of 
operating servers 10 and a plurality of client terminals 30 
interconnected via an Ethernet netWork, a loopback device 
or an IPC pipe, in Which the operating servers 10 include a 
database system 20. The database system 20 to Which the 
present invention is applied may be an ORACLETM database 
and database management system (DBMS or RDBMS), and 
may include components (ORACLETM data ?le, Instance, 
ORACLETM ShadoW Process, Listener etc.) for operating 
the ORACLETM database and DBMS (or RDBMS). Other 
databases and management systems may also be employed. 
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Communication betWeen the database system 20 and the 
client terminals 30 may be implemented via an SQL net 
protocol or a BEQ protocol. Therefore, the monitoring 
process according to a method for monitoring a database of 
the present invention is realiZed in a separate monitoring 
system 40 or the operating servers 10. The method collects 
data packets sent and/or received via the SQL net protocol 
or the BEQ protocol, and extracts SQL information and 
database performance information. The client terminals 30 
may include a physical client terminal and client application 
programs or application processes executed in the client 
terminals 30. 

[0032] FIGS. 2 to 5 are block diagrams for explaining the 
method for monitoring a database according to the present 
invention. 

[0033] First, FIG. 2 is a block diagram for explaining an 
illustrative method for monitoring a database system on an 
Ethernet netWork. As shoWn in the draWing, in the case that 
the client application processes 30 access the ORACLE 
database system 20 in the operating server via a netWork 
device on the Ethernet, the method for monitoring the 
database according to the present invention extracts and 
analyses SQL net packets broadcasted on the Ethernet 
netWork by netWork snif?ng, reserves every SQL betWeen 
every client application process 30 and database system 20, 
then extracts performance information from the measured 
monitoring item. Namely, a netWork snif?ng technique 
provided in the present invention uses the fact that all 
packets on the Ethernet are broadcasted. When packets are 
sent and/or received by a SQL net protocol betWeen database 
system 20 and clients 30, these packets are broadcasted on 
the same netWork. Therefore the monitoring system 40 of 
the present invention can collect every broadcasted packet 
by setting the netWork access mode to “Promiscuous 
=TRUE” on the same netWork as the netWork on Which the 
database system 20 is located. The contents sent and/or 
received betWeen each client 30 and database system 20 are 
divided properly by analyZing these collected packets, then 
the monitoring step is implemented (see, FIG. 6a). 

[0034] FIG. 3 is a block diagram for explaining a method 
for monitoring a database on a loopback device. In the case 
of monitoring on the loopback device 12, the method 
according to the present invention extracts and analyses SQL 
net protocol information created at the loopback device (e. g., 
Internal NetWork Device, l27.0.0.l:l2) in the operating 
server 10 on Which the database system 20 exists by snif?ng, 
reserves any SQL betWeen every client application pro 
cesses 30 and the database system 20, then extracts perfor 
mance information from the measured monitoring item. 

[0035] Namely, the loopback snif?ng technique provided 
in the present invention is implemented by setting loopback 
access. mode on the loopback device 12 to a sniffing mode 
and thereby extracting packets sent and/or received by the 
SQL net protocol betWeen clients executed in the operating 
server 10. The contents sent and/or received betWeen each 
client 30 and database system 20 are divided properly by 
analyZing these collected packets, then the monitoring step 
is implemented (see FIG. 6a). 

[0036] The snif?ng according to the present invention 
collects every data packet by setting the snif?ng mode and 
thereby omitting a ?ltering step in communications using the 
SQL net protocol. Every piece of SQL information and 
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database performance information for inner auditing of the 
information processing system 1 and measuring perfor 
mance of the database system 20 is extracted from the 
collected data packets. Further, a method for monitoring 
databases on the Ethernet netWork or the loopback device 12 
according to the present invention may be implemented 
through a separate monitoring system 40 or executed in the 
operating server 10. 

[0037] FIGS. 4 and 5 are schematic diagrams for explain 
ing the method for monitoring database system on an IPC 
pipe according to an embodiment of the present invention. 

[0038] In the case that client application processes 30 are 
connected via IPC pipe 13 to the database system 30, the 
method according to the present invention extracts and 
analyses the BEQ protocol information created in the IPC 
(Inter Process Communication-Pipe) device, reserves any 
SQL betWeen every client application processes 30 and the 
database system 20, then extracts performance information 
from the measured monitoring item. Namely, in the case that 
client application processes 30 are connected to the operat 
ing server 10 on Which the database system is located 
Without passing by Way of the loopback device, the database 
system 20 produces, e.g., an ORACLE ShadoW Process (or 
equivalent) to communicate the client application process 
30. The produced process is a separate pipe gateWay process 
instead of a default shadoW process used by ORACLE. The 
pipe gateWay process 15 opens, during its execution, a pipe 
path for communicating With the client application process 
30. If the pipe path betWeen the pipe gateWay process 15 and 
client application processes 30 are opened normally, the pipe 
gateWay process 15 executes the ORACLETM shadoW pro 
cess, then opens a pipe path to the ORACLETM shadoW 
process. As a result, a function as same as an original 
communication betWeen client application process 30 and 
ORACLETM shadoW process is performed. If the above 
mentioned step is performed normally, a communication 
path is connected betWeen the ORACLETM shadoW process 
and the client application process 30, and the communica 
tion betWeen the tWo processes passes through the pipe 
gateWay. Therefore it is possible to monitor the BEQ pro 
tocol data exchanged betWeen the ORACLETM shadoW 
process and client application process 30. The pipe gateWay 
process 15 undergoes a monitoring step as indicated in FIG. 
6b. 

[0039] Any SQL information and database performance 
information for inner auditing of the information processing 
system 1 and measuring performance of the database system 
20 is extracted from the collected data packets. The method 
for monitoring a database on the IPC pipe according to the 
present invention is preferably executed in the operating 
server 10. 

[0040] Hereinafter, the monitoring process according to 
one embodiment of the present invention is explained in 
detail With reference to the attached draWings. 

[0041] FIG. 6a is a How chart shoWing the monitoring 
process on the Ethernet netWork or the loopback device 12 
according to the present invention. 

[0042] First, the monitoring process according to the 
present invention determines Whether a netWork adapter to 
be monitored is the loopback device 12 (S100). If the 
netWork adapter is the loopback device 12, the snif?ng mode 
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is executed (S102), otherWise if the netWork adapter is not 
loopback device 12, it is the Ethernet netWork, therefore 
“promiscuous=TRUE” is set (S101) then snif?ng mode is 
executed (S102). 

[0043] Then, it is determined Whether the program is 
terminated (S103), if the program is not terminated, it is 
determined Whether the direction of the data packets is from 
client application processes 30 to the operating servers 10 
(S104) If the direction of the packets is from the client 
application processes 30 to the operating servers 10, SQL 
information is extracted (S105), otherWise if the direction of 
the packets is not from the client application processes 30 to 
the operating servers 10 (e.g., from the operating servers to 
the client application processes), the performance informa 
tion of the database system 20 in the operating servers 10 is 
extracted (S106). 

[0044] After all SQL information and database perfor 
mance information is extracted in the abovementioned step 
S105 or S106, it is returned to the step (S103) Where Whether 
the program is terminated is determined. 

[0045] FIG. 6b is a ?owchart shoWing the monitoring 
method on IPC pipe 13. 

[0046] If a monitoring position is on the IPC pipe 13, 
client application processes 30 execute the pipe gateWay 
process 15 according to the present invention, and a com 
munication pipe is opened betWeen the client application 
processes 30 and the pipe gateWay process 15 (S201). Then, 
the pipe gateWay process 15 executes the ORACLETM 
shadoW process (or equivalent) (S202), a communication 
pipe 13 is opened betWeen the pipe gateWay process 15 and 
the ORACLETM shadoW process. It is determined Whether 
the pipe 13 is disconnected (S204), and if the pipe is not 
disconnected it is determined Whether the direction of the 
data packets using BEQ protocol is from the client applica 
tion processes 30 to the ORACLETM shadoW process (S205). 

[0047] If the direction of the data packet is from client 
application processes to the ORACLETM shadoW process, 
any SQL information is extracted (S206), otherWise if the 
direction of the data packet is not from client application 
processes to the ORACLETM shadoW process, the perfor 
mance information of the database system(20) is extracted 

(S207). 
[0048] In the above-mentioned step S204, if the pipe 13 is 
disconnected, every pipe (13) is closed and the program is 
terminated. Further, after any SQL information and database 
performance information are extracted in the above-men 
tioned steps S206 and S207, it is returned to the step S204. 

[0049] The SQL information extracted for internal audit 
ing in the information processing system 1 according to the 
present invention may include SQL log information such as 
a data de?ning language (DDL) de?ning data and its struc 
ture of the database, a data manipulating language (DML) 
for processing search and correction of the data of the 
database, a data control language (DCL) de?ning authority 
of database user, a PLSQL, and a query related to informa 
tion in the table of the database, etc. 

[0050] Further, the extracted SQL information may 
include session information such as a user IP, a user name, 

a user application program (client application process) 
name, used hours of the client terminal 30 connected to the 
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database system 20, and host name of the operating server 
etc., and may include each of the session information and 
SQL log information by instance. The monitoring process 
according to the present invention can shoW detailed infor 
mation (returned roWs, bytes, response time, server process 
ing time etc.) by SQL (DDL, DML, DCL etc.) and any 
changes or variations of usage (count) etc. 

[0051] The monitoring process according to the present 
invention shoWs database performance information includ 
ing a mean response time betWeen database system 20 of the 
operating servers 10 and client application process 30, and 
various status information by instance. In this status, the 
above-mentioned status information is an indicator provided 
by the database for tracking and measuring the performance 
of the database, and it is data of database performance 
statistics shoWing performance related to resources such as 
an I/O, a CPU and a memory etc. 

[0052] The monitoring process according to the present 
invention can shoW a transition analysis of sent/received 
data packets for measuring database performance (In/Out 
packet count, bytes, etc.), number of user accesses by 
instance, a transition analysis of data packets by instance, a 
transition analysis of response time/server processing time 
by instance, detailed information analysis by used SQL 
(peak time analysis), etc. The monitoring process according 
to the present invention can explore access user by object or 
shoW the current user, session and SQL by instance, further 
it can be interWorked With various database tuning tools. 

[0053] As mentioned above, according to the present 
invention, When communication betWeen the database sys 
tem 20 in the operating servers 10 and the client application 
processes 30 is implemented on the Ethernet network, the 
loopback device 12 or the IPC pipe 13, data packets sent 
and/or received via SQL net protocol or BEQ protocol are 
collected by snif?ng or a separate pipe gateWay process 
Without direct access to the database system 20, thus every 
or all SQL information and database performance informa 
tion for inner auditing in information processing system 1 
and measurement of database performance With no load or 
minimized load to the operating servers 10, the database 
system 20 and netWork. Therefore no separate connecting 
device for monitoring to database system 20 is needed. 
Therefore, the monitoring operation such as extraction of 
SQL information and measurement of database performance 
etc. related to the database system 20 in Which thousands or 
tens of thousands of transactions per second are processed 
can be performed Without system load. 

[0054] The forgoing embodiment is merely exemplary and 
is not to be construed as limiting the present invention. The 
present teachings can be readily applied to other types of 
apparatuses. The description of the present invention is 
intended to be illustrative, and not to limit the scope of the 
claims. Many alternatives, modi?cations, and variations Will 
be apparent to those skilled in the art. 

[0055] As explained above, according to the method for 
monitoring the database system Without access to the data 
base system, data packets existing betWeen a plurality of 
operating server including the database system and a plu 
rality of client application processes are collected by snilf 
ing, then SQL information and database performance infor 
mation are extracted. Therefore the SQL information 
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1. A method for monitoring a database system Without 
access to the database system, the method characterized in 
that When data packets betWeen a plurality of operating 
servers including the database system and a plurality of 
client application processes are sent and/ or received through 
a SQL net protocol, said data packets are collected through 
snif?ng by a monitoring process thereby SQL information 
and database performance information transmitted betWeen 
said operating servers and said client application processes 
are extracted. 

2. The method according to claim 1, Wherein said snif?ng 
collects said data packets using said SQL net protocol, and 
is performed on an Ethernet netWork betWeen said database 
system and the client application processes. 

3. The method according to claim 1, Wherein said snif?ng 
collects said data packets using said SQL net protocol, and 
is performed on loopback device betWeen said database 
system and the client application processes. 

4. The method according to claim 1, Wherein said moni 
toring process comprising the steps of: 

determining Whether a netWork adapter to be monitored is 
a loopback device; 

performing a sni?ing mode if said netWork adapter is a 
loopback device; 

setting and performing the snif?ng mode if said netWork 
adapter is not the loopback device; 

determining Whether the program is to be terminated; 

determining Whether the direction of the data packets is 
from said client application process to the operating 
server if the program is not to be terminated; 

extracting said SQL information if the direction of the 
packets is from the client application process to the 
operating server; and 

extracting said database performance information if the 
direction of the packets is not from the client applica 
tion process to the operating server. 

5. The method according to claim 1, Wherein said moni 
toring process is implemented in a separate monitoring 
system or said operating server. 

6. The method according to claim 1, Wherein said SQL 
information includes SQL log information including one or 
more of data de?ning language_(DDL), data manipulating 
language_(DML), data control language_(DCL), PLSQL 
and query. 

7. The method according to claim 6, Wherein said SQL 
information further includes session information such as 
user IP, user name, user application program, and used time 
of said client application process accessing said database 
system and host name of said operating server, and said SQL 
log information by session information and instance. 

8. The method according to claim 1, Wherein said data 
base performance information includes data of mean 
response time and processing time betWeen the database 
system of said operating server and said client application 
process, and database performance statistics by instance. 

9. The method according to claim 1, Wherein said data 
base system includes an ORACLETM database and an 
ORACLETM database management system. 

10. A method for monitoring a database system Without 
access to the database system, the method characterized in 
that When data packets betWeen a plurality of operating 
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servers including the database system and a plurality of 
client application processes are sent and/ or received through 
a BBQ protocol, said data packets are collected by a separate 
pipe gateway process such that every SQL information and 
database performance information transmitted betWeen said 
operating servers and said client application processes are 
extracted. 

11. The method according to claim 10, Wherein said pipe 
gateWay process collects said data packets using said BEQ 
protocol, and is performed on an IPC pipe betWeen said 
database system and the client application processes. 

12. The method according to claim 10, comprising the 
steps of: 

said client application process executing said pipe gate 
Way process; 

opening a communication pipe betWeen said client appli 
cation process and said pipe gateWay process; 

said pipe gateWay process executing a shadoW process; 

opening a communication pipe betWeen said pipe gateWay 
process and the shadoW process; 

determining Whether said pipe is disconnected; 

determining Whether the direction of the data packets is 
from said client application process to said shadoW 
process if said pipe is not disconnected; 

extracting said SQL information if the direction of the 
packets is from the client application process said 
shadoW process; 
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extracting said database performance information if the 
direction of the packets is not from the client applica 
tion process to said Oracle shadoW process; and 

closing every pipe and terminating if said pipe is discon 
nected. 

13. The method according claim 10, Wherein said pipe 
gateWay process is implemented in said operating server. 

14. The method according claim 10, Wherein said SQL 
information includes SQL log information including one or 
more of data de?ning language_(DDL), data manipulating 
language_(DML), data control language_(DCL), PLSQL 
and query. 

15. The method according to claim 14, Wherein said SQL 
information further includes session information such as 
user IP, user name, user application program, and used time 
of said client application process accessing said database 
system and host name of said operating server, and said SQL 
log information by session information and instance. 

16. The method according claim 10, Wherein said data 
base performance information includes data of mean 
response time and processing time betWeen the database 
system of said operating server and said client application 
process, and database performance statistics by instance. 

17. The method according to claim 10, Wherein said 
database system is an ORACLETM database and an 
ORACLETM database management system. 


