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(57) ABSTRACT 

A system for diagnosing impairments in computer network 
ing services a plurality of connector gateways for interfacing 
to a plurality of data sources to provide access by the system 
to computer network data, business-related data, and extra 
enterprise environmental data in the plurality of data 
sources. The system includes a knowledge manager in 
communication with each of the plurality of connector 
gateways for analyzing data from the plurality of data 
sources to generate diagnostic conclusions for resolving the 
impairments in the computer networking services. The sys 
tem also includes an interactor in communication with the 
knowledge manager for generating format information for 
displaying at least the diagnostic conclusions to a user. The 
system can include a graphical user interface for displaying 
at least the diagnostic conclusions associated with edges of 
an edge model of the computer networking services of the 
user. 
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SYSTEM AND METHOD FOR INTEGRATING 
MULTIPLE DATA SOURCES INTO 

SERVICE-CENTRIC COMPUTER NETWORKING 
SERVICES DIAGNOSTIC CONCLUSIONS 

[0001] This application claims priority under 35 U.S.C. § 
119(e) to US. Provisional Application Ser. No. 60/580,736, 
?led Jun. 21, 2004, and US. Provisional Application Ser. 
No. 60/641,765, ?led Jan. 7, 2005, the entire contents of 
each of Which are incorporated by reference herein. 

BACKGROUND 

[0002] 
[0003] The present invention relates to computer and 
telecommunication netWork monitoring and management 
systems. More particularly, the present invention relates to a 
system and method for integrating multiple data sources into 
service-centric computer netWorking services diagnostic 
conclusions. 

[0004] 2. Background Information 

1. Field of the Invention 

[0005] Computer netWorks and the services they provide 
can generate numerous errors, faults, and other like events, 
the majority of Which require different messages to be sent 
to the user and the occurrence and performance of many 
different complex actions for recovery. These events result 
from a variety of conditions, including con?guration errors, 
hardWare errors, communication errors, and the like. 

[0006] Fault analysis and problem resolution is often 
handled manually by, for example, netWork administrators. 
Such administrators must understand the entire infrastruc 
ture of the netWork, the information technology (IT) 
resources that support it, and hoW the netWork and resources 
Work together to deliver services. Incoming events must be 
continuously sifted through to detect those affecting the 
ability of an enterprise to sustain service levels. One prob 
lem With this approach is that an event can generate error or 
fault messages that often contain vague or incomplete infor 
mation. The administrator must then decipher the message 
or perform additional Work to determine the actual cause of 
the problem. Another dif?culty With manual fault resolution 
is that one event can often generate multiple error or fault 
messages. Therefore, the administrator is often over 
Whelmed by the number of errors or faults and the accom 
panying computer netWork data that need to be analyZed. 
Furthermore, the analysis and revieW of such errors, faults 
and other computer netWork data is knowledge intensive, 
sometimes requiring information from sources not readily 
available to the administrator that could assist in analyZing 
the impact of netWork faults on services, business units and 
customers. 

[0007] Some attempts have been made to implement fault 
analysis managers. HoWever, these attempts have been 
unsuccessful due to the large amount of information that 
must be stored and the expert knoWledge required. In some 
cases, fault analysis managers have been implemented With 
complicated softWare code that is called after an event is 
recogniZed. Other implementations have used “table driven” 
fault management. HoWever, since each event can have 
many action codes and each unique error event/action code 
pair must be represented, these systems Were inef?cient in 
representation and storage. Furthermore, none of the meth 
ods integrate data from disparate sources that can be used to 
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help pinpoint the probable cause of real or potential service 
delivery problems and present solutions for resolving them 
quickly. 

SUMMARY OF THE INVENTION 

[0008] A system and method are disclosed for integrating 
multiple data sources into service-centric computer net 
Working services diagnostic conclusions. In accordance With 
exemplary embodiments of the present invention, according 
to a ?rst aspect, a system for diagnosing impairments in 
computer netWorking services includes a plurality of con 
nector gateWays. The plurality of connector gateWays are 
con?gured to interface to a plurality of data sources to 
provide access by the system to computer netWork data, 
business-related data, and extra-enterprise environmental 
data in the plurality of data sources. The system includes a 
knoWledge manager in communication With each of the 
plurality of connector gateWays. The knoWledge manner is 
con?gured to analyZe data from the plurality of data sources 
to generate diagnostic conclusions for resolving the impair 
ments in the computer netWorking services. The system 
includes an interactor in communication With the knoWledge 
manager. The interactor is con?gured to generate format 
information for displaying at least the diagnostic conclu 
sions to a user. 

[0009] According to the ?rst aspect, each of the plurality 
of connector gateWays can be associated With one of the 
plurality of data sources. The knoWledge manager can 
comprise a rules engine. The knoWledge manager can com 
prise at least one diagnostic assistant. The at least one 
diagnostic assistant can be con?gured to collect data from 
the plurality of data sources via the plurality of connector 
gateWays and to apply the collected data to the rules engine 
to generate the diagnostic conclusions. The rules engine can 
be con?gured to adapt to the computer netWorking services 
using the diagnostic conclusions. The user can alter at least 
one of time, accuracy and ef?ciency of the rules engine to 
modify a time length for generating the diagnostic conclu 
sions by the knoWledge manager. 

[0010] According to the ?rst aspect, the diagnostic con 
clusions can comprise recommended actions for correcting 
the impairments in the computer netWorking services. The 
diagnostic conclusions can comprise a severity Weighting 
factor for ranking the diagnostic conclusions. The diagnostic 
conclusions can comprise impairment information on the 
impairments in the computer netWorking services. The 
impairment information comprises locations of the impair 
ments in the computer netWorking services. At least one 
event can be associated With a diagnostic conclusion. The at 
least one event can be con?gured to execute in response to 
the diagnostic conclusion. The at least one event can com 
prise additional diagnostics of the computer netWorking 
services by the system. The at least one event can comprise 
an automatic repair of the computer netWorking services to 
correct the impairments. 

[0011] According to the ?rst aspect, the system can 
include a display. The display can be con?gured to represent 
the format information from the interactor. The system can 
include a graphical user interface. The graphical user inter 
face can be con?gured to display the format information 
from the interactor to the user. The graphical user interface 
can be con?gured to display at least one of iconic and 
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hierarchical representations of diagnostic conclusions to the 
user. The graphical user interface can be con?gured to 
display at least one of iconic and hierarchical representations 
of diagnostic information and computer networking services 
information to the user. The graphical user interface can be 
con?gured to display at least one of iconic and hierarchical 
representations of active diagnostic assistants to the user. 
The graphical user interface can be con?gured to display the 
computer networking services to the user from a service 
centric perspective based on computer networking services 
of the user. 

[0012] According to the ?rst aspect, the system can 
include at least one archival database in communication with 
the knowledge manager. The at least one archival database 
can be con?gured to store at least the diagnostic conclusions 
and information associated with the impairments of the 
computer networking services. The system can include a 
diagnostic report generator in communication with the at 
least one archival database and the interactor. The diagnostic 
report generator can be con?gured to extract stored infor 
mation from the at least one archival database and to 
generate formatted reports from the extracted information 
for display to the user. The knowledge manager can be 
associated with a computer networking services domain. 
The interactor can be in communication with at least one of 
the plurality of connector gateways. 

[0013] According to the ?rst aspect, the computer network 
data can comprise data from computer network test sources. 
The computer network test sources can comprise computer 
network probes. The computer network data can comprise 
data from fault analysis support systems. The business 
related data can comprise data from customer records data 
bases. The business-related data can comprise data from 
computer networking services databases. The business-re 
lated data can comprise data from network inventory data 
bases. The extra-enterpri se environmental data can comprise 
news data associated with current events. The extra-enter 
prise environmental data can comprise weather data. 

[0014] According to a second aspect of the present inven 
tion, a system for diagnosing impairments in computer 
networking services includes a plurality of connector inter 
face modules for connecting to a plurality of data sources to 
provide access by the system to computer network data, 
business-related data, and extra-enterprise environmental 
data in the plurality of data sources. The system includes a 
knowledge manager module in communication with each of 
the plurality of connector interface modules for analyZing 
data from the plurality of data sources to generate computer 
networking services diagnostic conclusions for correcting 
the impairments in the computer networking services. The 
knowledge manager module includes an interactor module 
for generating format information for displaying at least the 
computer networking services diagnostic conclusions to a 
user and for processing input from the user. The knowledge 
manager module includes a rules engine module. The 
knowledge manager module also includes at least one diag 
nostic assistant module for collecting data from the plurality 
of data sources via the plurality of connector interface 
modules and applying the collected data to the rules engine 
module to generate the computer networking services diag 
nostic conclusions. The system includes a graphical user 
interface in communication with the interactor module of the 

Jul. 13, 2006 

knowledge manager module for displaying the format infor 
mation to the user and for receiving the input from the user. 

[0015] According to the second aspect, the computer net 
working services diagnostic conclusions can comprise at 
least recommended actions for correcting the impairments in 
the computer networking services, severity factors for 
weighting the computer networking services diagnostic con 
clusions, and impairment information on the impairments in 
the computer networking services. The system can include at 
least one archival database in communication with the 
knowledge manager module. The system can include a 
diagnostic report generator module in communication with 
the interactor module of the knowledge manager module for 
generating formatted reports for display to the user. The 
computer network data can comprise data from computer 
network test sources. The business-related data can com 

prise data from computer networking services databases. 
The extra-enterprise environmental data can comprise 
weather data. 

[0016] According to a third aspect of the present inven 
tion, a method of diagnosing impairments in computer 
networking services includes the steps of: i.) detecting an 
occurrence of at least one impairment in the computer 
networking services; ii.) interfacing to a plurality of data 
sources to provide access to computer network data, busi 
ness-related data, and extra-enterpri se environmental data in 
the plurality of data sources; iii.) analyZing data from the 
plurality of data sources to generate diagnostic conclusions 
for resolving the at least one impairment in the computer 
networking services; and iv.) generating format information 
for displaying at least the diagnostic conclusions to a user. 

[0017] According to the third aspect, the step of analyZing 
can include the steps of: v.) collecting data from the plurality 
of data sources; and vi.) applying the collected data to a rules 
engine to generate the diagnostic conclusions. The method 
can comprise the step of: vii.) altering at least one of time, 
accuracy and ef?ciency of the rules engine to modify a time 
length for generating the diagnostic conclusions. The diag 
nostic conclusions can comprise recommended actions for 
correcting the impairments in the computer networking 
services. The diagnostic conclusions can comprise a severity 
weighting factor for ranking the diagnostic conclusions. The 
diagnostic conclusions can comprise impairment informa 
tion on the impairments in the computer networking ser 
vices. The impairment information can comprise locations 
of the impairments in the computer networking services. At 
least one event can be associated with a diagnostic conclu 
sion. The method can further include the step of: viii.) 
executing the at least one event in response to the diagnostic 
conclusion associated with the at least one event. The at least 
one event can comprise additional diagnostics of the com 
puter networking services. The at least one event can com 
prise an automatic repair of the computer networking ser 
vices to correct the impairments. 

[0018] According to the third aspect, the method can 
include the step of: ix.) displaying the format information to 
the user. The step of displaying can include the steps of: x.) 
displaying at least one of iconic and hierarchical represen 
tations of diagnostic conclusions to the user; xi.) displaying 
at least one of iconic and hierarchical representations of 
diagnostic information and computer networking services 
information to the user; and xii.) displaying the computer 
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networking services to the user from a service-centric per 
spective based on computer networking services of the user. 
The method can include the steps of: xiii.) storing at least the 
diagnostic conclusions and information associated with the 
impairments of the computer networking services; xiv.) 
extracting stored information; and xv.) generating formatted 
reports from the extracted information for display to the 
user. The computer network data can comprise data from 
computer network test sources. The business-related data 
can comprise data from customer records databases. The 
business-related data can comprise data from computer 
networking services databases. The extra-enterprise envi 
ronmental data can comprise news data associated with 
current events. The extra-enterprise environmental data can 
comprise weather data. 

[0019] According to a fourth aspect of the present inven 
tion, a computer-readable medium contains a computer 
program for diagnosing impairments in computer network 
ing services. The computer program performs the steps of: 
i.) receiving a detection of an occurrence of at least one 
impairment in the computer networking services; ii.) access 
ing a plurality of data sources to collect computer network 
data, business-related data, and extra-enterprise environ 
mental data from the plurality of data sources; iii.) analyZing 
data from the plurality of data sources to generate diagnostic 
conclusions for resolving the at least one impairment in the 
computer networking services; and iv.) generating format 
information for displaying at least the diagnostic conclu 
sions to a user. 

[0020] According to the fourth aspect, the computer pro 
gram can perform the steps of: v.) applying the collected 
data to a rules engine to generate the diagnostic conclusions; 
and vi.) receiving an alteration of at least one of time, 
accuracy and ef?ciency of the rules engine to modify a time 
length for generating the diagnostic conclusions. The diag 
nostic conclusions can comprise recommended actions for 
correcting the impairments in the computer networking 
services. The diagnostic conclusions can comprise a severity 
weighting factor for ranking the diagnostic conclusions. The 
diagnostic conclusions can comprise impairment informa 
tion on the impairments in the computer networking ser 
vices. The impairment information can comprise locations 
of the impairments in the computer networking services. At 
least one event can be associated with a diagnostic conclu 
sion. The computer program can perform the step of: vii.) 
executing the at least one event in response to the diagnostic 
conclusion associated with the at least one event. The at least 
one event can comprise additional diagnostics of the com 
puter networking services. The at least one event can com 
prise an automatic repair of the computer networking ser 
vices to correct the impairments. 

[0021] According to the fourth aspect, the computer pro 
gram can perform the steps of: viii.) displaying the format 
information to the user; ix.) displaying at least one of iconic 
and hierarchical representations of diagnostic conclusions to 
the user; x.) displaying at least one of iconic and hierarchical 
representations of diagnostic information and computer net 
working services information to the user; xi.) displaying the 
computer networking services to the user from a service 
centric perspective based on computer networking services 
of the user; xii.) storing at least the diagnostic conclusions 
and information associated with the impairments of the 
computer networking services; xiii.) extracting stored infor 
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mation; and xiv.) generating formatted reports from the 
extracted information for display to the user. The computer 
network data can comprise data from computer network test 
sources. The business-related data can comprise data from 
customer records databases. The business-related data can 
comprise data from computer networking services data 
bases. The extra-enterprise environmental data can comprise 
news data associated with current events. The extra-enter 
prise environmental data can comprise weather data. 

[0022] According to a ?fth aspect of the present invention, 
a system for diagnosing impairments in computer network 
ing services includes a plurality of means for interfacing to 
a plurality of data sources. The plurality of interfacing 
means provides access by the system to computer network 
data, business-related data, and extra-enterprise environ 
mental data in the plurality of data sources. The system 
includes means for managing a knowledge base in commu 
nication with each of the plurality of interfacing means. The 
knowledge base managing means is con?gured to analyZe 
data from the plurality of data sources to generate diagnostic 
conclusions for resolving the impairments in the computer 
networking services. The system includes means for inter 
acting in communication with the knowledge base managing 
means. The interacting means is con?gured to generate 
format information for displaying at least the diagnostic 
conclusions to a user. 

[0023] According to the ?fth aspect, each of the plurality 
of interfacing means can be associated with one of the 
plurality of data sources. The knowledge base managing 
means can comprise a rules engine means. The knowledge 
base managing means can comprise at least one diagnostic 
assistant means. The at least one diagnostic assistant means 
can be con?gured to collect data from the plurality of data 
sources via the plurality of interfacing means and to apply 
the collected data to the rules engine means to generate the 
diagnostic conclusions. The rules engine means can be 
con?gured to adapt to the computer networking services 
using the diagnostic conclusions. The user can alter at least 
one of time, accuracy and ef?ciency of the rules engine 
means to modify a time length for generating the diagnostic 
conclusions by the knowledge base managing means. The 
diagnostic conclusions can comprise recommended actions 
for correcting the impairments in the computer networking 
services. The diagnostic conclusions can comprise a severity 
weighting factor for ranking the diagnostic conclusions. The 
diagnostic conclusions can comprise impairment informa 
tion on the impairments in the computer networking ser 
vices. The impairment information can comprise locations 
of the impairments in the computer networking services. At 
least one event can be associated with a diagnostic conclu 
sion. The at least one event can be con?gured to execute in 
response to the diagnostic conclusion. The at least one event 
can comprise additional diagnostics of the computer net 
working services by the system. The at least one event can 
comprise an automatic repair of the computer networking 
services to correct the impairments. 

[0024] According to the ?fth aspect, the system can 
include means for representing the format information from 
the interacting means. The system can include a graphical 
user interface means. The graphical user interface means can 

be con?gured to display the format information from the 
interacting means to the user. The graphical user interface 
means can be con?gured to display at least one of iconic and 



US 2006/0156086 A1 

hierarchical representations of diagnostic conclusions to the 
user. The graphical user interface means can be con?gured 
to display at least one of iconic and hierarchical represen 
tations of diagnostic information and computer networking 
services information to the user. The graphical user interface 
means can be con?gured to display at least one of iconic and 
hierarchical representations of active diagnostic assistants to 
the user. The graphical user interface means can be con?g 
ured to display the computer networking services to the user 
from a service-centric perspective based on computer net 
working services of the user. 

[0025] According to the ?fth aspect, the system can 
include at least one means for storing information in com 
munication with the knowledge base managing means. The 
at least one storing means can be con?gured to store at least 
the diagnostic conclusions and information associated with 
the impairments of the computer networking services. The 
system can include means for generating a report in com 
munication with the at least one storing means and the 
interacting means. The report generating means can be 
con?gured to extract stored information from the at least one 
storing means and to generate formatted reports from the 
extracted information for display to the user. The knowledge 
base manager means can be associated with a computer 
networking services domain. The interacting means can be 
in communication with at least one of the plurality of 
interfacing means. 

[0026] According to the ?fth aspect, the computer network 
data can comprise data from computer network test sources. 
The computer network test sources can comprise computer 
network probes. The computer network data can comprise 
data from fault analysis support systems. The business 
related data can comprise data from customer records data 
bases. The business-related data can comprise data from 
computer networking services databases. The business-re 
lated data can comprise data from network inventory data 
bases. The extra-enterpri se environmental data can comprise 
news data associated with current events. The extra-enter 
prise environmental data can comprise weather data. 

[0027] According to a sixth aspect of the present inven 
tion, a system for diagnosing impairments in computer 
networking services includes a plurality of means for con 
necting to a plurality of data sources to provide access by the 
system to computer network data, business-related data, and 
extra-enterprise environmental data in the plurality of data 
sources. The system includes a knowledge manager means 
in communication with each of the plurality of connecting 
means for analyZing data from the plurality of data sources 
to generate computer networking services diagnostic con 
clusions for correcting the impairments in the computer 
networking services. The knowledge manager means 
includes an interactor means for generating format informa 
tion for displaying at least the computer networking services 
diagnostic conclusions to a user and for processing input 
from the user. The knowledge manager means includes a 
rules engine means and at least one diagnostic assistant 
means for collecting data from the plurality of data sources 
via the plurality of connector interface modules and apply 
ing the collected data to the rules engine means to generate 
the computer networking services diagnostic conclusions. 
The system includes a graphical user interface means in 
communication with the interactor means of the knowledge 
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manager means for displaying the format information to the 
user and for receiving the input from the user. 

[0028] According to the sixth aspect, the computer net 
working services diagnostic conclusions can comprise at 
least recommended actions for correcting the impairments in 
the computer networking services, severity factors for 
weighting the computer networking services diagnostic con 
clusions, and impairment information on the impairments in 
the computer networking services. The system can include at 
least one means for storing information in communication 
with the knowledge manager module. The system can 
include a diagnostic report generator means in communica 
tion with the interactor means of the knowledge manager 
means for generating formatted reports for display to the 
user. The computer network data can comprise data from 
computer network test sources. The business-related data 
comprises data from computer networking services data 
bases. The extra-enterprise environmental data comprises 
weather data. 

[0029] According to a seventh aspect of the present inven 
tion, a system for diagnosing impairments in computer 
networking services includes a memory that stores steps of 
a computer program to: i.) receive a detection of an occur 
rence of at least one impairment in the computer networking 
services; ii.) access a plurality of data sources to collect 
computer network data, business-related data, and extra 
enterprise environmental data from the plurality of data 
sources; iii.) analyze data from the plurality of data sources 
to generate diagnostic conclusions for resolving the at least 
one impairment in the computer networking services; and 
iv.) generate format information for displaying at least the 
diagnostic conclusions to a user. The system includes a 
processor for accessing the memory to execute the steps. 

[0030] According to a eighth aspect of the present inven 
tion, a system for diagnosing impairments in computer 
networking services includes a plurality of connector gate 
ways. The plurality of connector gateways are con?gured to 
interface to a plurality of data sources to provide access by 
the system to computer network data, business-related data, 
and extra-enterprise environmental data in the plurality of 
data sources. The system includes a knowledge manager in 
communication with each of the plurality of connector 
gateways. The knowledge manner is con?gured to analyZe 
data from the plurality of data sources to generate diagnostic 
conclusions for resolving the impairments in the computer 
networking services. The system includes a graphical user 
interface in communication with the knowledge manager. 
The graphical user interface is con?gured to display at least 
the diagnostic conclusions associated with edges of an edge 
model of the computer networking services of a user. 

[0031] According to the eighth aspect, the system can 
include an interactor in communication between the knowl 
edge manager and the graphical user interface. The interac 
tor is con?gured to generate format information for display 
ing at least the diagnostic conclusions associated with the 
edges of the edge model of the computer networking ser 
vices of the user. The system can include a display for 
displaying the graphical user interface. According to an 
exemplary embodiment of the eighth aspect, the edge model 
can comprise an lntemet Protocol (IP) edge model. An edge 
of the IP edge model can comprise one of a local customer 
edge, a remote provider edge, a remote customer edge, and 
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an intemet service provider (ISP) edge. The edge model can 
comprise a voice over internet protocol (VolP) edge model. 
An edge of the VoIP edge model can comprise one of a local 
phone edge, a VoIP proxy edge, a SS7 gateway edge and an 
ISDN gateway edge. The edge model can comprise a 
transport edge model. An edge of the transport edge model 
can comprise one of a VLAN edge, an ATM edge, a DSL 
edge and a Martini edge. The knowledge manager can 
comprise a rules engine. Each edge can be associated with 
a rules set of the rules engine. The knowledge manager can 
comprise at least one diagnostic assistant. The at least one 
diagnostic assistant can be con?gured to collect data from 
the plurality of data sources via the plurality of connector 
gateways and to apply the collected data to the rules engine 
to generate the diagnostic conclusions associated with the 
edges of the edge model of the computer networking ser 
vices. 

[0032] According to a ninth aspect of the present inven 
tion, a method of diagnosing impairments in computer 
networking services includes the steps of: a.) detecting an 
occurrence of at least one impairment in the computer 
networking services; b.) interfacing to a plurality of data 
sources to provide access to computer network data, busi 
ness-related data, and extra-enterpri se environmental data in 
the plurality of data sources; c.) analyZing data from the 
plurality of data sources to generate diagnostic conclusions 
for resolving the at least one impairment in the computer 
networking services; and d.) displaying at least the diagnos 
tic conclusions associated with edges of an edge model of 
the computer networking services of a user. 

[0033] According to the ninth aspect, the can include the 
step of: e.) generating format information for displaying at 
least the diagnostic conclusions associated with the edges of 
the edge model of the computer networking services of the 
user. According to an exemplary embodiment of the ninth 
aspect, the edge model can comprise an IP edge model. An 
edge of the IP edge model can comprise one of a local 
customer edge, a remote provider edge, a remote customer 
edge, and an ISP edge. The edge model can comprise a VolP 
edge model. An edge of the VoIP edge model can comprise 
one of a local phone edge, a VoIP proxy edge, a SS7 gateway 
edge and an ISDN gateway edge. The edge model can 
comprise a transport edge model. An edge of the transport 
edge model can comprise one of a VLAN edge, an ATM 
edge, a DSL edge and a Martini edge. The method can 
include the steps of: f.) collecting data from the plurality of 
data sources; and g.) applying the collected data to a rules 
engine to generate the diagnostic conclusions associated 
with the edges of the edge model of the computer network 
ing services. 

[0034] According to a tenth aspect of the present inven 
tion, a computer-readable medium contains a computer 
program for diagnosing impairments in computer network 
ing services, wherein the computer program performs the 
steps of: a.) receiving a detection of an occurrence of at least 
one impairment in the computer networking services; b.) 
accessing a plurality of data sources to collect computer 
network data, business-related data, and extra-enterprise 
environmental data from the plurality of data sources; c.) 
analyZing data from the plurality of data sources to generate 
diagnostic conclusions for resolving the at least one impair 
ment in the computer networking services; and d.) display 
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ing at least the diagnostic conclusions associated with edges 
of an edge model of the computer networking services of a 
user. 

[0035] According to the tenth aspect, the computer pro 
gram can perform the step of: e.) generating format infor 
mation for displaying at least the diagnostic conclusions 
associated with the edges of the edge model of the computer 
networking services of the user. According to an exemplary 
embodiment of the tenth aspect, the edge model can com 
prise an IP edge model. An edge of the IP edge model can 
comprise one of a local customer edge, a remote provider 
edge, a remote customer edge, and an intemet service 
provider (ISP) edge. The edge model can comprise a VolP 
edge model. An edge of the VoIP edge model can comprise 
one of a local phone edge, a VoIP proxy edge, a SS7 gateway 
edge and an ISDN gateway edge. The edge model can 
comprise a transport edge model. An edge of the transport 
edge model can comprise one of a VLAN edge, an ATM 
edge, a DSL edge and a Martini edge. The computer 
program can perform the step of: f.) applying the collected 
data to a rules engine to generate the diagnostic conclusions 
associated with the edges of the edge model of the computer 
networking services. 

[0036] According to an eleventh aspect of the present 
invention, a system for displaying a graphical user interface 
for diagnosing impairments in computer networking ser 
vices includes an IP edge module con?gured to display 
diagnostic conclusions associated with edges of an IP edge 
model of the computer networking services. The system 
includes a VoIP edge module con?gured to display diagnos 
tic conclusions associated with edges of a VoIP edge model 
of the computer networking services. The system includes a 
transport edge module con?gured to display diagnostic 
conclusions associated with edges of a transport edge model 
of the computer networking services. 

[0037] According to the eleventh aspect, the system can 
include a plurality of connector gateways. The plurality of 
connector gateways can be con?gured to interface to a 
plurality of data sources to provide access by the system to 
computer network data, business-related data, and extra 
enterprise environmental data in the plurality of data 
sources. The system can include a knowledge manager in 
communication with each of the plurality of connector 
gateways. The knowledge manner can be con?gured to 
analyZe data from the plurality of data sources to generate 
diagnostic conclusions for resolving the impairments in the 
computer networking services. The system can include an 
interactor in communication between the knowledge man 
ager and the edge modules. The interactor can be con?gured 
to generate format information for displaying at least the 
diagnostic conclusions associated with the edges of the edge 
models of the computer networking services. The system 
can include a display for displaying the graphical user 
interface. 

[0038] According to the eleventh aspect, an edge of the IP 
edge model can comprise one of a local customer edge, a 
remote provider edge, a remote customer edge, and an 
internet service provider (ISP) edge. An edge of the VolP 
edge model can comprise one of a local phone edge, a VolP 
proxy edge, a SS7 gateway edge and an ISDN gateway edge. 
An edge of the transport edge model can comprise one of a 
VLAN edge, an ATM edge, a DSL edge and a Martini edge. 


























