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(57) ABSTRACT 

An information processing apparatus allowing proper com 
munication With a communication partner in accordance 
With a communication time of the communication partner. A 
reception control unit receives a random challenge (RC) 
from a transmission terminal and supplies it to a generation 
unit. The reception control unit transmits an RC reception 
message indicating an RC reception to a transmission side. 
The generation unit executes a Hash process relative to RC 
and supplies resultant authentication data to a generation 
unit. A transmission control unit controls the generation unit 
at a timing before a response request command from the 
transmission side is received, to make the generation unit 
generate a response message containing authentication data 
corresponding to the response request command, and When 
the response request command is received, transmits the 
response message to a transmission destination terminal. 
The apparatus is applicable to a content providing system. 
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INFORMATION PROCESSING, APPARATUS AND 
METHOD, RECORDING MEDIUM, AND 

PROGRAM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of co-pending 
US. patent application Ser. No. 10/528,562, ?led Mar. 21, 
2005, and in turn claims priority to Japan Patent 2003 
281348, ?led Jul. 28, 2003, the entire contents of each of 
Which are hereby incorporated herein by reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates to information pro 
cessing apparatus and method, a recording medium and a 
program, and more particularly to an information processing 
apparatus capable of properly measuring a time taken to 
reach a communication partner, and to an information pro 
cessing method, a recording medium and a program. 

BACKGROUND ART 

[0003] Recently, Widespreading netWorks, such as a net 
Work (hereinafter called WAN (Wide Area NetWork)) typi 
cally represented by the Internet, Which is publicly used over 
a Wide area and a netWork (hereinafter called LAN (Local 
Area Network) Which is installed in ordinary houses or the 
like and used locally, various data communications via these 
netWorks, are mainstream. 

[0004] When image content, music content and the like 
are transmitted over a netWork, authentication and key 
exchange are performed for a communication partner and 
the content is enciphered and transmitted (refer to the 
folloWing document). 
[0005] DTCP Speci?cation Volume 1 Version 1.3 (Infor 
mation Version) http://WWW.dtcp.com/daTa/infoi 
20040107_dtcp_Voli1i1p3.pdf 
[0006] There arises herein the case that although copy and 
transmission in a home are permitted, content transmission 
to another home connected to WAN is restricted from the 
vieWpoint of copyrights. For example, although a content of 
recorded television broadcast can be used if only it is used 
privately (in a home), if the content is transmitted via the 
Internet to a third party, it can be considered that this 
infringes the copyright, thus a restriction of this kind is 
therefore necessary. 

[0007] Under this restriction, an apparatus (transmitter) 
for transmitting a content protected under copyright is 
required to judge Whether a communication partner appara 
tus (receiver) for receiving the content is in the same LAN 
or connected via WAN (the Internet). 

[0008] For example, Whether the communication partner 
is connected via WAN (the Internet) can be knoWn by 
checking from the IP address Whether the communication 
partner is in the same subnet or by using the number (Hop 
Count) of IP routers through Which an IP communication 
packet passes. HoWever, if technologies such as VPN (Vir 
tual Private NetWork) are used, even communications via 
WAN (the Internet) can establish a connection like the same 
subnet connected Without an IP router. Namely, the content 
can be improperly acquired. 
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DISCLOSURE OF THE INVENTION 

[0009] The present invention has been made in consider 
ation of the above-described circumstances and aims to 
measure a communication distance based on a response time 
of a receiver to a predetermined command to thereby judge, 
e.g., Whether or not the receiver is connected to the same 
LAN as that of the transmitter. 

[0010] A ?rst information processing apparatus of the 
present invention is characterized by having: command 
transmission means for, after authentication data is gener 
ated in accordance With shared data shared With a receiving 
apparatus, transmitting a command for requesting for a 
response to the receiving apparatus; authentication means 
for authenticating the receiving apparatus in accordance 
With an expected value generated based upon the shared data 
and the authentication data generated at the receiving appa 
ratus; measurement means for measuring a response time 
taken by the receiving apparatus to respond to the command; 
and judgment means for judging Whether data transmission 
to the receiving apparatus is granted or not, in accordance 
With an authentication result by the authentication means 
and the response time measured by the measurement means. 

[0011] The command transmission means may transmit 
the command a maximum of N times to judge Whether the 
data transmission is granted or not; and the authentication 
means may authenticate the receiving apparatus in accor 
dance With the authentication data corresponding to a trans 
mission sequence of the command and a corresponding one 
of the expected value. 

[0012] A ?rst information processing method of the 
present invention is characteriZed by having: a command 
transmission step of, after authentication data is generated in 
accordance With shared data shared With a receiving appa 
ratus, transmitting a command for requesting for a response 
to the receiving apparatus; an authentication step of authen 
ticating the receiving apparatus in accordance With an 
expected value generated based upon the shared data and the 
authentication data generated at the receiving apparatus; a 
measurement step of measuring a response time taken by the 
receiving apparatus to respond to the command; and a 
judgment step of judging Whether data transmission to the 
receiving apparatus is granted or not, in accordance With an 
authentication result by the authentication step and the 
response time measured by the measurement step. 

[0013] A program of a ?rst recording medium of the 
present invention is characteriZed by having: a command 
transmission control step of controlling, after authentication 
data is generated in accordance With shared data shared With 
a receiving apparatus, transmission of a command for 
requesting for a response to the receiving apparatus; an 
authentication control step of controlling authentication of 
the receiving apparatus in accordance With an expected 
value generated based upon the shared data and the authen 
tication data generated at the receiving apparatus; a mea 
surement control step of controlling measurement a response 
time taken by the receiving apparatus to respond to the 
command; and a judgment control step of controlling judg 
ment Whether data transmission to the receiving apparatus is 
granted or not, in accordance With an authentication result 
by the authentication control step and the response time 
measured by the measurement control step. 

[0014] A ?rst program of the present invention makes a 
computer execute a process, the process characteriZed by 
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having: a command transmission control step of controlling, 
after authentication data is generated in accordance With 
shared data shared With a receiving apparatus, transmission 
of a command for requesting for a response to the receiving 
apparatus: an authentication control step of controlling 
authentication of the receiving apparatus in accordance With 
an expected value generated based upon the shared data and 
the authentication data generated at the receiving apparatus; 
a measurement control step of controlling measurement a 
response time taken by the receiving apparatus to respond to 
the command; and a judgment control step of controlling 
judgment Whether data transmission to the receiving appa 
ratus is granted or not, in accordance With an authentication 
result by the authentication control step and the response 
time measured by the measurement control step. 

[0015] In the ?rst information processing apparatus and 
method of the present invention, and program of the present 
invention, after the authentication data is generated in accor 
dance With the shared data shared With the receiving appa 
ratus, the command for requesting for the response is 
transmitted to the receiving apparatus, the receiving appa 
ratus is authenticated in accordance With the expected value 
generated based upon the shared data and the authentication 
data generated at the receiving apparatus, the response time 
taken by the receiving apparatus to respond to the command 
is measured, and Whether data transmission to the receiving 
apparatus is granted or not is judged in accordance With the 
authentication result and the response time. 

[0016] A second information processing apparatus of the 
present invention capable of communicating With a trans 
mitting apparatus Which judges Whether data transmission is 
granted or not, in accordance With an authentication result 
based on authentication data generated from shared data 
shared With the transmitting apparatus and a response time 
to a predetermined command from the transmitting appara 
tus, is characterized by having: authentication data genera 
tion means for generating the authentication data by sub 
jecting the shared data to a predetermined process, before 
the command is transmitted from the transmitting apparatus; 
response message generation means for generating a 
response message to the command before the command is 
transmitted from the transmitting apparatus, the response 
message including the authentication data generated by the 
authentication data generation means; and transmission 
means for transmitting the response message to the trans 
mitting apparatus When the command transmitted from the 
transmitting apparatus is received. 

[0017] The shared data may be a quasi random number, 
the quasi random number may be transmitted from the 
transmitting apparatus before the command is transmitted, 
the authentication data generation means may subject the 
quasi random number to a Keyed-Hash process and a 
resultant Hash value may be used as the authentication data. 

[0018] The authentication data generation means may 
execute a Keyed-Hash process relative to the quasi random 
number and information speci?c to the information process 
ing apparatus and may use a resultant Hash value as the 
authentication data. 

[0019] If the command is transmitted from the transmit 
ting apparatus a maximum of N times to judge Whether data 
transmission is granted or not, the authentication data gen 
eration means may execute the process relative to the shared 
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data before a ?rst one of the command is transmitted from 
the transmitting apparatus and generates N sets of the 
authentication data corresponding to N sets of the command 
to be transmitted. 

[0020] The transmission means may transmit the response 
message generated by the response message generation 
means to the transmitting apparatus in such a manner that N 
sets of the authentication data are supplied to the transmit 
ting apparatus in a sequence agreed beforehand With the 
transmitting apparatus. 

[0021] The authentication data generation means may 
divide the data obtained by subjecting the shared data to the 
process into a plurality of data pieces and may generate N 
sets of the authentication data from the divides data. 

[0022] The authentication data generation means may 
generate N sets of the authentication data from data obtained 
at each process of repetitively executing the process relative 
to the shared data. 

[0023] When the command from the transmitting appara 
tus is received, the transmission means may transmit a 
response message to the transmitting apparatus, the response 
message containing neW authentication data generated from 
the authentication data and information contained in the 
command. 

[0024] A second information processing method of the 
present invention is characterized by having: an authentica 
tion data generation step of generating the authentication 
data by subjecting the shared data to a predetermined 
process, before the command is transmitted from the trans 
mitting apparatus; a response message generation step of 
generating a response message to the command before the 
command is transmitted from the transmitting apparatus, the 
response message including the authentication data gener 
ated by a process at the authentication data generation step; 
and a transmission step of transmitting the response message 
to the transmitting apparatus When the command transmitted 
from the transmitting apparatus is received. 

[0025] A program of a second recording medium of the 
present invention is characterized by having: an authentica 
tion data generation control step of controlling generation of 
the authentication data by subjecting the shared data to a 
predetermined process, before the command is transmitted 
from the transmitting apparatus; a response message gen 
eration control step of controlling generation of a response 
message to the command before the command is transmitted 
from the transmitting apparatus, the response message 
including the authentication data generated by a process at 
the authentication data generation step; and a transmission 
control step of controlling transmission of the response 
message to the transmitting apparatus When the command 
transmitted from the transmitting apparatus is received. 

[0026] A second program of the present invention is 
characterized by having: an authentication data generation 
control step of controlling generation of the authentication 
data by subjecting the shared data to a predetermined 
process, before the command is transmitted from the trans 
mitting apparatus; a response message generation control 
step of controlling generation of a response message to the 
command before the command is transmitted from the 
transmitting apparatus, the response message including the 
authentication data generated by a process at the authenti 
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cation data generation step; and a transmission control step 
of controlling transmission of the response message to the 
transmitting apparatus When the command transmitted from 
the transmitting apparatus is received. 

[0027] In the second information processing apparatus and 
method of the present invention, and program of the present 
invention, the authentication data is generated by executing 
the predetermined process relative to the shared data before 
the command is transmitted from the transmitting apparatus, 
the response message to the command is generated before 
the command is transmitted from the transmitting apparatus, 
the response message including the generated authentication 
data, and the response message is transmitted to the trans 
mitting apparatus When the command transmitted from the 
transmitting apparatus is received. 

[0028] A third information processing apparatus of the 
present invention is characterized by having: authentication 
data generation means for generating command authentica 
tion data and response expected value data from shared data 
shared With a receiving apparatus; command transmission 
means for transmitting a command for requesting for a 
response to the receiving apparatus, the command contain 
ing the command authentication data; response reception 
means for receiving a response to the command from the 
receiving apparatus; authentication means for authenticating 
the receiving apparatus in accordance With the response 
expected value and the response authentication data con 
tained in the response received from the receiving apparatus; 
measurement means for measuring a response time taken by 
the receiving apparatus to respond to the command; and 
judgment means for judging Whether data transmission to 
the receiving apparatus is granted or not, in accordance With 
an authentication result by the authentication means and the 
response time measured by the measurement means. 

[0029] The command transmission means may transmit 
the command a maximum of k times to judge Whether data 
transmission is granted or not, and the authentication means 
may authenticate the receiving apparatus in accordance With 
the authentication data corresponding to a transmission 
sequence of the command and a corresponding one of the 
expected value. 

[0030] A third information processing method of the 
present invention is characterized by having: an authentica 
tion data generation step of generating command authenti 
cation data and response expected value data from shared 
data shared With a receiving apparatus; a command trans 
mission step of transmitting a command for requesting for a 
response to the receiving apparatus, the command contain 
ing the command authentication data; a response reception 
step of receiving a response to the command from the 
receiving apparatus; an authentication step of authenticating 
the receiving apparatus in accordance With the response 
expected value and the response authentication data con 
tained in the response received from the receiving apparatus; 
a measurement step of measuring a response time taken by 
the receiving apparatus to respond to the command; and a 
judgment step of judging Whether data transmission to the 
receiving apparatus is granted or not, in accordance With an 
authentication result by the authentication step and the 
response time measured by the measurement step. 

[0031] A program of a third recording medium of the 
present invention is characterized by having: an authentica 
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tion data generation step of generating command authenti 
cation data and response expected value data from shared 
data shared With a receiving apparatus; a command trans 
mission step of transmitting a command for requesting for a 
response to the receiving apparatus, the command contain 
ing the command authentication data; a response reception 
step of receiving a response to the command from the 
receiving apparatus; an authentication step of authenticating 
the receiving apparatus in accordance With the response 
expected value and the response authentication data con 
tained in the response received from the receiving apparatus; 
a measurement step of measuring a response time taken by 
the receiving apparatus to respond to the command; and a 
judgment step of judging Whether data transmission to the 
receiving apparatus is granted or not, in accordance With an 
authentication result by the authentication step and the 
response time measured by the measurement step. 

[0032] A third program of the present invention makes a 
computer execute a process, the process characterized by 
having: an authentication data generation step of generating 
command authentication data and response expected value 
data from shared data shared With a receiving apparatus; a 
command transmission step of transmitting a command for 
requesting for a response to the receiving apparatus, the 
command containing the command authentication data; a 
response reception step of receiving a response to the 
command from the receiving apparatus; an authentication 
step of authenticating the receiving apparatus in accordance 
With the response expected value and the response authen 
tication data contained in the response received from the 
receiving apparatus; a measurement step of measuring a 
response time taken by the receiving apparatus to respond to 
the command; and a judgment step of judging Whether data 
transmission to the receiving apparatus is granted or not, in 
accordance With an authentication result by the authentica 
tion step and the response time measured by the measure 
ment step. 

[0033] In the third information processing apparatus and 
method of the present invention, and program of the present 
invention, the command authentication data and expected 
value data are generated from the data shared With the 
receiving apparatus, the command requesting for the 
response is transmitted to the receiving apparatus, the com 
mand including the command authentication data, the 
response to the command from the receiving apparatus is 
received, the receiving apparatus is authenticated in accor 
dance With the response expected value and the response 
authentication data contained in the response received from 
the receiving apparatus, the response time taken by the 
receiving apparatus to respond to the command is measured, 
and it is judged Whether the data transmission to the receiv 
ing apparatus is granted or not, in accordance With the 
authentication result and response time. 

[0034] A fourth information processing apparatus of the 
present invention is characterized by having: generation 
means for generating, from shared data shared With the 
transmitting apparatus, command expected value data and 
response authentication data respectively corresponding to 
authentication data of the command generated at the trans 
mitting apparatus from the shared data; authentication 
means for authenticating the transmitting apparatus in accor 
dance With authentication data of the command contained in 
the command and the command expected value data gener 


































