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(57) ABSTRACT 

Methods and apparatus, including computer program prod 
ucts, for processing, at a sensor node Within a sensor 
network, a set of sensor readings to determine Whether an 
event has occurred, the set of sensor readings including one 
or more sensor readings for corresponding environmental 
conditions. The processing includes determining Whether a 
sensor reading exceeds its corresponding threshold value for 
an environmental condition, and if so, comparing the set of 
sensor readings With a history log ?le to determine Whether 
a false alarm event has occurred. The history log ?le 
includes one or more sets of historic sensor readings for 

corresponding environmental conditions, each set being 
associated With an environmental situation. 
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FALSE ALARM MITIGATION USING A SENSOR 
NETWORK 

BACKGROUND 

[0001] This description relates to false alarm mitigation 
using a sensor network. 

[0002] A sensor network is formed by a collection of 
sensor nodes that are linked by a Wireless medium to 
perform distributed sensing tasks. Sensor netWorks are 
deployed in a variety of environments to perform tasks such 
as surveillance, Widespread environmental sampling, secu 
rity, and health monitoring. 

SUMMARY 

[0003] In general, in one aspect, the invention features a 
method performed at a sensor node Within a sensor netWork, 
Which includes processing a set of sensor readings to deter 
mine Whether an event has occurred, the set of sensor 
readings including one or more sensor readings for corre 
sponding environmental conditions. The processing includes 
determining Whether a sensor reading exceeds its corre 
sponding threshold value for an environmental condition, 
and if so, comparing the set of sensor readings With a history 
log ?le to determine Whether a false alarm event has 
occurred. 

[0004] Implementations may include one or more of the 
folloWing. The method includes receiving sensed data from 
a plurality of sensors; and processing the sensed data to 
generate the set of sensor readings. One or more of the 
plurality of sensors are located on one or more remote sensor 

nodes Within the sensor netWork. The method includes 
identifying an environmental situation for the sensor node. 
The method includes selecting a set of threshold values 
associated With the identi?ed environmental situation, the 
selected set including threshold values for corresponding 
environmental conditions; and comparing the set of sensor 
readings With the selected set of threshold values to deter 
mine Whether a sensor reading exceeds its corresponding 
threshold value for an environmental condition. The method 
includes comparing the set of sensor readings With one or 
more sets of ideal values, each set including ideal values for 
corresponding environmental conditions given an environ 
mental situation; and identifying the environmental situation 
for the sensor node based on the comparison. The history log 
?le includes one or more sets of historic sensor readings for 
corresponding environmental conditions, each set being 
associated With an environmental situation. The method 
includes generating an alert if the determination is made that 
a false alarm event has not occurred; and sending the alert 
to a remote computing system. The alert includes a sensor 
node identi?er and the set of sensor readings. 

[0005] In general, in another aspect, the invention features 
a computer program product, tangibly embodied in an 
information carrier, the computer program product being 
operable to cause a machine to process a set of sensor 

readings to determine Whether an event has occurred, the set 
of sensor readings including one or more sensor readings for 
corresponding environmental conditions. The product is 
operable to cause the machine to process by determining 
Whether a sensor reading exceeds its corresponding thresh 
old value for an environmental condition, and if so, com 
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paring the set of sensor readings With a history log ?le to 
determine Whether a false alarm event has occurred. 

[0006] Implementations may include one or more of the 
folloWing. The computer program product is further oper 
able to cause a machine to receive sensed data from a 
plurality of sensors; and process the sensed data to generate 
the set of sensor readings. The computer program product is 
further operable to cause a machine to receive sensed data 
from one or more sensor located on one or more remote 

sensor nodes Within the sensor netWork. The computer 
program product is further operable to cause a machine to 
identify an environmental situation for the sensor node. The 
computer program product is further operable to cause a 
machine to select a set of threshold values associated With 
the identi?ed environmental situation, the selected set 
including threshold values for corresponding environmental 
conditions; and compare the set of sensor readings With the 
selected set of threshold values to determine Whether a 
sensor reading exceeds its corresponding threshold value for 
an environmental condition. The computer program product 
is further operable to cause a machine to compare the set of 
sensor readings With one or more sets of ideal values, each 
set including ideal values for corresponding environmental 
conditions given an environmental situation; and identify the 
environmental situation for the sensor node based on the 
comparison. The history log ?le includes one or more sets of 
historic sensor readings for corresponding environmental 
conditions, each set being associated With an environmental 
situation. The computer program product is further operable 
to cause a machine to generate an alert if the determination 
is made that a false alarm event has not occurred; and send 
the alert to a remote computing system. The alert includes a 
sensor node identi?er and the set of sensor readings. 

[0007] In general, in another aspect, the invention features 
a system including a memory in Which a plurality of data 
sets are stored, the plurality of data sets including one or 
more sets of historic sensor readings and one or more sets of 

threshold values, each data set being associated With an 
environmental situation; and a processor to execute a pro 
gram con?gured to identify an environmental situation for 
the sensor node; determine Whether a set of sensor readings 
fails to satisfy the set of threshold values associated With the 
identi?ed environmental situation, and if so, compare the set 
of sensor readings With one or more sets of historic sensor 

readings to determine Whether a false alarm event has 
occurred. 

[0008] Implementations may include one or more of the 
folloWing. The program is con?gured to receive sensed data 
from a plurality of sensors; and process the sensed data to 
generate the set of sensor readings. 

[0009] Advantages that can be seen in particular imple 
mentations of the invention include one or more of the 
folloWing. The sensor netWork can be used to mitigate false 
alarms that may occur in, e.g., a cargo container in Which 
sensor nodes of the sensor netWork are deployed. A sensor 
node can be programmed to store multiple data sets includ 
ing sets of threshold values for environmental conditions 
and sets of historic sensor readings. The sensor node uses the 
data sets to dynamically select the threshold values used for 
comparison With sensor readings generated by the sensor 
node. In this manner, the sensor node can account for 
different environmental situations in Which the cargo con 
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tainer may encounter, and raise an alert only if the cargo 
container is experiencing an unusual occurrence (e. g., exces 
sive vibration) given its environmental situation. If an alert 
is raised, the sensor node uses the data sets to determine 
Whether the sensor readings triggering the alert correspond 
With any one of a number of sets of historic sensor readings 
that have previously been con?rmed (e. g., via human input) 
as being false alarm events. In this manner, the sensor node 
can mitigate false alarms and generate alerts that indicate a 
high probability of a dangerous situation that requires imme 
diate attention from company personnel. 

[0010] The details of one or more examples are set forth 
in the accompanying draWings and the description beloW. 
Further features, aspects, and advantages of the invention 
Will become apparent from the description, the draWings, 
and the claims. 

DESCRIPTION OF DRAWINGS 

[0011] FIG. 1a is a block diagram of a system for moni 
toring an environment using a sensor netWork. 

[0012] FIG. 1b is a block diagram of a sensor node. 

[0013] FIG. 10 is a block diagram of an enterprise server. 

[0014] FIG. 1d is a block diagram of a client. 

[0015] FIG. 2 shoWs a ?owchart of a process for sensor 
node modeling and deployment. 

[0016] FIG. 3 shoWs a ?owchart of a process for gener 
ating an alert. 

DETAILED DESCRIPTION 

[0017] Referring to FIGS. 1a-1d, a distributed collection 
of sensor nodes 102 forms a sensor netWork 104 intercon 
nected by Wireless communications links (represented by 
double dashed lines). Each sensor node 102 senses and 
collects data samples from its physical environment. The 
sensor nodes 102 perform routing functions to create a 
multi-hop Wireless netWorking fabric that relays data 
samples to an enterprise server 106. The enterprise server 
106 receives the information gathered by the sensor netWork 
104, performs additional processing (if necessary), and 
delivers the information to one or more clients 110 over an 

external netWork 112. Through a user interface provided at 
the client 110, a user 114 may interact With the sensor 
netWork 104 by, e.g., vieWing the activity of the sensor 
nodes 102 at a node-level or a netWork-level, determining 
the health status (e.g., battery level) of individual sensor 
nodes 102, issuing commands to set sensor sensitivity 
thresholds of the sensor nodes 102 or reprogram individual 
sensor nodes 102, to name a feW. 

[0018] Each sensor node 102 is an electronic device 
having processing, sensing, and communication capability. 
Each sensor node 102 includes a poWer source 120 (e.g., a 

battery), one or more processors (referred to herein as 
“processor 122”), a memory 124 for storing softWare 126, a 
communication interface 128, and one or more sensors 130. 
The communication interfaces 128 of sensor nodes that are 
not directly connected to the enterprise server 106 typically 
only include a Wireless component (e.g., an antenna). For 
sensor nodes 102 that serve as gateWays betWeen the sensor 
netWork 104 and the enterprise server 106, the communi 
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cation interface 128 includes both a Wireless component and 
a Wired component (e.g., Ethernet jack). 

[0019] The processor 122 of a sensor node 102 executes 
the softWare 126, Which includes operating softWare 132 and 
application softWare 134. The operating softWare 132 
includes an operating system 132a, such as TinyOS (devel 
oped at the University of California, Berkeley). The appli 
cation softWare 134 includes one or more program modules 

134a, 1341). Each program module 134a, 1341) includes 
executable code that is either loaded into memory 124 prior 
to deployment of the sensor node, or received over the 
Wireless communication links post-deployment. Such post 
deployment programming enables a sensor node 102 embed 
ded in the environment to be programmed (or repro 
grammed) on-the-?y, thus providing for application 
upgrades or changes, and in some cases, recovery from 
program-induced crashes or failures, e.g., through remote 
rebooting. 
[0020] Each sensor node 102 includes one or more sensors 
130 for detecting different environmental conditions includ 
ing, but not limited to, acceleration, vibration, temperature, 
sound and light, movement and proximity to other sensor 
nodes 102. The sensed raW data resulting from the detection 
can be processed and analyZed autonomously or in coop 
eration With neighboring sensor nodes 102 to generate 
?ltered sensor readings. The ?ltered sensor readings are then 
passed from sensor node to sensor node on a multi-hop route 
to the enterprise server 106. Communicating ?ltered sensor 
readings rather than a continuous stream of raW data 
betWeen the sensor nodes 102 reduces the poWer required to 
convey information Within the sensor netWork 104. 

[0021] The enterprise server 106 may be any type of 
computing device including a processor 140 and memory 
142 that stores softWare 144. The processor 140 executes 
softWare 144, Which includes one or more business appli 
cations 146 and operating softWare 148. The operating 
softWare 148 includes, but is not limited to, an operating 
system 148a and one or more routines for effecting com 
munication over the external netWork 112. In one example, 
the enterprise server 106 is an SAP Web Application Server 
106 running mySAP Product Lifecycle Management 
(“PLM”) business application softWare 146, both available 
from SAP AG of Walldorf (Baden) Germany. The mySAP 
PLM business application 146 can be used for life-cycle data 
management, program and product management, life-cycle 
collaboration, quality management, asset life-cycle manage 
ment, and environment, health and safety management. 

[0022] Data associated With the business application 146 
is stored in an application database 116 accessible by the 
enterprise server 106. Although only one application data 
base 116 is shoWn in FIG. 1, the depicted single application 
database 116 represents any physical or virtual, centraliZed 
or distributed database suitable for the receipt and storage of 
?les. Each ?le is an entity of data, i.e., a string of bytes that 
is capable of being manipulated as an entity. The ?les can 
represent any kind of information, such as text, images, 
executables, or simply binary data. 

[0023] The external netWork 112 may be comprised of one 
or more netWorks, such as Wide area netWorks (“WANs”), 
LANs, Wireless netWorks, and the like, Which may or may 
not be linked by the Internet. The external netWork 112 runs 
transmission control protocol/intemet protocol (“TCP/IP”) 
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or another suitable protocol. Network connections may be 
via Ethernet, telephone line, Wireless, or other transmission 
media. 

[0024] Each client 110 may be any type of Web-enabled 
apparatus or system. Examples of such apparatuses or sys 
tems include, but are not limited to, a desktop computer, a 
laptop computer, a mainframe computer, a cellular tele 
phone, a personal digital assistant (“PDA”), and a controller 
embedded in an otherWise non-computing device. The client 
110 contains one or more processor(s) 160 (referred to 
simply as “processor 160”) and memory 162 for storing 
softWare 164. The processor 160 executes software 164, 
Which includes a Web client application 166 and operating 
softWare 168. The Web client application 166 includes one 
or more routines used in implementing the TCP/IP protocol, 
Which alloWs the client 110 to communicate over the exter 
nal netWork 112. The operating softWare 168 may include an 
operating system 168a, such as WindoWs XP®, a Web 
broWser 168b, such as Internet Explorer®, and various 
application programs. 

[0025] Although sensor netWorks 104 can be used in a 
Wide variety of application domains including geophysical 
monitoring, precision agriculture, habitat monitoring, con 
dition-based equipment maintenance, supply chain manage 
ment, asset tracking, and healthcare monitoring, a deployed 
sensor netWork 104 typically targets a single application 
domain and is tailored to the domain’s needs. 

[0026] In one example scenario, a chemical manufacturing 
company handles hundreds of different raW materials and 
manufactures thousands of end products. The company uses 
the environment, health, and safety (“EH&S”) management 
capability of the mySAP PLM application 146 to provide an 
enterprise solution that enables the company to manage its 
EH&S processes globally While ensuring that the require 
ments of EH&S laWs and regulations are continually 
updated and satis?ed by company procedures. 

[0027] The company maintains an application database 
118 that includes information, for each raW material and/or 
end product, such as composition, physical data (melting 
point, boiling point, ?ash point etc.), toxicity, health effects, 
?rst aid, reactivity, storage, disposal, protective equipment, 
and spill/leak procedures. The information in the application 
database 118 can be updated to re?ect changes in the laW and 
the mySAP PLM application 146 maintains a log of such 
changes for record keeping purposes. Environmental pro 
tection and Work safety data can be made available across 
the company, and comprehensive search and output func 
tions help employees to ?nd information quickly and easily. 
Furthermore, material data sheets can be easily generated 
from the data stored in the application database 118. Such 
material data sheets provide both Workers and emergency 
personnel With the proper procedures for handling or Work 
ing With a particular substance. 

[0028] The information stored in the application database 
118 can also be used to aid the company in deploying a 
sensor netWork 104 that monitors EH&S issues, e.g., When 
transporting cargo containers of chemical drums containing 
the raW materials and/or end products. In one implementa 
tion, the enterprise server 106 includes a modeling tool 150 
for generating a model of a sensor netWork that monitors a 
collection of 50 cargo containers to be transported from a 
?rst Warehouse (referred to as “source Warehouse”) to a 

Jul. 13, 2006 

second Warehouse (referred to as “destination Warehouse”) 
via a combination of ground, sea, and rail transportation. 
Each cargo container holds up to 20 chemical drums con 
taining raW materials and/or end products of the chemical 
manufacturing company. 

[0029] The sensor netWork model identi?es sensor node 
placement for reliable and e?icient collection of sensor 
readings that may subsequently be processed by the mySAP 
PLM application 146 to determine, e.g., Whether a danger 
ous situation exists Within a cargo container. In this manner, 
the enterprise server 106 provides an infrastructure that 
supports a seamless integration of data (in the form of raW 
or ?ltered sensor readings) from a deployed sensor netWork 
104 With business applications, such as the mySAP PLM 
application 146. 

[0030] Once the sensor netWork model is generated and 
approved by the company, a “blueprint” of the sensor 
netWork model, specifying the sensor-types and location of 
each sensor node 102 to be deployed in a cargo container, 
can be provided to company personnel. The company per 
sonnel may then af?x sensor nodes 102 to physical objects 
in each cargo container according to the blueprint. The 
physical objects may be in ?xed locations (e.g., exterior 
Walls, interior Walls, ?oor, and/or ceiling of a cargo con 
tainer) or portable (e.g., chemical drums themselves). The 
program modules 134a, 1341) of each sensor node 102 
includes executable code that is provided by the enterprise 
server 106 pre-deployment or post-deployment as previ 
ously described. 

[0031] As shoWn in FIG. 2, to generate a sensor netWork 
model 200, the modeling tool 150 takes an input a require 
ment analysis document 202, a physical environment model 
204, a sensor constraint model 206, and a domain-speci?c 
model 208. Each of the models (i.e., the physical environ 
ment model 204, the sensor constraint model 206, and the 
domain-speci?c model 208) can be pre-built and stored 
(typically as code in a single ?le) in a model database 118 
for subsequent retrieval by the modeling tool 150. Altema 
tively, one or more of the models 204-208 can be built by the 
modeling tool 150 using information provided by a user 114 
and/or retrieved from the application database 116. For 
example, the modeling tool 150 can retrieve information 
about the raW materials and end products (e. g., composition, 
physical data, toxicity, and reactivity) as Well as laWs and 
regulations governing EH&S issues in a particular country 
to generate the domain-speci?c model 208. 

[0032] Typically, company personnel prepare a require 
ment analysis document 202 during the early stages of a 
sensor netWork deployment life cycle. The requirement 
analysis document 202 states, in business terms, the needs or 
objectives of the company that are to be satis?ed by deploy 
ing a sensor netWork deployment in the storage facility. 
Generally, the requirement analysis document 202 includes 
a collection of requirements expressed in the form of “shall” 
statements. Each “shall” statement represents a unique and 
speci?c requirement that the deployed sensor netWork Will 
be measured against to ensure conformity to the require 
ments. An example of a “shall” statement in the storage 
facility scenario is: “The deployed sensor netWork shall 
ensure that EH&S laWs and regulations are satis?ed.” 
Another example is: “The deployed sensor netWork shall 
ensure that company personnel are alerted When a dangerous 



US 2006/0152355 A1 

situation is detected.” The “shall” statements essentially 
function as a task list that speci?es the deliverables that 
Would render the deployed sensor network as successful 
from the company’s perspective. A user 114 interacting With 
the modeling tool 150 can translate the “shall” statements 
provided in the requirement analysis document 202 to a 
logical format that is parsable into programming code. In 
one example, the user translates the “shall” statements into 
logical statements, each formed by a plurality of variables 
associated With each other through logical operators. In this 
manner, a logical representation of the requirement analysis 
document 202 is generated and may subsequently be used by 
the modeling tool 150. 

[0033] Aphysical environment model 204 de?nes a physi 
cal space in Which the sensor netWork 104 is to be deployed. 
The physical environment model 204 is used by the mod 
eling tool 150 to identify the physical constraints of the, e. g., 
cargo containers that have to be accounted for in order to 
generate an effective sensor netWork 104. In the example 
scenario, the physical environment model 204 provides a 
description (e.g., text and/ or graphical) of each type of cargo 
container that is used for transporting the chemical drums, 
e.g., in terms of the physical dimensions of the cargo 
container, the types of materials used to construct the Walls, 
ceiling, and ?oor of the cargo container, and the type and/or 
location of insulation (if any). 

[0034] The physical environment model 204 also provides 
descriptions of environmental situations that the cargo con 
tainers may experience during storage and transportation. 
Examples of environmental situations include a ground 
transportation situation, a rail transportation situation, a sea 
transportation situation, and a Warehouse storage situation. 
Each description of an environmental situation generally 
includes statements describing environmental conditions 
that a cargo container may encounter. Environmental con 
ditions can be broadly categorized into climatic environ 
mental conditions and mechanical environmental condi 
tions. Examples of climatic environmental conditions 
include Wind, precipitation, sand and dust, atmospheric salt 
and brine spray, humidity, solar radiation, high or loW 
temperature, thermal shock, high or loW pressure, and gas. 
Examples of mechanical environmental conditions include 
shock, vibration, collision, acceleration, and noise. 

[0035] A sensor constraint model 206 de?nes constraints 
that apply at an individual sensor node-level or at a sensor 

netWork-level. The sensor constraint model 206 is used by 
the modeling tool 150 to identify physical, functional and/or 
operational constraints With respect to the sensors that have 
to be accounted for in order to generate an effective sensor 
network 104. In the example scenario, the sensor constraint 
model 206 accounts for constraints that apply uniformly to 
all sensor nodes 102 (e.g., battery poWer, processing capa 
bility, memory siZe, signal range, and netWork bandWidth), 
constraints that are sensor-type speci?c (e.g., the sensing 
coverage of a temperature sensor as compared to the sensing 
coverage of a humidity sensor, the directional parameters of 
a camera sensor), as Well as constraints that are netWork 
speci?c (e.g., arrangement of sensor nodes to provide reli 
able communication in the event of node outages) 

[0036] A domain-speci?c model 208 describes rules that 
enable a sensor netWork 104 to be tailored to a speci?c 
application domain (e.g., monitoring cargo containers for 
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storing chemical drums as compared to monitoring cargo 
containers for storing electronic devices). In the example 
scenario, the domain-speci?c model 208 includes a set of 
storage rules regarding storage conditions and incompatible 
goods. An example storage condition rule requires certain 
chemical drums to be stored according to a certain tempera 
ture or humidity requirements. The incompatible goods rules 
dictate that certain chemicals that are particularly reactive 
With each other should not be stored in proximity With each 
other. The domain-speci?c model 208 may provide other 
types and sets of rules. 

[0037] In one implementation, prior to generating the 
sensor netWork model, the modeling tool 150 provides a 
graphical user interface through Which a user 114 selects one 
or more sensor netWork factors 210, e.g., cost, maximum 
number of sensor nodes, maximum number of sensors of a 
particular type, poWer consumption per node, aggregate 
poWer consumption across the sensor netWork, and band 
Width ef?ciency. The modeling tool 150 then takes as input 
the requirement analysis document 202, the physical envi 
ronment model 204, the sensor constraint model 206, and 
the domain-speci?c model 208, and generates a sensor 
netWork model 200 that is optimiZed based on the user 
speci?ed factor(s) 210. In one example sensor netWork 
model 200, each sensor node 102 to be deployed is repre 
sented in the sensor netWork model 200 by information 
including, but not limited to location coordinates and sensor 
types. 

[0038] Once the sensor netWork model 200 has been 
generated and approved by the company, the sensor nodes 
102 are deployed based on the sensor netWork model 200. In 
one implementation, the enterprise server 106 includes an 
automatic code generator 152 that translates the sensor 
netWork model 200 into items of executable code 250. Each 
item of executable code 250 is associated With a particular 
sensor node 102 in the sensor netWork model 200, and may 
be loaded into the memory 124 of that sensor node 102 
pre-deployment or post-deployment. 

[0039] Each sensor node 102 can be further programmed 
With data for use in comparison testing. Such data includes 
multiple sets of threshold values, multiple sets of ideal 
values, and a false alarm history log ?le. Each set of 
threshold values includes threshold values for a number of 
environmental conditions given a particular environmental 
situation. The threshold values for a particular environmen 
tal condition (e.g., temperature) may vary from set to set. 
Generally, the threshold values of a set de?ne the upper or 
loWer bounds of the environmental conditions of a cargo 
container (in Which the sensor node is deployed) given the 
environmental situation. Each set of ideal values includes a 
combination of ideal values for environmental conditions of 
a cargo container given a speci?c environmental situation. 
As With the threshold values, the ideal values for a particular 
environmental condition may vary from set to set. In some 
instances, rather than storing a single ideal value for an 
environmental condition per set, a range of ideal values may 
be stored. The false alarm (“FA”) history log ?le includes 
multiple sets of historic ?ltered sensor readings. Each set of 
historic ?ltered sensor readings includes a combination of 
?ltered sensor readings for environmental conditions of a 
cargo container given a speci?c environmental situation. 
Each set of historic ?ltered sensor readings corresponds With 
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an event occurring within the sensor network 104 that was 
subsequently con?rmed by company personnel as being a 
false alarm event. 

[0040] As previously-discussed, each sensor node can be 
programmed to process sensed raw data autonomously or in 
cooperation with neighboring sensor nodes to generate ?l 
tered sensor readings. If the processing involves multiple 
sensors, the sensor node typically processes the sensed raw 
data by sensor-type in order to generate condition-related 
?ltered sensor readings. Examples of ways in which a 
vibration-related ?lter sensor reading may be generated 
include (but are not limited to) the following: 

[0041] Processing vibration-related sensed raw data 
from one or more sensors on a sensor node. 

[0042] Processing vibration-related sensed raw data 
from sensors on a number of sensor nodes within a 

cargo container. 

[0043] The ?ltered sensor readings (“?ltered sensor read 
ings under test”) may then be analyZed to determine whether 
an event has occurred within the sensor network 104. FIG. 
3 shows one such process 300 implemented by a sensor node 
A 10211. The sensor node A 10211 ?rst identi?es (302) the 
environmental situation experienced by the cargo container 
in which it is deployed. The identi?cation may be based on 
an internal assessment (e.g., comparing the ?ltered sensor 
readings under test with sets of ideal values, and based on 
the comparison, identifying the set of ideal values most 
similar to ?ltered sensor readings under test) or an external 
input (e.g., receiving location information from the enter 
prise server 106). 

[0044] The sensor node A 10211 then selects (304) a set of 
threshold values based on the identi?cation, and compares 
(306) the ?ltered sensor readings under test with correspond 
ing threshold values of the selected set to determine (308) 
whether any of the ?ltered sensor readings under test exceed 
corresponding threshold values. If none of the ?ltered sensor 
readings under test exceed corresponding threshold values, 
the process (300) is terminated (310). 

[0045] Suppose, for example, that the sensor node A 10211 
identi?es the cargo container as experiencing a rail trans 
portation situation. The sensor node A 10211 retrieves from 
its memory the set of threshold values associated with the 
rail transportation system, compares the ?ltered sensor read 
ings under test with the retrieved set of threshold values, and 
determines that a vibration-related ?ltered sensor reading 
under test exceeds the vibration-related threshold value. 

[0046] In one implementation, the sensor node A 10211 
automatically generates an alert, which noti?es the enter 
prise server 106 that a dangerous situation may exist within 
the cargo container. 

[0047] In the illustrated implementation, the sensor node A 
10211 obtains (312) a vibration-related ?ltered sensor reading 
from a sensor node B 10219 in a neighboring cargo container, 
e.g., by sending a message to the sensor node B requesting 
its most recent vibration-related ?ltered sensor reading. 
Upon receipt, the sensor node A 10211 compares (314) the 
vibration-related ?ltered sensor reading from sensor node B 
10219 with the vibration-related threshold value (from 304) 
to determine (316) whether the vibration-related ?ltered 
sensor reading from sensor node B 10219 exceeds the vibra 
tion-related threshold value. 
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[0048] An alert is generated (318) by the sensor node A 
10211 if the vibration-related ?ltered sensor reading from 
sensor node B 1021) does not exceed the vibration-related 
threshold value as this is an indication that the cargo 
container in which the sensor node A 10211 is deployed is 
experiencing a unique instance of excessive vibration. 

[0049] If, however, the vibration-related ?ltered sensor 
reading from sensor node B 10219 exceeds the vibration 
related threshold value, the sensor node A 10211 compares 
(320) the set of ?ltered sensor readings under test with the 
FA history log ?le to determine (322) whether the set of 
?ltered sensor readings under test closely approximates any 
of the sets of historic ?ltered sensor readings given the same 
environmental situation. If so, the sensor node A 10211 
terminates (310) the process (300), unless there is an indi 
cation that the excessive vibrations has persisted for a 
prolonged period of time, in which case an alert may be 
generated by the sensor node A 10211. If, however, the set of 
?ltered sensor readings under test does not closely approxi 
mate any of the sets of historic ?ltered sensor readings, an 
alert is generated (324) by the sensor node A 10211. 

[0050] In addition to providing a sensor node identi?er 
that enables company personnel to subsequently locate the 
sensor node 102 that generated the alert, the alert may 
include information such as a time-stamp, the set of ?ltered 
sensor readings under test, and an environmental situation 
identi?er. Such information can be collected by the enter 
prise server 106 and added to an alert history log ?le for the 
sensor node 102, cargo container, sensor network 104, or 
some combination thereof. Once company personnel has 
investigated the situation arising from the alert, feedback 
may be provided to the enterprise server 106 to con?rm 
whether a dangerous situation indeed existed in the cargo 
container or whether a false alarm was raised. In the event 
of a false alarm, the information provided in the alert may 
be added to the FA history log ?le. 

[0051] The techniques and all of the functional operations 
described in the attached documentation can be imple 
mented in digital electronic circuitry, or in computer soft 
ware, ?rmware, or hardware, including the structural means 
disclosed in this speci?cation and structural equivalents 
thereof, or in combinations of them. The techniques can be 
implemented as one or more computer program products, 
i.e., one or more computer programs tangibly embodied in 
an information carrier, e.g., in a machine-readable storage 
device or in a propagated signal, for execution by, or to 
control the operation of, data processing apparatus, e.g., a 
programmable processor, a computer, or multiple comput 
ers. A computer program (also known as a program, soft 
ware, software application, or code) can be written in any 
form of programming language, including compiled or 
interpreted languages, and it can be deployed in any form, 
including as a stand-alone program or as a module, compo 
nent, subroutine, or other unit suitable for use in a computing 
environment. A computer program does not necessarily 
correspond to a ?le. A program can be stored in a portion of 
a ?le that holds other programs or data, in a single ?le 
dedicated to the program in question, or in multiple coor 
dinated ?les (e.g., ?les that store one or more modules, 
sub-programs, or portions of code). Acomputer program can 
be deployed to be executed on one computer or on multiple 
computers at one site or distributed across multiple sites and 
interconnected by a communication network. 
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[0052] The processes and logic ?oWs described in this 
speci?cation, including the method steps of the techniques, 
can be performed by one or more programmable processors 
executing one or more computer programs to perform func 
tions of the techniques by operating on input data and 
generating output. The processes and logic ?oWs can also be 
performed by, and apparatus of the techniques can be 
implemented as, special purpose logic circuitry, e.g., an 
FPGA (?eld programmable gate array) or an ASIC (appli 
cation-speci?c integrated circuit). 

[0053] Processors suitable for the execution of a computer 
program include, by Way of example, both general and 
special purpose microprocessors, and any one or more 
processors of any kind of digital computer. Generally, a 
processor Will receive instructions and data from a read-only 
memory or a random access memory or both. The essential 

elements of a computer are a processor for executing 
instructions and one or more memory devices for storing 
instructions and data. Generally, a computer Will also 
include, or be operatively coupled to receive data from or 
transfer data to, or both, one or more mass storage devices 

for storing data, e.g., magnetic, magneto-optical disks, or 
optical disks. Information carriers suitable for embodying 
computer program instructions and data include all forms of 
non-volatile memory, including by Way of example semi 
conductor memory devices, e.g., EPROM, EEPROM, and 
?ash memory devices; magnetic disks, e.g., internal hard 
disks or removable disks; magneto-optical disks; and CD 
ROM and DVD-ROM disks. The processor and the memory 
can be supplemented by, or incorporated in, special purpose 
logic circuitry. 

[0054] The techniques can be implemented in a computing 
system that includes a back-end component (e.g., a data 
server), a middleWare component (e.g., an application 
server), or a front-end component (e.g., a client computer 
having a graphical user interface or a Web broWser through 
Which a user can interact With an implementation of the 

techniques), or any combination of such back-end, middle 
Ware, and front-end components. The components of the 
system can be interconnected by any form or medium of 
digital data communication, e. g., a communication netWork. 
Examples of communication netWorks include a local area 
netWork (“LAN”) and a Wide area netWork (“WAN”), e.g., 
the Internet. 

[0055] The computing system can include clients and 
servers. A client and server are generally remote from each 
other and typically interact through a communication net 
Work. The relationship of client and server arises by virtue 
of computer programs running on the respective computers 
and having a client-server relationship to each other. 

[0056] Other embodiments are Within the scope of the 
folloWing claims. The folloWing are examples for illustra 
tion only and not to limit the alternatives in any Way. The 
techniques described herein can be performed in a different 
order and still achieve desirable results. Although the tech 
niques are described using cargo container transportation 
examples, the techniques described herein can be used to 
mitigate false alarms using sensor netWorks that deployed in 
any number of environments. 
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What is claimed is: 
1. A method comprising: 

at a sensor node Within a sensor netWork, processing a set 
of sensor readings to determine Whether an event has 
occurred, the set of sensor readings comprising one or 
more sensor readings for corresponding environmental 
conditions, the processing comprising: 

determining Whether a sensor reading exceeds a corre 
sponding threshold value for an environmental condi 
tion, and if so, comparing the set of sensor readings 
With a history log ?le to determine Whether a false 
alarm event has occurred. 

2. The method of claim 1, further comprising: 

receiving sensed data from a plurality of sensors; and 

processing the sensed data to generate the set of sensor 
readings. 

3. The method of claim 2, Wherein one or more of the 
plurality of sensors are located on one or more remote sensor 

nodes Within the sensor netWork. 
4. The method of claim 1, Wherein the processing further 

comprises: 
identifying an environmental situation for the sensor 

node. 
5. The method of claim 4, Wherein the processing further 

comprises: 

selecting a set of threshold values associated With the 
identi?ed environmental situation, the selected set 
including threshold values for corresponding environ 
mental conditions; and 

comparing the set of sensor readings With the selected set 
of threshold values to determine Whether a sensor 
reading exceeds its corresponding threshold value for 
an environmental condition. 

6. The method of claim 4, Wherein identifying the envi 
ronmental situation comprises: 

comparing the set of sensor readings With one or more sets 
of ideal values, each set including ideal values for 
corresponding environmental conditions given an envi 
ronmental situation; and 

identifying the environmental situation for the sensor 
node based on the comparison. 

7. The method of claim 1, Wherein the history log ?le 
comprises one or more sets of historic sensor readings for 
corresponding environmental conditions, each set being 
associated With an environmental situation. 

8. The method of claim 1, further comprising: 

generating an alert if the determination is made that a false 
alarm event has not occurred; and 

sending the alert to a remote computing system. 
9. The method of claim 8, Wherein the alert comprises a 

sensor node identi?er and the set of sensor readings. 
10. A computer program product, tangibly embodied in an 

information carrier, the computer program product being 
operable to cause a machine at a sensor node Within a sensor 

netWork to: 

process a set of sensor readings to determine Whether an 
event has occurred, the set of sensor readings compris 
ing one or more sensor readings for corresponding 
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environmental conditions, the product being operable 
to cause the machine to process by: 

determining Whether a sensor reading exceeds its corre 
sponding threshold value for an environmental condi 
tion, and if so, comparing the set of sensor readings 
With a history log ?le to determine Whether a false 
alarm event has occurred. 

11. The computer program product of claim 10, being 
further operable to cause a machine to: 

receive sensed data from a plurality of sensors; and 

process the sensed data to generate the set of sensor 
readings. 

12. The computer program product of claim 11, being 
further operable to cause a machine to: 

receive sensed data from one or more sensor located on 

one or more remote sensor nodes Within the sensor 

netWork. 
13. The computer program product of claim 10, being 

further operable to cause a machine to: 

identify an environmental situation for the sensor node. 
14. The computer program product of claim 13, being 

further operable to cause a machine to: 

select a set of threshold values associated With the iden 
ti?ed environmental situation, the selected set includ 
ing threshold values for corresponding environmental 
conditions; and 

compare the set of sensor readings With the selected set of 
threshold values to determine Whether a sensor reading 
exceeds its corresponding threshold value for an envi 
ronmental condition. 

15. The computer program product of claim 13, being 
further operable to cause a machine to: 

compare the set of sensor readings With one or more sets 
of ideal values, each set including ideal values for 
corresponding environmental conditions given an envi 
ronmental situation; and 
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identify the environmental situation for the sensor node 
based on the comparison. 

16. The computer program product of claim 10, Wherein 
the history log ?le comprises one or more sets of historic 
sensor readings for corresponding environmental condi 
tions, each set being associated With an environmental 
situation. 

17. The computer program product of claim 10, being 
further operable to cause a machine to: 

generate an alert if the determination is made that a false 
alarm event has not occurred; and 

send the alert to a remote computing system. 
18. The computer program product of claim 17, Wherein 

the alert comprises a sensor node identi?er and the set of 
sensor readings. 

19. A system comprising: 

memory in Which a plurality of data sets are stored, the 
plurality of data sets comprising one or more sets of 
historic sensor readings and one or more sets of thresh 
old values, each data set being associated With an 
environmental situation; and 

a processor to execute a program con?gured to: 

identify an environmental situation for the sensor node; 

determine Whether a set of sensor readings fails to 
satisfy the set of threshold values associated With the 
identi?ed environmental situation, and if so, com 
pare the set of sensor readings With one or more sets 
of historic sensor readings to determine Whether a 
false alarm event has occurred. 

20. The system of claim 19, Wherein the program is 
further con?gured to: 

receive sensed data from a plurality of sensors; and 

process the sensed data to generate the set of sensor 
readings. 


