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Correspondence Address: (57) ABSTRACT 
COHEN, PONTANI, LIEBERMAN & PAVANE The invention relates to a method for monitoring the execu 
551 FIFTH AVENUE tion of a program in a microcomputer of an electronic 
SUITE 1210 device, especially a sensor circuit for motor vehicles. 
NEW YORK, NY 10176 (Us) According to the inventive method, the program processes 

input data and produces output data, copies a program in 
addition to the program Which is executed, said copy being 

(21) App1_ NO; 10/562,741 stored in an address area in the micro-computer other than 
the program, using the input data provided for the program. 

(22) PCT Filed; Jun, 1, 2004 The output data of the copy is compared to the data of the 
program and an error message is produced if the programs 

(86) PCT No.: PCT/EP04/50979 are not consistent. 
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METHOD FOR MONITORING THE EXECUTION 
OF A PROGRAM IN A MICRO-COMPUTER 

[0001] The invention relates to a method for monitoring 
the program execution in a microcomputer in an electronic 
appliance, particularly a sensor circuit for motor vehicles, 
Where the program processes input data and generates output 
data. 

[0002] In electronic appliances Which are equipped With a 
microcomputer, faults in the microcomputer, particularly in 
the case of erroneous program execution, can result in 
failures and malfunctions. In the case of sensor circuits for 
motor vehicles and other safety-related appliances, such 
errors can result in threats, Which need to be avoided With a 
very high level of certainty. 

[0003] It is therefore an object of the present invention to 
monitor the program execution in a microcomputer as fully 
and certainly as possible and hence to use a suitable alarm 
signal to inform users or to initiate countermeasures in 
connected systems. 

[0004] This object is achieved in a ?rst embodiment of the 
invention in that in addition to the execution of the program 
a copy of the program, Which is stored in a different address 
area than the program in the microcomputer, is executed 
With the input data intended for the program, and in that the 
output data from the copy are compared With those from the 
program and an error message is generated if they do not 
match. This embodiment takes account of the fact that in an 
inherently sound program a hardWare-related error during 
the execution of the program does not also occur for an 
identical program. 

[0005] With one development, the copy of the program 
can be checked by virtue of further execution of the copy 
being provided Which involves processing prescribed test 
data, in that the output data from the further execution of the 
copy are compared With comparative data stored in a 
memory, and in that an error message is generated if they do 
not match. 

[0006] To be able to inspect the overall execution of the 
program, including the program used for monitoring, one 
development of the inventive method has provision that 
folloWing the execution of the program and folloWing the 
execution of program portions Which are used to perform the 
inventive method a respective ?ag is set or changed, and that 
an error message is generated if not all the ?ags have been 
set or changed. 

[0007] A second embodiment of the invention is used for 
monitoring the program execution in at least tWo intercon 
nected microcomputers in an electronic appliance, particu 
larly a sensor circuit for motor vehicles, and consists in that 
one of the microcomputers generates a request Which is 
transmitted to the other microcomputer and there uses 
prescribed input data to prompt the execution of a program, 
in that a response Which is dependent on the output data is 
returned to the one microcomputer, and in that the one 
microcomputer compares the request and the response With 
one another. In this case too, provision may again be made 
for the program to be a copy of a program Which performs 
the actual function of the other microcomputer. 

[0008] In the second embodiment of the invention, both 
monitoring of that computer in Which said program is 
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running and inspection of the monitoring are possible by 
virtue of the response being falsi?ed from time to time, 
Which the other microcomputer ?rst of all identi?es as an 
error in the one microcomputer, but Which the one micro 
computer expects and checks. 

[0009] In this case too, the program execution can be 
inspected in that folloWing the execution of the program and 
folloWing the execution of program portions Which are used 
for performing the inventive method a respective ?ag is set 
or changed, and in that an error message is generated if not 
all the ?ags have been set or changed, and again the 
inspection function of the other computer is monitored by 
virtue of the content of the ?ag register being falsi?ed from 
time to time, Which the other microcomputer ?rst of all 
identi?es as an error in the one microcomputer, but Which 
the one microcomputer expects and checks. 

[0010] Since the respective other computer cannot distin 
guish betWeen errors during the program execution and the 
errors intentionally introduced from time to time, one devel 
opment has provision that an error counter in one of the 
microcomputers counts errors Which have been detected for 
the respective other microcomputer, and that if an incorrect 
response and/or a falsi?cation in the ?ag register is/are 
added then the counter reading of the error counter in that 
microcomputer in Which the incorrect response or the fal 
si?cation in the content of the ?ag register Was/Were added 
is not changed. 

[0011] The invention permits numerous embodiments. 
TWo of these are shoWn schematically in the draWing With 
reference to a plurality of ?gures and are described beloW. In 
the draWing: 

[0012] FIG. 1 shoWs a block diagram of an application 
example for the invention method, 

[0013] FIG. 2 shoWs an illustration of various functions 
for monitoring the program execution in a microcomputer, 

[0014] FIG. 3 shoWs a ?owchart for a program for imple 
menting the functions explained in FIG. 2, and 

[0015] FIG. 4 shoWs the reciprocal monitoring of tWo 
microcomputers in the form of a block diagram. 

[0016] In connection With the exemplary embodiments, 
the program is also called a softWare routine. 

[0017] The application example shoWn in FIG. 1 is a 
rotation rate sensor for a motor vehicle, With a vibrational 
gyroscope 1, Which is part of a sensor module 2. The latter 
has a series of circuits for operating the vibrational gyro 
scope and for evaluating the signals from the vibrational 
gyroscope, including a microcomputer 3, inter alia. The 
latter is connected via an SPI bus 4 to a further microcom 
puter 5, Which is subsequently also called a host. From this, 
the rotation rate information passes via a CAN bus driver 6 
to a CAN bus 7 for forWarding to other systems in the motor 
vehicle. 

[0018] Since it is not required in order to understand the 
invention, a more detailed explanation of the vibrational 
gyroscope 1 and of the sensor module 2 is not given. The 
safety relevance of the rotation rate sensor means that there 
is provision for correct operation of the microcomputers 3, 
5, particularly the program execution, to be monitored. 
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[0019] In the example shown in FIG. 2, those functions 
which are used for the actual operation of the microcom 
puter (primary function) are shown as rectangles. At 11, 
input data are readifor example from the circuits of the 
sensor module 2 which are indicated in FIG. liand are 
processed at 12 in the software routine which is to be 
monitored. The results of this program execution are output 
at 13iultimately onto the CAN bus 7 in the case of FIG. 
1. The microcomputers in question normally operate with a 
series of software routines, which complement one another 
to form a program system. FIG. 2 shows the monitoring of 
a routine, which is particularly important when a plurality of 
routines are provided. The inventive method can also be 
used to monitor a plurality of routines, however. 

[0020] The microcomputer 3, 5 (FIG. 1) stores, apart from 
the software routine which is to be monitored, a copy of the 
software routineisubsequently called the copyiin another 
address area. To check correct program execution of the 
original routine, in a ?rst step the copy is executed with the 
same input data at 14. The output data from this program 
execution are compared with the output data from the 
original routine at 15. If they differ, an alarm is triggered at 
16. 

[0021] In a further step, program execution of the copy is 
effected with test data 17. The output data from this program 
execution are compared with stored expected results, which 
are stored in a lookup table 18, at 19. If di?‘erences arise 
here, an alarm is likewise triggered at 16. 

[0022] To monitor whether the monitoring illustrated in 
FIG. 2 is actually taking place, provision is made for 
performance of the program execution for the original 
routine at 12 and performance of the comparisons at 15, 19 
to be followed by ?ags being set in a register 20. At 21, a 
check is then performed to determine whether all the ?ags 
have been set. If this is not the case, an alarm is triggered at 
22. 

[0023] FIG. 3 shows the monitoring program already 
explained with reference to FIG. 2 as a ?owchart, which is 
repeated every 25 ms, for example. In this case, a ?rst 
program step 31 ?rst of all involves the original routine 
being executed, followed by the copy at 32, and at 33 the 
results are compared. In program step 34, the copy is then 
executed with the test data. The results of the program 
execution 34 are then compared with one another at 35. At 
36, a check is performed to determine whether all the ?ags 
have been set, and at 37 the ?ag register is then initialiZed, 
i.e. reset, if the ?ags are being set, as explained in connection 
with FIG. 2. Alternatively, toggling can be performed 
instead of setting the set. 

[0024] FIG. 4 is used to explain the reciprocal monitoring 
of two microcomputers 3, 5 (FIG. 1). The elongate rect 
angles 41, 42 represent data telegrams on the SPI bus 4 
(FIG. 1), each with an identi?er, a plurality of user data 
words and a checksum. The structure which is also shown is 
present on the two microcomputers which are monitoring 
one another. 

[0025] To check the respective other microcomputer, the 
one computer generates a request (Request index) at 43 and 
this request is transmitted via the SPI bus 4 to the other 
microcomputer. There, input data for the software routine 
which is to be checked are read from a table 44. These data 
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are transferred to a program 45 which essentially contains 
parts 11 to 15 of the illustration shown in FIG. 2, i.e. in this 
component the other microcomputer performs its primary 
function and also executes a copy of the software routine. 

[0026] The output data from the software routine are 
converted in a further table 46 into a response (Response 
index), which is transmitted to the one microcomputer (see 
data word 47 in the data telegram 42). Expediently, the 
request and the response contain only a respective index 
stating which input data stored in the table 44 are to be used 
for the software routine which is to be checked or which data 
in the table 46 are the ones to which the calculated output 
data correspond. 

[0027] The other microcomputer receives a response (data 
word 48 in the data telegram 41) and compares this response 
at 49 with the expected response. If the two match, it is 
assumed that the other microcomputer is operating correctly 
in this respect. If discrepancies arise, however, an error 
counter 50 is incremented. From time to time, errors are 
introduced into the output data from the table 46, that is to 
say into the response, which result in an incorrect response 
47 even if the copy 14 is being executed correctly. 

[0028] However, that microcomputer which receives the 
incorrect response cannot identify whether this is a subse 
quently introduced error or an error as a result of incorrectly 
performed program execution. In a similar manner, the ?ags 
described in connection with FIG. 2 are suppressed at 52. 
The ?ags (called SR ?ags in FIG. 4) are introduced into the 
data telegram 42 at 53. In the case of the other program from 
the microcomputer in program part 54, they result in an error 
message if they have not all been set or toggled. 

[0029] In addition, the counter reading on the error 
counter 50 is added to the data telegram 42 as a further data 
word 55. The microcomputer can take the data word 55 from 
the data telegram 41 and can check at 56 whether the counter 
reading corresponds to the expected value. If this is not the 
case, an error message is likewise transmitted to the error 
counter 50. The function 56 receives messages from the 
functions 51, 52 if the respective data have been falsi?ed, so 
that this is taken into account for the comparison between 
the transmitted counter reading and the expected counter 
reading. This allows the functions 51 and 52 to implement 
the monitoring by the other microcomputer correctly. The 
counter reading on the counter 50 is checked at 57 to 
determine whether a prescribed threshold value has been 
reached. If this is the case, an alarm is triggered at 58. 

1.-9. (canceled) 
10. A method for monitoring program execution in a 

microcomputer in a sensor circuit for motor vehicles, com 
prising the steps of: 

executing, by the microcomputer, a program including 
processing input data and generating ?rst output data; 

executing a copy of the program with the input data 
intended for the program and generating a second 
output data, the copy being stored in a different address 
area than the program in the microcomputer; and 

comparing the second output data from the copy with the 
?rst output data from the program and generating an 
error message if the second output data from the copy 
do not match the ?rst output data from the program. 
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11. The method of claim 10, further comprising the step 
of further executing the copy for processing prescribed test 
data and generating third output data from the prescribed test 
data, comparing the third output data generated from the 
prescribed test data With comparative data stored in a 
memory, and generating an error message if the third output 
data generated from the prescribed test data do not match the 
comparative data. 

12. The method of claim 10, further comprising the steps 
of one of setting or changing a respective ?ag following the 
execution of program portions of the program, and gener 
ating an error message if not all the ?ags have been set or 
changed folloWing the execution of the program. 

13. A method for monitoring the program execution in at 
least tWo interconnected microcomputers in a sensor circuit 
for motor vehicles, comprising the steps of: 

generating, by one of the microcomputers, a request 
Which is transmitted to the other microcomputer; 

using, by the other of the microcomputers, prescribed 
input data to prompt the execution of a program in 
response to receipt of the request; 

returning, by the other of the microcomputers, a response 
Which is dependent on the input data is returned to the 
one of the microcomputers; and 

comparing, in the one of the microcomputers, the request 
and the response With one another. 

14. The method of claim 13, Wherein the program is a 
copy of another program Which performs the actual function 
of the other of the microcomputers. 

15. The method of claim 13, further comprising the steps 
of introducing a falsi?cation, by the other of the microcom 
puters, in the response; 

identifying, by the other of the microcomputers, the 
falsi?cation as an error in the response provided to the 
one of the microcomputers; and 
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expecting, by the one of the microcomputers, and check 
ing for the falsi?cation. 

16. The method of claim 13, further comprising the steps 
of one of setting or changing, the other of the microcom 
puters, a respective ?ag in a ?ag register folloWing the 
execution of program portions of the program, and gener 
ating an error message if not all the ?ags have been set or 
changed folloWing the execution of the program. 

17. The method of claim 16, further comprising the steps 
of introducing a falsi?cation, by the other of the microcom 
puters, in the ?ag register; 

identifying, by the other of the microcomputers, the 
falsi?cation as an error in the response provided to the 
one of the microcomputers; and 

expecting, by the one of the microcomputers, and check 
ing for the falsi?cation. 

18. The method of claim 15, further comprising the steps 
of counting errors using an error counter in the one of the 
microcomputers Which have been detected for the other of 
the microcomputers; and 

not changing the error counter for errors caused by the 
falsi?cations introduced by the other of the microcom 
puters in the response. 

19. The method of claim 17, further comprising the steps 
of counting errors using an error counter in the one of the 
microcomputers Which have been detected for the other of 
the microcomputers; and 

not changing the error counter for errors caused by the 
falsi?cations in the ?ag register by the other of the 
microcomputers. 


