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(57) ABSTRACT 

A method for detecting undesirable emails is disclosed. The 
method combines input from tWo or more spam classi?ers to 

provide improved classi?cation effectiveness and robust 
ness. The method’s effectiveness is improved over that of 

any one constituent classi?er in the sense that the detection 

rate is increased and/or the false positive rate is decreased. 
The method’s robustness is improved in the sense that, if 
spammers temporarily elude any one constituent classi?er, 
the other constituent classi?ers Will still be likely to catch the 
spam. The method includes obtaining a score from each of 

a plurality of constituent spam classi?ers by applying them 
to a given input email. The method further includes obtain 
ing a combined spam score from a combined spam classi?er 

that takes as input the plurality of constituent spam classi?er 
scores, the combined spam classi?er being computed auto 
matically in accordance With a speci?ed false-positive vs. 
false-negative tradeoiT. The method further includes identi 
fying the given input email as an undesirable email if the 
combined spam score indicates that the input e-mail is 
undesirable. 
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From: / / 

To: j ohn@company.com 

Date: April 4, 2004 / M’ 

Subject: New over-the-counter drug ?ghts any disease !! Buy now!!! 

Hi! I want to tell you about a brand new drug that ?ghts any disease 
/—- .2/ 

known to man. Eris new over-the-counter drug has been ~provenlto ?ght 

any kind of ailment known to man. You can buy it now for the low price 

Lo‘! of $19.99. Don’t lose this opportunity to enrich your life and better your 

health! @it our web site to get this drug toda? www.superclrug.corn' 

M1 

FIG. 2 
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DETECTING SPAM EMAIL USING MULTIPLE 
SPAM CLASSIFIERS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] Not Applicable. 

COPYRIGHT 

[0002] All of the material in this patent application is 
subject to copyright protection under the copyright laWs of 
the United States and of other countries. As of the ?rst 
effective ?ling date of the present application, this material 
is protected as unpublished material. However, permission 
to copy this material is hereby granted to the extent that the 
copyright oWner has no objection to the facsimile reproduc 
tion by anyone of the patent documentation or patent dis 
closure, as it appears in the United States Patent and 
Trademark Of?ce patent ?le or records, but otherWise 
reserves all copyright rights Whatsoever. 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH OR DEVELOPMENT 

[0003] Not Applicable. 

INCORPORATION BY REFERENCE OF 
MATERIAL SUBMITTED ON A COMPACT 

DISC 

[0004] Not Applicable. 

FIELD OF THE INVENTION 

[0005] The invention disclosed broadly relates to the ?eld 
of electronic mail or e-mail and more particularly relates to 
the ?eld of detecting and eliminating unsolicited e-mail or 
spam. 

BACKGROUND OF THE INVENTION 

[0006] The emergence of electronic mail, or e-mail has 
changed the face of modern communication. Today, millions 
of people every day use e-mail to communicate instanta 
neously across the World and over international and cultural 
boundaries. The Nielsen polling group estimates that the 
United States alone boasts 183 million e-mail users out of a 
total population of 280 million. The use of e-mail, hoWever, 
has not come Without its drawbacks. 

[0007] Almost as soon as e-mail technology emerged, so 
did unsolicited e-mail, also knoWn as spam. Unsolicited 
e-mail typically comprises an e-mail message that advertises 
or attempts to sell items to recipients Who have not asked to 
receive the e-mail. Most spam is commercial advertising for 
products, pornographic Web sites, get-rich-quick schemes, 
or quasi-legal services. Spam costs the sender very little to 
sendimost of the costs are paid for by the recipient or the 
carriers rather than by the sender. Reminiscent of excessive 
mass solicitations via postal services, facsimile transmis 
sions, and telephone calls, an e-mail recipient may receive 
hundreds of unsolicited e-mails over a short period of time. 
On average, Americans receive 155 unsolicited messages in 
their personal or Work e-mail accounts each Week With 20 
percent of e-mail users receiving 200 or more. This results 
in a net loss of time, as Workers must open and delete spam 
e-mails. Similar to the task of handling “junk” postal mail 
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and faxes, an e-mail recipient must laboriously sift through 
his or her incoming mail simply to sort out the unsolicited 
spam e-mail from legitimate e-mails. As such, unsolicited 
e-mail is no longer a mere annoyanceiits elimination is one 
of the biggest challenges facing businesses and their infor 
mation technology infrastructure. Technology, education 
and legislation have all taken roles in the ?ght against spam. 

[0008] Presently, a variety of methods exist for detecting, 
labeling and removing spam. Vendors of electronic mail 
servers, as Well as many third-party vendors, offer spam 
blocking softWare to detect, label and sometimes automati 
cally remove spam. The following US. Patents, Which 
disclose methods for detecting and eliminating spam, are 
hereby incorporated by reference in their entirety: US. Pat. 
No. 5,999,932 entitled “System and Method for Filtering 
Unsolicited Electronic Mail Messages Using Data Matching 
and Heuristic Processing,” US. Pat. No. 6,023,723 entitled 
“Method and System for Filtering UnWanted Junk E-Mail 
UtiliZing a Plurality of Filtering Mechanisms,” US. Pat. No. 
6,029,164 entitled “Method and Apparatus for OrganiZing 
and Accessing Electronic Mail Messages Using Labels and 
Full Text and Label Indexing,” US. Pat. No. 6,092,101 
entitled “Method for Filtering Mail Messages for a Plurality 
of Client Computers Connected to a Mail Service System,” 
US. Pat. No. 6,161,130 entitled “Technique Which UtiliZes 
a Probabilistic Classi?er to Detect Junk E-Mail by Auto 
matically Updating A Training and Re-Training the Classi 
?er Based on the Updated Training List,” US. Pat. No. 
6,167,434 entitled “Computer Code for Removing Junk 
E-Mail Messages,” US. Pat. No. 6,199,102 entitled 
“Method and System for Filtering Electronic Messages,” 
US. Pat. No. 6,249,805 entitled “Method and System for 
Filtering UnauthoriZed Electronic Mail Messages,” US. Pat. 
No. 6,266,692 entitled “Method for Blocking All UnWanted 
E-Mail (Spam) Using a Header-Based PassWord,” US. Pat. 
No. 6,324,569 entitled “Self-Removing E-mail Veri?ed or 
Designated as Such by a Message Distributor for the Con 
venience of a Recipient,” US. Pat. No. 6,330,590 entitled 
“Preventing Delivery of UnWanted Bulk E-Mail,” US. Pat. 
No. 6,421,709 entitled “E-Mail Filter and Method Thereof,” 
US. Pat. No. 6,484,197 entitled “Filtering Incoming 
E-Mail,” US. Pat. No. 6,487,586 entitled “Self-Removing 
E-mail Veri?ed or Designated as Such by a Message Dis 
tributor for the Convenience of a Recipient,” US. Pat. No. 
6,493,007 entitled “Method and Device for Removing Junk 
E-Mail Messages,” and US. Pat. No. 6,654,787 entitled 
“Method and Apparatus for Filtering E-Mail.” 

[0009] One knoWn method for eliminating spam employs 
similarity detection. In one typical implementation of simi 
larity-based methods, a large number of “decoy” or “honey 
pot” e-mail accounts associated With ?ctitious users are 
deployed, and the e-mail addresses are publiciZed to attract 
spammers. Any e-mails that are received by these e-mail 
accounts are deemed automatically to be, by de?nition, 
unsolicited e-mails, or spam. These spam e-mails are aggre 
gated into a spam e-mail corpus. Alternatively, the spam 
e-mail corpus can be formed by aggregating e-mails that 
users have voted as spam. A similarity detection method 
examines incoming e-mail, comparing it With each spam 
e-mail in the corpus. If there is a sufficient degree of match 
With one or more e-mails in the spam corpus, the e-mail is 
deemed to be spam and dealt With accordingly; otherWise 
the e-mail is not deemed to be spam, and is treated normally. 
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[0010] Unfortunately, spammers frequently invent new 
twists designed to circumvent commonly used similarity 
detectors, including adding, deleting, or modifying content 
of e-mails to make them super?cially different. This forces 
the authors of similarity-based ?lters to respond in kind with 
enhancements designed to capture the underlying similarity 
of the spammer’s e-mail messages, and the arms race cycle 
begins anew 

[0011] Other known methods for eliminating spam include 
rule-based methods based on information in the e-mail 
header and body, of which whitelists and blacklists are a 
simple example. Other known methods include Bayesian 
classi?ers, as well as other statistical methods based on 
support vector machines and decision trees. However, just as 
is the case for similarity-based detection methods, spammers 
can usually ?nd ways to elude any of these techniques, at 
least temporarily until the anti-spam methods can adapt to 
the new innovations of the spammers. This introduces a time 
window during which users can be inundated with spam 
e-mail. Since different spammers are continually ?nding 
innovative techniques that temporarily weaken the effec 
tiveness of anti-spam ?ltration techniques, users can receive 
an unacceptably high amount of spam in their inboxes. 

[0012] In short, there is no one anti-spam technique that 
can long withstand determined attack by spammers, result 
ing in a higher overall rate of spam. Therefore, a need exists 
to overcome the problems with the prior art as discussed 
above, and particularly for a way to improve both the 
effectiveness of spam ?ltration and the robustness of spam 
?ltration against continued innovation by spammers. 

SUMMARY OF THE INVENTION 

[0013] Brie?y, according to an embodiment of the present 
invention, a method for detecting whether a ?rst e-mail is 
undesirable is disclosed. The method includes inputting the 
?rst e-mail to each of a plurality of constituent spam 
classi?ers and obtaining at least one score from each of the 
plurality of constituent spam classi?ers indicating the degree 
to which the ?rst e-mail is deemed spam. The method further 
includes obtaining a combined spam score from a combined 
spam classi?er that takes as input the at least one score from 
the plurality of constituent spam classi?ers, the combined 
spam classi?er being computed automatically in accordance 
with a false-positive vs. false-negative tradeolf. The method 
further includes identifying the ?rst e-mail as an undesirable 
e-mail if the combined spam score indicates that the ?rst 
e-mail is undesirable. 

[0014] According to another embodiment of the present 
invention, a method for detecting whether a ?rst e-mail is 
undesirable is disclosed. The method includes inputting the 
?rst e-mail to a classi?er and obtaining from the classi?er a 
classi?cation of the ?rst e-mail, wherein a range of classi 
?cations includes a ?rst classi?cation indicating that the ?rst 
e-mail cannot be classi?ed as either spam or non-spam. The 
method further includes taking an action if the ?rst e-mail is 
classi?ed under the ?rst classi?cation. 

[0015] According to another embodiment of the present 
invention, a method for detecting undesirable e-mail is 
disclosed. The method includes inputting a ?rst e-mail to 
each of a plurality of constituent spam classi?ers and 
obtaining at least one score from each of the plurality of 
constituent spam classi?ers indicating the degree to which 
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the ?rst e-mail is deemed spam. The method further includes 
obtaining a combined spam score from a combined spam 
classi?er that takes as input the at least one score from each 
of the plurality of constituent spam classi?ers, at least one of 
the plurality of constituent spam classi?ers being a member 
of a similarity-detection family. The method further includes 
identifying the ?rst e-mail as an undesirable e-mail if the 
combined spam score indicates that the ?rst e-mail is 
undesirable. 

[0016] In another embodiment of the present invention, an 
information processing system for detecting whether a ?rst 
e-mail is undesirable is disclosed. The information process 
ing system includes a processor con?gured for inputting the 
?rst e-mail to each of a plurality of constituent spam 
classi?ers, obtaining at least one score from each of the 
plurality of constituent spam classi?ers indicating the degree 
to which the ?rst e-mail is deemed spam, obtaining a 
combined spam score from a combined spam classi?er that 
takes as input the at least one score from the plurality of 
constituent spam classi?ers, the combined spam classi?er 
being computed automatically in accordance with a false 
positive vs. false-negative tradeolf and identifying the ?rst 
e-mail as an undesirable e-mail if the combined spam score 
indicates that the ?rst e-mail is undesirable. 

[0017] In another embodiment of the present invention, a 
computer readable medium including computer instructions 
for detecting whether a ?rst e-mail is undesirable is dis 
closed. The computer readable medium includes inputting 
the ?rst e-mail to each of a plurality of constituent spam 
classi?ers and obtaining at least one score from each of the 
plurality of constituent spam classi?ers indicating the degree 
to which the ?rst e-mail is deemed spam. The computer 
readable medium further includes obtaining a combined 
spam score from a combined spam classi?er that takes as 
input the at least one score from the plurality of constituent 
spam classi?ers, the combined spam classi?er being com 
puted automatically in accordance with a false-positive vs. 
false-negative tradeolf. The computer readable medium fur 
ther includes identifying the ?rst e-mail as an undesirable 
e-mail if the combined spam score indicates that the ?rst 
e-mail is undesirable. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] FIG. 1 is block diagram showing the network 
architecture of one embodiment of the present invention. 

[0019] FIG. 2 is an illustration of an e-mail viewed in a 
graphical user interface, showing the generation of tokens 
for an e-mail, according to one embodiment of the present 
invention. 

[0020] FIG. 3 is block diagram showing the generation of 
tokens from an unsolicited e-mail corpus, according to one 
embodiment of the present invention. 

[0021] FIG. 4 is block diagram showing the process of 
detecting unsolicited e-mails using similarity calculations, 
according to one embodiment of the present invention. 

[0022] FIG. 5 is a ?owchart showing the control ?ow of 
the process of detecting unsolicited e-mails using similarity 
calculations, according to one embodiment of the present 
invention. 

[0023] FIG. 6 is block diagram showing the generation of 
tokens from an unsolicited e-mail corpus and from a non 
spam corpus, according to one embodiment of the present 
invention. 
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[0024] FIG. 7 is block diagram illustrating the use of the 
third class of spam classi?er, according to one embodiment 
of the present invention. 

[0025] FIG. 8 is a ?owchart showing the control ?ow of 
the process of detecting unsolicited e- mails using classi?er 
combination techniques, according to one embodiment of 
the present invention. 

[0026] FIG. 9 is a high level block diagram showing an 
information processing system useful for implementing one 
embodiment of the present invention. 

[0027] FIG. 10 is a ?owchart showing the control ?ow of 
the process of training or retraining the combined classi?er, 
according to one embodiment of the present invention. 

[0028] FIG. 11 is a ?owchart showing the control ?ow of 
the process of generating a best combined classi?er for a 
speci?ed false-positive vs. false-negative tradeolf, according 
to one embodiment of the present invention. 

[0029] FIG. 12 is a ?owchart showing the control ?ow of 
the process of categoriZing a given input e-mail, according 
to one embodiment of the present invention. 

DETAILED DESCRIPTION 

[0030] FIG. 1 is a block diagram showing a high-level 
network architecture according to an embodiment of the 
present invention. FIG. 1 shows an e-mail server 108 
connected to a network 106. The e-mail server 108 provides 
e-mail services to a local area network (LAN) and is 
described in greater detail below. The e-mail server 108 
comprises any commercially available e-mail server system 
that can be programmed to offer the functions of the present 
invention. FIG. 1 further shows an e-mail client 110, com 
prising a client application running on a client computer, 
operated by a user 104. The e-mail client 110 offers an 
e-mail application to the user 104 for handling and process 
ing e-mail. The user 104 interacts with the e-mail client 110 
to read and otherwise manage e-mail functions. 

[0031] FIG. 1 further includes a spam detector 120 for 
processing e-mail messages and detecting unsolicited, or 
spam, e-mail, in accordance with one embodiment of the 
present invention. The spam detector 120 can be imple 
mented as hardware, software or any combination of the 
two. Note that the spam detector 120 can be located in either 
the e-mail server 108 or the e-mail client 110 or therebe 
tween. Alternatively, the spam detector 120 can be located in 
a distributed fashion in both the e-mail server 108 and the 
e-mail client 110. In this embodiment, the spam detector 120 
operates in a distributed computing paradigm. 

[0032] FIG. 1 further shows an e-mail sender 102 con 
nected to the network 106. The e-mail sender 102 can be an 
individual, a corporation, or any other entity that has the 
capability to send an e-mail message over a network such as 
network 106. The path of an e-mail in FIG. 1 begins, for 
example, at e-mail sender 102. The e-mail then travels 
through the network 106 and is received by a e-mail server 
108, where it is optionally processed according to the 
present invention by the spam detector 120. Next, the 
processed e-mail is sent to the recipient, e-mail client 110, 
where it is optionally processed by the spam detector 120 
and eventually viewed by the user 104. This process is 
described in greater detail with reference to FIG. 5 below. 
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[0033] In an embodiment of the present invention, the 
computer systems of the e-mail client 110 and the e-mail 
server 108 are one or more Personal Computers (PCs) (e.g., 
IBM or compatible PC workstations running the Microsoft 
Windows operating system, Macintosh computers running 
the Mac OS operating system, or equivalent), Personal 
Digital Assistants (PDAs), hand held computers, palm top 
computers, smart phones, game consoles or any other infor 
mation processing devices. In another embodiment, the 
computer systems of the e-mail client 110 and the e-mail 
server 108 are a server system (e.g., SUN Ultra workstations 
running the SunOS operating system or IBM RS/6000 
workstations and servers running the AIX operating system). 
The computer systems of the e-mail client 110 and the e-mail 
server 108 are described in greater detail below with refer 
ence to FIG. 6. 

[0034] In another embodiment of the present invention, 
the network 106 is a circuit switched network, such as the 
Public Service Telephone Network (PSTN). In yet another 
embodiment, the network 106 is a packet switched network. 
The packet switched network is a wide area network (WAN), 
such as the global Internet, a private WAN, a telecommu 
nications network or any combination of the above-men 
tioned networks. In yet another embodiment, the network 
106 is a wired network, a wireless network, a broadcast 
network or a point-to-point network. 

[0035] It should be noted that although e-mail server 108 
and e-mail client 110 are shown as separate entities in FIG. 
1, the functions of both entities may be integrated into a 
single entity. It should also be noted that although FIG. 1 
shows one e-mail client 110 and one e-mail sender 102, the 
present invention can be implemented with any number of 
e-mail clients and any number of e-mail senders. 

[0036] The present invention is directed towards the use of 
multiple spam classi?ers to detect spam e-mail. Speci?cally, 
the present invention provides a method for combining spam 
classi?ers to result in a spam classi?er that is better at 
detecting spam and more robust to attack by spammers. It 
has been seen that if each classi?er measures a different 
characteristic of an input e-mail, then the combined classi?er 
can often give better results. This patent application dis 
cusses di?ferent types of classi?ers used in spam detection 
and how their output can be combined to yield a more 
effective classi?er. 

[0037] The ?rst class of spam classi?er discussed involves 
tokeniZing a spam corpus and comparing these tokens to an 
incoming e-mail. The use of the ?rst class of spam classi?er 
to detect spam is discussed in greater detail below with 
reference to FIGS. 2-5 below. The second class of spam 
classi?er discussed involves comparing tokens of an incom 
ing e-mail to tokens in e-mail known to be spam. The use of 
the second class of spam classi?er to detect spam is dis 
cussed in greater detail below with reference to FIG. 6 
below. The third class of spam classi?er discussed involves 
using certain information of an incoming e-mail, such as the 
last routed server, to detect spam. The use of the third class 
of spam classi?er to detect spam is discussed in greater 
detail below with reference to FIG. 7 below. 

[0038] A token is a unit representing data or metadata of 
an e-mail or group of e-mails. A token can be a string of 
contiguous characters (of ?xed or non-?xed length) from an 
e-mail. A token may also comprise a string of characters 
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from an e-mail, wherein a hash of the characters meet a 
criterion, such as the hash ending in “00.” A k-gram is one 
form of a token. A k-gram is a string of “k” consecutive data 
components. The use of k-grams for document matching is 
well known. See Aiken, Alex (2003). Winnowing: Local 
Algorithms for Document Fingerprinting, In Proceedings of 
the ACM SIGMOD International Conference on Manage 
ment of Data. Techniques presently exist for developing 
k-grams as constituting a substring of k characters from text. 
K-grams have been employed in text similarity matching, as 
well as in computer virus detection. US. Pat. No. 5,440,723 
entitled “Automatic Immune System for Computers and 
Computer Networks” and US. Pat. No. 5,452,442 entitled 
“Methods and Apparatus for Evaluating and Extracting 
Signatures of Computer Viruses and Other Undesirable 
Software Entities,” the disclosures of which are hereby 
incorporated by reference in their entirety, teach several 
methods for developing k-grams employed as signatures of 
known computer viruses. These patents likewise teach the 
development of “fuZZy” k-grams that provide further immu 
niZation from obfuscation sometimes employed by com 
puter viruses upon their replication. 

[0039] This ?rst class of spam classi?er is utiliZed by 
analyZing a corpus of spam and characterizing them using 
tokens. Then an incoming mail is analyZed and it is deter 
mined whether the incoming mail is similar to one of the 
e-mails in the spam corpus. One example of this kind of 
token classi?er is the k-gram similarity classi?er. Such 
classi?ers can start with spam received by “honey-pots”i 
e-mail addresses that are known to receive only spam. They 
the incoming e-mail is analyZed and a similar e-mail in the 
spam corpus is sought. Only tokens that are common to a 
particular spam and the incoming e-mail are considered. 
Then a spam score based on the similarity is given. Often a 
collection of honey pots will receive several copies of the 
same spam e-mail, differing only slightly. The similarity 
algorithm can detect this phenomenon and use this infor 
mation to better detect spam. 

[0040] Additionally, the similarity algorithm can detect 
the fact that certain incoming e-mail is similar to other 
incoming e-mail. This would suggest that the given e-mail is 
part of a mass mailing, but does not tell whether the mass 
mailing is spam or legitimate mass mailing. But this infor 
mation can also be used by the classi?er to better detect 
spam. In general, this type of classi?er uses information 
about the whole incoming e-mail and a particular spam or a 
closely related group of spam e-mails. 

[0041] As discussed herein, a k-gram is a consecutive 
string of k bytes, or characters, from an e-mail, where k is 
a whole number. A k-gram can be considered a signature, or 
identifying feature, of an e-mail. FIG. 2 is an illustration of 
an e-mail 200 viewed in a graphical user interface, showing 
the generation of k-grams for the e-mail 200, according to 
one embodiment of the present invention. FIG. 2 shows a 
typical unsolicited e-mail 200 advertising a product. The 
e-mail 200 includes a header 202, which includes standard 
?elds such as from, to, date and subject and a message body 
204 that includes that the major advertising portion of the 
e-mail message. 

[0042] FIG. 2 shows an example of several k-grams taken 
from the e-mail 200. K-gram 206 comprises nineteen con 
secutive characters that encompass the entire e-mail address 
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of the sender. K-gram 208 comprises 44 consecutive char 
acters that include data from the subject line of the e-mail 
200. K-gram 210 comprises 46 consecutive characters from 
the body of the e-mail 200. K-gram 212 comprises 42 
consecutive characters from the body of the e-mail 200. In 
an embodiment of the present invention, a k-gram consists 
of 20 to 30 consecutive characters from the e-mail 200, and 
one k-gram is generated for every 100 characters in an 
e-mail. In another embodiment of the present invention, a 
k-gram does not include white space. The generation of 
k-grams from an e-mail by spam detector 120 is described 
in greater detail below with reference to FIGS. 3-5. 

[0043] It should be noted that the number of k-grams 
generated for an e-mail, as well as the siZe of each k-gram, 
is variable. That is, the number of k-grams generated for an 
e-mail and the siZe of each k-gram may vary or be dependant 
on other variables, such as: the number of spam e-mails in 
a spam corpus that must be processed for k-grams, the type 
of spam e-mails that must be processed, the number of 
incoming e-mails that must be processed for k-grams in 
order to determine whether they are spam, the amount and 
type of processing resources available, the amount and type 
of memory available, the presence of other, higher-priority 
processing jobs, and the like. 

[0044] In addition to the generation of k-grams from 
e-mail 200, k-gram weight values can also be generated. 
That is, weight values are assigned to each k-gram depend 
ing on the relevance of each k-gram to the detection of a 
spam e-mail. For example, “from” e-mail addresses in 
unsolicited e-mail, such as re?ected in k-gram 206, are often 
forged, or spoofed. Thus, the “from” e-mail address of 
e-mail 200 is probably not genuine. For this reason, k-gram 
206 probably does not hold much relevance to the detection 
of spam. Therefore, a low k-gram weight value would be 
attributed to k-gram 206. On the other hand, information in 
the message body, such as re?ected in k-gram 210, is often 
indicative of unsolicited e-mail. For this reason, k-gram 201 
probably holds much relevance to the detection of spam. 
Therefore, a high k-gram weight value would be attributed 
to k-gram 210. In one embodiment of the present invention, 
k-gram weight values range from 0 to l, with 0 being a low 
k-gram weight value and 1 being the highest k-gram weight 
value. In another embodiment of the present invention, the 
k-grams generated for an e-mail are fuZZy k-grams, which 
are better suited for detecting spam e-mail that has been 
disguised. In another embodiment of the present invention, 
k-gram weight values are associated with the length of the 
token, or k-gram. Since a token is a representation of data or 
metadata of en e-mail, the length of a token or k-gram 
represents an amount of data or metadata. For this reason, 
tokens or k-grams of greater length can be given greater 
weights. 

[0045] FIG. 3 is block diagram showing the generation of 
k-grams from an unsolicited e-mail corpus 302, according to 
one embodiment of the present invention. FIG. 3 shows a 
spam corpus 302 comprising a plurality of spam e-mails. 
The spam corpus 302 is used to learn how to identify spam 
e-mail and distinguish it from non-spam e-mail. In one 
embodiment of the present invention, a spam corpus is 
generated by creating a bogus e-mail account, perhaps 
belonging to a ?ctitious person, where no e-mails are 
expected or solicited. Thus, any e-mails that are received by 
this e-mail account are deemed automatically to be, by 
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de?nition, unsolicited e-mails, or spam. This type of e-mail 
account is often referred to as a honey pot e-mail account or 
simply a honey pot. In another embodiment of the present 
invention, the spam corpus is generated or supplemented by 
reading a knoWn set of unsolicited e-mails provided by a 
peer or other entity that has con?rmed the identity of the 
e-mails as spam. 

[0046] FIG. 3 also shoWs a k-gram generator 304, located 
in spam detector 120. The k-gram generator 304 generates 
k-grams from the spam corpus 302. For each spam e-mail in 
the spam corpus 302, the k-gram generator 304 generates at 
least one k-gram from the e-mail, as shoWn in FIG. 2. The 
process of generating k-grams from a spam e-mail is 
described in greater above With reference to FIG. 2. Once 
k-grams are generated for all e-mail in the spam corpus 302, 
an exhaustive k-gram list or database 306 is created. This 
k-gram list 306 includes all k-grams generated from the 
entire spam corpus 302. The k-gram list 306 acts like a 
dictionary for looking up k-grams from an incoming e-mail 
and determining Whether it is a spam e-mail. 

[0047] Additionally, for each k-gram in the k-gram list 
306, the k-gram generator 304 can generate a k-gram Weight 
value corresponding to a k-gram. The process of generating 
k-gram Weight values for k-grams is described in greater 
above With reference to FIG. 2. Once k-gram Weight values 
are generated for all k-grams in the k-gram list 306, an 
exhaustive list or database 308 of k-gram Weight values is 
created. This k-gram Weight value list 308 includes a k-gram 
Weight corresponding to each k-gram in the k-gram list 306. 
[0048] In one embodiment of the present invention, the 
undesirability of an e-mail, i.e., identifying an e-mail as 
spam, can be scored based on the Weights of the e-mail 
tokens that match the tokens from a honey pot. In another 
alternative, the undesirability of an e-mail can be scored 
based on the number of the e-mail tokens that match the 
tokens from a honey pot. 

[0049] FIG. 4 is block diagram shoWing the process of 
detecting unsolicited e-mails using similarity calculations, 
according to one embodiment of the present invention. FIG. 
4 shoWs the process by Which an incoming e-mail 402 is 
processed to determine Whether it is a spam e-mail. FIG. 4 
shoWs an optional pre-processor 404. Pre-processor 404 
performs the tasks of pre-processing incoming e-mail 402 so 
as to eliminate spam-?ltering countermeasures in the e-mail. 
Senders of spam e-mail often research spam-?ltering tech 
niques that are currently used and devise Ways to counter 
them. For example, senders of spam may counter k-gram 
spam-?ltering techniques by inserting various random char 
acters in an e-mail so as to produce a variety of k-grams. The 
pre-processor 402 detects these spam-?ltering countermea 
sures in the incoming e-mail 402 and eliminate them. 

[0050] BeloW is a summary of techniques uses to elimi 
nate the spam-?ltering countermeasures used by spammers. 
MIME and HTML or an e-mail are decoded and the text the 
receiver vieWs is analyZed. Thus, if the spammer inserts 
some text in very small or invisible font, those elements are 
ignored and only those elements that are in a large enough 
font to be visible to the mail receiver are analyZed. The 
e-mail as it is rendered is analyZed as Well as in its original 
format. Also, commonly used changes to the same are 
mapped. Thus, “Viagra,” and “vlagra” are taken to be the 
same token. Spaces and punctuation are removed. Thus, 
“v.i.a.g.r.a” and “v i a g r a” are both changed to “viagra”. 
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[0051] After pre-processing by pre-processor 404, the 
e-mail 402 is read by a k-gram generator 406. The k-gram 
generator 406 generates a set of k-grams for the incoming 
e-mail, as described in greater detail above With reference to 
FIG. 2. This results in the creation of a k-gram list 412. This 
list is then read by the comparator 410, Which compares the 
k-grams in k-gram list 412 With the k-grams in k-gram list 
306. That is, for each k-gram in k-gram list 412, comparator 
410 does a byte-by-byte (or character-by-character) com 
parison With each k-gram in the k-gram list 306. Ie, the 
comparator 410 chooses a k-gram pair4one k-gram from 
the k-gram list 412 and one from the k-gram list 306iand 
does a byte-by-byte comparison. The comparator 410 per 
forms this action for every possible k-gram pair of k-grams 
from the lists 412 and 306. 

[0052] In one embodiment of the present invention, the 
result 408 of the comparison process of the comparator 410 
is a match if any of the folloWing are true: 1) at least one 
k-gram pair is found to be identical, 2) a prede?ned number 
of k-gram pairs are found to be identical, 3) at least one 
k-gram pair is found to be substantially similar and 4) a 
prede?ned number of k-gram pairs are found to be substan 
tially similar. 

[0053] In yet another embodiment of the present inven 
tion, the comparison process of the comparator 410 involves 
the use of the k-gram Weights from the k-gram Weight value 
list 308. For each k-gram pair, a byte-by-byte comparison is 
performed, as described above. Then, it is determined Which 
k-gram pairs are identical or substantially similar. For those 
k-gram pairs that are determined to be identical or substan 
tially similar, the k-gram Weight value (from the k-gram 
Weight value list 308) that corresponds to the k-gram from 
list 306 is stored into a data structure. All such k-gram 
Weight values that are stored into the data structure are then 
considered as a Whole in determining Whether the incoming 
e-mail 402 is spam e-mail. For example, all k-gram Weight 
values that are stored into the data structure are added. If the 
resulting summation is greater than a threshold value, then 
the incoming e-mail 402 is spam e-mail. If the resulting 
summation is not greater than a threshold value, then the 
incoming e-mail 402 is not spam e-mail. 

[0054] Weights may be used in various Ways. In general, 
any function that combines the Weights can be used, though 
some functions are more desirable than others. When tWo 
documents of signi?cantly different size are analyZed in 
trying to determine Whether one is a subset of the other, the 
sum of Weights of the tokens that are common to the tWo 
documents may be considered and this result is divided by 
the sum of Weights of the tokens in the longer document or 
the shorter document. Also considered are the Weights of the 
most signi?cant n tokens, Where n is a number smaller than 
the number of tokens in either documents. Signi?cant can be 
de?ned as the tokens With highest Weight. 

[0055] FIG. 5 is a ?owchart shoWing the control How of 
the process of detecting unsolicited e-mails using similarity 
calculations, according to one embodiment of the present 
invention. FIG. 5 summarizes the process of detecting 
spam, as described above in greater detail. The control How 
of FIG. 5 begins With step 502 and ?oWs directly to step 
504. 

[0056] In step 504, a spam corpus 302 comprising a 
plurality of spam e-mails is generated by creating a bogus 
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e-mail account Where no e-mails are expected or solicited. 
Thus, any e-mails that are received by this e-mail account 
are deemed automatically to be, by de?nition, unsolicited 
e-mails, or spam. In step 506, the k-gram generator 304 
generates k-grams from the spam corpus 302. For each spam 
e-mail in the spam corpus 302, the k-gram generator 304 
generates at least one k-gram from the e-mail. Once k- grams 
are generated for all e-mail in the spam corpus 302, an 
exhaustive k-gram list or database 306 is created. This 
k-gram list 306 includes all k-grams generated from the 
entire spam corpus 302. In step 508, for each k-gram in the 
k-gram list 306, the k-gram generator 304 can generate a 
k-gram Weight value corresponding to a k-gram. Once 
k-gram Weight values are generated for all k-grams in the 
k-gram list 306, an exhaustive list or database 308 of k-gram 
Weight values is created. This k-gram Weight value list 308 
includes a k- gram Weight corresponding to each k-gram in 
the k-gram list 306. 

[0057] In step 510, incoming e-mail 402 is received and in 
step 512, it is processed to determine Whether it is a spam 
e-mail. Pre-processor 404 performs the tasks of pre-process 
ing incoming e-mail 402 so as to eliminate spam-?ltering 
countermeasures in the e-mail. After pre-processing by 
pre-processor 404, in step 514, the e-mail 402 is read by a 
k-gram generator 406. The k-gram generator 406 generates 
a set of k-grams for the incoming e-mail 402. This results in 
the creation of a k-gram list 412. 

[0058] In step 516, this list is then read by the comparator 
410, Which compares the k-grams in k-gram list 412 With the 
k-grams in k-gram list 306. For each k-gram in k-gram list 
412, comparator 410 does a byte-by-byte (or character-by 
character) comparison With each k-gram in the k-gram list 
306. Ie, the comparator 410 chooses a k-gram pair4one 
k-gram from the k-gram list 412 and one from the k-gram 
list 306iand does a byte-by-byte comparison. The com 
parator 410 performs this action for every possible k-gram 
pair of k-grams from the lists 412 and 306. The result 408 
of the comparison process of the comparator 410 is a match 
if any of a variety of statements are found to be true (see 
above), such as an identical match betWeen at least one 
k-gram pair. In step 518, based on Whether there is a match 
in step 516, the incoming e-mail 402 is deemed to be either 
spam or non-spam e-mail. The incoming e-mail 402 can then 
be ?led, vieWed by the user, deleted, processed or included 
in the spam corpus 302, depending on Whether or not it is 
determined to be spam. In step 520, the control How of FIG. 
5 stops. 

[0059] The second class of spam classi?er involves com 
paring tokens of an incoming e-mail to tokens in e-mail 
knoWn to be spam. This class of classi?er analyZes tokens in 
an incoming e-mail and compares them to the tokens present 
in spam. Ifa corpus of spam and White mail, i.e., non-spam 
or desirable e-mail, is provided to such a classi?er, a 
spam-detecting process analyZes the tokens in an incoming 
e-mail. Examples of tokens are Words or combination of 
Words, Web addresses, e-mail addresses, etc. These tokens 
can be given Weights according to hoW undesirable or 
desirable, i.e., hoW spammy or non-spammy, they are. 
Spammy e-mail has a high spam or undesirability score 
While non-spam e-mail has a loW spam, and hence highly 
desirable, score. 

[0060] A token that occurs predominantly in spam Would 
have high spammy Weight and one Which occurs predomi 
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nantly in non-spam mail Would be given high non-spam 
Weight. A token Which occurs in both might be ignored. 
Example of Weight might be the fraction of e-mail having a 
token Which is related to spam or non-spam. In an example 
case, this fraction represents the conditional probability that 
an e-mail is spam or non-spam given that a token is present 
in the e-mail. The spam detection module that utiliZes the 
second class of spam classi?er then analyZes the tokens 
present in the incoming e-mail and ?nds a list of tokens 
present there. The spam detection module Would then deter 
mine a measure of hoW likely the incoming e-mail is spam. 

[0061] An example of such a classi?er is the Bayesian 
classi?er, Where the conditional probabilities are combined 
to get the probability that an e-mail is spam. Generally, a 
simplifying assumption is made that the probability of 
occurrence of tokens are independent of each other (i.e., 
there is no correlation betWeen tokens) and in the example 
case the Bayesian classi?er simply multiplies the conditional 
probabilities. There are other Ways of measuring Weights 
and combining Weights to determine the “spam score” of an 
incoming mail. For example, each token is treated indepen 
dently and co-occurrence of several tokens does not result in 
assigning different Weights. 

[0062] The use of the second class of spam classi?er to 
detect spam is discussed in greater detail beloW With refer 
ence to FIG. 6 beloW. FIG. 6 is block diagram shoWing the 
generation of tokens from an unsolicited e-mail corpus 602 
and from a non-spam corpus 604, according to one embodi 
ment of the present invention. FIG. 6 shoWs a spam corpus 
602 comprising a plurality of spam e-mails and a non-spam 
corpus 604 comprising a plurality of desirable e-mails. The 
spam corpus 602 is used to learn hoW to identify spam 
e-mail and distinguish it from non-spam e-mail. In one 
embodiment of the present invention, a spam corpus is 
generated by creating a bogus e-mail account, perhaps 
belonging to a ?ctitious person, Where no e-mails are 
expected or solicited. Thus, any e-mails that are received by 
this e-mail account are deemed automatically to be, by 
de?nition, unsolicited e-mails, or spam. 

[0063] FIG. 6 also shoWs a token generator 606. The 
token generator 606 generates tokens from the spam corpus 
602 and the non-spam corpus 604. For each spam e-mail in 
the spam corpus 602, the token generator 606 generates at 
least one token from the e-mail and for each non-spam 
e-mail in the non-spam corpus 604, the token generator 606 
generates at least one token from the e-mail. The process of 
generating tokens from an e-mail is described in greater 
detail above With reference to FIG. 2. Once tokens are 
generated for all e-mail in the spam corpus 602, an exhaus 
tive token list or database 608 is created. This token list 608 
includes all tokens generated from the entire spam corpus 
602. The token list 608 acts like a dictionary for looking up 
tokens from an incoming e-mail and determining Whether it 
is a spam e-mail. LikeWise, once tokens are generated for all 
e-mail in the non-spam corpus 604, an exhaustive token list 
or database 610 is created. This token list 610 includes all 
tokens generated from the entire non-spam corpus 604. The 
token list 610 acts like a dictionary for looking up tokens 
from an incoming e-mail and determining Whether it is a 
non-spam e-mail. 

[0064] The third class of spam classi?er involves using 
certain information of an incoming e-mail, such as the last 
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routed server, to detect spam. For example, While spammers 
can spoof the sender address, they cannot change the last 
server from Which the e-mail got to the recipient mail 
gateway. For example, it is possible to ascertain Which 
server sent the e-mail to the recipient mail gateWay. Certain 
protocols can be used to get information as to Whom the 
sending server belongs. If this information is available, it is 
helpful in classifying the incoming e-mail. Even if this 
information is not available, common knoWledge of the 
server that sent an incoming e-mail to the recipient server 
can be used to classify the e-mail. If a particular server is 
observed sending a lot of spam, any e-mail sent by that 
server can be assigned a high spam score. This is an example 
of using particular ?elds in an incoming e-mail to classify 
the e-mail. 

[0065] The use of the third class of spam classi?er to 
detect spam is discussed in greater detail beloW With refer 
ence to FIG. 7 beloW. FIG. 7 is block diagram illustrating 
the use of the third class of spam classi?er, according to one 
embodiment of the present invention. As explained above, 
spammers cannot change the last server from Which an 
e-mail got to the recipient mail gateWay. For example, FIG. 
7 shoWs a spam server 704 sending a spam e-mail to a 
recipient e-mail server 108. The spam e-mail travels from 
the spam server 704, through the netWork 106 to an e-mail 
server 702, again through the netWork 106 and ultimately to 
the e-mail server 108. Certain protocols can be used to get 
information as to Whom the sending server 702 belongs. If 
this information is available, then the incoming e-mail can 
be classi?ed as spam. Even if this information is not 
available, other knowledge of the server 702 can be used to 
classify the e-mail as spam. 

[0066] As explained above, the present invention is 
directed toWards the use of multiple spam classi?ers to 
detect spam e-mail. Speci?cally, provided is a method for 
combining spam classi?ers to result in a spam classi?er that 
is better than any of its constituent classi?ers at detecting 
spam. Different types of constituent classi?ers used in spam 
detection are discussed above. HoW the present invention 
combines their output to yield a more effective classi?er is 
noW discussed. 

[0067] The present invention alloWs an arbitrary set of 
different classi?ers draWn from one or more classi?er fami 
lies to be combined into a combined classi?er. The only 
requirement placed on a constituent classi?er is that it 
should produce, for each input e-mail, an output score. The 
score may take several different forms. For example, the 
score could be a binary spam/non-spam classi?cation, a 
ternary spam/non-spam/don’t-knoW classi?cation, an esti 
mated probability that the input is spam, or a scalar score 
that is monotonically increasing or decreasing With the 
probability that the input is spam. It could even be a set of 
scalar scores, Which can be characterized as a vector score. 

The combiner takes as input the set of scores from all of its 
constituent classi?ers and applies a combination function to 
produce from this set of input scores an output score, Which 
again can take on any of the above-mentioned forms, 
ranging from binary or ternary classi?cation to an arbitrary 
scalar or vector score. In the case in Which the combined 

classi?er’s score is not a classi?cation, the ?nal classi?ca 
tion is computed by applying to the output score a simple 
function that maps it to a classi?cation. As a simple example, 
the score might be a scalar, and the function might be a 
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simple step function that classi?es the input e-mail as spam 
if the score exceeds a given threshold, and classi?es it as 
non-spam otherWise. 

[0068] In a preferred embodiment of the invention, the 
constituent classi?ers are chosen to be maximally disparate 
in natureifor example, one might choose one from the 
k-gram family of classi?ers, a second from the Bayesian 
classi?er family, and a third from a family of classi?ers that 
examines the sending server. This policy has the advantage 
of minimiZing correlations among scores generated by the 
constituent classi?ers, making it more likely that the com 
bined classi?er can generate a more accurate and reliable 
classi?cation. Alternatively, it is permissible to combine 
classi?ers from the same family, but in this case care should 
be taken to reduce correlations among the classi?er scores, 
for example by having the classi?ers use very different 
parsing and/or rendering methods to do the initial processing 
of the input e-mail. Even if the constituent classi?ers output 
different, apparently incommensurate types of score, eg 
one outputs a binary classi?cation, the second outputs a 
score, and the third outputs a probability, their outputs can 
be made commensurate by converting them all to numerical 
values. For example, the binary “non-spam”/“spam” classi 
?cation can be converted to 0/1, and the score and the 
probability outputs can be left as is, as they are already 
numerical. If one of the outputs is ternary (i.e. “non-spam”, 
“spam”, and “don’t knoW”), then O/l conversion again 
applies; the classi?er’s output can simply be excluded When 
it outputs a “don’t knoW”, and the combined classi?er makes 
use of the remaining classi?ers’ inputs (an example of hoW 
it does so is provided beloW). 

[0069] The heart of the combined classi?er invention is 
the combination function. In greatest generality, the com 
biner function may be an arbitrary nonlinear scalar or vector 
function of the scores of the constituent classi?ers. In a 
preferred embodiment, the combiner function is generated 
automatically by analyZing the scores of the constituent 
classi?ers on a corpus of e-mail M, each sample of Which is 
labeled as non-spam or spam. (In an alternative embodi 
ment, the label associated With a given e-mail could be a 
continuous variable representing the degree to Which that 
e-mail is deemed spam, as opposed to a binary spam/non 
spam label.) The mail corpus M may come from a variety of 
sources, including user votes and honeypots. Suppose that N 
classi?ers are being combined, and that each generates a 
single scalar score. Then the set of scores for any given 
e-mail can be regarded as a point in an N-dimensional space, 
and a separator that separates the non-spam and span mail in 
that N-dimensional space is sought. 

[0070] A simple example of such separator is an (N-l) 
dimensional plane, or a line When there are tWo classi?ers 
(N=2). A suitable combination function in the latter case 
Would be the equation of that line of separation, of the form 
C(S1,S2)=W1S1+W2S2—l, Where S1 and S2 represent the 
scores of the tWo constituent classi?ers. The classi?cation 
resulting from the combination function C(S1,S2) Would be 
“spam” ifC(S1,S2)>0 and “non-spam” otherWise. In general, 
the choice of Where to draW the line of separation betWeen 
non-spam and spam e-mail, Which is determined by the 
values of the Weights W1 and W2, depends upon one’s 
relative concern about false positives and false negatives. In 
spam ?ltering, false positives are typically much less desir 
able than false negatives. That is, classifying a spam e-mail 
















