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INFORMATION PROCESSING SYSTEM AND 
COMMUNICATION RETRY METHOD 

CLAIM OF PRIORITY 

[0001] The present application claims priority from Japa 
nese application P2005-000766 ?led on Jan. 5, 2005, the 
content of which is hereby incorporated by reference into 
this application. 

FIELD OF THE INVENTION 

[0002] The present invention relates to an access automa 
tion technology that allows a user to effectively use a WWW 
(World Wide Web) service requiring a plurality of request 
transmissions. 

BACKGROUND OF THE INVENTION 

[0003] Described in Patent Document 1, Japanese Patent 
Publication Laid-Open No. 2000-76266, is an automatic 
execution system for recording/retrying an operation to a 
WWW browser (hereinafter referred to as a browser opera 
tion). This system is provided with a WWW proxy server 
that embeds a script (an event handler) for notifying the 
occurrence of a browser operation event into an HTML 
document of a WWW page in order to record the browser 
operation in the user’s terminal side. A user causes the 
WWW browser to read an applet that records a browser 
operation event and downloads an HTML document of a 
WWW page via the WWW proxy server, and afterward the 
applet records the browser operation event the event handler 
embedded into the HTML document noti?es. 

[0004] However, the execution processing of the script 
embedded into the HTML document of the WWW page may 
vary in a different type and version of WWW browser on the 
user’s terminal. Consequently, the browser operation event 
may not be recorded in accordance with the intention 
depending on the type and version of WWW browser. 

[0005] To cope with this problem, the present invention 
has an object to allow the user to browse an intended WWW 
page with a simple operation regardless of the type and 
version of WWW browser. 

SUMMARY OF THE INVENTION 

[0006] One aspect of the present invention is directed to an 
information processing system equipped with a plurality of 
information processing apparatuses, which comprises: 

[0007] a ?rst information processing apparatus of the 
plurality of information processing apparatuses having 

[0008] a storage section in which communication logs 
are stored, and 

[0009] a communication log generation section which, 
when a ?rst request is given from a client, records 
communication messages exchanged between the cli 
ent and a server as the communication logs in the 
storage section until a second request is given from the 
client; and 

[0010] a second information processing apparatus of the 
plurality of information processing apparatuses. 

[0011] In this aspect, the ?rst information processing 
apparatus or the second information processing apparatus of 
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the plurality of information processing apparatuses has a 
communication de?nition generation section for generating 
communication de?nition information to reproduce the 
request which is given to the server from the client and 
included in the communication logs recorded in the storage 
section during a period of time from the ?rst request to the 
second request. 

[0012] Further, in this information processing system, any 
of the ?rst information processing apparatus, the second 
information processing apparatus or a third information 
processing apparatus of the plurality of information process 
ing apparatuses may have a communication execution sec 
tion which, when receiving a third request from the client, 
generates a series of requests to be given to the server based 
on the communication de?nition information, sequentially 
sends the series of requests to the server, and sends a 
response of the server relative to the last request of the series 
of requests to the client. 

[0013] The aspect of the present invention allows a user to 
browse an intended WWW page with a simple operation 
regardless of the type and version of WWW browser. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] Embodiments of the present invention will be 
described in detail based on the following ?gures, wherein: 

[0015] FIG. 1 is a view showing the con?guration of an 
HTTP communication retry system according to an embodi 
ment of the present invention; 

[0016] FIG. 2 is a ?owchart of a communication log 
record processing according to the embodiment of the 
present invention; 

[0017] FIG. 3 is a view showing the data structure of a 
communication log table according to the embodiment of 
the present invention; 

[0018] FIG. 4 is a view showing a description example of 
HTTP communication de?nition information according to 
the embodiment of the present invention; 

[0019] FIG. 5 is a view showing a description example of 
bookmark information according to the embodiment of the 
present invention; 

[0020] FIG. 6 is a ?owchart of an HTTP communication 
de?nition generation processing according to the embodi 
ment of the present invention; and 

[0021] FIG. 7 is a ?owchart of an HTTP communication 
retry processing according to the embodiment of the present 
invention. 

DESCRIPTION OF THE EMBODIMENT 

[0022] Hereinafter, an embodiment according to the 
present invention will be described with reference to the 
accompanying drawings. 

[0023] At ?rst, the general con?guration of a network 
system according to the present embodiment is described 
with reference to FIG. 1. 

[0024] The network system according to the embodiment 
includes a plurality of information processing apparatuses 
100, 200, 300, 400, 500 that are connected to a network. 
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[0025] These information processing apparatuses include: 
(1) one or more information processing apparatus(es) (here 
inafter referred to as client terminal (s)) 200 in Which a 
WWW browser 210 is installed; (2) an information process 
ing apparatus (a WWW server) 300 for sending back an 
HTML document in response to a request from the WWW 
browser 210; (3) an information processing apparatus (here 
inafter referred to as a relay apparatus) 100 for relaying 
communications betWeen the client terminal(s) 200 and the 
WWW server 300, and recording logs of messages 
exchanged betWeen the client terminal (s) 200 and the 
WWW server 300 (hereinafter referred to as communication 
logs); (4) an information processing apparatus (hereinafter 
referred to as an HTTP communication de?nition generating 
apparatus) 400 for generating HTTP communication de? 
nition information and the like used for reproducing a series 
of HTTP communication processings that Were carried out 
betWeen the WWW broWser 210 and the WWW server 300 
based on the communication logs; and (5) an information 
processing apparatus (hereinafter referred to as an HTTP 
communication retry apparatus) 500 for carrying out the 
series of HTTP communication processings de?ned in the 
HTTP communication de?nition information in response to 
a request from the WWW broWser 210, and sending the 
resulting HTML document back to the WWW broWser 210. 

[0026] The information processing apparatuses 100, 200, 
300, 400, 500 respectively have a normal hardWare con?gu 
ration (a hard disc With a CPU, a memory and programs 
installed therein and the like) that is required to execute 
programs for realiZing each of the functions thereof. 

[0027] Hereinafter, the functional con?gurations of each 
of the information processing apparatuses 100, 200, 300, 
400 are described. 

[0028] The relay apparatus 100 has an HTTP communi 
cation relay section 110 for relaying HTTP communications 
betWeen the WWW broWser 210 and the WWW server 300, 
a data storage section 130 in Which communication logs 
betWeen the WWW broWser 210 and the WWW server 300 
are stored, and a communication log generation section 120 
for storing the communication logs in the data storage 
section 130 each time the HTTP communication relay 
section 110 relays an access from the WWW broWser 210 to 
the WWW server 300. With such a functional con?guration, 
the relay apparatus 100 accumulates the logs of a series of 
messages exchanged betWeen the WWW broWser 210 and 
the WWW server 300 in the communication log storage 
section 130 as the communication logs. 

[0029] Herein, as shoWn in FIG. 3, the communication log 
stored in the data storage section 130 includes information 
corresponding to a message log 132 and a sequence number 
131. Each message log 132 includes a request message 13211 
from the WWW broWser 210 to the WWW server and a 
response message 13219 to the request message. Incidentally, 
as an example of the communication logs, FIG. 3 shoWs 
communication logs relating to a series of message 
exchanges carried out betWeen the WWW server and the 
WWW broWser 210 for receiving a bank account inquiry 
service the WWW server provides. 

[0030] The HTTP communication de?nition generating 
apparatus 400 has a communication log analysis section 410 
for analyZing communication logs in response to an instruc 
tion of the relay apparatus 100 and a communication de? 
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nition generation section 420 for generating HTTP commu 
nication de?nition information and bookmark information 
based on the analysis result by the communication log 
analysis section 410. With such a functional con?guration, 
the HTTP communication de?nition generating apparatus 
400 extracts parameters required to reproduce a series of 
HTTP communication processings that Were carried out 
betWeen the WWW server 300 and the WWW broWser 210, 
and generates HTTP communication de?nition information 
including the resulting parameter. 

[0031] The HTTP communication de?nition information 
generated herein includes, as shoWn in FIG. 4, identi?cation 
information of HTTP communication processings to be 
reproduced (hereinafter referred to as a bookmark ID) 421 
and a series of requests containing information 422 used for 
reproducing the HTTP communication processings. Each 
piece of request information includes a request de?nition 
42219 and identi?cation information of the request de?nition 
(hereinafter referred to as a process ID). The bookmark 
information includes, as shoWn in FIG. 5, a bookmark ID 
426 included in the corresponding HTTP communication 
de?nition information and a bookmark name 427 associated 
With this bookmark ID. Incidentally, the bookmark infor 
mation in Which the bookmark name is associated With the 
bookmark ID is generated separately from the HTTP com 
munication de?nition information herein, hoWever, it is not 
necessarily to do so, if the bookmark name is included in the 
HTTP communication de?nition information. 

[0032] The HTTP communication retry apparatus 500 has 
a data storage section 520 in Which the HTTP communica 
tion de?nition information and bookmark information 
obtained from the HTTP communication de?nition gener 
ating apparatus 400, and a communication execution section 
510 for executing HTTP communications With the WWW 
server 300 based on the HTTP communication de?nition 
information and bookmark information in the data storage 
section 520. Incidentally, the data storage section 520 is 
provided With a communication de?nition information con 
trol table in Which the HTTP communication de?nition 
information is registered and a bookmark information con 
trol table in Which the bookmark information is stored. 

[0033] With such a functional con?guration, the commu 
nication retry apparatus 500 reproduces a series of HTTP 
communication processings having been carried out 
betWeen the WWW broWser 210 and the WWW server 300 
in the past, based on the HTTP communication de?nition 
information in response to a retry request from the WWW 
broWser 210, and sends the resulting HTML document back 
to the WWW broWser 210. In other Words, the user of the 
client terminal 200 can cause a WWW page to be displayed 
With one broWser operation of sending the retry request as 
long as the WWW page has been once displayed. 

[0034] Next, a communication log record processing the 
relay apparatus 100 of FIG. 1 carries out is described With 
reference to FIG. 2. 

[0035] The WWW broWser 210 on the client terminal 200 
sends an HTTP log recording start request to the relay 
apparatus in response to a user’s instruction (S21), and then 
the relay apparatus 100 carries out the folloWing processing 
in response to the HTTP recording start request. In other 
Words, the communication log generation section 120 stores 
the request 13211 from the WWW broWser 210 to the WWW 
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server 300 and the response 132!) to the request in the data 
storage section 130 by associating them With the sequence 
number 131, each time the communication relay section 110 
relays an access from WWW broWser 210 to the WWW 
server 300 (S22). 

[0036] Herein, When the WWW broWser 210 sends a log 
recording stop request to the relay apparatus 100 in response 
to a user’s instruction (S23), the communication log gen 
eration section 120 stops the communication log recording, 
and sends a communication de?nition generation request 
including a series of communication logs that are registered 
in the communication log table of the data storage section 
130 to the communication de?nition generating apparatus 
400 (S24). 

[0037] Next, a communication de?nition generation pro 
cessing the HTTP communication de?nition generating 
apparatus 400 that received the communication de?nition 
generation request from the relay apparatus 100 carries out 
is described With reference to FIG. 6. It takes, as an 
example, the case in Which the series of communication logs 
shoWn in FIG. 3 are included in the communication de? 
nition generation request. 

[0038] The communication log analysis section 410 
extracts the request message 13211 in ascending order of the 
sequence number 131 among the communication logs 
included in the communication de?nition generation 
request, and sets the request message 13211 as a process 
target request (S30). Further, the communication log analy 
sis section 410 determines Whether the process target request 
is the ?rst request message of the series of request messages, 
in other Words, Whether the sequence number 131 associated 
With the process target request is “l” or not (S31) 

[0039] If the result is that the process target request is the 
?rst message (in other Words, the sequence number 131 is 
“l”), the communication log analysis section 410 carries out 
again S33 and the successive processings. 

[0040] On the other hand, if the process target request is 
not the ?rst request, the communication log analysis section 
410 extracts parameters related to the process target request 
from the response message associated With the sequence 
number 131 smaller than the sequence number 131 of the 
process target request by l, in other Words, from the 
response message immediately preceding the process target 
request (hereinafter referred to as the previous response) as 
described beloW, and analyZes the extracted parameters 
(S32). 
[0041] At ?rst, the communication log analysis section 
410 searches elements generating the process target request 
in the previous response. For example, When the method of 
the process target request is “POST”, the communication log 
analysis section 410 searches the FORM element in the 
previous response, and When the method of the process 
target request is “GET”, it searches the A element and the 
FORM element. 

[0042] For example, When the request message With the 
sequence number “2”131 is the process target request, the 
method of the process target request is “POST” and its URL 
is “http://WWW.xxx-ginkou.co.jp/Login”, so that the com 
munication log analysis section 410 searches the FORM 
element in Which the absolute pass “http://WWW.xxx-gink 
ou.co.jp/Login” or the relative pass “Login” is speci?ed as 
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the ACTION attribute value (the FORM element in the sixth 
line counting from the tag <HTML>) from the response 
message With the sequence number “l”131 (previous 
response). 
[0043] The communication log analysis section 410 then 
checks Whether the parameter names and their values that 
should be used in the de?nition for retying the process target 
request are included in the A element or FORM element 
found by the search of the previous response. More particu 
larly, the communication log analysis section 410 checks 
Whether the NAME attribute values and VALUE attribute 
values of the INPUT elements, or the arguments of the 
request destination URL (for example, the argument name 
“a” and value “x”, argument name “b” and value “y” in 
“(URL)?a=x&b=y”) are included therein. 

[0044] If the result is that the parameter names and their 
values that should be used for the request de?nition, more 
particularly, the NAME attribute values and VALUE 
attribute values of the INPUT elements or the argument 
names and their values of the request destination URL are 
included therein, the communication log analysis section 
410 extracts them as the parameter names and their values 
to be used for the request de?nition. 

[0045] For example, When the request message With the 
sequence number “2” is the process target request, the 
communication log analysis section 410 extracts NAME 
attribute values and VALUE attribute values from the child 
elements (INPUT elements) of the FORM elements of the 
response message (previous response) With the sequence 
number “1”. More particularly, the communication log 
analysis section 410 extracts the NAME attribute value 
“user_id” and the VALUE attribute value “”, the NAME 
attribute value “passWor ” and the VALUE attribute value 
“” from the INPUT elements in the seventh and eighth lines 
counting from the tag <HTML> respectively. 

[0046] Further, When the request message With the 
sequence number “3” is the process target request, the 
communication log analysis section 410 extracts NAME 
attribute values and VALUE attribute values from the child 
elements (INPUT elements) of the FORM elements of the 
response message (previous message) With the sequence 
number “2”. More particularly, it extracts the NAME 
attribute value “session_id” and the VALUE attribute value 
“34752395342” from the child element (INPUT element) of 
the FORM element in eleventh line counting from the 
<HTML> tag. 

[0047] The communication log analysis section 410 then 
compares the parameter names and values extracted from 
the previous response at this time With the parameter names 
and values of the process target request. As a result, if neither 
of the parameter names or values are identical to the 
parameter names and values of the process target request, 
the communication log analysis section 410 determines that 
the parameters that should be used for the request de?nition 
are not included in the previous response, and sets the 
parameter names and values used in the process target 
request as they are to the parameter names and values to be 
used for the request de?nition. On the other hand, if any of 
the parameter names and values are identical to the param 
eter name and value of the process target request, the 
communication log analysis section 410 maintains them as 
the parameter name and value to be used for the request 
de?nition. 
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[0048] For example, When the request message With the 
sequence number “3” is the process target request, the 
communication log analysis section 410 compares the 
NAME attribute value “session_id” and the VALUE 
attribute value “34752395342” With the parameter name and 
value of the process target request (session_id and 
34752395342). As a result, the parameter name and value 
extracted from the previous response and the parameter 
name and value of the process target request are identical to 
each other, so that the communication log analysis section 
410 maintains the parameter name session_id and the 
description indicting the VALUE attribute value of the 
previous response as the parameter name and value to be 
used for the request de?nition. Incidentally, When a param 
eter With no equivalent value exists, the communication log 
analysis section 410 maintains the parameter value currently 
being used in the process target request as the parameter 
value to be used for the request de?nition. 

[0049] When the above parameter analysis processing is 
completed, the HTTP communication de?nition generation 
section 420 generates a request de?nition based on its 
analysis result and the process target request. More particu 
larly, it generates the request de?nition by substituting the 
parameter value of the process target request With the 
maintained parameter value. Because of this feature, When 
the parameters of the process target request and the previous 
response differ from each other, the process target request is 
set to the request de?nition as it is, and When the parameters 
of the process target request and the previous response are 
common to each other, the parameter value obtained by 
substituting the parameter value of the process target request 
With the description indicating the parameter value of the 
previous response is set to the request de?nition. Further, the 
HTTP communication de?nition generation section 420 
appends a process ID corresponding to the sequence number 
of the process target request to this request de?nition (S33). 

[0050] For example, When the request message With the 
sequence number “3” is the process target request, a request 
de?nition 425 included in the HTTP communication de? 
nition information of FIG. 4 is generated, Wherein a process 
ID “3” corresponding to the sequence number “3” of the 
process target request is appended to the request de?nition. 
In this request de?nition, the description “<FORM[2].ses 
sion_id>” that represents the VALUE attribute value of the 
INPUT element having the NAME attribute value ses 
sion_id in the second FORM element Within the previous 
response is set as the value of parameter session_id, and the 
parameter value of the process target request is set as it is as 
the other parameter value. 

[0051] As for the request messages for the sequence 
numbers “l”“2”, request de?nitions 423, 424 included in the 
HTTP communication de?nition information of FIG. 4 are 
generated, Wherein process IDs “l”“2” are appended to the 
respective request de?nitions thereof. Incidentally, the 
parameter names and values of the request messages for the 
sequence numbers “l”“2” are used as they are in the request 
de?nitions 423, 424. 

[0052] When having generated the request de?nitions for 
the process target request, the HTTP communication de? 
nition generation section 420 checks Whether all of the 
request messages included in the HTTP communication 
de?nition generation request Were set to the process target 
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request (S34), and as a result, if no request message Was set 
to the process target request, the HTTP communication 
de?nition generation section 420 carries out again S30 and 
the successive processings so as to set the next request 
message to the target message. 

[0053] When having generated the request de?nitions for 
the requests of the series of message logs respectively as 
described above, the HTTP communication de?nition gen 
eration section 420 grants a bookmark ID to the series of 
request de?nitions. Because of this feature, as shoWn in 
FIG. 4, the HTTP communication de?nition information for 
reproducing the series of request messages, in other Words, 
the HTTP communication de?nition information in Which 
the series of HTTP communication processings carried out 
during a period of time from the log recording start instruc 
tion to the log recording stop instruction is generated. 

[0054] Further, the communication de?nition generation 
section 420 sends an input request of a name to be granted 
to the bookmark ID, via the relay apparatus 100, to the client 
terminal 200 Which is the source of the communication log 
recording start request. Herein, When the user inputs a name 
to be granted to the bookmark ID, in other Words, a name to 
be granted to the series of HTTP communication processings 
the user himself/herself carried out, in the client terminal 
200, and instructs the WWW broWser 210 to transmit it, the 
HTTP communication de?nition generation section 420 
receives the name via the relay apparatus 100 and generates 
bookmark information in Which the name and the bookmark 
ID are associated With each other. 

[0055] Finally, the communication de?nition generation 
section 420 sends the generated HTTP communication de? 
nition information and bookmark information to the HTTP 
communication retry apparatus 500. Because of this feature, 
the HTTP communication retry apparatus 500 registers the 
HTTP communication de?nition information and bookmark 
information from the HTTP communication de?nition gen 
erating apparatus 400 in the communication de?nition con 
trol table and bookmark information control table corre 
sponding to the user (the client terminal 200 Which is the 
source of the communication log recording start request) 
respectively (see FIG. 5). 
[0056] As described above, With the communication de? 
nition generating processing according to the present 
embodiment, only by causing the WWW broWser to send the 
communication log recording start request, the collection of 
communication logs and the generation of HTTP commu 
nication de?nition information are carried out in the relay 
apparatus and the HTTP communication de?nition generat 
ing apparatus. This makes it possible to prevent load on the 
WWW broWser of the WWW client terminal. Further, there 
is no need to cause the WWW broWser to execute the scripts 
for carrying out the collection of communication logs and 
the generation of HTTP communication de?nition informa 
tion. This alloWs to collect communication logs as Well as to 
generate HTTP communication de?nition information, 
regardless of the type and version of the user’s WWW 
broWser Without fail. 

[0057] An HTTP communication retry processing the 
HTTP communication retry apparatus 500 of FIG. 1 carries 
out is described With reference to FIG. 7. 

[0058] When the WWW broWser 210 on the client termi 
nal 200 sends a bookmark list transmission request to the 
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HTTP communication retry apparatus 500 in response to a 
user’s instruction, the HTTP communication retry apparatus 
500 sends back the bookmark information control table 
corresponding to the user in accordance With this request. 
Because of this feature, the list of the bookmark IDs and 
bookmark names is displayed in a display of the client 
terminal 200. The WWW broWser 210 sends the retry start 
request including any of the bookmark IDs included in the 
list to the HTTP communication retry apparatus 500, and the 
HTTP communication retry apparatus 500 carries out the 
following HTTP communication retry processing in accor 
dance With the request. 

[0059] The HTTP communication execution section 510 
reads the HTTP communication de?nition information asso 
ciated With the bookmark ID included in the retry start 
request from the communication de?nition information con 
trol table (S40). 

[0060] The HTTP communication execution section 510 
then extracts a request de?nition having the smallest process 
ID of the request de?nitions that are not set to the target 
request de?nition from the HTTP communication de?nition 
information as the target request de?nition (S41), and gen 
erates an HTTP request based on the request de?nition 

(S42). 
[0061] For example, When the description using the 
parameter value of the previous response (for example, the 
request parameter “<FORM[2].session_id>” that is included 
in the request de?nition of the process ID “3” in FIG. 4) is 
included in the request de?nition, the HTTP communication 
execution section 510 extracts the corresponding parameter 
from the previous response, and generates a request includ 
ing this parameter value as the request parameter. Because 
of this feature, the request that is made using the FORM 
element of the previous response With the parameter value 
containing a variable element (for example, an INPUT 
element) as a child element can be retried. 

[0062] Further, the HTTP communication execution sec 
tion 510 sends the generated HTTP request to the WWW 
server 300, and maintains the resulting response (S43). 
Subsequently, the HTTP communication execution section 
510 determines Whether retried HTTP requests from all of 
the request de?nitions included in the HTTP communication 
de?nition information having been read in S40 (S44). 

[0063] If the result is that any request de?nition that is not 
retried remains, the HTTP communication execution section 
510 carries out again S41 and the successive processings so 
as to retry the HTTP request With the request de?nition 
associated With the process ID larger than the process ID of 
the current target request de?nition by one as a neW target 
request de?nition. 

[0064] On the other hand, When having retried HTTP 
requests from all of the request de?nitions, the HTTP 
communication execution section 510 sends back a response 
(HTML document) relative to the last HTTP request to the 
WWW broWser 210 Which is the retry start request source 
(S45). Because of this feature, the user can refer to the 
desired information (WWW page the HTML document 
represents). 

[0065] With the HTTP communication retry processing 
according to the present embodiment, the HTTP communi 
cation retry apparatus reproduces the past HTTP communi 
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cation processings betWeen the WWW client terminal and 
the WWW server based on the HTTP communication de? 
nition information in response to the request from the WWW 
client terminal and sends the ?nally obtained HTML docu 
ment to the WWW client terminal, so that the user can obtain 
the HTML document, Which Was obtained by carrying out a 
plurality of broWser operations (link clicks, button clicks 
and the like) in the past, by only carrying out the operation 
of sending the retry start request to the HTTP communica 
tion retry apparatus. Thus, the user can broWse the fre 
quently broWsing WWW pages, such as, for example, the 
account pages at the bank site and the product pages at the 
auction site With a simple operation. 

[0066] Herein, the user only causes the WWW broWser of 
the WWW client terminal to send a request for the HTTP 
communication retry apparatus to start the HTTP commu 
nication retry processing, thereby alloWing to prevent load 
on the WWW broWser of the WWW client. Also, there is no 
need to cause the WWW broWser to execute speci?c scripts, 
so that the difference in the type and version of the WWW 
broWser hardly affects the operation. 

[0067] In the above description, the system con?guration 
in Which one WWW client terminal 200 and one WWW 
server 300 included Was exempli?ed, but a plurality of 
WWW client terminals and a plurality of WWW servers 
may be included in the netWork system according to the 
present embodiment. For example, in a case in Which a 
plurality of WWW client terminals are included therein, the 
communication logs and HTTP communication de?nition 
information need to be controlled for each user. Thus, for 
example, it is necessary to carry out a user authentication 
processing to register the communication logs and HTTP 
communication de?nition information by associating With 
the user identi?cation information obtained as described 
above. 

[0068] Further, the relay apparatus, the communication 
de?nition generating apparatus and the communication retry 
apparatus are realiZed in the separate information processing 
apparatuses respectively, hoWever, of these three appara 
tuses, the relay apparatus, communication de?nition gener 
ating apparatus and communication retry apparatus, the 
functions of at least tWo apparatuses may be implemented on 
one information processing apparatus. In this case, the 
functions the above described functional con?guration 
achieves can be achieved by an arithmetic processing sec 
tion that is realiZed by the programs and hardWare con?gu 
ration (a PCU, a memory, a hard disc and the like) that are 
installed in one information processing apparatus. It is to be 
noted herein that the information processing apparatus in 
Which these functions should be implemented is not limited 
to a speci?c information processing apparatus on the net 
Work. 

[0069] For example, the functions of the relay apparatus, 
communication de?nition generating apparatus and commu 
nication retry apparatus may be implemented on a client 
terminal. In this case, the client terminal controls the oWn 
communication logs and HTTP communication de?nition 
information, so that it is not necessary to control the com 
munication logs and the HTTP communication de?nition 
information on the netWork. Thus, the user control and 
security control are facilitated. 

[0070] Also, the functions of the relay apparatus, commu 
nication de?nition generating apparatus and communication 
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retry apparatus may be implemented on the WWW server 
300 that provides services for a plurality of client terminals. 
In this case, the WWW server 300 needs to control the 
communication logs and HTTP communication de?nition 
information for each user. Thus, the WWW server 300, for 
example, needs to register the communication logs and the 
HTTP communication de?nition information by associating 
With the user identi?cation information obtained by the user 
authentication processing as described above. Herein, in a 
case in Which the WWW server provides separate services 
for each user, the identi?cation information the user uses in 
the services may be used as the identi?cation information to 
be associated With the communication logs and HTTP 
communication de?nition information. 

[0071] Having described a preferred embodiment of the 
invention With reference to the accompanying draWings, it is 
to be understood that the invention is not limited to the 
embodiment and that various changes and modi?cations 
could be effected therein by one skilled in the art Without 
departing from the spirit or scope of the invention as de?ned 
in the appended claims. 

What is claimed is: 
1. An information processing system equipped With a 

plurality of information processing apparatuses, comprising: 

a ?rst information processing apparatus of the plurality of 
information processing apparatuses having 

a storage section in Which communication logs are 
stored, and 

a communication log generation section Which, When a 
?rst request is given from a client, records commu 
nication messages exchanged betWeen the client and 
a server as the communication logs in the storage 
section until a second request is given from the 
client; and 

a second information processing apparatus of the plurality 
of information processing apparatuses, 

Wherein 

the ?rst information processing apparatus or the second 
information processing apparatus has a communication 
de?nition generation section for generating communi 
cation de?nition information to reproduce a request, 
Which is given from the client to the server and 
included in the communication logs recorded in the 
storage section, during a period of time from the ?rst 
request to the second request. 

2. The information processing system according to claim 
1: 

Wherein the communication de?nition generation section, 
of the communication logs Which: 

When a ?rst parameter of the request given from the client 
to the server and a second parameter of an element that 
has generated the request and is included in a response 
given from the server to the client before the response 
differ from each other, sets the request as the request 
de?nition, and 

When the ?rst parameter and the second parameter are 
common to each other, generates the request de?nition 
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in Which the description indicating the second param 
eter value is set to the ?rst parameter value of the 
request. 

3. The information processing system according to claim 
1: 
Wherein 

any of the ?rst information processing apparatus, the 
second information processing apparatus or a third 
information processing apparatus of the plurality of 
information processing apparatuses comprises a com 
munication execution section Which, When receiving a 
third request from the client, generates a series of 
requests to be given to the server based on the com 
munication de?nition information, sequentially sends 
the series of requests to the server, and sends a response 
of the server relative to the last request of the series of 
requests to the client. 

4. The information processing system according to claim 
2: 

Wherein 

any of the ?rst information processing apparatus, the 
second information processing apparatus or a third 
information processing apparatus of the plurality of 
information processing apparatuses comprises a com 
munication execution section Which, When receiving a 
third request from the client, generates a series of 
requests to be given to the server based on the com 
munication de?nition information, sequentially sends 
the series of requests to the server, and sends a response 
of the server relative to the last request of the series of 
requests to the client. 

5. A program of causing an information processing appa 
ratus to function as the folloWing sections, comprising: 

a communication log analysis section for extracting, from 
communications including a series of communication 
messages exchanged betWeen a client and a server, a 
?rst parameter of a request given to the server from the 
client and a second parameter of an element that has 
generated the request and is included in a response 
given from the server to the client before the response, 
maintaining the ?rst parameter When the ?rst parameter 
value and the second parameter value differ from each 
other, and maintaining the description indicating the 
second parameter When the ?rst parameter value and 
the second parameter value are identical to each other; 
and 

a communication de?nition generation section for gener 
ating a request de?nition in Which the value the com 
munication log analysis section maintains is set as the 
parameter value corresponding to the value. 

6. A program of causing an information processing appa 
ratus having a storage section in Which communication 
de?nition information including a series of requests to be 
sent to a server is stored, the communication de?nition 
information being associated With bookmark IDs, and an 
arithmetic processing section, to carry out: 

a processing in Which the arithmetic processing section, 
When receiving a third request including a bookmark 
ID from a client, reads the communication de?nition 
information associated With the bookmark ID from the 
storage section, sends the ?rst request of a series of 
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requests included in the communication de?nition 
information to the server, and sequentially sends the 
remaining requests of the series of requests to the 
server each time receiving a response from the server; 
and 

a processing in Which the arithmetic processing section 
sends a response of the server relative to the last request 
of the series of requests to the client. 

7. A communication retry method that is executed in an 
information processing system equipped With a plurality 
information processing apparatuses, in Which a ?rst com 
munication processing apparatus of the plurality of infor 
mation processing apparatuses has a storage section for 
storing communication logs, the method comprising: 

a step Wherein the ?rst information processing apparatus, 
When a ?rst request is given from the client, records 
communication messages exchanged betWeen the cli 
ent and the server as the communication logs in the 
storage section until a second request is given from the 
client; 
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a step Wherein the ?rst information processing apparatus 
or a second information processing apparatus of the 
plurality of information processing apparatuses gener 
ates communication de?nition information for repro 
ducing a series of requests that are given from the client 
to the server and included in the communication logs 
recorded in the storage section during a period of time 
from the ?rst request to the second request; and 

a step Wherein any of the ?rst information processing 
apparatus, the second information processing apparatus 
and a third information processing apparatus of the 
plurality of information processing apparatuses gener 
ates a series of requests to be given to the server When 
receiving a third request from the client, sequentially 
sends the series of requests to the server, and sends a 
response of the server relative to the last request of the 
series of requests to the client. 


