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(57) ABSTRACT 

Methods and associated structures for utilizing Write-back 
cache management modes for local cache memory of disk 
drives coupled to a storage controller While maintaining data 
integrity of the data transferred to the local cache memories 
of affected disk drives. In one aspect hereof, a state machine 
model of managing cache blocks in a storage controller 
cache memory maintains blocks in the storage controller’s 
cache memory in a neW state until veri?cation is sensed that 
the blocks have been successfully stored on the persistent 
storage media of the affected disk drives. Responsive to 
failure or other reset of the disk drive, the Written cache 
blocks may be re-Written from the copy maintained in the 
cache memory of the storage controller. In another aspect, an 
alternate controller’s cache memory may also be used to 
mirror the cache blocks from the primary storage control 
ler’s cache memory as additional data integrity assurance. 
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METHODS AND STRUCTURE FOR IMPROVED 
STORAGE SYSTEM PERFORMANCE WITH 
WRITE-BACK CACHING FOR DISK DRIVES 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The invention relates generally to storage systems 
and more speci?cally relates to methods and structures for 
utilizing Write-back caching features of disk drives in a 
storage subsystem so as to improve system performance 
While maintaining reliability. 

[0003] 2. Discussion of Related Art 

[0004] Storage systems typically incorporate local storage 
controller features Within the storage system and a plurality 
of storage devices such as disk drives for storing signi?cant 
volumes of user data. User data is communicated from 
attached host systems through read and Write I/O requests 
processed by the storage controller Within the storage sub 
system. The requests record (Write) or retrieve (read) pre 
viously recorded data on the storage devices of the storage 
subsystem. Frequently, the storage devices in such storage 
subsystems are magnetic disk drives. A local disk controller 
is typically incorporated Within each such disk drive and is 
adapted to control loW level operations of the disk drive 
itself4operations such as controllably rotating the magnetic 
storage medium, controllably actuating control mechanisms 
to position a read/Write head assembly and read/Write chan 
nel electronics to record information on the disk drive 
storage medium or to retrieve information from the magnetic 
storage medium. 

[0005] As is generally knoWn in the art, it is common to 
utiliZe cache memory in such storage subsystems to improve 
performance of the storage subsystem as perceived by the 
attached host systems. Typically, a storage controller of such 
a storage subsystem utiliZes cache memory to process 
requests from host systems. Using such a storage controller 
cache memory, Write I/O requests are processed by record 
ing the user supplied data in a Write portion of the cache 
memory of the storage controller. A return status indicating 
successful completion of the host system Write request is 
then returned to the host system to complete the request. In 
like manner, a read request may be processed by ?rst looking 
for the requested data in the storage controller’s cache 
memory. If found, the requested data is returned to the host 
system from the copy in cache memory. Since the recording 
and retrieving of such user data in a semi-conductor cache 
memory is much faster than the time required for recording 
the data on the magnetic disk media of the associated disk 
drives, the host systems perceive much faster response from 
the storage subsystem and hence higher overall perfor 
mance. 

[0006] In many storage applications, reliability of the 
stored data is critical. Once the data is communicated from 
a host system, the host system and applications may rely on 
the storage subsystem to properly and persistently record the 
supplied data on the magnetic storage media of the disk 
drive. Numerous techniques are knoWn in the art to assure 
such reliability. For example, the cache memory of the 
storage controller is typically a nonvolatile semiconductor 
memory (i.e., battery backed up or other mechanisms for 
assuring integrity of the data stored in the controller’s cache 
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memory despite potential loss of poWer to the storage 
subsystem.]). Further, in case of catastrophic failure of a 
single storage controller in the storage subsystem, an alter 
nate or redundant storage controller is often provided. The 
primary and alternate storage controller may be cooperative 
such that one controller is active at any given time and the 
other is passive in a backup mode Waiting to take over in 
case of failure of the primary controller. Further, the redun 
dant storage controllers may be con?gured such that both 
controllers are simultaneously, independently active pro 
cessing I/O requests and also coordinating to permit take 
over by one controller of the other controller’s responsibil 
ity. 

[0007] It is also a generally knoWn that present-day disk 
drives have local disk controller logic that includes substan 
tial local cache memory for use in control of the disk drive 
itself. Local cache memory in a disk drive is used in a 
manner similar to that of the storage controller. HoWever, the 
cache memory associated With the local disk controller is 
most typically implemented using volatile memory compo 
nents to maintain a loWer cost for the disk drive components. 
Since the local cache memory of the disk controller is 
typically a volatile memory structure, loss of poWer or other 
failures of the disk drive of could result in loss of the data 
stored in the disk controller’s local cache memory. 

[0008] Generally, cache memory is used in either of tWo 
modes: Write-through mode and Write-back mode. For 
example, in using the cache memory of a storage controller 
in the Write-through method, a host sends a Write request to 
the storage system, the storage controller of the storage 
system receives the data from the host and saves it in its 
cache memory. The storage controller then Writes the 
received data from its cache memory to one or more disk 
drives, and returns a status back to the host. Write-through 
is also used in Writing data from a storage controller to the 
individual disk drives. The storage controller sends a block 
oriented Write request to each a?cected disk drive. The disk 
drive controller receives the data from the storage controller 
into its local cache memory (typically loWer cost volatile 
RAM as compared to the non-volatile memory used for the 
storage controller’s cache memory). The disk controller 
immediately Writes the data to magnetic/optical persistent 
storage media, and returns a status back to the storage 
controller Which then returns an appropriate status to the 
host system. 

[0009] In the Write-back cache management method as 
betWeen a host device and a storage system controller, a host 
sends a Write request to the storage system and the storage 
controller receives the data from the host and saves it in its 
cache memory. The storage controller then immediately 
returns a successful status to the host. The supplied data is 
then securely stored in the non-volatile cache memory of the 
storage controller. The host may then proceed With other 
requests or processing. Some time later, the storage control 
ler Writes (often referred to as “?ushing” or “committing”) 
the data from its cache memory to the affected disk/disks. 
The non-volatile cache memory of the storage controller 
retains the data until proper commitment to the disk drives 
is veri?ed. The Write-back method alloWs data from multiple 
host requests to remain in cache until it is convenient or 
necessary to Write the cached data from the storage control 
ler’s cache memory to the affected disk drives. 
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[0010] Regardless of the mode of cache usage of the 
storage controller’s cache memory With respect to host 
requests, the Write-through mode is presently relied on for 
loWer level operations between the storage controller and the 
local cache memory of the disk drive controller. Since the 
local cache memory of the disk drive controller uses volatile 
memory for its local cache memory features, the storage 
controller must rely only on the Write-through mode to 
assure that the data is successfully ?ushed or committed 
before removing or altering the data stored in its non-volatile 
cache memory. 

[0011] In general, Write-back mode usually performs bet 
ter than Write-through mode because the device receiving 
the data into its cache memory may perform local optimi 
Zations based on the volume of data stored in its cache. In 
general, more cached data alloWs the device caching the data 
to make more local decisions to optimiZe its performance. 

[0012] System performance issues relating to cached data 
are even more critical in the context of RAID storage 

systems (Redundant Array of Independent Disks). In RAID 
systems, stored data is combined With redundancy informa 
tion to permit continued operation of the system despite 
failure of any single disk drive. In RAID “level 5” storage 
management techniques, data may be striped (distributed) 
over a plurality of disk drives operating in parallel. Parity 
data (redundancy data) is also striped over the drives in such 
a manner to alloW continued operation despite failure of a 
single disk drive. When Writing data to such a RAID storage 
system, the storage controller frequently must read previ 
ously stored data, update the parity values and then Write the 
neW data along With the updated parity information back to 
the affected disk drive or disk drives. Hence, the data to be 
Written along With previous data and the updated parity data 
may reside in the storage controller’s cache memory until it 
is successfully ?ushed or committed to the persistent storage 
media of the affected disk drives. 

[0013] One important measure of improved performance 
is the Write response time. Response time as used herein is 
the elapsed time betWeen When a host issues a Write request 
to the storage system until successful status has been 
returned. In both Write-back and Write-through caching 
methods, this response time includes the time to transfer the 
data from the host to the storage controller’s cache memory. 
Write-through cache mode response time, unlike Write-back 
cache mode response time includes the time to perform any 
necessary RAID related reads, generate updated RAID par 
ity, and the time required to Write the data and updated parity 
to disk. With a shorter response time, the application running 
on the host can continue processing sooner, thereby alloWing 
it to start the next I/O sooner. In Write-back mode, the RAID 
storage system still incurs the overhead of RAID reads, 
RAID parity generation, and the time required to Write the 
data to disk, but it can optimiZe those activities. In Write 
back mode, cached data from multiple Writes may be con 
catenated or grouped to make RAID Write methods more 
ef?cientithereby improving e?iciency by Writing more 
data in a single operation. With Write-through cache opera 
tions, this capability is limited to the current number of 
queued Write requests in the storage controller’s cache 
memory. Similarly, so called “elevator-sorting” methods 
used to reduce disk seek times Work better for Write-back 
cached data in large part because there is a larger selection 
of data blocks to choose from. 
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[0014] Disk drive controllers in conventional disk drives 
(i.e. those With rotating media) are capable of both Write 
through and Write-back cache management methods but, as 
noted above, their local cache memory is volatile instead of 
non-volatile to reduce cost of a disk drive unit. It is also cost 
prohibitive to protect all of the drives in an entire RAID 
storage system With an uninterruptible poWer supply (UPS). 
The poWer requirements to maintain operation of all disk 
drives in a large RAID storage subsystem Would be too large 
for practical UPS solutions. As a result, Write-back caching 
on a disk drive, though frequently available, is not used 
because of the potential for data loss in the event of a poWer 
failure or reset. 

[0015] Some RAID storage system vendors alloW a sys 
tem administrator to enable Write-back caching on the drives 
to improve performance With the understanding that data 
loss Will occur if a drive is reset, or loses poWer. With this 
understanding, the system administrator con?gures the asso 
ciated disk drives for non-critical and/or temporary data 
storage; typically any data that Won’t require a signi?cant 
amount of time to recreate. 

[0016] It is evident from the above discussion that a need 
exists for an improved cache management method and 
structure to alloW better utiliZation of Write-back cache 
operations in disk controllers of disk drives coupled to 
storage system controllers and in particular RAID storage 
controllers. 

SUMMARY OF THE INVENTION 

[0017] The present invention solves the above and other 
problems, thereby advancing the state of the useful arts, by 
providing methods and structures for utiliZing Write-back 
cache management in disk drives in a storage system 
coupled to a storage controller While assuring data integrity 
of the data transferred betWeen the storage controller and the 
disk drives. 

[0018] One feature hereof provides a method operable in 
a storage system having a storage controller With cache 
memory coupled to a plurality of disk drives each having a 
local disk controller With local cache memory, a method 
operable in the storage controller comprising: receiving in 
the storage controller a Write request from an attached host 
system; storing host data associated With the Write request in 
the cache memory of the storage controller; transferring the 
host data from the storage controller’s cache memory to the 
local cache memory of a disk drive of the plurality of disk 
drives using a Write-back mode of operation Wherein the 
step of transferring is adapted to maintain integrity of the 
host data stored on the disk drive With respect to the host 
data in the storage controller’s cache memory. 

[0019] Another aspect hereof further provides for detect 
ing loss of the host data in the local cache memory of the 
disk drive; and re-transferring the host data from the storage 
controller’s cache memory to the local cache memory of a 
disk drive of the plurality of disk drives using a Write-back 
mode of operation in response to detection of the loss. 

[0020] Another aspect hereof further provides for holding 
the host data in the storage controller’s cache memory until 
the host data is successfully committed to a persistent 
storage medium of the disk drive; detecting successful 
commitment of the host data from the local cache memory 
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of the disk drive to the persistent storage medium of the disk 
drive; and releasing the host data in the storage controller’s 
cache memory for possible re-use. 

[0021] Another aspect hereof further provides that the 
storage system includes an alternate controller co-operable 
With the storage controller as a redundant pair and Wherein 
the method further comprises: mirroring the host data from 
the cache memory of the storage controller to the cache 
memory of the alternate controller. 

[0022] Another aspect hereof further provides for restor 
ing the contents of the cache memory of the storage con 
troller from the cache memory of the alternate controller in 
response to poWer up of the storage controller; detecting 
host data in the restored content of the cache memory of the 
storage controller that Was not yet committed to the persis 
tent storage medium of a disk drive; and re-transferring the 
host data from the storage controller’s cache memory to the 
local cache memory of the disk drive of the plurality of disk 
drives using a Write-back mode of operation in response to 
detection of the loss. 

[0023] Another feature hereof provides a method operable 
in a storage system having a storage controller coupled to a 
plurality of disk drives Wherein the storage controller has a 
cache memory and Wherein each disk drive of the plurality 
of disk drives has a local cache memory, a method operable 
in the storage controller comprising: receiving a Write 
request having associated Write data from an attached host 
device; in response to receiving the Write request, perform 
ing the steps of; allocating one or more empty blocks of 
memory in the cache memory to store the Write data; storing 
the Write data in the allocated blocks and; marking each of 
the allocated blocks as a dirty block; determining, subse 
quent to receipt of the Write request, that one or more dirty 
blocks should be ?ushed from the cache memory to one or 
more disk drives of the plurality of disk drives; in response 
to the determination to ?ush the one or more dirty blocks, 
performing the steps of: transferring the one or more dirty 
blocks to the one or more disk drives using a Write-back 
mode of operation With the local cache memory of each of 
the one or more disk drives; and marking each of the 
transferred dirty blocks as a Written block; determining, 
subsequent to the determination to ?ush the dirty blocks, that 
the Written blocks should be ?ushed from the local cache 
memory of the one or more disk drives; in response to the 
determination to ?ush the Written blocks, performing the 
step of: forcing the ?ushing of local cache memory of each 
of the one or more disk drives; determining subsequent to 
the forcing of ?ushing Whether the ?ushing has succeeded or 
failed; in response to the determination that the ?ushing 
succeeded, performing the step of: marking each of the 
?ushed Written blocks as a clean block; and in response to 
the determination that the ?ushing failed, performing the 
step of: marking each of the ?ushed Written blocks as a dirty 
block. 

[0024] Another aspect hereof further provides that the 
storage system includes an alternate controller and Wherein 
in response to receiving the Write request, the method further 
comprises: mirroring the Written blocks in the cache 
memory of the storage controller to the cache memory of the 
alternate controller; and marking the mirrored dirty blocks 
as mirrored blocks. 

[0025] Another aspect hereof further provides for detect 
ing a reset of the storage controller; and in response to 
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detecting the reset, performing the steps of: restoring the 
contents of the cache memory of the storage controller from 
the alternate controller; and marking all blocks marked as 
mirrored blocks in the restored cache memory as dirty 
blocks. 

[0026] Another feature hereof provides a method of man 
aging cache blocks in the cache memory of a storage 
controller, the method comprising: initializing all cache 
blocks in an EMPTY state; allocating a cache block in the 
EMPTY state in response to receipt of a Write request from 
an attached host; copying Write data associated With the 
Write request into the allocated cache block; transitioning the 
cache block to a DIRTY state in response to the steps of 
allocating and copying; sending the data in the cache block 
to a disk drive having a local cache memory operating in a 
Write-back cache management mode; transitioning the cache 
block to a WRITTEN state in response to the step of 
sending; detecting successful synchronization of the content 
of the local cache memory of the disk drive to persistently 
store the cache block; and transitioning the cache block to a 
CLEAN state in response to the step of detecting successful 
synchronization. 

[0027] Another aspect hereof further provides for transi 
tioning a cache block presently in the CLEAN state to the 
EMPTY state. 

[0028] Another aspect hereof further provides that the 
transition from CLEAN state to EMPTY state is performed 
periodically. 

[0029] Another aspect hereof further provides for detect 
ing that additional cache blocks in the EMPTY state are 
required to process a received Write request, Wherein the 
transition from CLEAN state to EMPTY state is performed 
in response to the detecting of the need for additional cache 
blocks in the EMPTY state. 

[0030] Another aspect hereof further provides for detect 
ing reset or failure of the disk drive; and transitioning cache 
blocks in the WRITTEN state to the DIRTY state in response 
to detecting reset or failure of the disk drive. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0031] FIG. 1 is a block diagram of an exemplary storage 
system embodying features and aspects hereof to utiliZe 
Write-back cache management techniques Within the local 
cache memory of disk drives of the system While maintain 
ing data integrity in the system. 

[0032] FIG. 2 is a diagram of an exemplary state machine 
model operable in a storage controller for implementing 
features and aspects hereof to manage cached blocks Within 
cache memory of a storage system controller so as to utiliZe 
Write-back cache management techniques Within the local 
cache memory of disk drives of the system While maintain 
ing data integrity in the system. 

[0033] FIGS. 3-8 are ?oWcharts describing exemplary 
methods operable in a storage controller for implementing 
features and aspects hereof to manage cached blocks Within 
cache memory of a storage system controller so as to utiliZe 
Write-back cache management techniques Within the local 
cache memory of disk drives of the system While maintain 
ing data integrity in the system. 
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DETAILED DESCRIPTION OF THE DRAWINGS 

[0034] FIG. 1 is a block diagram of a storage system 1 
embodying features and aspects hereof to maintain data 
integrity betWeen storage controller cache memory contents 
and corresponding local cache memory contents of disk 
drives of the system 1 While permitting performance opti 
miZations utiliZing the Write-back cache techniques for 
managing local cache memory Within individual disk drives. 
Storage controller 100 may be a storage controller embed 
ded Within a storage subsystem or may be, for example, a 
host bus adapter (“HBA”) integrated Within a corresponding 
computing system (not shoWn). Control logic and interface 
element 102 Within storage controller 100 may include 
general and/or special purpose processing elements for 
interfacing With attached host systems (not shoWn), for 
interfacing With disk drives 120 and 130, and for managing 
overall operations of the storage controller to store and 
retrieve information on disk drives 120 and 130. Storage 
controllers 100 and 110 exchange information With disk 
drives 120 and 130 via one or more communication media 
150 and 152. Communication media 150 and/or 152 may be 
a SCSI parallel bus structure, other parallel bus structures, or 
any of several high speed serial media and corresponding 
protocols including, for example, Fibre Channel. Typically, 
control logic and interface element 102 may include pro 
grammable processing elements such as a general purpose 
processor (“CPU”) and/or additional special purpose pro 
cessing elements for managing the various loWer level 
control operations (e.g., RAID storage management redun 
dancy generation and checking features, striping features, 
etc.). Where such programmable processing elements are 
utiliZed, control logic and interface element 102 may include 
appropriate memory elements for storing program instruc 
tions and associated data. Such memory components may 
include, for example, read only memory (e.g., ROM, 
PROM, EPROM, ?ash, etc.) as Well as random access 
memory (e.g., RAM, DRAM, SDRAM, etc.). Those of 
ordinary skill in the art Will readily recogniZe that control 
logic and interface element 102 may comprise a plurality of 
commercially available circuits integrated to cooperate 
through appropriate programmed instructions or may com 
prise custom integrated circuit designs integrating one or 
more of the various control and interface features into any 
number of integrated circuits. Such design choices are Well 
knoWn to the list of ordinary skill in the art. 

[0035] In addition to any memory utiliZed for program 
instructions or data, storage controller 100 typically includes 
cache memory 104 used for storing blocks of data in a high 
speed cache for further, subsequent management by storage 
controller 100. Cache memory 104 may be any suitable form 
of memory components including, for example, high speed 
static memory devices as Well as more typical dynamic 
RAM or SDRAM memory components. In general, host 
requests are received in storage controller 100 from attached 
host systems (not shoWn) and processed more quickly 
through use of cache memory 104. More speci?cally, control 
logic and interface element 102 receives Write data from a 
host Write request and stores the data in cache memory 104. 
In the Write-back mode of cache management, as discussed 
above, a completion response is forWarded to the attached 
host system upon successfully storing the Write data in cache 
memory 104. Later, at the discretion of the storage controller 
100, control logic and interface element 102 Will transfer the 
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Write data stored in its cache memory 104 to the persistent 
storage capacity of one or more disk drives 120 and 130. 

[0036] As it is generally knoWn in the art, to improve 
reliability of system 1, a redundant or alternate storage 
controller 110 may be provided in storage system 1 to permit 
rapid takeover of control of the system 1 in the event of 
failure of the primary storage controller 100. Alternate 
storage controller 110 therefore includes identical compo 
nents including control logic and interface 112 and corre 
sponding cache memory 114. Where such an alternate 
controller 110 is present in system 1, the alternate controller 
110 and the primary storage controller 100 may communi 
cate via the communication media 150 and 152 of via a 
dedicated, single or redundant communication medium 154. 

[0037] As noted above and as presently knoWn in the art, 
disk drives 120 and 130 typically include a local control 
logic element 122 and 132, respectively, and associated local 
cache memory 124 and 134, respectively. Data transferred 
from cache memory 104 of storage controller 100 may be 
stored in the local cache memory 124 or 134 by operation of 
the local control logic and interface element 122 or 132 of 
respective disk drives 120 and 130. Further as discussed 
above and as presently practiced in the art, Write-back cache 
management techniques, though available, are generally not 
utiliZed Within disk drives 120 and 130. Not using the 
Write-back cache mode in disk drives Within a storage 
subsystem helps assure integrity of the data stored in system 
1. In Write-back cache management mode of operation, the 
storage controller 100 Would normally transfer data from its 
cache memory 104 to the disk drives’ local cache memory 
124 and/or 134. Upon completion of the transfer betWeen 
cache memories, the storage controller, relying on Write 
back cache techniques in the disk drives as presently knoWn 
in the art, Would continue With other processing presuming 
that the data Was successfully recorded in one or more of the 
affected disk drives 120 and 130. Should poWer be lost in the 
disk drives 120 and 130 or other reset operations associated 
With the disk drives, data stored in the volatile local cache 
memory of such a reset disk drive 120 or 130 may be lost. 

[0038] In accordance With features and aspects hereof, 
storage controller 100 and alternate storage controller 110 
may include data integrity control element 103 and 113, 
respectively, to help assure data integrity While utiliZing 
Write-back cache management techniques Within the disk 
drives 120 and 130. By so enabling utiliZation of Write-back 
cache management techniques Within the disk drives 120 
and 130 While maintaining data integrity, features and 
aspects hereof permit improved performance of the storage 
system 1 by permitting the disk drive local control logic 122 
and 132 to perform local optimiZations in storing informa 
tion on the disk drive storage media. For example, the local 
control logic 122 or 132 may more effectively apply so 
called “elevator” optimiZations or other scheduling related 
optimiZations to record blocks of data to the persistent 
storage media of the disk drive 120 or 130. These optimi 
Zations may be better applied Within the disk drive control 
elements 122 and 132 because more blocks of data are 
available Within the local cache memory 124 or 134 to 
permit better selection of blocks to be Written by the control 
logic 122 or 132. 

[0039] In general, integrity control element 103 and 113 of 
storage controllers 100 and 110, respectively, utiliZe Write 
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back cache management techniques in the disk drives 120 
and 130 for transfers to disk drives 120 and 130. However, 
unlike prior techniques that fail to assure data integrity, 
features and aspects hereof exempli?ed by elements 103 
and/or 113 help assure integrity of the managed data. More 
speci?cally, data transferred from the storage controllers’ 
cache memory 104 or 114 to the local cache memory 124 or 
134 of disk drives 120 and 130, respectively, is maintained 
Within the cache memory 104 or 114, respectively, until 
veri?cation that the data is persistently stored in the disk 
drives 120 and/or 130. In particular, the data remains in the 
storage controllers’ cache memory 104 and/or 114 until the 
data in the local cache memory 124 and/or 134 is ?ushed to 
the persistent storage medium of the disk drives 120 and/or 
130, respectively. Exemplary methods and process easier 
associated With operation of the integrity control element 
103 and 113 are discussed in further details here in belloW. 

[0040] Those of ordinary skilled in the art Will readily 
recogniZe that the storage system 1 of FIG. 1 is intended 
merely as exemplary of a typical storage system Where 
features and aspects hereof are bene?cially applied. Numer 
ous other equivalent architectures and con?gurations Will be 
readily apparent to those of ordinary skill in the art. In 
particular, any number of storage controllers (one or more) 
may be utiliZed in such a con?guration, any number of 
communication media 154 may be applied for exchange of 
information betWeen such redundant controllers, any num 
ber of communication buses 150 and 152 may be con?gured 
in such a storage system, and any number of disk drives one 
of 120 and 130 may be applied in such a storage system. 
Numerous equivalent con?gurations may bene?cially apply 
the integrity control features and aspects hereof as exem 
pli?ed by elements 103 and 113 of FIG. 1. 

[0041] Cache management techniques Within storage con 
trollers of a storage subsystem may frequently be described 
and understood in terms of a state machine model. Each 
block of memory Within a storage controller’s cache 
memory may be in a presently de?ned state of a plurality of 
states describing the current use of the block. Various 
transitions may be de?ned to transition the present state of 
a block to other states based upon particular events and 
actions. FIG. 2 is an exemplary state machine model dia 
gram describing the management of individual cache blocks 
or groups of cache blocks Within the cache memory of a 
storage controller operating in accordance With features and 
aspects hereof. 

[0042] All cache blocks may be initially in an EMPTY 
state 200 at initialiZation of a storage system. As Write 
requests are processed by a storage controller in accordance 
With features and aspects hereof, one or more unused blocks 
presently marked as EMPTY may be allocated for storage of 
the host supplied Write data. When the host-supplied Write 
data is recorded in the allocated blocks as indicated by 
transition arroW 220, the affected blocks are marked as noW 
in a DIRTY state 202. 

[0043] At some point, a storage controller Will determine 
that one or more blocks of cache memory marked as DIRTY 
should be ?ushed or posted to corresponding locations on 
one or more disk drives of the storage system. As presently 
practiced in the art, one or more cache memory blocks 
marked as DIRTY may be selected for posting or ?ushing to 
the disk drives using a Write-through mode for the local 
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cache memory associated With the affected disk drives. 
When the selected DIRTY blocks are successfully Written to 
the affected disk drives in a Write-through cache manage 
ment mode for the disk drive’s local cache memory, as 
indicated by transition arroW 236, the transferred DIRTY 
blocks are marked as noW in the CLEAN state 210. Blocks 
so marked as CLEAN may retain the data recorded therein 
for use, for example, in satisfying subsequent read requests. 
At some later time, the storage controller may determine that 
additional EMPTY blocks are required to process additional 
host Write requests and may therefore free blocks marked as 
CLEAN for re-use as EMPTY blocks as indicated by a 
transition arroW 234. 

[0044] In accordance With features and aspects hereof, the 
state machine model described thusfar represents typical 
present storage systems Where only the Write-through cache 
management mode is used for Writing data to affected disk 
drives from the storage controller. In accordance With fea 
tures and aspects hereof, such a typical state machine model 
may be enhanced to a permit utiliZation of Write-back cache 
management features Within the disk drives. At some sub 
sequent time, When the storage controller determines that 
dirty blocks may be ?ushed or posted to associated disk 
drives, one or more selected dirty blocks may be Written to 
the affected disk drives utiliZing Write-back cache manage 
ment techniques for management of the local cache memory 
Within the affected disk drives. The selected dirty blocks are 
Written to the local cache memory of the affected disk drives 
as indicated by a transition arroW 238 and the blocks so 
transferred are marked Within the cache memory of the 
storage controller as noW in a WRITTEN state 206. When 
using the Write-back cache management features of the 
affected disk drives, the disk drive controller of each disk 
drive may independently manage the local cache memory of 
that disk drive. Independent of the operation of the storage 
controller, the local disk controller may retain data Within 
the local cache memory of the disk drives or may choose to 
?ush or post the data to the persistent media of the disk 
drives (i.e., the disk drive platter surfaces). Since the local 
cache memory of the affected disk drives is typically a 
volatile form of memory, the storage controller, in accor 
dance With features and aspects hereof, retains the cache 
memory blocks marked as WRITTEN Within the cache 
memory of the storage controller until such time as the 
blocks can be veri?ed as correctly posted or ?ushed to the 
persistent media of the affected disk drives. 

[0045] At some subsequent time, the storage controller 
may determine that the WRITTEN state blocks in the 
storage controller’s cache memory have been successfully 
?ushed or posted from the disk drives’ local cache memories 
to the persistent storage media of the affected disk drives. At 
such time, as indicated by a transition arroW 240, the 
WRITTEN blocks detected as having been successfully 
?ushed to the disk drives persistent storage medium are 
marked as noW in the CLEAN state 210. As noted above, 
CLEAN blocks may eventually be freed for re-use as 
indicated by transition arroW 234 and marked as in the 
EMPTY state 200. 

[0046] The storage controller may later determine that 
WRITTEN blocks in its cache memory have been success 
fully posted or ?ushed from the affected disk drives’ local 
cache memory to the persistent storage media of the affected 
disk drives by synchronization operations. Synchronization 
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operations are de?ned, for example, in the SCSI speci?ca 
tions and other disk drive interface and operation speci?ca 
tions as Well knoWn to those of ordinary skill in the art. 
Synchronize operations may be directed to selected disk 
drives by operation of the storage controller to force the 
?ushing of blocks from the local cache memory of the 
addressed disk drive onto the persistent storage medium of 
that disk drive. Such operations may be performed periodi 
cally or as background processing tasks Within the storage 
controller as the storage controller determines that additional 
CLEAN blocks are needed for continued operation of the 
storage controller. Those of ordinary skill in the art Will 
recognize a variety of Well knoWn algorithms and techniques 
for determining When DIRTY blocks should be posted to the 
disk drives and hence marked as WRITTEN and for deter 
mining When WRITTEN blocks should be synchronized or 
?ushed from the local cache memory of the disk drives to the 
persistent storage medium thereof and hence marked as 
CLEAN. 

[0047] Where multiple redundant controller storage con 
trollers are available in a storage system, the state machine 
of FIG. 2 may be further enhanced to assure integrity of the 
data by forcing mirroring of DIRTY data blocks to an 
alternate storage controller. Blocks that are marked in the 
DIRTY state 202 may be ?rst copied to the alternate 
controller as indicated by a transition arroW 222. The DIRTY 
blocks so mirrored to the alternate controller may then be 
marked in the MIRRORED state 204. In one aspect hereof, 
blocks initially marked as DIRTY may be immediately 
mirrored to the alternate controller and hence rapidly tran 
sitioned from the DIRTY state 202 to the MIRRORED state 
204. As a matter of design choice, using data “forking” 
techniques, DIRTY blocks may be transferred substantially 
simultaneously to both a primary and an alternate storage 
controller. Thus the transition betWeen the DIRTY state 202 
and the MIRRORED state (as indicated by arroW 222) may 
be essentially instantaneous or, the states may be in essence 
merged into a single state. 

[0048] Alternatively, blocks may be recorded as DIRTY 
blocks for any desired period of time Where the storage 
controller later determines Which DIRTY blocks should be 
mirrored to the alternate controller. Such design choices are 
readily apparent to those of ordinary skill in the art. MIR 
RORED blocks may then be selected for Writing to affected 
disk drives at some subsequent point in time. MIRRORED 
blocks selected for Writing to the disk drives may then be 
transferred to the disk drives and transitioned to the WRIT 
TEN state 206 as indicated by arroW 224. If the disk drive 
local cache memory is disabled for any of several reasons 
the MIRRORED blocks so transferred to the disk drives may 
be marked as in the UNMIRRORED state 208 as indicated 
by transition arroW 228. Such operation is essentially analo 
gous to utilizing local cache memory of the affected disk 
drives in a simple Write-through cache management mode. 
If the local cache memory is enabled for use and is operated 
in a Write-back cache management mode, MIRRORED 
blocks transferred to the disk drives as indicated by arroW 
224 are then marked as in the WRITTEN state 206. As 
discussed above, WRITTEN blocks may be selected by the 
storage controller at a subsequent time to be synchronized or 
?ushed from the local cache memory to the persistent 
storage medium of the affected disk drives. When the 
storage controller detects that WRITTEN blocks have been 
?ushed to the persistent storage of the affected disk drives, 
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the blocks so synchronized may be marked in the UNMIR 
RORED state 208 as indicated by transition arroW 230. 
Blocks in the UNMIRRORED state 208 may then quickly 
transition as indicated by a transition arroW 232 into the 
CLEAN state 210 and then, as discussed above, into the 
EMPTY state 200 as indicated by arroW 234 When additional 
EMPTY blocks are needed to process a host request. 

[0049] Those of ordinary skill in the art Will recognize that 
FIG. 2 is intended merely as exemplary of one possible state 
machine model for managing cache memory blocks Within 
the cache memory of a storage controller and optionally in 
conjunction With an alternate storage controller. Numerous 
equivalent state machine models adapted to enable utiliza 
tion of Write-back cache mode cache management mode 
Within the disk drives of the storage system Will be readily 
apparent to those of ordinary skill in the art. 

[0050] FIGS. 3 through 8 are ?oWcharts describing 
exemplary methods associated With features and aspects 
hereof. The methods of FIGS. 3 through 8 represent one 
exemplary implementation of the state machine model of 
operation described above With respect to FIG. 2. In par 
ticular, FIG. 3 is a ?owchart describing an exemplary 
method for processing a Write request received from a host 
system or otherWise generated for recording received Write 
data in the cache memory of the storage controller. Such 
processing is represented in FIG. 2 as the transition arroW 
220 betWeen EMPTY state 200 and DIRTY state 202. 
Responsive to receipt of a Write request from, for example, 
and attached host system element 300 is ?rst operable to 
allocate EMPTY blocks of from the storage controller’s 
cache memory to be used to store the Write data associated 
With the received Write request. The blocks so allocated are 
annotated as being associated With a particular volume (e. g., 
a disk drive) and With a logical block address Within the 
volume. The EMPTY blocks so allocated are then marked as 
DIRTY by operation of element 302 and the host system 
supplied Write data is copied to the allocated blocks. 

[0051] Where a redundant alternate storage controller is 
available in the storage subsystem, the DIRTY blocks may 
be copied to the alternate controller and marked as MIR 
RORED blocks as indicated in transition arroW 222 of FIG. 
2. In such a case, element 304 of FIG. 3 is operable to copy 
the just allocated and ?lled DIRTY blocks to the alternate 
controller’s cache memory. Element 306 then marks of the 
transferred blocks as MIRRORED blocks. 

[0052] To assure that sufficient EMPTY blocks are avail 
able for allocation by element 300, the exemplary method 
depicted in the ?owchart of FIG. 4 is operable to recycle 
CLEAN blocks for re-use as EMPTY blocks. In particular, 
the process of FIG. 4 may be operable as a periodic 
background task or may be operable in response to failure of 
element 300 of FIG. 3 to locate sufficient EMPTY blocks for 
allocations to satisfy an incoming Write request. The pro 
cessing of FIG. 4 is roughly the equivalent of the transition 
arroW 234 betWeen the CLEAN state 210 and the EMPTY 
state 200 of FIG. 2. 

[0053] Element 400 of FIG. 4 is ?rst operable to locate 
blocks presently marked as CLEAN. The number of 
CLEAN blocks to be located may be determined in accor 
dance With any of several Well knoWn parameters or tech 
niques. In particular, Where element 300 of FIG. 3 requires 
a particular number of blocks to be allocated in response to 
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receipt of a host write request, element 400 of FIG. 4 may 
be operable to locate that required number of blocks. Ele 
ment 402 of FIG. 4 is then operable to mark the CLEAN 
blocks so located by element 400 as EMPTY blocks avail 
able for re-use and processing of new host write requests. 

[0054] FIG. 5 is a ?owchart describing operation of an 
exemplary method in accordance with features and aspects 
hereof to select MIRRORED blocks to be ?ushed or posted 
to the local cache memory of affected disk drives operating 
in a write-back cache management mode. The operation of 
FIG. 5 is roughly equivalent to the transition from MIR 
RORED state 204 to WRITTEN state 206 by arrow 224 of 
FIG. 2 or, as discussed, from DIRTY state 202 to WRITTEN 
state 206 as indicated by arrow 238 of FIG. 2. 

[0055] Element 500 is ?rst operable to locate blocks 
presently marked as MIRRORED (where redundant con 
trollers are used to mirror cache contents) or marked as 
DIRTY (where DIRTY blocks are not mirrored to an alter 
nate controller). The number and selection of blocks to be so 
posted may be determined in accordance with any param 
eters or known techniques. Element 502 is then operable to 
transfer the selected MIRRORED (or DIRTY) blocks to the 
affected disk drives identi?ed by the annotations associated 
with the selected blocks in the storage controller’s cache 
memory. As noted, by so utiliZing the write-back cache 
management mode of the local cache memory in the affected 
disk drives, the affected disk drives may more readily and 
fully optimiZe their respective operations in recording infor 
mation from their respective local cache memories to their 
respective persistent storage media. Thus, performance of 
the overall operation of the storage subsystem is improved 
as compared to prior techniques while maintaining the 
integrity of the data. Element 504 marks the selected blocks 
as WRITTEN until such later time as the blocks are veri?ed 
as being properly ?ushed from the local cache memory of 
the disk drives onto the persistent storage media of the disk 
drives. 

[0056] FIG. 6 is a ?owchart describing an exemplary 
method in accordance with features and aspects hereof to 
detect proper synchroniZation or ?ushing of blocks recorded 
in the local cache memory of selected disk drives for storage 
on the persistent storage medium of affected disk drives. The 
method of the ?owchart a FIG. 6 approximately corre 
sponds to the state transition 230 from the WRITTEN state 
206 to the UNMIRRORED state 208 or the transition 240 
from the WRITTEN state 206 to the CLEAN state 210 all of 
FIG. 2. 

[0057] Element 600 of FIG. 6 is ?rst operable to select 
disk drives presently storing cache memory blocks marked 
as WRITTEN in the cache memory of the storage controller. 
The particular number and selection of blocks may be in 
accordance with any parameters or known techniques 
readily apparent to those of ordinary skilled the art. Element 
602 is then operable to issue appropriate commands to the 
disk drives affected by the selected blocks to cause the 
affected disk drives to synchroniZe its respective local cache 
memory with the respective persistent storage media asso 
ciated with that disk drive. Such commands are well known 
to those of ordinary skill and the art and are well docu 
mented in, for example, SCSI speci?cations as well as other 
disk drive command and status protocol speci?cations. Such 
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speci?cations are readily available to those of ordinary skill 
in the art including, for example, on the Internet at 
www.tl0.org. 

[0058] Element 604 is operable to determine whether the 
issued commands succeeded or failed in causing the local 
cache memory of the disk drives to be synchronized with the 
persistent storage medium of the corresponding disk drives. 
If the command was seemingly unsuccessful, the method 
completes to be retried at a subsequent point in time. If the 
synchronization commands apparently succeeded, element 
606 is then operable to mark the selected blocks so syn 
chroniZed as now in the UNMIRRORED state. Next, either 
immediately or at some later point in time as a matter of 
design choice, the selected blocks are marked as now in the 
CLEAN state representing the veri?ed knowledge that the 
information has been successfully recorded on the persistent 
storage media of affected disk drives. 

[0059] As noted above, where no alternate, redundant 
controller is available or is not utiliZed, step 606 may be 
skipped such that the WRITTEN blocks successfully ?ushed 
from the local cache memory of the affected disk drives may 
be simply marked as CLEAN. 

[0060] FIG. 7 is a ?owchart describing an exemplary 
method in accordance with features and aspects hereof to 
detect that blocks presently marked as in the WRITTEN 
state have been possibly lost from the local cache memory 
of one or more affected disk drives. Such processing corre 
sponds approximately to transition arrow 226 from the 
WRITTEN state 206 back to the MIRRORED state 204 (or 
arrow 242 from the WRITTEN state 206 back to the DIRTY 

state 202). 

[0061] Upon sensing the reset or failure of one or more 
disk drives, element 700 is operable within the storage 
controller to locate all blocks marked as WRITTEN and 
corresponding to the one or more disk drives sensed as 
having been reset or otherwise failed so as to possibly have 
lost data in its local cache memory. Element 702 is then 
operable to mark the located locks as having been restored 
to the MIRRORED state. The blocks so marked again as 
mirrored will eventually be written to the disk drives again 
as described above with respect to FIG. 5. 

[0062] FIG. 8 is a ?owchart describing an exemplary 
method in accordance with features and aspects hereof to 
initialiZe a storage controller. When a storage controller is 
initialiZed it may determine whether an alternate controller 
is con?gured and available. If so, the alternate controller 
may be continuing operations following failure or other reset 
of the controller now initialiZing. In such a case, the initial 
iZing controller may re-initialiZe the content of its cache 
memory from the present content of the alternate controller 
cache. If there is no alternate controller con?gured or 
available, or for any other reason no presently valid cache 
memory content is available, then the initialiZing controller 
may simply initialiZe its cache content to indicate that all 
cache blocks are presently in the EMPTY state. 

[0063] Element 800 is ?rst operable to attempt to recover 
or synchroniZe the cache memory of this initialiZing con 
troller with an alternate storage controller if any is found to 
have valid cache content. Element 802 then determines 
whether any such valid cache content was located and, if so, 
whether it is valid for use. If not, elements 806 and 808 are 
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operable to mark all cache blocks in this storage controller’s 
cache memory as valid and in the EMPTY state. If element 
802 ?nds that valid cache content Was located from another 
alternate controller, then element 804 is operable to transi 
tion all blocks in the restored cache presently marked in the 
WRITTEN state into the MIRRORED state. Thus, all blocks 
that Were at one time Written to the disk drives but not yet 
veri?ed as committed to the persistent storage medium of 
the disk drives Will be reset to the MIRRORED state and 
Will again be selected by the methods discussed above for 
transfer to the disk drives. In other Words, the previously 
Written blocks Will be re-Written. 

[0064] Those of ordinary skill and the art Will readily 
recogniZe numerous equivalent methods and processes for 
providing features and aspects hereof to utiliZe Write-back 
cache management techniques in association With the local 
cache memory of disk drives in a storage subsystem While 
maintaining data integrity. The exemplary methods of FIGS. 
3 through 8 and the state machine model of FIG. 2 are 
therefore intended merely as exemplary of possible, exem 
plary embodiments of features and aspects hereof. 

[0065] While the invention has been illustrated and 
described in the draWings and foregoing description, such 
illustration and description is to be considered as exemplary 
and not restrictive in character. One embodiment of the 
invention and minor variants thereof have been shoWn and 
described. Protection is desired for all changes and modi? 
cations that come Within the spirit of the invention. Those 
skilled in the art Will appreciate variations of the above 
described embodiments that fall Within the scope of the 
invention. In particular, those of ordinary skill in the art Will 
readily recogniZe that features and aspects hereof may be 
implemented equivalently in electronic circuits or as suit 
ably programmed instructions of a general or special pur 
pose processor. Such equivalency of circuit and program 
ming designs is Well knoWn to those skilled in the art as a 
matter of design choice. As a result, the invention is not 
limited to the speci?c examples and illustrations discussed 
above, but only by the folloWing claims and their equiva 
lents. 

What is claimed is: 
1. In a storage system having a storage controller With 

cache memory coupled to a plurality of disk drives each 
having a local disk controller With local cache memory, a 
method operable in the storage controller comprising: 

receiving in the storage controller a Write request from an 
attached host system; 

storing host data associated With the Write request in the 
cache memory of the storage controller; 

transferring the host data from the storage controller’s 
cache memory to the local cache memory of a disk 
drive of the plurality of disk drives using a Write-back 
mode of operation Wherein the step of transferring is 
adapted to maintain integrity of the host data stored on 
the disk drive With respect to the host data in the storage 
controller’s cache memory. 

2. The method of claim 1 further comprising: 

detecting loss of the host data in the local cache memory 
of the disk drive; and 
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re-transferring the host data from the storage controller’s 
cache memory to the local cache memory of a disk 
drive of the plurality of disk drives using a Write-back 
mode of operation in response to detection of the loss. 

3. The method of claim 1 further comprising: 

holding the host data in the storage controller’s cache 
memory until the host data is successfully committed to 
a persistent storage medium of the disk drive; 

detecting successful commitment of the ho st data from the 
local cache memory of the disk drive to the persistent 
storage medium of the disk drive; and 

releasing the host data in the storage controller’s cache 
memory for possible re-use. 

4. The method of claim 1 Wherein the storage system 
includes an alternate controller co-operable With the storage 
controller as a redundant pair and Wherein the method 
further comprises: 

mirroring the host data from the cache memory of the 
storage controller to the cache memory of the alternate 
controller. 

5. The method of claim 4 further comprising: 

restoring the contents of the cache memory of the storage 
controller from the cache memory of the alternate 
controller in response to poWer up of the storage 
controller; 

detecting host data in the restored content of the cache 
memory of the storage controller that Was not yet 
committed to the persistent storage medium of a disk 
drive; and 

re-transferring the host data from the storage controller’s 
cache memory to the local cache memory of the disk 
drive of the plurality of disk drives using a Write-back 
mode of operation in response to detection of the loss. 

6. In a storage system having a storage controller coupled 
to a plurality of disk drives Wherein the storage controller 
has a cache memory and Wherein each disk drive of the 
plurality of disk drives has a local cache memory, a method 
operable in the storage controller comprising: 

receiving a Write request having associated Write data 
from an attached host device; 

in response to receiving the Write request, performing the 
steps of; 

allocating one or more empty blocks of memory in the 
cache memory to store the Write data; 

storing the Write data in the allocated blocks and; 

marking each of the allocated blocks as a dirty block; 

determining, subsequent to receipt of the Write request, 
that one or more dirty blocks should be ?ushed from the 
cache memory to one or more disk drives of the 
plurality of disk drives; 

in response to the determination to ?ush the one or more 

dirty blocks, performing the steps of: 

transferring the one or more dirty blocks to the one or 
more disk drives using a Write-back mode of opera 
tion With the local cache memory of each of the one 
or more disk drives; and 
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marking each of the transferred dirty blocks as a Written 
block; 

determining, subsequent to the determination to ?ush the 
dirty blocks, that the Written blocks should be ?ushed 
from the local cache memory of the one or more disk 

drives; 
in response to the determination to ?ush the Written 

blocks, performing the step of: 

forcing the ?ushing of local cache memory of each of 
the one or more disk drives; 

determining subsequent to the forcing of ?ushing Whether 
the ?ushing has succeeded or failed; 

in response to the determination that the ?ushing suc 
ceeded, performing the step of: 

marking each of the ?ushed Written blocks as a clean 
block; and 

in response to the determination that the ?ushing failed, 
performing the step of: 

marking each of the ?ushed Written blocks as a dirty 
block. 

7. The method of claim 6 Wherein the storage system 
includes an alternate controller and Wherein in response to 
receiving the Write request, the method further comprises: 

mirroring the Written blocks in the cache memory of the 
storage controller to the cache memory of the alternate 
controller; and 

marking the mirrored dirty blocks as mirrored blocks. 
8. The method of claim 7 further comprising: 

detecting a reset of the storage controller; and 

in response to detecting the reset, performing the steps of: 

restoring the contents of the cache memory of the 
storage controller from the alternate controller; and 

marking all blocks marked as mirrored blocks in the 
restored cache memory as dirty blocks. 

9. A method of managing cache blocks in the cache 
memory of a storage controller, the method comprising: 
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initializing all cache blocks in an EMPTY state; 

allocating a cache block in the EMPTY state in response 
to receipt of a Write request from an attached host; 

copying Write data associated With the Write request into 
the allocated cache block; 

transitioning the cache block to a DIRTY state in response 
to the steps of allocating and copying; 

sending the data in the cache block to a disk drive having 
a local cache memory operating in a Write-back cache 
management mode; 

transitioning the cache block to a WRITTEN state in 
response to the step of sending; 

detecting successful synchronization of the content of the 
local cache memory of the disk drive to persistently 
store the cache block; and 

transitioning the cache block to a CLEAN state in 
response to the step of detecting successful synchroni 
Zation. 

10. The method of claim 9 further comprising: 

transitioning a cache block presently in the CLEAN state 
to the EMPTY state. 

11. The method of claim 10 Wherein the transition from 
CLEAN state to EMPTY state is performed periodically. 

12. The method of claim 9 further comprising: 

detecting that additional cache blocks in the EMPTY state 
are required to process a received Write request, 

Wherein the transition from CLEAN state to EMPTY state 
is performed in response to the detecting of the need for 
additional cache blocks in the EMPTY state. 

13. The method of claim 9 further comprising: 

detecting reset or failure of the disk drive; and 

transitioning cache blocks in the WRITTEN state to the 
DIRTY state in response to detecting reset or failure of 
the disk drive. 


