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(57) ABSTRACT 

A Wireless networking system uses mobile and ?xed trans 
ceivers to achieve a network With changing topology. A 
routing process includes quality-of-service considerations in 
the netWork to alloW for features such as ?le or other data 
transfer, streaming audio and video, digital telephone com 
munications, etc. The routing process adapts to transceiver 
units entering, leaving, or moving Within, the netWork. 
Auxiliary netWorks such as the lntemet, campus or corporate 
intranets, home netWorks, etc., can be accessed through the 
Wireless netWork. Features, designs and user interfaces for 
the units are described. Security and access control of media 
content and other data is presented. 
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SYSTEM FOR MOBILE BROADBAND 
NETWORKING USING DYNAMIC QUALITY OF 

SERVICE PROVISIONING 

CROSS-REFERENCES TO RELATED 

APPLICATION(S) 
[0001] The present application claims the bene?t of pri 
ority under 35 U.S.C. § 119 from US. Provisional Patent 
Application Ser. No. 60/403,786 entitled “SYSTEM FOR 
MOBILE BROADBAND NETWORKING USING 
DYNAMIC QUALITY OF SERVICE PROVISIONING”, 
?led on Aug. 14, 2002, the disclosure of Which is hereby 
incorporated by reference in its entirety for all purposes. 

BACKGROUND OF THE INVENTION 

[0002] The present invention relates in general to netWork 
communications and, more speci?cally, to a system having 
?xed and mobile Wireless transceivers With dynamic routing 
based on quality-of-service criteria in order to optimiZe data 
transfers in a netWork With dynamically changing topology. 

[0003] Wireless netWorks are gaining in popularity. Stan 
dards such as 802.1la, 802.1lb, 802.11 g, Bluetooth, Ultra 
Wideband (UWB), etc., alloW users to connect Wirelessly 
via portions of the radio-frequency spectrum. As the cost of 
Wireless netWork systems decreases and their popularity 
increases, these systems are becoming more prevalent. Some 
provide channels for relatively unrestricted transfer of infor 
mation among various devices. The devices can be oWned or 
operated by different users Without formal registration, cer 
ti?cation, administrator approval or other access restrictions. 
In cases Where mobile Wireless transceivers are used, there 
can be a constant change in the number and type of devices 
accessing a Wireless netWork. 

[0004] The types of Wireless systems available today have 
shortcomings for some applications. The 802.1la, 802.1lb 
and 802.11g standard systems have tWo modes of operation: 
infrastructure and Ad-Hoc. The infrastructure mode uses a 
dedicated radio controller and is primarily designed to 
provide a direct Wireless link to a standard Ethernet netWork 
connection. The “Ad Hoc” approach alloWs for peer-to-peer 
networking, so that a very small netWork of several PCs on 
the same Wireless channel can share ?les. The nodes in this 
netWork control their oWn access to the Wireless media. The 
Ad Hoc mode is primarily used to temporarily interconnect 
a feW computers together Where an Ethernet backbone may 
not be available or an emergency netWork is required. There 
is no means of gaining access to the corporate Ethernet 
netWork or an Internet connection. As such, neither scheme 
is designed for “multi-hop” transmission. In a “multi-hop” 
scheme, data is transferred through intermediary Wireless 
transceivers before arriving at the destination receiving 
device. 

[0005] Generally, the quality of a communications channel 
in a Wireless netWork is not guaranteed so that, for example, 
a softWare process executing on a device is not guaranteed 
a speci?c transfer rate over any given interval of time. This 
makes it very di?icult to provide services that require a 
consistent bit or packet error rate (BER or PER); services 
such as streaming media, video and audio fall into this 
category. 

[0006] Other approaches to Wireless communications do 
not provide a comprehensive system design approach. For 
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example, UWB only de?nes a radio physical layer. This 
merely de?nes hoW bits Will be transmitted on the radio 
interface physical connection. There is no de?nition for a 
?exible protocol to alloW coordination of devices, channels, 
links, etc., Within a UWB Wireless netWork. Bluetooth does 
include several features for point-to-point communications 
betWeen devices, but does this based on a master-slave 
relationship that is difficult to use in a netWork With chang 
ing topology, such as one made up of mobile Wireless 
transceivers. In addition, all the nodes Within the Bluetooth 
netWork must be able to see at least the master for coordi 
nation purposes. This clearly limits the operational range of 
the netWork. 

[0007] Other considerations for a ?exible Wireless com 
munication system include scalability, range, user interface 
presentation, netWork management, minimization of radio 
interference, creation of user features to generate market 
desirability, security and access controls, physical design, 
features and operation of the devices, etc. 

[0008] Hence, it Would be desirable to provide a Wireless 
netWork that employs a dynamically changing topology to 
accommodate user mobility and that is also capable of 
accepting and handling heterogeneous user tra?ic from 
multiple devices in a more e?icient manner. 

BRIEF SUMMARY OF THE INVENTION 

[0009] The system of the present invention alloWs mul 
tiple Wireless transceivers to ?exibly communicate in a 
managed and optimiZed manner in a netWork that has a 
dynamic topology. In a preferred embodiment, tWo types of 
transceivers are used. One is a mobile radio unit (MRU or 
“mobile unit”) and one is a semi-?xed, or ?xed radio unit 
(FRU or “?xed unit”). The mobile unit could be an handheld 
or portable computing device equipped With radio-fre 
quency (RF) send and receive capability. The ?xed unit is a 
larger processing system, such as a personal computer, 
server, etc., that typically includes a more poWerful radio 
transceiver and, therefore, longer range RF transmission 
capabilities. 
[0010] The mobile units are equipped to present con 
sumer-oriented features such as music (or other audio) 
playback and recording, address book, calendar, data storage 
and transfer, etc. Other features can include digital tele 
phone; local, doWnloaded or streamed video playback, etc. 
Various aspects of the hardWare, softWare and physical 
design of the mobile units are further described beloW. 

[0011] In a preferred embodiment of the present invention, 
?xed units are envisioned to reside in a home With one or 
more mobile units registered to a speci?c ?xed unit. Both 
?xed and mobile units can communicate With each other 
over short or longer range radio channels. The units transfer 
data or communicate over one or more “hops,” Where a 

“hop” alloWs communication betWeen tWo units Whether 
?xed or mobile, in Which a ?rst unit communicates With a 
second unit that is outside of the range of the ?rst unit but 
communication is achieved through transfer of data through 
intermediary units so that the data can ultimately be relayed 
through the intermediary units to the second unit. “Hopping” 
refers to dynamically changing one or more intermediary 
units to add, delete, change or modify the intermediate relay 
points. Alternatively, tWo nearby units may communicate 
directly Without the need for an intermediary unit. 
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[0012] Since the majority of the units in the network are 
mobile, the unique procedures elaborated in the present 
invention are able to perform routing in a Wireless netWork 
environment or topology Which is continuously changing. 
This means that data is transferred betWeen ?xed or mobile 
units by “hopping” betWeen dynamically changing interme 
diate units. Importantly, the ?xed units may act as interme 
diate units under the “hopping” method of the present 
invention. The best path betWeen a sending and receiving 
unit can change from transmission to transmission, or even 
Within a single transmission, as the underlying topology of 
the netWork changes, mobile units are moved or their 
availability changes for other reasons. 

[0013] One feature of the Wireless system of the present 
invention is a routing process that tracks unit locations and 
inter-unit channel conditions. The routing process uses char 
acteristics of the channels betWeen tWo or more units, such 
as but not limited to, the data rate, reliability, number of unit 
hops, load, congestion, requested Quality of Service (QoS), 
etc. Additional factors can be used in routing evaluation, 
such as, desired QoS to be provided to a user, device or 
process. For example, Where a user is using a voice feature 
of a device, the routing process attempts to ensure at least a 
minimum data rate or time delay With no dropouts to make 
sure the voice quality is maintained. This feature has a 
higher level of service than, for example, doWnloading a ?le 
since a pause in ?le doWnloading does not have as critical an 
effect on the user. One advantage of the present invention is 
the capability to determine the required level of service 
based upon the feature requested by the user of the netWork. 
Therefore, the user does not have to be concerned about the 
netWork conditions, Whereas, in other netWorks, the user 
may have to stop the conversation or take other actions until 
the radio conditions improve. 

[0014] Other aspects of the routing process include regis 
tration or detection of transceiver location. Where ?xed units 
are installed in homes, the user can manually describe the 
location so that, for example, latitude and longitude coor 
dinates could be derived. A built-in GPS receiver could also 
perform the same task. Another approach is to triangulate 
transceiver location by using the positions of multiple 
knoWn transceivers. Data about various characteristics of 
units that is useful for routing purposes is maintained in 
tables (or other forms of storage) in various units, in a central 
location or both. Such tables are propagated throughout the 
netWork as needed. As units are brought into, taken from, or 
moved Within the netWork, the routing process (or pro 
cesses) attempts to maintain desired levels of service. 

[0015] One feature of the RF transmitters used in the 
present invention is the use of antenna arrays for directional 
transmission. This alloWs transmitters so-equipped to 
“steer” a radio beam to speci?c receivers so that greater 
distance With less poWer is achieved. The receiving ability of 
such antennas is also directional so that receiver sensitivity 
to speci?c units at knoWn locations can be increased. Fur 
ther, this approach reduces the interference from potentially 
competing signals. This, in turn, increases netWork effi 
ciency and can, therefore, enhance netWork density and 
performance. 

[0016] Units can be connected to other Wireless or Wired 
netWorks, such as but not limited to, the Internet, corporate 
or campus intranets, home netWorks, etc. Services, such as, 
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streaming of media can be provided Within a household or 
to other friends or users. Security and access controls are 
provided. One aspect of the system alloWs units to relay 
information Without storing the information in order to 
comply With typical media licenses or copyrights. The 
system provides ?exible permission granting, control and 
other features to manage use of media, objects or other data. 

[0017] Generally, all the data can be relayed securely 
Without any ability to interpret data that is in transit through 
a node or nodes. The system alloWs for end-to-end encryp 
tion to protect traf?c being routed along the communication 
route. Alternatively, some portions or links of the commu 
nication route are protected With encryption While other 
portions are not, and different portions of the communication 
route can be protected using different encryption codes or 
technologies. This is advantageous for a number of reasons. 
For example, in order to comply With certain country 
speci?c regulatory or other issues, it may be necessary to 
terminate the secure link at one or more intermediary nodes 
and then forWard the traf?c using a different encryption code 
or in clear text; in another instance, it may also be required 
to re-encrypt the already encrypted channel With another 
encryption code. 

[0018] Other aspects of the present invention include user 
interfaces of the units, scalability of the netWork, etc. 

[0019] Reference to the remaining portions of the speci 
?cation, including the draWings and claims, Will realiZe 
other features and advantages of the present invention. 
Further features and advantages of the present invention, as 
Well as the structure and operation of various embodiments 
of the present invention, are described in detail beloW With 
respect to accompanying draWings, like reference numbers 
indicate identical or functionally similar elements. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] FIG. 1 is a simpli?ed schematic block diagram 
illustrating one exemplary embodiment of the present inven 
tion. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0021] The present invention in the form of one or more 
exemplary embodiments Will noW be described. FIG. 1 is a 
simpli?ed schematic block diagram illustrating one exem 
plary embodiment of the present invention. In this exem 
plary embodiment, the netWork 10 includes a number of 
mobile radio units (each an MRU) 12 and a number of 
semi-?xed or ?xed radio units 14 (each an FRU). Based on 
the disclosure and teachings provided herein, a person of 
ordinary skill in the art Will appreciate that other types of 
devices that are able to send and receive signals, i.e., 
transceivers, can be used as MRUs or FRUs in accordance 
With the present invention. 

[0022] In one exemplary embodiment, the MRU 12 is a 
user portable device that is capable of handling Wireless 
communications. The MRU 12 includes tWo types of high 
bandWidth radio, one is used for long range relay commu 
nication and the other for short range local communication. 
The MRU 12 is capable of communicating With nearby 
MRUs and FRUs 14. The MRU 12 is also capable of 
communicating With local accessory devices, such as but not 
limited to, Wireless keyboard, Wireless mouse, Wireless 
audio devices, etc. 
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[0023] The MRU 12 also includes communication com 
ponents that are capable of communicating With a secure 
token, such as but not limited to, a smartcard 16, a subscriber 
identity module (SIM) card and other types of authentication 
devices. As Will be further described beloW, the smartcard 16 
is used to store user and security information that is speci?c 
to a user. The user and security information can be used to 
provide end-to-end encryption, that is, the user data is 
encrypted on the MRU 12 and only decrypted by the 
receiving node. Alternatively, the encryption of the user data 
can also take place at any intermediate node. In addition, the 
use of multiple smartcards 16 alloWs a single MRU 12 to be 
shared by many different users. 

[0024] The FRU 14 is a device that utiliZes high band 
Width long range radio for communication. The FRU 14 also 
uses short range radio for local communication With MRUs 
12. The FRU 14 is capable of communicating With other 
FRUs and the MRUs 12. The FRU 14 is also capable of 
communicating With a number of entities including data 
storage devices, such as but not limited to, hard disks and 
DVD/CD-ROM drives, ?xed networks, such as but not 
limited to, the Internet 18, a public sWitched telephone 
netWork (PSTN), and an integrated services digital netWork 
(ISDN), and Wireless networks, such as but not limited to, a 
public land mobile netWork (PLMN), a Wireless local area 
netWork and a cellular netWork (e.g., 3G, CDMA, GSM, 
GPRS and TDMA). In one exemplary implementation, the 
PRU 14 communicates With a media server that controls 
access to media and ?xed netWork services. Furthermore, in 
one exemplary embodiment, the PRU 14 provides an open 
accessible radio interface (open domain) as a backbone 
netWork and a closed radio access (closed domain) for 
MRUs 12 and their users that are registered With that FRU 
(“Home FRU”). As Will be further described beloW, infor 
mation or services that are available in the open domain 
alloW, amongst other things, communications With other 
FRUs. In the closed domain, information or services can 
only be accessed by MRUs or users that are registered With 
the Home FRU. Information and services that are available 
respectively from the open and closed domains of an FRU 
may vary depending on each speci?c FRU. Such informa 
tion and services that are available from an FRU include, for 
example, applications such as but not limited to games and 
other utility programs, audio data such as music, video data 
such as pictures and images, and audio/video data such as 
movies. In addition FRUs or MRUs may also locally cache 
data, for example Web pages, in order to provide a speedier 
service Within the netWork. 

[0025] The netWork 10 operates in the folloWing exem 
plary manners. The netWork 10 has a number of different 
types of connections. A semi-?xed long range high band 
Width (HBLR) connection that is used to interconnect the 
PRU relay points. A short range high bandWidth connection 
also exists on the MRU and the PRU, that is used to 
interconnect those devices. The MRU also has a very short 
range medium bandWidth connection to alloW for radio 
communications With local MRU accessory devices. 

[0026] When a neW FRU is ?rst introduced into the 
netWork, the neW FRU engages in an initialization mode. 
When in this mode, the neW FRU uses its HBLR connection 
to listen to or detect other FRUs in the netWork that are in 
its locale or coverage area. Upon detecting other FRUs, the 
neW FRU attempts to establish connections With these other 
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FRUs. Other FRUs are detected, for example, by monitoring 
their radio links or pilot information that maybe periodically 
broadcast by each device. The pilot information that is sent 
may include, but is not limited to, FRU identity, status, 
poWer information, channel information etc. From these 
other FRUs, the neW FRU determines its relative position in 
terms of location Within the netWork. Based on this infor 
mation, the neW FRU assigns itself a unique address in the 
netWork. In carrying out these actions, the neW FRU builds 
up a table of local FRUs, their respective addresses, radio 
frequencies that these local FRUs may be using and the 
quality of the radio links amongst the local FRUs. The 
position of the neW FRU can be determined in a number of 
Ways including, for example, triangulation, GPS receiver or 
direct knoWledge from data input to the device. It should be 
noted that the neW FRU may generate for itself an address 
that is already in use. When a duplicate address is generated, 
the neighboring FRUs inform the PRU that its self-assigned 
address needs to be changed as soon as the PRU uses that 
address on the netWork. The FRU MAC address can be used 
to identify the duplicate address. This alloWs the netWork 
addressing to remain homogeneous Without duplicate 
addresses. 

[0027] By using the foregoing approach, the neW FRU is 
able to establish a picture of its location in the netWork and 
hoW to route traf?c Within the netWork. Once the neW FRU 
has determined its location in the netWork, the neW FRU 
then announces its presence to other FRUs. The other FRUs 
Within radio contact range of the neW FRU then add the neW 
FRU to their route tables and make note of the radio link 
quality associated With the neW FRU. By announcing its 
presence to other FRUs, the neW FRU effectively provides 
another optional route to these other FRUs for routing their 
tra?ic. For example, due to the superior quality of the radio 
link associated With the neW FRU With respect to a particular 
FRU, this particular FRU is able to provide better QoS using 
the neW FRU. Once the PRU has established itself in the 
netWork, the PRU announces its presence to the MRUs so 
that the MRUs may also use the PRU as a relay point to the 
netWork. Furthermore, the neWly established FRU also 
alloWs the oWner of the PRU to create a user or Home FRU, 
as further described beloW. If the PRU loses communica 
tions With other FRUs or otherWise has a problem commu 
nicating, the PRU informs all the associated MRUs and 
breaks any links so these associated MRUs may move to 
another FRU. 

[0028] Once the neW FRU is introduced into the netWork, 
the PRU acts as an intelligent relay point. A sending FRU 
Wishing to route data to a speci?c destination looks to 
transmit the data to a receiving FRU. This decision to 
transmit the data to the receiving FRU is based on a number 
of factors, including but not limited to, link quality, radio 
link quality, number of hops to destination, traf?c load 
conditions, application requesting the data transfer, type of 
data to be transferred and requested QoS. Once the receiving 
FRU is identi?ed, the sending FRU transmits the packet that 
it Wishes to send and the receiving FRU acknoWledges 
receipt of the packet if the packet is successfully received. 
Alternatively, the receiving FRU may negatively acknoWl 
edge receipt of the packet indicating that the receiving FRU 
either has received a bad packet or has no route for the 
packet. In the event that the sending FRU does not receive 
any acknoWledgement, Which indicates that the transmitted 
packet Was lost, the sending FRU may then optionally look 
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for an alternative route in the form of another FRU to resend 
the packet. Each packet is associated with the required QoS. 
This QoS may range from high, for real time traf?c, to low, 
for best effort traf?c. In one exemplary embodiment, there 
are at least four levels of QoS. However, based on the 
disclosure and teachings provided herein, a person of ordi 
nary skill in the art will appreciate that there could be more 
or fewer levels of QoS depending on network and/ or design 
requirements. 
[0029] An FRU having traf?c to send may also act as a 
relay point for packets arriving from other FRUs that are in 
contact with such FRU. Based on the respective sources of 
the received packets, the PRU is able to determine a more 
ef?cient route for packets that it originates and wishes to 
send. More speci?cally, upon receiving a packet destined for 
another FRU or node, the Media Access Control (MAC) 
layer of the PRU examines the QoS associated with the 
packet and determines which queue to use for forwarding 
the packet. Different queues correspond to different routes in 
the network that are available to the PRU for forwarding 
packets. Generally, higher QoS packets take priority; how 
ever, in order to avoid congestion in the network, lower QoS 
packets are still serviced in the network depending on the 
length of the queues. Queuing algorithms are well known in 
the art. Based on the teachings and disclosure provided 
herein, a person of ordinary skill in the art will appreciate 
how to select the appropriate queuing algorithm for use in 
connection with the present invention. 

[0030] The present invention has many bene?ts and 
advantages. For example, one of the advantages of the 
present invention is that the FRUs can be placed anywhere 
in the network and the FRUs can establish their own routes 
within the network. Indeed, there is no need for any cen 
traliZed control as maybe found in a traditional wireless or 
wired network. The present invention provides for a network 
that is decentraliZed and can perform peer-to-peer routing 
without the intervention of a third node to provide routing 
information. In addition, as more and more FRUs are 

installed, the average distance between FRUs decreases and 
this decrease in distance accordingly improves the radio link 
quality between FRUs. The improvement in radio link 
quality, in turn, brings about higher bandwidth links between 
FRUs thereby improving the overall performance of the 
network. 

[0031] The routing algorithm used in each FRU takes into 
consideration several aspects or characteristics of the net 
work. Each FRU receives information relating to such 
aspects or characteristics from its MAC and radio physical 
layer. One such characteristic is the quality of the radio links 
offered to the PRU. Another such characteristic is the 
congestion level of the network. Additionally, by modifying 
the power used and bandwidth of the transmission, the PRU 
may decide to link with another FRU that is not one of the 
nearest neighbors. This could be used to reduce the number 
of hops on the route between the source and destination. This 
could be important in reducing the delays associated with 
the tra?ic being sent. Based on the teachings and disclosure 
provided herein, a person of ordinary skill in the art will 
appreciate other network characteristics that can be used in 
connection with the routing algorithm of the present inven 
tion. 

[0032] Furthermore, the routing algorithm also uses con 
ditions speci?ed in a packet. Such conditions include, for 
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example, QoS. Using network characteristics and packet 
speci?ed conditions as criteria, the routing algorithm then 
determines the route to be used to relay a packet. For 
example, if a packet speci?es a high QoS, this may require 
the PRU to identify the shortest route between two network 
nodes. Consequently, the routing algorithm optimiZes a 
route to remove any redundant nodes. This could be per 
formed by any node in the network that determines it is not 
using an optimum route to the destination. The optimum 
route to the destination can be determined based on a 
number of factors. For example, an optimum route can be 
based on the lowest number of intermediary units or a 
number of intermediary units that is equal to or fewer than 
a predetermined threshold. Furthermore, intermediary units 
in the optimum route can be selected based on different 
factors. For example, one intermediary unit may be included 
in the optimum route based on its radio link quality; another 
intermediary unit may be included based on a different 
criterion such as data rate. Moreover, the factors or criteria 
that are used to select an intermediary unit may vary over 
time. Based on the disclosure and teachings provided herein, 
a person of ordinary skill in the art will know of other factors 
that can be used to determine the optimum route to a 
destination as well as intermediary units to be used in the 
optimum route. In addition, since the network is radio 
based, FRUs may disappear or otherwise become unavail 
able for a number of reasons including, for example, power 
failure, thus rendering one or more entries in routing tables 
obsolete. When an FRU becomes unavailable, the routing 
algorithm attempts to re-route traf?c around the unavailable 
FRU. 

[0033] Moreover, each FRU also collects routing and 
device information from MRU(s) that are available within 
its coverage area. As will be further described below, the 
MRU(s) can also be used for forwarding traf?c. Hence, such 
information can be used by the routing algorithm of the PRU 
to generate an optimum route. 

[0034] Based on the teachings and disclosure provided 
herein, it can be seen that, when directed to do so, the routing 
algorithm associated with each FRU continuously selects the 
optimum route based on both user application and traf?c 
requirements. Unlike conventional wireless technologies 
that utiliZe worst case RF design principles, the present 
invention as described above is capable of optimiZing its 
own performance in response to prevailing conditions. For 
example, an FRU may have initially selected the route with 
the best link quality in order to maximiZe success of the 
transmission. However, if other links appear with a better 
quality, then the PRU has the option to switch to those other 
links, even in the middle of packet transfers. 

[0035] Another advantage of the present invention is that 
it can take into consideration congestion on the network. In 
most current wireless systems, the capacity of the network 
is designed for worst case conditions. This usually means 
that several nodes are much larger and therefore more 
expensive than would normally be required under average 
conditions. However, in the network described above, the 
network is able to take into account congestion problems 
that may occur subsequently and re-route tra?ic further 
upstream thus avoiding the congestion point. Hence, nodes 
in the network only need to be designed to carry the average 
load, thereby signi?cantly reducing the cost of the network 
deployed. 
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[0036] In addition to having the capability to communicate 
with other FRUs, each FRU optionally includes the capa 
bility to access one or more ?xed networks in order to 
provide connectivity to various other types of services, such 
as, web or voice services. In one exemplary implementation, 
an FRU includes a set of ?xed connections which allow 
communications with other ?xed networks, such as, the 
Internet and the PSTN. By having access to one or more 
?xed networks, the FRU allows a user to enjoy additional 
services provided by such networks. 

[0037] In one exemplary embodiment of the present 
invention, MRUs can also be used to facilitate communica 
tions in the network. Each MRU includes a similar short 
range radio or high bit rate radio connection (HBSR). The 
use of the HBSR connection allows an MRU to communi 
cate with the FRUs and/or other MRUs in its locality. 
Communications with other MRUs effectively allow smaller 
networks to be set up within the network, especially if an 
MRU is not within range of an FRU. The MRU uses the 
same routing algorithm as described above in connection 
with the FRU to route traf?c to a nearby FRU or MRU. 
Therefore, it is possible for the network to take advantage of 
a cluster of MRUs to route traf?c through a congested area. 
The MRU initially looks to route any data it may have to 
send to an FRU ?rst. However, if the MRU is located on the 
edge of the network, the MRU can use the routing algorithm 
to direct tra?ic via one or more MRUs to reach an FRU. 

Also, congestion is likely to occur where MRUs cluster due 
to traffic generated by such MRUs. Such MRU cluster can 
be used to reduce congestion. Instead of traf?c going 
through nearby FRU(s), tra?ic can be routed through one or 
more MRUs within the MRU cluster thereby avoiding 
overloading any nearby FRU(s). By using the foregoing 
approach, network capacity is created dynamically and does 
not need to be statically set as would be required in a 
traditional wireless network. 

[0038] Furthermore, the connectivity of the MRU is not 
?xed. An MRU can take advantage of any other connectivity 
that might be available. An MRU is able to identify the most 
appropriate FRU(s) and/or MRU(s) for transmitting traf?c 
on a dynamic basis depending on the network conditions. 
For example, even when the MRU remains temporarily 
?xed within a certain area, an FRU or MRU that was 
previously used by the MRU to route tra?ic may become 
unavailable. When this occurs, the MRU uses its associated 
routing algorithm to dynamically select another FRU or 
MRU that is most suitable or effective for routing its traf?c. 
In another example, the MRU physically roams from one 
area to another. As a result, the previously selected FRU or 
MRU may no longer be the most suitable or effective for 
routing traf?c for the roaming MRU. Hence, the roaming 
MRU may similarly use its associated routing algorithm to 
dynamically select another FRU or MRU for routing its 
traf?c. 

[0039] Since the MRU is capable of communicating and 
exchanging traf?c with the FRU(s) and other MRU(s), the 
routing algorithm used by the MRU utiliZes information 
received from the FRU(s) and/or other MRU(s) as well as 
other information to identify the most appropriate FRU(s) 
and/ or MRU(s) for routing its traf?c. For example, the MRU 
may detect all the FRU(s) and/or MRU(s) that are available 
to it for routing traf?c and the routing algorithm associated 
with the MRU then determines which one or more of the 
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detected FRU(s) and/or MRU(s) are most appropriate for 
routing its traf?c. In determining the most appropriate 
FRU(s) and/ or MRU(s), the MRU may evaluate a number of 
factors including, for example, the radio link quality of the 
detected FRU(s) and/or MRU(s) and routing information 
already collected by the respective detected FRU(s) and/or 
MRU(s). For example, an MRU that is trying to communi 
cate with another MRU that is in its radio range may choose 
to use an intermediary MRU or FRU in order to improve the 
bandwidth or other QoS that may be required for the active 
service. Based on the teachings and disclosure provided 
herein, a person of ordinary skill in the art will appreciate 
how to select factors that can be used in determining the 
most appropriate FRU(s) and/or MRU(s) in accordance with 
the present invention. 

[0040] The MRU is further capable of communicating 
with other local devices using its short range medium 
bandwidth radio. These local devices include, for example, 
headsets, LCD screens or other accessories that are designed 
to provide or receive information from the MRU. For 
instance, the FRU may transmit music in the form of audio 
data to the MRU. The MRU, in turn, forwards the audio data 
to a headset which allows a user to listen to the music. 
Similarly, the FRU may transmit video images in the form 
of video data to the MRU. The MRU then forwards the video 
data to a LCD screen which allows the user to view the video 
images. 

[0041] As described above, the topology of the network of 
the present invention is dynamic. Since the topology of the 
network is dynamic, the coverage of the network can expand 
or contract depending on the number of FRU(s) and MRU(s) 
that are currently operational at any instant. Furthermore, as 
more and more FRU(s) and MRU(s) are added to the 
network, the network can perceivably extend to cover large 
geographical areas. 

[0042] Also as mentioned above, an MRU 12 is capable of 
accommodating a secure token, such as but not limited to, a 
smartcard 16, a SIM card and other types of authentication 
devices. Information stored on the smartcard 16 includes 
user and security information relating to the user, such as but 
not limited to, serial number, biometric data, keys associated 
with the user. Such information can be used to provide 
end-to-end encryption on the network to improve security. 
When a user attempts to access the Internet, user data or any 
entity associated with the FRU, the control logic associated 
with the FRU recogniZes the destination for the issued 
command and uses the security information (such as, the 
keys associated with the user) extracted from the smartcard 
16 to authenticate the user (or the MRU) and encrypt the 
data stream. When the data arrives at the destination FRU, 
the data can be decoded only if the source of the data is from 
an authentic MRU. Furthermore, in one exemplary imple 
mentation, the authentication is location dependent, mean 
ing that the user (or the MRU) is only authenticated when 
the user (or the MRU) is located at a speci?c geographic or 
physical location, or alternatively, when the user (or the 
MRU) communicates with a speci?c FRU. By using the 
foregoing approach, data can be encrypted and the user 
sending the data can also be authenticated. Encryption and 
authentication techniques are well known in the art. Based 
on the teachings and disclosure provided herein, a person of 
ordinary skill in the art will know how to select and 
implement the appropriate encryption and/or authentication 
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techniques for use in connection With the present invention. 
Since the encryption is end to end, this approach allows the 
user to employ relay nodes secure in the knowledge that the 
intermediate nodes cannot eavesdrop on the transmission. 

[0043] In addition to providing end-to-end encryption, 
alternatively, some portions or links of the optimum route 
are protected With encryption While other portions are not, 
and different portions of the optimum route can be protected 
using different encryption codes or technologies. This is 
advantageous for a number of reasons. For example, in order 
to comply With certain country speci?c regulatory or other 
issues, it may be necessary to terminate the secure link at one 
or more intermediary nodes and then forWard the traf?c 
using a different encryption code or in clear text; in another 
instance, it may also be required to re-encrypt the already 
encrypted channel With another encryption code. 

[0044] From a user perspective, the netWork 10 can be 
used to send and receive data in an ef?cient and simple 
manner as illustrated beloW. A user (or alternatively, an 
MRU) is registered to a user or Home FRU. User and 
security information associated With the user is stored in a 
smartcard. Such information is used to identify and authen 
ticate the user When a local MRU being used by the user 
attempts to establish communication With the user or Home 
FRU. Once the user is authenticated, information or services 
that are available from the closed domain of the user or 
Home FRU can be accessed by the user using the local 
MRU. Such information or services from the closed domain 
include, for example, a song or a movie that has been stored 
by the user in a storage device that is accessible to the user 
or Home FRU. 

[0045] In one situation, the local MRU being used by the 
user is in direct communication With the user FRU. In other 
Words, there are no intermediate FRU(s) and/or MRU(s) 
betWeen the local MRU and the user FRU. 

[0046] In a second and perhaps more common situation, 
the user Wishes to use a remote MRU to retrieve information 
and/or services from the closed domain of the user’s FRU. 
The remote MRU is located out of range of the user FRU 
and, hence, direct communication is not possible. Conse 
quently, as described above, an appropriate route having 
intermediate unit(s) is identi?ed by the remote MRU in 
order to alloW the remote MRU to communicate With the 
user FRU. The intermediate unit(s) include one or more 
FRU(s) and/or MRU(s). Similarly, information stored in the 
smartcard is retrieved by the remote MRU and is used to 
authenticate the user to the user FRU. Information from the 
smartcard further alloWs secure transmission on the route 
established betWeen the remote MRU and the user FRU. 
Once the route is identi?ed, information and services that are 
available from the closed domain of the user FRU can be 
provided to the user via the remote MRU. As mentioned 
above, the route used for communications betWeen the 
remote MRU and the user FRU may change on a dynamic 
basis depending on a number of factors, such as, existing 
netWork conditions and conditions speci?ed in the packets to 
be transmitted. In other Words, the intermediate unit(s) that 
are used to carry traf?c betWeen the remote MRU and the 
user FRU may change dynamically from time to time. 

[0047] In one exemplary embodiment, the present inven 
tion is designed to operate in the 5 GHZ ISM band. HoWever, 
based on the disclosure and teaching provided herein, it 
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should be appreciated by one of ordinary skill in the art that 
the present invention could be used at any frequency. 

[0048] It should be understood that the present invention 
can be implemented in the form of control logic using 
softWare, hardWare or a combination of both, in a modular, 
distributed or integrated manner. Based on the teachings and 
disclosure provided herein, a person of ordinary skill in the 
art Will knoW of other Ways and/or methods to implement the 
present invention. 

[0049] Although the present invention has been described 
With reference to speci?c embodiments thereof, these 
embodiments are merely illustrative, and not restrictive, of 
the present invention. For example, although the system has 
primarily been described With respect to radio-frequency 
transmissions, any type of communication link that permits 
mobile transceivers is possible. For example, infrared or 
other portions of the electromagnetic Wave spectrum, acous 
tic or other communication links can be used. Fixed and 
mobile units can be provided With many different types of 
processing ability, or very minimal, or no, processing ability. 
For example, a device may merely act as a repeater to send 
data along to another device. 

[0050] It should be understood that the present invention 
as described above can be realiZed in the form of control 
logic, implemented in softWare or hardWare or a combina 
tion of both, in either an integrated or distributed manner. A 
person of ordinary skill in the art Will knoW of other Ways 
and/or methods to implement the present invention. 

[0051] It is understood that the examples and embodi 
ments described herein are for illustrative purposes only and 
that various modi?cations or changes in light thereof Will be 
suggested to persons skilled in the art and are to be included 
Within the spirit and purvieW of this application and scope of 
the appended claims. All publications, patents, and patent 
applications cited herein are hereby incorporated by refer 
ence for all purposes in their entirety. 

1-30. (canceled) 
31. A Wireless communication netWork comprising: 

a plurality of mobile radio units (MRUs); and 

a plurality of ?xed radio units (FRUs) interconnected With 
one another by Wireless communication, each FRU 
having an associated coverage area, Wherein each FRU 
is capable of communicating With other FRUs located 
Within its associated coverage area and each FRU is 
further capable of communicating With one or more 
MRUs located Within its associated coverage area, and 
Wherein each FRU is con?gured to collect routing 
information relating to other FRUs located Within its 
associated coverage area; 

Wherein When a source MRU is directed to establish 
communication With a destination FRU and the source 
MRU is located outside of the coverage area associated 
With the destination FRU, a communication route is 
established using one or more intermediary units 
including one or more FRUs to alloW the source MRU 
to communicate With the destination FRU through the 
one or more intermediary units. 



US 2006/0142013 A1 

32. The Wireless communication network of claim 22 
further comprising: 

an additional FRU that is to be interconnected to the 
plurality of FRUs, the additional FRU having an asso 
ciated coverage area; 

Wherein in order to interconnect to the plurality of FRUs, 
the additional FRU collects routing information relat 
ing to other FRUs that are located in its associated 
coverage area, generates its oWn identi?cation infor 
mation and broadcasts the generated identi?cation 
information to other FRUs that are located in its 
associated coverage area; and 

Wherein once interconnected, the additional FRU is avail 
able for use as one of the one or more intermediary 

units that are part of the communication route, if 
needed. 

33. The Wireless communication netWork of claim 31 
Wherein during a communication session betWeen the source 
MRU and the destination FRU, one or more of the inter 
mediary units that are part of the communication route are 
replaced in order to keep the communication route opti 
miZed. 

34. The Wireless communication netWork of claim 33 
Wherein one or more of the intermediary units are replaced 
based on one or more conditions. 

35. The Wireless communication netWork of claim 34 
Wherein the one or more conditions include level of traf?c 
load. 

36. The Wireless communication netWork of claim 34 
Wherein the one or more conditions include transmission 
quality. 

37. The Wireless communication netWork of claim 34 
Wherein the one or more conditions include level or quality 
of service. 

38. The Wireless communication netWork of claim 31 
Wherein the one or more intermediary units include one or 
more MRUs. 

39. The Wireless communication netWork of claim 31 
Wherein the destination FRU includes closed domain infor 
mation that is only accessible to the source MRU; and 

Wherein a secure token having security information stored 
thereon is used to authenticate the source MRU to the 
destination FRU in order to alloW the source MRU to 
access the closed domain information. 

40. The Wireless communication netWork of claim 39 
Wherein the secure token includes one of a smartcard, a 
subscriber identity module card and an authentication 
device. 

41. The Wireless communication netWork of claim 39 
Wherein the authentication of the source MRU is location 
dependent. 

42. The Wireless communication netWork of claim 31 
Wherein the destination FRU includes one or more ?xed 
connections each con?gured to alloW the source MRU to 
communicate With an entity. 

43. The Wireless communication netWork of claim 42 
Wherein the entity includes one of a storage device, an 
application, a Wireless netWork and a ?xed netWork. 

44. The Wireless communication netWork of claim 43 
Wherein, the storage device includes one of a hard drive and 
a DVD drive. 
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45. The Wireless communication netWork of claim 43 
Wherein the application includes one of a gaming application 
and an utility application. 

46. The Wireless communication netWork of claim 43 
Wherein the ?xed netWork includes one of a public sWitched 
telephone netWork, an integrated services digital netWork 
and the lntemet. 

47. The Wireless communication netWork of claim 43 
Wherein the Wireless netWork includes one of a Wireless 
local area netWork, a public land mobile netWork and a 
cellular netWork. 

48. The Wireless communication netWork of claim 31 
Wherein the communication route is optimiZed to include the 
loWest number of intermediary units or one or more inter 
mediary units that are equal to or feWer than a predetermined 
threshold. 

49. The Wireless communication netWork of claim 31 
Wherein one or more intermediary units use the routing 
information collected relating to other FRUs to determine 
hoW to forWard traf?c along the communication route. 

50. The Wireless communication netWork of claim 31 
Wherein the one or more intermediary units for the commu 
nication route are selected based on one or more conditions. 

51. The Wireless communication netWork of claim 50 
Wherein a ?rst intermediary unit is included in the commu 
nication route based on a ?rst condition; 

Wherein a second intermediary unit is included in the 
communication route based on a second condition; and 

Wherein the ?rst condition is different from the second 
condition. 

52. The Wireless communication netWork of claim 50 
Wherein the one or more conditions include level of traf?c 
load associated With one or more intermediary units. 

53. The Wireless communication netWork of claim 50 
Wherein the one or more conditions include transmission 
quality associated With one or more intermediary units. 

54. The Wireless communication netWork of claim 50 
Wherein the one or more conditions include level or quality 
of service to be used for communication betWeen the source 
MRU and the destination FRU. 

55. The Wireless communication netWork of claim 31 
Wherein traf?c in the netWork is routed in a peer-to-peer 
decentraliZed fashion. 

56. The Wireless communication netWork of claim 31 
Wherein tra?ic in the netWork is routed in a secure end-to 
end manner. 

57. The Wireless communication netWork of claim 31 
Wherein traf?c routed by a ?rst intermediary unit is 
encrypted and traf?c routed by a second intermediary unit is 
unencrypted. 

58. A method for managing a Wireless communication 
netWork having a plurality of mobile radio units (MRUs) 
and a plurality of ?xed radio units (FRUs) interconnected 
With one another by Wireless communication, each FRU 
having an associated coverage area, Wherein each FRU is 
capable of communicating With other FRUs located Within 
its associated coverage area and each FRU is further capable 
of communicating With one or more MRUs located Within 
its associated coverage area, and Wherein each FRU is 
con?gured to collect routing information relating to other 
FRUs located Within its associated coverage area, the 
method comprising: 

receiving an indication directing a source MRU to estab 
lish communication With a destination FRU, Wherein 
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the source MRU is located outside the coverage area 
associated With the destination FRU; and 

establishing a communication route using one or more 
intermediary units including one or more FRUs to 
alloW the source MRU to communicate With the des 
tination FRU through the one or more intermediary 
units. 

59. The method of claim 58 further comprising: adding an 
additional FRU to be interconnected to the plurality of 
FRUs, the additional FRU having an associated coverage 
area. 

60. The method of claim 59 Wherein adding the additional 
FRU further comprises: 

directing the additional FRU to collect routing informa 
tion relating to other FRUs that are located in its 
associated coverage area. 

61. The method of claim 60 Wherein adding the additional 
FRU further comprises: 

directing the additional FRU to generate its oWn identi 
?cation information; and 

broadcasting the generated identi?cation information to 
other FRUs that are located in its associated coverage 
area; 

Wherein once interconnected, the additional FRU is avail 
able for use as one of the one or more intermediary 

units that are part of the communication route, if 
needed. 

62. The method of claim 59 further comprising: 

during a communication session betWeen the source MRU 
and the destination FRU, replacing one or more of the 
intermediary units that are part of the communication 
route in order to keep the communication route opti 
miZed. 

63. The method of claim 62 Wherein one or more of the 
intermediary units are replaced based on one or more 
conditions. 

64. The method of claim 63 Wherein the one or more 
conditions include level of tra?ic load. 

65. The method of claim 63 Wherein the one or more 
conditions include transmission quality. 

66. The method of claim 63 Wherein the one or more 
conditions include level or quality of service. 

67. The method of claim 58 Wherein the one or more 
intermediary units include one or more MRUs. 

68. The method of claim 58 Wherein the destination FRU 
includes closed domain information that is only accessible to 
the source MRU; and 

Wherein a secure token having security information stored 
thereon is used to authenticate the source MRU to the 
destination FRU in order to alloW the source MRU to 
access the closed domain information. 

69. The method of claim 68 Wherein the secure token 
includes one of a smar‘tcard, a subscriber identity module 
card and an authentication device. 

70. The method of claim 68 Wherein the authentication of 
the source MRU is location dependent. 

71. The method of claim 58 Wherein the destination FRU 
includes one or more ?xed connections each con?gured to 
alloW the source MRU to communicate With an entity. 

Jun. 29, 2006 

72. The method of claim 71 Wherein the entity includes 
one of a storage device, an application, a Wireless netWork 
and a ?xed netWork. 

73. The method of claim 72 Wherein the storage device 
includes one of a hard drive and a DVD drive. 

74. The method of claim 71 Wherein the application 
includes one of a gaming application and an utility appli 
cation. 

75. The method of claim 71 Wherein the ?xed netWork 
includes one of a public sWitched telephone netWork, an 
integrated services digital netWork and the lntemet. 

76. The method of claim 71 Wherein the Wireless netWork 
includes one of a Wireless local area netWork, a public land 
mobile netWork and a cellular netWork. 

77. The method of claim 58 Wherein the communication 
route is optimiZed to include the loWest number of interme 
diary units or one or more intermediate units that are equal 
to or feWer than a predetermined threshold. 

78. The method of claim 58 Wherein one or more inter 
mediary units use the routing information collected relating 
to other FRUs to determine hoW to forWard tra?ic along the 
communication route. 

79. The method of claim 58 Wherein one or more inter 
mediary units use routing information collected relating to 
other MRUs to determine hoW to forWard tra?ic along the 
communication route. 

80. The method of claim 58 Wherein one or more inter 
mediary units use the routing information collected relating 
to other FRUs and MRUs to determine hoW to forWard 
tra?ic along the communication route. 

81. The method of claim 58 Wherein the one or more 
intermediary units for the communication route are selected 
based on one or more conditions. 

82. The method of claim 81 Wherein a ?rst intermediary 
unit is selected based on a ?rst condition; 

Wherein a second intermediary unit is selected based on a 
second condition; and 

Wherein the ?rst condition is different from the second 
condition. 

83. The method of claim 81 Wherein the one or more 
conditions include level of traf?c load associated With one or 
more intermediary units. 

84. The method of claim 81 Wherein the one or more 
conditions include transmission quality associated With one 
or more intermediary units. 

85. The method of claim 81 Wherein the one or more 
conditions include level or quality of service to be used for 
communication betWeen the source MRU and the destina 
tion FRU. 

86. The method of claim 58 Wherein traf?c is routed along 
the communication route in a peer-to-peer decentraliZed 
fashion. 

87. The method of claim 58 Wherein traf?c is routed along 
the communication route in a secure end-to-end manner. 

88. The method of claim 58 Wherein traf?c routed by a 
?rst intermediary unit is encrypted and traf?c routed by a 
second intermediary unit is unencrypted. 


