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ALLOCATING LOCKS IN A DISTRIBUTED 
ENVIRONMENT 

RELATED APPLICATION 

[0001] This application is a continuation of co-pending 
US. Patent Application for “METHOD AND SYSTEM 
FOR ALLOCATING LOCKS IN A DISTRIBUTED ENVI 
RONMENT,” ?led on Nov. 13, 2001 and assigned Ser. No. 
09/992,603, the complete disclosure of which is hereby 
incorporated by reference in its entirety. 

TECHNICAL FIELD 

[0002] This invention relates generally to distributed com 
puting environments and particularly to availability man 
agement of resources in a distributed environment. More 
particularly, the present invention relates to methods of 
“locking” distributed environment resources to prevent 
inappropriate access to such resources. More particularly 
still, the present invention relates to server-side allocation of 
locks in the WebDAV protocol. 

BACKGROUND OF THE INVENTION 

[0003] Distributed computer environments, such as com 
puter networks, provide signi?cant advantages to multiple 
computer clients or users. In particular, distributed environ 
ments allow multiple clients to actually share many different 
computer resources including both hardware and software 
resources. Sharing software-related resources provides 
many known bene?ts, such as the fact that only one such 
resource needs to be created, updated and maintained. 

[0004] The Internet is one particular example of a distrib 
uted environment that provides access to a considerable 
number of software resources, which are available to client 
computer systems having Internet capabilities. One portion 
of the Internet is known as the World Wide Web which is 
generally a system of Internet servers that house software 
related resources that are formatted in a particular manner, 
such as with HTML (HyperText Markup Language). The 
protocol for accessing these particular resources is known as 
the HyperText Transfer Protocol or HTTP. It should be noted 
however that not all Internet servers are part of the World 
Wide Web. 

[0005] Historically, most resources on the Internet corre 
sponded to web page ?les that included only static HTML 
code, and thus were only available for display. However, 
recent advances are being made in the representative func 
tionality provided to client systems to provide more inter 
action between the client and server systems. For instance, 
clients may effectively author resources on a server system 
from client systems over distributed networks, including the 
Internet. Indeed, much time and effort has been spent on the 
development of a WebDAV protocol or standard, which 
stands for the World Wide Web Distributed Authoring and 
Versioning standard, referred to herein as simply “DAV.” 
DAV provides a set of headers and methods which extend 
HTTP to provide capabilities for managing properties, 
namespace and other items from a client system in order to 
allow client computer systems to access server-side 
resources for the purpose of editing those resources. Pro 
posed Standard RFC 2518, which is a document written by 
the IETF and approved by the IESG, published February 
1999, describes DAV in more detail. 
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[0006] As part of the DAV standard, server computer 
systems provide various services in managing the various 
access requests made by clients. One particular service 
relates to managing resource availability for clients. That is, 
DAV provides methods that allow a client to lock a resource 
when using that resource so that subsequent users may not 
access that resource during that time. This locking scheme 
helps prevent the “lost update” problem associated with two 
or more users modifying a resource simultaneously such that 
editions are inadvertently lost. 

[0007] Unfortunately however, the DAV protocol is lim 
ited in its ability to satisfactorily allocate previously locked 
resources to requesting clients. That is, once a resource is 
unlocked, then the server computer system simply allocates 
the resource to the next client that sends a request for that 
resource. While relatively simple, the method of allocating 
the resource to the next request is unsatisfactory as it forces 
clients to repeatedly and almost continuously request a 
locked resource. Repeated requesting of a resource by a 
client signi?cantly impacts the performance of the client 
computer system because the client computer system must 
devote its own resources to preparing and sending a request 
while these resources could be performing other tasks. 

[0008] In order to improve performance, the client com 
puter systems typically employ a method of choosing a 
predetermined time interval between requests for locked 
resources. Unfortunately however, choosing a time interval 
that is too long may jeopardize the chances of accessing a 
resource as an intervening request by a different client may 
occur between the time of the unlock event and the next 
request. Indeed, since an intervening request may always 
appear prior to any other request, any particular client may 
suffer from lock starvation, i.e., a complete failure to gain 
access to a requested resource. Therefore, choosing a time 
interval necessarily requires the client to balance perfor 
mance issues with the importance of accessing the resource. 
Achieving a satisfactory balance is dif?cult at best, and such 
guesswork cannot guarantee that a resource will ever be 
accessed, based on other client request rates. 

[0009] One method of solving this problem relates to 
evaluating an existing lock using a “lock discovery” method 
that evaluates an existing lock to determine properties such 
as whether a timeout period has been set. In DAV, the 
timeout period for a resource is a values set by the owner or 
the server system and provides a means by which the server 
can limit the lifetime of a resource lock. Upon expiration of 
the timeout period, the server may harvest the lock and 
reallocate the resource to the next client that requests the 
resource. By discovering the timeout period, a client may 
wait until that period has expired before sending another 
request for the resource. Unfortunately however, this solu 
tion is unsatisfactory since the lock creator typically chooses 
a timeout period that far outlasts the actual time needed for 
the resource. Indeed, since the nature of a requested timeout 
period relates to when the lock expires or may be harvested 
by the server, clients typically choose as long a period as 
possible. If not, the lock owner risks having a lock expire 
before the owner is ?nished with the resource. Conse 
quently, subsequent clients cannot rely on the timeout period 
as a means for realistically determining when to retry a 
request. 

[0010] Another drawback associated with the timeout 
period used in DAV, i.e., the time period by which the lock 
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automatically expires, is that the timeout period may actu 
ally be set for an in?nite duration. This causes a signi?cant 
problem, especially When the client does not explicitly 
release or unlock the resource When the client does not need 
the lock any longer. The problem is exacerbated When the 
client oWning the lock orphans the lock and thus cannot 
explicitly release the resource. In such a case, there is 
essentially no method of killing or breaking the lock. 

[0011] It is With respect to these and other considerations 
that the present invention has been made. 

SUMMARY OF THE INVENTION 

[0012] The present invention relates to a system and 
method for managing the allocation of locks to clients. The 
system and method provides server-side control features 
related to resource requests for locked resources, such as 
establishing an expected lifetime property so that the sever 
may notify requesting clients as to the expected lifetime of 
a lock to improve client-side polling methods. Also, the 
present invention relates to blocking a resource or otherWise 
maintaining subscriptions to lock-related events to effec 
tively alloW for asynchronous grants of a lock based on the 
time of the request to alleviate lock starvation. Another 
feature relates to a server-side lock function of breaking an 
existing lock or at least modifying/reducing a lock timeout 
period to prevent lost resources. 

[0013] In accordance With certain aspects, the present 
invention relates to a system and method of managing a 
locked resource in a distributed environment that receives a 
request to access the resource from a requesting client 
computer system and determines Whether the resource has a 
con?icting lock. Next, if the resource has a con?icting lock, 
information about the lock is returned to the requesting 
client computer system so that the client computer system 
may modify its retry strategy. On the other hand, if the 
resource does not have a con?icting lock, the requested 
access is alloWed. In an embodiment, the lock information is 
related to the expected lifetime of the lock and is set by the 
lock oWner. In another embodiment, the lock information 
relates to the exclusivity of the lock. 

[0014] In accordance With other aspects, the present 
invention relates to a system and method of allocating access 
to a resource in a distributed environment. The invention 
receives a request to access the resource from a requesting 
client computer system and then determines Whether the 
resource has a con?icting lock. If the resource has a con 
?icting lock, the invention blocks the resource for the 
requesting client computer system until the resource is free 
and then performs the requested access, allocating a neW 
lock to the requesting computer system. In an embodiment 
the initial request for access has a request to block the 
resource. The request to block the resource may be a 
predetermined header having a time value for de?ning a 
time period to block the resource. 

[0015] In accordance With yet other aspects, the present 
invention relates to a system and method of unlocking a 
locked resource in a distributed environment, the locked 
resource having a lock object associated With a lock oWner. 
Upon receiving a request to access the locked resource from 
a client computer system other than the lock oWner, the 
invention determines Whether the request comprises a 
request to break the lock object and then determines Whether 
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the requesting client computer system is cleared to break the 
lock object. If so, the lock object is removed from the 
resource so that the requesting client may obtain access to 
the resource if desired. In an embodiment, the lock oWner is 
noti?ed of the request to break the lock before removing the 
lock object and given time to perform actions relative to 
saving information or updating the existing lock. 

[0016] The invention may be implemented as a computer 
process, a computing system or as an article of manufacture 
such as a computer program product. The computer program 
product may be a computer storage medium readable by a 
computer system and encoding a computer program of 
instructions for executing a computer process. The computer 
program product may also be a propagated signal on a 
carrier readable by a computing system and encoding a 
computer program of instructions for executing a computer 
process. 

[0017] A more complete appreciation of the present inven 
tion and its improvements can be obtained by reference to 
the accompanying draWings, Which are brie?y summariZed 
beloW, to the folloWing detail description of presently pre 
ferred embodiments of the invention, and to the appended 
claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] FIG. 1 is a diagram of a distributed environment 
having a client computer system and a server computer 
system that communicate according to principles of the 
present invention. 

[0019] FIG. 2 is a functional diagram of a computer 
system that may incorporate aspects of the present inven 
tion. 

[0020] FIG. 3 is a block diagram illustrating softWare 
components of the present invention, including a services 
layer for managing the server-side lock allocation. 

[0021] FIG. 4 is a ?oW diagram illustrating the functional 
components of communicating lock information in response 
to a request for a locked resource and/or blocking a locked 
resource according to the present invention. 

[0022] FIG. 5 is a ?oW diagram illustrating the functional 
components of modifying a resource lock and/or breaking 
the resource lock according to an alternative embodiment of 
the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0023] A distributed environment 100 incorporating 
aspects of the present invention is shoWn in FIG. 1. The 
environment 100 has at least one client computer system, 
such as client computer systems 102, 104 and 106 that 
interact With at least one server computer system, such as 
server computer system 108 over a distributed netWork, such 
as the Internet 110. The client computer systems 102, 104 
and 106 request access to one or more server computer 
resources 112. Additionally, there may be other client com 
puter systems as indicated by ellipses 114. The resources 112 
relate to computer readable ?les or objects, such as text 
documents, application program modules, data objects, 
properties or attributes for data objects, among others. The 
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resources may be HTML, XML, SGML ?les, or in other 
embodiments, the resources may be in another format. 

[0024] In an embodiment of the invention, the protocol 
used by the systems 102, 104, 106 and 108 to communicate 
is the WebDAV (World Wide Web Distributed Authoring and 
Versioning, hereinafter “DAV”) protocol. DAV is an exten 
sion of the Hypertext Transfer Protocol version 1.1 (HTTP) 
and provides the methods and formats for allowing client 
computer systems, such as computer systems 102, 104 and 
106 to access and edit computer resources 112. As stated in 
the Background Section above, DAV also provides a set of 
headers and methods, Which extend the HTTP to provide 
capabilities for property and namespace management, 
among other features as discussed in Proposed Standard 
RFC 2518. 

[0025] As one client computer system, such as system 
102, accesses one of the resources 112, that resource may be 
locked such that the other client computer systems, such as 
systems 104 and 106 are unable to access the resource. In 
other embodiments, one or the other computer systems 104 
and 106 may access the locked resource, but only for limited 
purposes, such as to Write to the resource, read the resource 
or to delete the resource depending on the type of lock used 
on the resource by the ?rst client computer system. 

[0026] The server computer system 108 services requests 
for resources 112 and allocates available resources accord 
ingly. Moreover, the server computer system 108 denies 
requests for resources that are not available, i.e., those 
resources that have con?icting locks. A con?icting lock is a 
lock that con?icts With the particular type of request for the 
resource. For example, if the lock is an exclusive lock then 
it con?icts With any subsequent request, but if the lock is a 
non-exclusive lock that alloWs others to read the resource, 
then the lock does not con?ict With requests to access the 
resource to read the resource. 

[0027] In an embodiment of the invention, the server 
computer system 108 further provides services relating to 
providing information to the lock oWner or another request 
ing client. The information provided to the client may be 
associated With the expected lifetime of an existing or 
con?icting lock or it may relate to other lock properties, such 
as the degree of exclusivity of a lock. In another embodi 
ment, the server computer system 108 provides methods of 
reducing the lifetime of a con?icting lock and/or breaking 
the con?icting lock. In yet another embodiment, the server 
computer system alloWs for clients to subscribe to lock 
related events, such that the client may perform a speci?c 
request for a resource based on the occurrence of the event, 
e.g., an unlock event. In yet another embodiment, the server 
computer system provides the client the ability to block a 
resource until it becomes available, and to therefore receive 
access to the resource once it is available, prior to other 
subsequent client requests. These features are described in 
more detail beloW. 

[0028] FIG. 2 illustrates an example of a suitable com 
puting system environment 200 in Which aspects of the 
present invention may be implemented as either a client 
computer system such as systems 102, 104 or 106 or server 
computer system 108. The computing system environment 
200 is only one example of a suitable computing environ 
ment and is not intended to suggest any limitation as to the 
scope of use or functionality of the invention. Neither should 
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the computing environment 200 be interpreted as having any 
dependency or requirement relating to any one or combina 
tion of components illustrated in the exemplary operating 
environment 200. 

[0029] Environment 200 incorporates a general-purpose 
computing device in the form of a computer 202. Compo 
nents of computer 202 may include, but are not limited to, 
a processing unit 204, a system memory 206, and a system 
bus 208 that couples various system components including 
the system memory to the processing unit 204. The system 
bus 208 may be any of several types of bus structures 
including a memory bus or memory controller, a peripheral 
bus, and a local bus using any of a variety of bus architec 
tures. By Way of example, and not limitation, such archi 
tectures include Industry Standard Architecture (ISA) bus, 
Micro Channel Architectures (MCA) bus, Enhanced ISA 
(EISA) bus, Video Electronics Standards Association 
(V ESA) local bus, and Peripheral Component Interconnect 
(PCI) bus also knoWn as MeZZanine bus. 

[0030] Computer 202 typically includes a variety of com 
puter readable media. Computer readable media can be any 
available media that can be accessed by computer 202 and 
includes both volatile and nonvolatile media, removable and 
non-removable media. By Way of example, and not limita 
tion, computer readable media may comprise computer 
storage media and communication media. Computer storage 
media includes volatile and nonvolatile, removable and 
non-removable media implemented in any method or tech 
nology for storage of information such as computer readable 
instructions, data structures, program modules or other data. 
Computer storage media includes, but is not limited to, 
RAM, ROM, EEPROM, ?ash memory or other memory 
technology, CDE-ROM, digital versatile disks (DVD) or 
other optical disk storage, magnetic cassettes, magnetic tape, 
magnetic disk storage or other magnetic storage devices, or 
any other medium Which can be used to store the desired 
information and Which can be accessed by computer 202. 
Communication media typically embodies computer read 
able instructions, data structures, program modules or other 
data in a modulated data signal such as a carrier Wave or 
other transport mechanism and includes any information 
delivery media. The term “modulated data signal” means a 
signal that has one or more of its characteristics set or 
changed in such a manner as to encode information in the 
signal. By Way of example, and not limitation, communi 
cation media includes Wired media such as a Wired netWork 
or direct-Wired connection, and Wireless media such as 
acoustic, RF, infrared and other Wireless media. Combina 
tions of any of the above should also be included Within the 
scope of computer readable media. 

[0031] The system memory 206 includes computer stor 
age media in the form of volatile and/or nonvolatile memory 
such as read only memory (ROM) 210 and random access 
memory (RAM) 212. A basic input/output system 214 
(BIOS), containing the basic routines that help to transfer 
information betWeen elements Within computer 202, such as 
during start-up, is typically stored in ROM 210, While RAM 
212 typically contains ?les and/or program modules that are 
immediately accessible to and/or presently being operated 
on by processing unit 204. By Way of example, and not 
limitation, FIG. 2 illustrates operating system 232, applica 
tion programs 234, other program modules 236, and pro 
gram data 238. 
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[0032] The computer 202 may also include other remov 
able/non-removable, volatile/nonvolatile computer storage 
media. By Way of example only, FIG. 2 illustrates a hard 
disk drive 216 that reads from or Writes to non-removable, 
nonvolatile magnetic media, a magnetic disk drive 218 that 
reads from or Writes to a removable, nonvolatile magnetic 
disk 220, and an optical disk drive 222 that reads from or 
Writes to a removable, nonvolatile optical disk 224 such as 
a CD ROM or other optical media. Other removable/non 
removable, volatile/nonvolatile computer storage media that 
can be used in the exemplary operating environment 
include, but are not limited to, magnetic tape cassettes, ?ash 
memory cards, digital versatile disks, digital video tape, 
solid state RAM, solid state ROM, and the like. The hard 
disk drive 216 is typically connected to the system bus 208 
through a non-removable memory interface such as interface 
226, and magnetic disk drive 218 and optical disk drive 222 
are typically connected to the system bus 208 by a memory 
interfaces, such as interfaces 228 and 230, respectively. 

[0033] The drives and their associated computer storage 
media discussed above and illustrated in FIG. 2, provide 
storage of computer readable instructions, data structures, 
program modules and other data for the computer 202. In 
FIG. 2, for example, hard disk drive 216 is illustrated as 
storing operating system 232, application programs 234, 
other program modules 236, and program data 238. 

[0034] A user may enter commands and information into 
the computer 202 through input devices such as a keyboard 
240 and pointing device 242, commonly referred to as a 
mouse, trackball or touch pad. Other input devices (not 
shoWn) may include a microphone, joystick, game pad, 
satellite dish, scanner, or the like. These and other input 
devices are often connected to the processing unit 204 
through an input interface 248 that is coupled to the system 
bus 208. A monitor 250 or other type of display device may 
also be connected to the system bus 208 via video adapter 
252. In addition to the monitor, computers may also include 
other peripheral output devices such as speakers and printer 
not shoWn. 

[0035] The computer 202 may operate in a netWorked 
environment using logical connections to one or more 
remote computers, such as a remote computer 254. The 
remote computer 254 may be a personal computer, a server, 
a router, a netWork PC, a peer device or other common 
netWork node, and typically includes many or all of the 
elements described above relative to the computer 202. 

[0036] When used in a LAN netWorking environment, the 
computer 202 is connected to the LAN through a netWork 
interface or adapter 262. When used in a WAN netWorking 
environment, the computer 202 typically includes a modem 
264 or other means for establishing communications over 
the WAN, such as the Internet. The modem 264, Which may 
be internal or external, may be connected to the system bus 
208 via the user input interface 248, or other appropriate 
mechanism. In a netWorked environment, program modules 
depicted relative to the computer 202, or portions thereof, 
may be stored in the remote memory storage device. It Will 
be appreciated that the netWork connections shoWn are 
exemplary and other means of establishing a communica 
tions link betWeen the computers may be used. 

[0037] In addition to the environment 200 shoWn in FIG. 
2, the invention may be operational With numerous other 
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general purpose or special purpose computing system envi 
ronments or con?gurations. Examples of Well knoWn com 
puting systems, environments, and/or con?gurations that 
may be suitable for use With the invention include, but are 
not limited to, personal computers, server computers, hand 
held or laptop devices, multiprocessor systems, micropro 
cessor-based systems, set top boxes, programmable con 
sumer electronics, netWork PCs, minicomputers, mainframe 
computers, distributed computing environments that include 
any of the above systems or devices, and the like. 

[0038] Moreover, the present invention may be described 
in the general context of a softWare operating environment, 
e.g., computer-executable instructions, such as program 
modules, being executed by a computer. Generally, program 
modules include routines, programs, objects, components, 
data structures, etc. that perform particular tasks or imple 
ment particular abstract data types. The invention may also 
be practiced in distributed computing environments Where 
tasks are performed by remote processing devices that are 
linked through a communications netWork. In a distributed 
computing environment, program modules may be located 
in both local and remote computer storage media including 
memory storage devices. 

[0039] FIG. 3 illustrates an example of a softWare oper 
ating environment 300 in Which the invention may be 
implemented. The softWare operating environment 300 is 
only one example of a suitable operating environment and is 
not intended to suggest any limitation as to the scope of use 
or functionality of the invention. Software environment 300 
incorporates a Server System Resource Store 302 Which 
de?nes the format and structure of data objects, such as data 
objects 304 and 306. Typically, the Server System Resource 
Store 302 also provides the overall structure in Which 
objects are named, stored and organiZed. Additionally, the 
store provides the protocols for accessing any object Within 
the store 302. In an embodiment, Store 302 is an XML store 
and has data objects de?ned by the XML standard. HoWever, 
it is contemplated that other data object con?gurations or 
collections may incorporate the aspects of the present inven 
tion. Data objects 304 and 306 are data objects that represent 
actual ?le-type data. The objects 304 and 306 may be 
accessed and/or modi?ed by a user or another program 
module. Of course, the Store 302 may comprise many other 
objects as indicated by ellipses 312. 

[0040] Typically, each data object 304 and 306 has some 
form of meta information object (not shoWn) that is asso 
ciated With each object, the meta information comprises 
information such as the author of the object, the time the 
object Was last accessed, among others. This meta informa 
tion may be stored as part of the data object or as part of 
another object having a pointer or some other identifying 
element that associates the meta information object With its 
particular data object. 

[0041] In addition to the meta information objects, a data 
object may also be associated With a lock object, such as 
objects 308 and 310. Lock objects 308 and 310 are associ 
ated With data objects 304 and 306, respectively. Lock 
objects comprise information related to Whether its associ 
ated data object is locked and therefore inaccessible by other 
client computer systems. Additionally, lock objects 304 and 
306 may provide other properties, such as type properties 
relating to locking methods, and/or the servicing of lock 
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token requests. As discussed below, one property that may 
be included in a lock object relates to an expected lifetime 
value. Although shoWn as separate objects, a lock object, 
such as lock objects 308 and 310, may be incorporated into 
its associated data object as part of a header or some other 
meta-information portion of the data object. 

[0042] Environment 300 also has a services layer 314, 
Which relates to server functionality in servicing access 
requests for data objects 304 and 306. The services layer 314 
may provide various functions, such as ensuring that an 
object access request complies With the existing protocol; 
Whether the request relates to either an existing object or, in 
DAV, to an object that is to be created; Whether the module 
making the request has permission to make and perform the 
request; among others. The services layer 314 also manages 
the availability of resources based on lock analysis as 
discussed in more detail beloW. 

[0043] The services layer 314 receives requests over a 
distributed netWork environment, such as Internet 316. The 
requests are made by client computer applications, such as 
applications 318 and 320. In one embodiment, application 
program 318 is a client application program that operates on 
a client system apart from a server system, Wherein the 
server system is the physical location of the Store 302. In 
other embodiments hoWever, the application program, i.e., 
program 318 may actually be part of the server system. 
Applications 318 and 320 interact With the distributed 
netWork environment 316 through application program 
interfaces 322 and 324, respectively. The access requests 
may involve requests to move, copy, delete, read, execute or 
update a resource or object, such as object 304 or object 306. 

[0044] With respect to the lock objects 308 and 310, in an 
embodiment of the invention, application programs 318 and 
320 may cause the creation of lock objects 308 and 310 
related to objects 304 and 306 respectively. Alternatively, 
the services layer 314 may create the lock objects, and 
associate the objects With the data objects. Once a lock 
object, e.g., lock object 308, has been created, another 
application may determine the existence of such a lock 
object and access the locked data object only in accordance 
With parameters set by the lock object, if at all. 

[0045] In one particular example, the services layer 314 
actually performs the creation and management of the lock 
objects 308 and 310. The services layer 314 receives a 
request from a client application program, such as applica 
tion 318. The services layer then processes the request, i.e., 
determines Whether the client application may access the 
data object in the requested manner. If the application is able 
to access the data object in the requested manner, the 
services layer returns a lock token 326 to the client appli 
cation program 318 and alloWs the requested access. If the 
services layer 314 determines that the application program 
may not access the requested data object due to the existence 
of a con?icting lock, access is denied. 

[0046] To further this example, assume application pro 
gram 320 attempts to access a data object that is locked by 
client application 318, as evidenced by the lock token 326. 
When locked With a con?icting lock, such a case the 
application 320 typically cannot access that data object until 
client application 318 expressly frees the lock token 326. 
HoWever, as discussed in more detail beloW, the lock may be 
broken by the services layer or modi?ed to free the lock 
prior to an express unlock request made by application 318. 
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[0047] In an embodiment of the invention, the services 
layer 314 comprises a plurality of modules for performing 
separate functions relating to lock services and allocation. 
For instance, the services layer 314 comprises a receive 
module 328 and an allocation module 330. The receive 
module 328 receives the request for a particular resource, 
such as resources 304 and 306 from a client application 
program and parses the request. The receive module 328 
determines Whether the resource is available With respect to 
any potentially con?icting lock objects. Assuming there is 
no con?icting lock, then allocation module 330 operates to 
allocate the resource to the requesting client application 
program. OtherWise, if the resource has a con?icting lock 
object, the allocation module 330 does not allocate the lock. 

[0048] In an embodiment, the services layer 314 has a 
communication module 332 that provides information to the 
requesting client application relating to a denial of access to 
a requested resource. The information may involve a simple 
statement of denial or may also include the reason for the 
denial, e.g., the existence of a con?icting lock. The com 
munication module 332 may provide even further informa 
tion to the requesting client application program relating to 
speci?c properties of the con?icting lock object. The infor 
mation provided by the communication module 332 alloWs 
the client application program to modify its requesting 
method, if necessary. For example, the communication mod 
ule may provide information such as the expected lifetime of 
the lock object. The information related to the expected 
lifetime of the lock object alloWs the client application 
program to determine When to send another access request. 
As another example, the communication module 332 may 
provide information related to the type or scope of the 
con?icting lock alloWing the client to modify the type of 
request, if feasible, to gain access to the resource, albeit in 
another capacity. 

[0049] In one embodiment, the services layer 314, and its 
communication module 332 automatically returns informa 
tion related to the speci?c properties of an existing lock 
When denying access to a requested resource. Alternative 
embodiments, hoWever, return such information When 
requested to do so by a client application program. In the 
latter case, the client application program may request the 
speci?c information in response to a received denial of 
access or the client application program may include such a 
request in its initial request for the resource itself. 

[0050] The communication module 332 determines the 
speci?c property information by evaluating meta informa 
tion of the lock object. The meta information for the lock 
may include such information as the lock oWner, the type 
and scope of the lock, the time the lock Was created, the 
timeout period of the lock and/or the expected lifetime of the 
lock. The type and scope of the lock may refer to Whether the 
lock is mandatory or advisory, Whether the lock may be 
shared and, if sharable, to What extent, e. g., to read only. The 
timeout period of the lock typically refers to a time set by the 
protocol de?ning such locks and may be longer or shorter 
than the expected lifetime of the lock. 

[0051] The expected lifetime of the lock relates to a time 
value set either by the lock oWner or by default and may 
include, explicitly or implicitly, the number of expected 
refresh instances. Thus, the expected lifetime value relates to 
a value near the actual lifetime of a resource lock. The 
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expected lifetime value Will most likely be less than the 
timeout value, although not required. Other potential clients 
may discover the expected lifetime value, Which alloWs 
these clients to poll for lock availability in a more ef?cient 
manner. Importantly, the expected lifetime value requested 
by the client application program is not used by the server 
system to break or harvest locks for being stale in the Way 
the timeout value is used. Instead the expected lifetime value 
is primarily a source of information for other client appli 
cations so lock oWners may supply a sincere guess as to the 
time the resource Will actually be used Without risking a 
timeout situation and losing the lock. 

[0052] In DAV, in order to implement an expected lifetime 
property associated With lock objects, an “expectedlifetime” 
request header may be used. The expectedlifetime header is 
analogous to a “timeout” request header and has the same 
value format. The header should only be used in requests to 
create or to modify a lock. Again, the purpose of the header 
is to indicate hoW long the client expects to need a lock so 
that other clients that fail to acquire a con?icting lock may 
determine a meaningful time to retry. 

[0053] In an embodiment having an “activelock” XML 
element, such as the activelock element in DAV, the element 
may be extended to support the expectedlifetime property in 
order to implement this aspect of the invention. The expect 
edlifetime property may therefore be a neW type of DAV 
property having the same live/dead degree of freedom as 
other DAV properties, i.e., Where a live property is managed 
at a server and dead property is managed at the client. The 
value relates to a time value and may be updated and or 
modi?ed by the client application program. 

[0054] The document type de?nitions (DTD) used to 
de?ne the expectedlifetime property are shoWn in Table 1. 
Although DTDs are shoWn, schemas could also be used. 

TABLE 1 

Sample DTD De?nitions For Expected Lifetime Property 

1 Name: activelock 
Namespace: DAV: 
Purpose: Describes a lock on a resource. 

Description: This element describes an active lock on a resource. 

Although shoWn as having owner, timeout and expectedlifetime 
properties, other properties may also exist, such as lockscope, 
locktype, depth, etc. 
<EELEMENT activelock (oWner'J, timeout‘), expectedlifetime?)> 

2 Name: expectedlifetime 
Namespace: DAV: 
Purpose: De?nes hoW long the client expects to hold the lock Without 
explicitly unlocking or modifying the lock. 
Value: Time value, such as “TimeType” used for the timeout 
property. 
<EELEMENT expectedlifetime (#PCDATA)> 

[0055] As shoWn in Table l, the neW expectedliftetime 
property has been de?ned for DAV. The expected lifetime 
request header de?nes a time value, such as an integer value 
related to the number of seconds the client expects to use the 
resource. The request header may appear as folloWs: Expect 
edlifetime=“Expectedlifetime”“z” l#TimeType. Unlike tim 
eout request headers, an expectedlifetime request header has 
a single value. 

[0056] As discussed above, the expected lifetime infor 
mation may be delivered to a subsequent client application 
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program in response to a request for the locked resource. The 
client, in turn, may use this information to determine When 
to repeat the request for the resource. By determining When 
to repeat the request, the client application program may 
improve its performance by freeing resources for other tasks 
that might otherWise be used in requesting a resource during 
a timeframe in Which the resource is most likely locked and 
therefore unaccessible. 

[0057] While the expected lifetime information alloWs the 
client to better determine When to repeat a request, the 
services layer 314 may also, or alternatively, include a 
blocking module 334, Which blocks future requests for a 
particular, locked resource. That is, When a client application 
program locks a resource and another client application 
issues a request for that resource and that request is denied 
due to the existing lock, the later client application program 
may establish a block for the resource. The block operates to 
prevent other client applications from obtaining the 
resource. More particularly, the block operates to prevent 
others from obtaining the resource after the initial client 
application program has unlocked the resource thereby 
alloWing the subsequent client application program Which 
established the block to access the resource. 

[0058] In order to establish a block, the client application 
program indicates that such a block should be created. Next, 
the blocking module 334 may store an identi?cation value 
for the blocking client application program. Since all 
requests for the resource go through layer 314, the layer 314 
and its blocking module 334 does not alloW any other client 
application programs to gain access to a blocked resource. 
Once the resource is free of the con?icting lock, the blocking 
module 334 may then notify the client that established the 
block of the status of the resource to alloW that client to 
make another request. Alternatively, the blocking module 
334 may actually provide access to the resource once the 
resource is free. 

[0059] Once a block is in place, in order to determine the 
status of a resource, the blocking module 334 may auto 
matically and repeatedly poll the resource to determine its 
status, e.g., locked or free. Alternatively, the blocking mod 
ule may simply Wait for future requests for the resource, 
Whether made by the blocking client application program or 
another, and make the determination at that time. In the latter 
case, the blocking application program Would most likely be 
set to repeatedly request the resource to ensure access. 
Blocking in this manner alloWs clients to avoid the starva 
tion issues associated With polling lock acquisitions. 

[0060] In an embodiment, such as in the DAV environ 
ment, the requesting client may supply a “block header” to 
the server to indicate that a block should be established. In 
a particular embodiment, a “maxWaittime” request header 
may be used. The maxWaittime header has the same value 
format as the timeout request header and is used primarily in 
lock and update lock requests. The maxWaittime header 
indicates a time period for blocking the resource, Which is 
related to the time that the client is Willing to Wait for the 
lock to be unlocked. The request header may appear as 
folloWs: MaxWaittime="MaxWaittime”“z” l#TimeType. The 
header must have at least one value and may have several as 
is the case With timeout request headers in DAV. 

[0061] Once received, the services layer modi?es the lock 
object to include the max Wait time valve as a stored 
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property Within, or associated With, the lock object. This 
allows others to simply test the lock to determine Whether 
another client has created a block and for hoW long. 

[0062] In some cases, Waiting for a lock to be freed, either 
by timing out or by an exclusive unlock event is not 
su?icient. Thus, the services layer 314 may also comprise a 
breaking module 336, Which provides a lock breaking func 
tion. In essence, given that locks in certain protocols, such 
as DAV, can have in?nite timeout or lifetime periods, there 
must be a Way to break a lock, especially under certain 
situations, e.g., Where a client has orphaned the resource and 
is unable to unlock the resource. In order to break a lock, 
hoWever, the breaking module may ?rst determine Whether 
the resource has actually been orphaned or Whether the 
resource is still in use. If the resource is still in use, the server 
may send a notice to the oWner indicating the impending 
lock break function. Additionally, since the breaking module 
336 may also break locks on resources that have not been 
orphaned, the breaking module may perform a security 
check to ensure that the requesting application program has 
adequate security clearance to perform the breaking func 
tion. 

[0063] In an alternative embodiment, the breaking module 
336 can not only break locks, i.e., completely eradicate a 
lock object, but can also modify the remaining lifetime of a 
lock to effectively cause the end of a lock at a predetermined 
time. In such a case, the modi?cation may also test for 
security clearance and/ or provide the lock oWner With infor 
mation related to the modi?cation to its lock. 

[0064] In order to implement the breaking module, i.e., the 
ability to break a lock, the protocol, such as DAV, is 
extended to alloW clients or other principals to issue an 
“unlock” request for a lock token originally acquired by 
another principal. In order to prevent mistakes, the unlock 
request may speci?cally indicate that a lock break is 
intended Within a neW request-header. Furthermore, the 
request should be able to specify a latency before the break 
actually occurs to alloW the server computer system to notify 
the client that oWns the lock that a break is about to occur 
and give it sufficient time to store any pending changes 
covered by that lock. 

[0065] In order to achieve these functions, a “breakla 
tency” request header may be implemented in the protocol. 
The breaklatency header is used in unlock requests made by 
those other than the lock oWner and indicates hoW long the 
server should Wait before actually breaking the correspond 
ing lock. The presence of a breaklatency header indicates 
that the request is not a normal unlock request, i.e., an 
unlock request made by the existing lock oWner. In an 
embodiment, the server is not required to Wait the requested 
latency period. Prior to breaking the lock, the server may 
return a status code indicating the perceived likelihood of 
Whether the unlock request, i.e., the lock break Will succeed. 
Alternatively, the server sends a response folloWing the 
breaking of the lock, if at all. 

[0066] In an embodiment, such as the DAV environment, 
the breaklatency request header may appear as folloWs: 
BreakLatency=“Breaklatency”“z” l#TimeType. Unlike a 
timeout request header, the breaklatency request header has 
one value. The folloWing table, Table 2, includes an example 
of the breaklatency request header. In this example the 
latency is 60 seconds and the request succeeds. The “204” 
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code is used for successful unlock responses. In this 
example, the nonce, response, and opaque ?elds have not 
been calculated in the Authorization request header. 

TABLE 2 

Example Use of a Breaklatency Request Header 

>>Request 
UNLOCK /container/ HTTP/1.1 
Host: Webdammicrosofucom 
Breaklatency: Second-6O 
Lock-Token: <opaquelocktoken: 
e7ld4fae-4may-22d6-fea5—00a0c9le6be4> 
Authorization: Digest usernalne=“jgoldick”, 
realm=“j goldick@Webdav.microsoftcom”, nonce=“...”, 
uri=“/container/”, 
response=“...”, opaque=“...” 
>>Response 
HTTP/1.1 204 No Content 

[0067] In an alternative implementation, suitably privi 
leged or authorized principals are alloWed to issue a lock or 
an update-lock request that effectively reduces the timeout 
of an existing lock oWned by another client. The server may 
perform the decision as to Which principal(s) may be suit 
ably authorized, i.e., it may be a server-level decision. 
Alternatively, the developer may also provide an indication 
as to Which systems may be authorized. If the original lock 
oWner fails to request access that Would result in the lock 
being refreshed, an effective lock break Will have occurred. 
In order to implement locking and updating by others, the 
breaklatency request header may be used in lock and update 
lock requests. Furthermore, the presence of the breaklatency 
request header indicates that the request is by one other than 
the lock oWner and therefore normal security checks do not 
apply, and stricter checks may be implemented. 

[0068] More details of an update lock technique that may 
be used to change a breaklatency request may be found in 
the US. patent application Ser. No. 09/992,525, entitled 
METHOD AND SYSTEM FOR MODIFYING LOCK 
PROPERTIES IN A DISTRIBUTED ENVIRONMENT, 
incorporated herein by reference for all that it discloses and 
teaches, ?led concurrently hereWith, and assigned to the 
Assignee of the present application. 

[0069] FIG. 4 is a How chart of the operational charac 
teristics related to allocating resources, returning informa 
tion related to a locked resource and blocking locked 
resources. Prior to the beginning of How 400 an object, such 
as object 304 and/or 306 shoWn in FIG. 3, may already exist 
Within a Server System Resource Store, such as store 302. In 
such an embodiment, once the object has been created, then 
any later attempt to access that object initiates the How 400 
shoWn and described With respect to FIG. 4. In an altema 
tive embodiment hoWever, e.g., such as When the DAV 
protocol is used, the object may not exist prior to How 400. 
In such a case, a lock object may be created in parallel With 
the creation of a data object, or the lock object may be 
created and later associated With the data object once the 
data object is created. 

[0070] Process 400 generally begins With receive opera 
tion 402, Wherein the receive operation 402 relates to the 
receipt, by the server system of any access request related to 
an object. The access attempt may be performed by a third 
party application, such as application 318 or 320 (FIG. 3) or 
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by the services layer 314, among others. The access request 
incorporates information related to the type of access that is 
being requested, i.e., to read, to Write, to delete, etc. Addi 
tionally, the request information may also include informa 
tion as to the type of lock to be created and applied While the 
object is in use. Moreover, the request information may also 
include a request for existing lock information if a con?ict 
ing lock exists, blocking information and or breaking infor 
mation as discussed beloW. 

[0071] FolloWing receive operation 402, determination act 
404 determines Whether the access may be alloWed by 
determining Whether a con?icting lock exists. A con?icting 
lock is a lock oWned by another client application program 
and Wherein the scope of the lock is set such that the 
subsequent request cannot be alloWed, e.g., the lock is an 
exclusive lock or the lock only alloWs others to read the 
resource but the subsequent request is to Write to the 
resource. The term con?icting lock is used since some locks 
may not con?ict With subsequent requests since locks may 
provide limited sharing capabilities, e.g., Where the lock 
alloWs others to read the resource and the subsequent request 
is to read the resource. 

[0072] Determining Whether the resource has a con?icting 
lock, in an embodiment of the invention, involves requesting 
lock properties from the resource object itself. In such a 
case, the resource may be associated With a lock object, such 
as objects 308 and 310 (FIG. 3) and the lock objects may be 
evaluated to determine the type of lock, if any, presently 
being enforced for the requested resource. In other embodi 
ments, the determination relates to an evaluation of a look 
up table that is managed by the services layer 314. Yet other 
embodiments may incorporate other means of providing 
information related to Whether an object is locked and, if so, 
the type of lock. 

[0073] If determination act 404 determines that the 
requested resource may be accessed, i.e., that no con?icting 
lock exists, ?oW branches NO to provide-access operation 
406. Provide-access operation 406 provides the requesting 
client application access to the requested resource. Addi 
tionally, operation 406 may perform the creation and/or 
association of a neW lock object or other lock-related data 
structure With the requested object. The type of lock object 
that is created relates to the type requested by the client 
application. Further, should a lock be created by operation 
406, then the lock object generated by operation 406 may 
then be evaluated during other access requests until the lock 
object is removed or invalidated. FolloWing operation 406, 
?oW 400 ends at 408. 

[0074] If determination act 404 determines that the 
requested resource may not be accessed, i.e., that a con?ict 
ing lock exists, then ?oW branches YES to parse operation 
410. Parse operation 410 parses the incoming request to 
determine if the request has headers or other indicators that 
information is requested, that a block is requested, etc. Once 
parsed, determination operation 412 determines Whether the 
request includes a request for lock information. 

[0075] If the request includes a request for information, 
then ?oW branches YES to operation 414 Which returns 
requested lock information, such as expected lifetime or 
type and scope information. In alternative embodiments, 
return operation 414 automatically returns lock information 
regardless of Whether the initial request asks for this type of 
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information. HoWever, given that some client applications 
are not prepared to use such information, it may be preferred 
to perform the test operation 412 to determine Whether the 
client application desires such information. 

[0076] The type of information returned to the client 
application may be either a value related to the expected 
lifetime of the lock, as set by the lock oWner, or it may also 
relate to the type and scope of the lock. This information 
alloWs the client to tailor its next request for the resource, 
either to a request that does not con?ict With the existing 
lock or to adjust the timing of the next request to increase the 
probability that the resource Will be free at that time. 

[0077] FolloWing the return of lock information operation 
414, the ?oW ends at end operation 408. 

[0078] If determine operation 412 determines that the 
request does not include a call for returned lock information 
then ?oW branches NO to test operation 416, Which deter 
mines Whether a block should be established. Alternative 
embodiments may determine Whether a block should be 
established independently of determination operation 412, 
e.g., folloWing parse operation 410. Test operation 416 tests 
the initial request to determine Whether a block should be 
placed on the resource. If not, then ?oW branches NO to end 
operation 408. In other embodiments, the client may send a 
subsequent request intended to actually establish the block 
and this subsequent request is analyZed by an operation 
similar to test operation 416. 

[0079] One method of determining Whether a block should 
be established relates to testing the initial request for the 
existence of a “maxWaittime” header. The mere presence of 
a maxWaittime header may indicate the desire to establish a 
block. Alternative embodiments may have predetermined 
?ags that can be set to indicate the desire to establish a block. 
In yet another embodiment, a message may be sent to the 
client inquiring as to Whether a block should be set. In such 
a case the response to the inquiry is evaluated to determine 
Whether a block should be established. 

[0080] If a block should be established, as determined by 
operation 416, ?oW branches YES to establish operation 
418. Establish operation 418 establishes the block for a 
particular resource. In such a case any further or subsequent 
requests for that resource by any other client application 
programs other than the block oWner are denied. The block 
itself may be another type of property associated With the 
resource that can be evaluated to determine if a requesting 
client should be alloWed access to a resource. In an alter 

native embodiment, only requests for con?icting locks cause 
a denial, such that the block is effective against potentially 
con?icting lock requests but does not cause a denial of 
access When the resulting access does not con?ict. 

[0081] In an embodiment, the block has a lifetime estab 
lished by the blocking client. Upon expiration of the lifetime 
of the block, operation 420 determines Whether a con?icting 
lock still exists on the requested resource. If not, then ?oW 
branches NO to provide operation 406, Which alloWs access 
to the resource. If so, then a message is sent to the client 
application to indicating that the block has expired and that 
the lock still exists and then ?oW branches YES to end 
operation 408. 

[0082] In another embodiment, once the lock is released or 
harvested by the server computer system, then the block 
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provides an indication that the subsequent client is interested 
in obtaining access to the resource. In such a case, the server 
can then inform the subsequent or blocking client that the 
resource is free. Thus, the block acts as a subscription to a 
lock-related event. This type of service may be provided in 
combination With determination act 420 shoWn in FIG. 4. 

[0083] In accordance With other aspects of the present 
invention, the services layer may provide services related to 
breaking and/or modifying existing locks. FIG. 5 is a ?oW 
chart of the operational characteristics related to breaking or 
modifying an existing lock object. As described above With 
respect to FIG. 4, prior to the beginning of ?oW 500 an 
object, such as object 304 and/or 306 shoWn in FIG. 3, exist 
Within a Server System Resource Store, such as store 302. 

[0084] FloW 500 begins With receive operation 502, 
Wherein the receive operation 502 relates to the receipt, by 
the server system of any read, execution, or update access 
request for an object. The access attempt may be performed 
by a third party application, such as application 318 or 320 
(FIG. 3) or by the services layer 314, or by yet other 
client-type requesting entities. The request itself may 
include information as to the type of access sought, any lock 
types to be created and enforced during the access, and/or a 
request for a lock token, etc. Additionally, the request may 
indicate Whether an existing lock should be broken and/or 
modi?ed, if one is present. Alternatively, the received 
request may simply be a request to break or modify a lock, 
apart from a request to access a resource. 

[0085] Once the request has been received, determination 
act 504 determines Whether the requested resource is locked. 
Thus, determination act 504 determines Whether the 
resource is locked by another client application program by 
either searching for a lock object associated With the 
resource, analyZing properties of the resource object itself, 
or by searching for lock information in a look-up table type 
of data structure. In either situation, the server analyZes any 
lock information for the requested object and determines 
Whether an associated lock con?icts With the type of access 
requested. In the alternative embodiment Wherein the 
request relates to a request to break or modify a lock, then 
determination act 504 simply determines Whether the lock 
exists. 

[0086] If determination act 504 determines that the type of 
request does not con?ict With any lock objects associated 
With the requested object, ?oW 500 branches NO to provide 
access operation 506. Provide-access operation 506 is simi 
lar to provide operation 406 described above in conjunction 
With FIG. 4 and may also include creation of a lock for the 
requesting client. Once access has been provided, then ?oW 
500 ends at end operation 508. 

[0087] In alternative embodiments Wherein the request is 
to break a lock, provide operation 506 may send a message 
to the client that the lock does not exist and ?oW branches 
to end operation 508. 

[0088] If determination act 502 determines there is a lock 
associated With the requested resource that con?icts With the 
requested access, then ?oW 500 branches YES to test act 
510. Test act 510 tests the request to determine Whether the 
lock should be broken outright. Testing Whether the lock is 
to broken relates to checking the request for an indication 
that lock should be broken, e.g., by the presence of break 
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latency header. If this header is present, then ?oW branches 
YES to check security operation 512. 

[0089] Check security operation 512 determines Whether 
the client application program has the requisite capabilities 
to perform the lock break. If not then the process ends and 
the lock is not broken. HoWever, if the client application 
program does have the requisite security then the lock may 
be broken (or modi?ed). In an embodiment, determining 
Whether a client application program has the requisite secu 
rity clearance involves testing the request to break the lock. 
In the request, the client application program may include 
information related to the Whether the client can read or 
Write to the resource. Depending on the level of permission 
alloWed the client, the server may determine if the security 
check has been satis?ed. Although a security check should 
be done to prevent uncontrolled lock harvesting, it is not 
necessary to the understanding of the present invention and 
practically any number of security validation techniques 
may be used to determine Whether the client is able to break 
a lock. 

[0090] FolloWing the security check operation 512, notify 
step 514 noti?es the lock oWner that the lock is about to be 
broken or modi?ed. Notifying the lock oWner of an impend 
ing lock break may provide the oWner time to perform a lock 
refresh action or some other action that may stop the break 
function. Alternatively, the noti?cation may provide the 
oWner time to perform another action, e.g., a save to prevent 
lost updates. Notify step 514 is an optional step in that some 
server systems may not notify the oWner of the lock, yet such 
a noti?cation may be preferred to protect oWners from lost 
updates. 
[0091] Once the noti?cation has been completed, break 
operation 516 breaks the lock. FolloWing break operation 
516, ?oW 500 ends at end operation 508. 

[0092] If test act 510 determines that the request does not 
indicate that the lock should be broken, e.g., by the absence 
of a predetermined header, then ?oW branches NO to test 
operation 518. Test operation 518 tests the initial request to 
determine Whether the lock should be modi?ed. Such a 
modi?cation may relate to actually reducing the timeout 
period or modifying the sharing capabilities of the lock. The 
modi?cation may, in essence, change the properties of a lock 
to thereby enable another client to access the resource. 
Determining Whether the initial request includes a request to 
modify the lock may involve a test for the presence of an 
“update” or “modify” lock header in the request. The mere 
presence of one of these headers may provide the server an 
ability to determine Whether the request is for modi?cation 
of the lock. 

[0093] If test operation 518 determines that the request 
does not request lock modi?cation, then ?oW branches NO 
to end operation 508. HoWever, if test operation 518 deter 
mines that the lock is to be modi?ed, then ?oW branches 
YES to check operation 512. Check operation 512, as 
discussed above determines Whether the client application 
program requesting the lock modi?cation has the requisite 
security to perform such an action. Once the security check 
has completed, notify operation 514 noti?es the lock oWner 
that a modi?cation is about to occur. As discussed above, 
notify operation is optional but may provide the lock oWner 
time to perform a save or refresh act to prevent loss. 

[0094] FolloWing the noti?cation, modify operation 516 
performs the lock modi?cation. The lock modi?cation pro 
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cess may involve changing the locks properties, e.g., the 
timeout value, the sharing capabilities, etc. In alternative 
embodiments, the modi?cation process may involve creat 
ing a neW lock object, associating the neW lock object With 
the resource and then deleting or harvesting the old lock 
object. In yet other embodiments, the actual modi?cation 
process may be performed in other Ways, but the end result 
is a lock object having different or modi?ed properties. Once 
modi?ed, ?oW 500 ends at end operation 508. 

[0095] The above described system and method provides 
a signi?cant advantage over prior methods of managing 
resource locks in a distributed environment. In particular, the 
communication of both expected lifetime information for a 
lock signi?cantly improves the planning and selection of 
request timing issues and performance for client application 
programs. Additionally, the ability to block a resource 
pending an unlock event further increases performance for 
client applications. The breaking and modi?cation of exist 
ing locks also improves overall control of lock allocation 
and management. 

[0096] As discussed above, the invention described herein 
may be implemented as a computer process, a computing 
system or as an article of manufacture such as a computer 
program product. The computer program product may be a 
computer storage medium readable by a computer system 
and encoding a computer program of instructions for execut 
ing a computer process. The computer program product may 
also be a propagated signal on a carrier readable by a 
computing system and encoding a computer program of 
instructions for executing a computer process. 

[0097] Additionally, although the invention has been 
described in language speci?c to structural features and/or 
methodological steps, it is to be understood that the inven 
tion de?ned in the appended claims is not necessarily limited 
to the speci?c features or steps described. Therefore, the 
speci?c features and steps are disclosed as preferred forms 
of implementing the claimed invention. 

What is claimed is: 
1. A computer implemented method of managing a locked 

resource in a distributed environment, the method compris 
ing: 

receiving a request to access the resource, Wherein the 
request originates from a requesting client computer 
system; 

determining Whether the resource has a con?icting lock; 

if the resource has a con?icting lock, returning lock 
information to the requesting client computer system, 
so that the retry strategy of the requesting client com 
puter system may be modi?ed; and 

if the resource does not have a con?icting lock, perform 
ing the requested access. 

2. A computer implemented method as de?ned in claim 1, 
Wherein the lock information is related to expected lifetime 
of the lock. 

3. A computer implemented method as de?ned in claim 2, 
Wherein the con?icting lock is oWned by a lock oWner and 
Wherein the lock oWner sets the expected lifetime of the 
lock. 
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4. A computer implemented method as de?ned in claim 2, 
Wherein the requesting client computer system modi?es a 
request strategy based on the returned information. 

5. A computer implemented method as de?ned in claim 4, 
Wherein the request strategy relates to a time period betWeen 
requests for the resource. 

6. A computer program product readable by a computer 
and encoding instructions for executing the method recited 
in claim 5. 

7. A computer implemented method as de?ned in claim 1, 
Wherein the lock information relates to sharing property 
values of the lock. 

8. A computer implemented method as de?ned in claim 7, 
Wherein the request has a predetermined type and Wherein 
the request strategy relates to the type of request. 

9. A computer program product readable by a computer 
and encoding instructions for executing the method recited 
in claim 1. 

10. A computer-readable medium having stored thereon a 
locked resource, Wherein the locked resource comprises: 

a resource object data section for storing actual object 
data; and 

a lock object, Wherein the lock object may comprise an 
expected lifetime property. 

11. A computer implemented method of allocating access 
to a resource in a distributed environment, the method 
comprising: 

receiving a request to access the resource, Wherein the 
request originates from a requesting client computer 
system; 

determining Whether the resource has a con?icting lock; 

if the resource has a con?icting lock, blocking the 
resource for the requesting client computer system until 
the resource is free; and 

performing the requested access, allocating a neW lock to 
the requesting computer system. 

12. A computer implemented method as de?ned in claim 
11, Wherein the request for access to the resource further 
comprises a request to block the resource. 

13. A computer implemented method as de?ned in claim 
11, Wherein the request to block the resource is a predeter 
mined header having a time value for de?ning a time period 
to block the resource. 

14. A computer implemented method of unlocking a 
locked resource in a distributed environment, the locked 
resource having a lock object associated With a lock oWner, 
the method comprising: 

receiving a request to access the locked resource, Wherein 
the request originates from a requesting client computer 
system other than the lock oWner and Wherein the 
request comprises a request to break the lock object; 

identifying the request to break the lock object; 

determining Whether the requesting client computer sys 
tem is cleared to break the lock object; and 

removing the lock object from the resource if the request 
ing client computer system is cleared to break the lock 
object. 

15. A computer implemented method as de?ned in claim 
14, further comprising: 
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notifying the lock owner that the lock object of the request 
to break the lock before removing the lock object. 

16. A computer implemented method program product 
readable by a computer and encoding instructions for 
executing the method recited in claim 14. 

17. A computer system for managing resources in a 
distributed environment, the distributed environment having 
a plurality of resources and Wherein at least one resource is 
associated With a lock object, the system comprising: 

a receive module for receiving a request from a requesting 
client application program to access at least one 
resource in the distributed environment; 

a determination module for determining Whether the 
resource has a con?icting lock object associated With 
the requested resource; and 

a communication module for returning lock information 
to the requesting client application program if the 
resource has a con?icting lock object, Wherein the lock 
information returned to the requesting client applica 
tion program relates to an expected lifetime of the 
con?icting lock object. 

18. A system as de?ned in claim 17, Wherein: 

an oWning client application program oWns a lock object 
for the requested resource; and 
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the oWning client application program determines the 
expected lifetime of the lock object. 

19. A system as de?ned in claim 18, Wherein the request 
ing client application program modi?es a request strategy 
based on received information from the communication 
module. 

20. A system as de?ned in claim 17, further comprising: 

a blocking module for blocking the locked resource for 
the requesting client application program until the 
resource is released; and 

an allocation module for allocating a neW lock to the 
requesting client application program folloWing the 
release of the resource. 

21. A system as de?ned in claim 17, Wherein the receive 
module is adapted to receive a request to break an existing 
lock object, the system further comprising: 

a breaking module for removing the existing lock object 
for the requested resource in response to a received 
request to break an existing lock object. 

22. A system as de?ned in claim 21, Wherein the request 
ing client application program requests to break the existing 
lock object associated With the requested resource. 


