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(57) ABSTRACT 

Methods, components, and systems for efficient authentica 
tion, either through a digital signature or message authen 
tication codes, and veri?cation of a digital stream sent from 
a source to a receiver via Zero or more intermediaries, such 

that the source or intermediary (or both) can remove certain 
portions of the data stream Without inhibiting the ability of 
the ultimate receiver to verify the authenticity and integrity 
of the data received. According to the invention, a source 
may sign an entire data stream once, but may permit either 
itself or an intermediary to efficiently remove certain por 
tions of the stream before transmitting the stream to the 
ultimate recipient, Without having to re-sign the entire 
stream. Applications may include the signing of media 
streams Which often need to be further processed to accom 
modate the resource requirements of a particular environ 
ment. Another application alloWs an intermediary to choose 
an advertisement to include in a given slot. 
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METHOD AND APPARATUS FOR 
AUTHENTICATION OF DATA STREAMS WITH 

ADAPTIVELY CONTROLLED LOSSES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of Provisional 
Application No. 60/495,787, ?led Aug. 15, 2003. The 
present application incorporates the disclosure of this pro 
visional application by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to data stream authen 
tication, and more speci?cally to authentication schemes 
With adaptively controlled packet loss. 

[0004] 2. Description of the Related Art 

[0005] In many cases, it is desirable to append authenti 
cation information to a stream of data to assure a recipient 
that the data came from a speci?c source and Was not 
modi?ed en-route. For example, if the data is being provided 
to an application, then it Would be important for the appli 
cation that the data has not been corrupted either maliciously 
or by accident. 

[0006] In cryptography, there are tWo traditional mecha 
nisms for permitting such authentication: 

[0007] 1. Message Authentication Codes (MAC) 

[0008] 2. Digital Signatures 

[0009] With a MAC, both the original source and the 
ultimate receiver must possess knoWledge of a shared secret 
key. The sender applies a mathematical transformation 
involving the original data and secret key, and produces a 
tag. The receiver can then apply a similar transformation 
With the data, the tag, and the secret key to verify the origin 
and the integrity of the data. 

[0010] With Digital Signatures, the key is split into tWo 
parts: a secret signing key and a public veri?cation key. The 
public veri?cation key can be used to verify anything signed 
using the secret signing key. The key is split in such a Way 
that it is not possible to derive the private portion from the 
public portion. The sender applies a mathematical transfor 
mation involving the original data and secret signing key, 
and produces a signature. The recipient can then apply a 
similar transformation With the data, the signature, and the 
public veri?cation key to ascertain the identity of the sender 
and the integrity of the data. 

[0011] Digital signatures have a non-repudiation property 
that MACs do not. Namely, the signer cannot later deny 
having signed the document since the signing key is secret 
and Was in the signer’s possession. Of course, the signature 
oWner can alWays claim that the secret signing key Was 
stolen by some adversary. 

[0012] Because of their nature, traditional authentication 
schemes do not tolerate any transformations to the data 
made by the source or by an intermediate. If a document is 
modi?ed after it is signed, the veri?cation step Will so 
indicate, and Will fail. 
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[0013] But for many applications, it is not only conve 
nient, but sometimes necessary, to permit some speci?c 
types of modi?cations. For example, scalable video coding 
schemes, a high-level picture of the principle of Which is 
shoWn in FIG. 1, have the property that a subset of the 
stream can be decoded and the quality is commensurate With 
the amount decoded. These schemes may encode video into 
a base layer and then Zero or more “enhancement” layers. 
Just the base layer alone Would be suf?cient to vieW the 
stream. Enhancement layers are utiliZed to improve the 
overall quality. 

[0014] NoW, in an environment that is resource con 
strained, one might Want to strip the enhancement layers and 
only send the base layers. If the entire stream has been 
digitally signed or authenticated in conventional Ways, then 
by removing the enhancement layers, the original tag or 
signature becomes invalid. Thus the entire stream Would 
have to be reauthenticated. 

[0015] Alternatively, one may Want to splice several 
streams of different qualities as in a simulcast situation. 
There may be one high-quality version of the stream, one 
medium-quality version of the stream, and one loW-quality 
version of the stream. If netWork resources are available, 
then the high-quality stream may be sent, but if the netWork 
congestion goes up, then one may Want to shift to the 
medium or loW quality streams. In an alternate scenario, it 
could be the case that the receiver is mobile and is leaving 
one netWork environment and entering another that has 
different resource restrictions. The splicing situation can be 
considered a special case of a lossy situation Where the 
quality of signal transmission is poor or otherWise is 
degraded, for example, by vieWing the three data streams as 
one huge layered stream and imagining that tWo out of three 
frames are being discarded. 

[0016] Yet another application is dynamic advertising. A 
source may include in a given slot a number of advertise 
ments that can be displayed. An intermediary can then 
choose from among these choices Which advertisement it 
Would like to display. The choice can, for example, be based 
upon What the intermediary thinks Will be the best adver 
tisement for the target audience. The advertisements them 
selves can be created by an intermediary or some other party, 
and can be provided to the source either in their original 
form or may be hashed. The source Would then include them 
When signing the stream. 

[0017] Thus, signature schemes that can handle these 
types of losses in a secure manner are needed. Here, 
“secure” means that the ultimate end receiver can determine 
With overWhelmingly high con?dence that the data it 
receives comes from a stream that Was originally signed 
validly, but for Which certain portions Were removed. In 
addition, there is also a need for an intermediary that can 
adaptively and intelligently decide Which blocks to drop. 

[0018] One conventional solution to the controlled loss 
authentication problem is to authenticate each packet indi 
vidually. This solution has tWo substantial draWbacks. First, 
in the case of using digital signatures, a fairly expensive 
computation must be performed for each packet. Second, in 
both the digital signature and MAC case, authentication 
information must be appended to each packet, Which may 
not be feasible in consideration of efforts to remove portions 
of the stream stem to meet bandWidth constraints. levels. 
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Then, the decoder 984 is designed to select one of the tone 
voltages of 64 IEEE/ACM Transactions on Networking, 
7(4):502:513, August 1999, the authors propose a solution in 
Which each data element is hashed, and then the resulting 
hashes are digested using a Merkle-tree. The root of the 
Merkle tree is authenticated. Then, With each data element, 
the co-nodes are sent, thereby alloWing the receiver to 
authenticate Without it. Since Wong and Lam deal With 
per-packet authentication, each packet contains authentica 
tion information. In particular, if [v] is the siZe, in bytes, of 
a Merkle tree node, h is the height of the Merkle tree, then 
each data element transmitted must be accompanied by 
\vlxlh] bytes. Thus, this approach does not deal With the 
controlled loss authentication problem, and is not bandWidth 
ef?cient. 

[0019] In R. Johnson, D. Molnar, D. Song, and D. Wagner, 
Homomorphic Signature SchemesiRSA 2002, Cryptogra 
pher’s Track, the authors propose a redactable signature 
scheme. It permits certain speci?c transformations on the 
data While still alloWing the receiver to verify. It also alloWs 
arbitrary deletion of substrings in a signed document and has 
applications for censoring. Suppose n message blocks 
m=ml, . . . , mn are to be signed, and assume that n is a poWer 

of 2. The scheme starts With an initial secret key k and uses 
it to generate n keys k1, . . . , kn With the aid of a tree-like 

construction such as that of Goldreich, GoldWasser, and 
Micali (GGM), O. Goldreich, S. GoldWasser, and S. Micali, 
HoW to Construct Random Functions, Journal of the ACM, 
vol. 33, No. 4, 1986, pages 210-217. Then, to sign message 
m, the triplets (0, ml, kl), . . . , (0, mn, kn) are hashed in a 
Merkle-like tree and the root r is signed to produce the 
signature s. The difference betWeen this tree and a regular 
Merkle tree is that the value 1 is pre-pended before the 
internal hashes are computed. With knoWledge of k, anyone 
can verify s. HoWever, in order to censor the data stream, the 
value of k is never published. Instead, only certain interme 
diate values of the GGM tree are published. These values 
correspond to the information needed to derive the ?nal keys 
ki corresponding to the data elements Which are not cen 
sored. With uncensored blocks, the intermediate GGM val 
ues, and the co-nodes in the Merkle-like tree, the signature 
can be veri?ed. HoWever, the above Homomorphic Signa 
ture Scheme takes precautions, via a GGM tree, to protect 
the con?dentiality of censored data and requires all uncen 
sored message blocks, all co-nodes, and all keying informa 
tion in order to permit veri?cation, and thus is not ef?cient. 

[0020] Accordingly, there has been a need for a secure 
authentication scheme that permits controlled removal of 
certain blocks in a stream Without Weakening the receiver’s 
ability to verify the authentication information, and Without 
requiring con?dentiality of censored data. 

SUMMARY OF THE INVENTION 

[0021] In vieW of the foregoing, it is an object of the 
present invention to provide schemes for secure authentica 
tion under adaptive data loss both in the symmetric setting 
(With MAC) or in the asymmetric setting (With digital 
signatures), Which are ef?cient With respect to the compu 
tation requirements of the sender, receiver, and intermediary, 
as Well as the bandWidth requirements of the channels over 
Which these parties communicate. 
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[0022] Brie?y, the present invention addresses the folloW 
ing problems: 

[0023] 1. adaptive loss (subsequence) authentication, 
Wherein data chunks are removed arbitrarily; 

[0024] 2. simulcast authentication, Wherein several data 
streams are intertWined and only one data chunk is taken at 
a time from a given stream, and the data from the other 
streams is dropped; and 

[0025] 3. adaptively lossy simulcast authentication, 
Wherein sometimes the entire data chunk is dropped alto 
gether. 
[0026] The present invention provides the folloWing 
schemes: 

[0027] 1. Linear Scheme for Subsequence Authentication; 

[0028] 2. Linear Scheme for Simulcast Authentication; 

[0029] 3. Tree Scheme for Subsequence Authentication; 
and 

[0030] 4. Tree Scheme for Simulcast Authentication. 

[0031] Each of the above schemes may incorporate either 
a digital signature or a MAC. Therefore, the present inven 
tion implicitly provides 8 (=4><2) schemes. 

[0032] The schemes use cryptographic hash functions to 
process the blocks of the original stream and create a short 
digest. A digital signature or MAC is then applied to the 
digest, thereby providing authentication information. If the 
receiver is given the entire stream, then it can recompute the 
digest and verify the signature. When speci?c portions of the 
stream need to be removed, the remover sends information 
that alloWs the receiver to ef?ciently compute the digest. The 
amount of information provided to the receiver in this 
setting is related to the output siZe of the cryptographic hash 
function and is otherWise independent of the actual data 
stream. 

[0033] According to one aspect of this invention, Linear 
Scheme for Subsequence Authentication, the intermediary 
or source can remove arbitrary blocks (irrespective of their 
location) While still permitting the receiver to authenticate 
information. The scheme involves computing a tWo-layer 
hash chain and providing the recipient With various values in 
this chain. The scheme is online for the receiver in the sense 
that the receiver does not have to incur any delay in 
verifying the authentication information. In an optimiZation 
and generaliZation to this scheme, one second layer-hash is 
computed for every bundle of r ?rst-layer hashes. When r=1, 
the scheme is the original linear scheme for subsequence 
authentication. In an improvement to this scheme, several 
?rst-layer hashes are aggregated before performing the 
second-layer hash. Consequently, feWer second-layer hashes 
need to be performed. 

[0034] According to a second aspect of this invention, 
Linear Scheme for Simulcast Authentication, the interme 
diary or source is provided With multiple streams and can 
arbitrarily sWitch among Which stream it transmits While still 
permitting the receiver to authenticate information. The 
scheme involves computing a multi-layer hash chain and 
providing the recipient With various values in this chain. The 
scheme is online for the tone poWer source lines by 1/2, 1A, 1/8, 
. . . . Then, the area occupied by the authentication infor 

mation. 
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[0035] According to a third aspect of this invention, Tree 
Scheme for Subsequence Authentication, the intermediary 
or source can remove arbitrary blocks (irrespective of their 
location) While still permitting the receiver to authenticate 
information. The scheme involves computing a hash tree and 
providing the recipient With various values in this tree. In the 
case that some subset (of siZe greater than one) of dropped 
blocks constitute a subtree of the hash tree, the hashed 
scheme is more ef?cient With respect to bandWidth than the 
corresponding linear scheme. The scheme is not online for 
the receiver in the sense that the receiver must Wait for all 
blocks before being able to verify the authentication infor 
mation. 

[0036] According to a fourth aspect of this invention, Tree 
Scheme for Simulcast Authentication, the intermediary or 
source is provided With multiple streams and can arbitrarily 
sWitch among Which stream it transmits While still permit 
ting the receiver to authenticate information. The scheme 
involves computing a hash tree and providing the receiver 
With various values in this tree. The scheme is not online for 
the receiver in the sense that the receiver must Wait for all 
blocks before being able to verify the authentication infor 
mation. 

[0037] In all aspects of this invention, it is assumed that 
the sender has possession of all data to be signed at the onset. 
In most cases, such as When media is pre-recorded, this Will 
not be a concern. In the case of a live stream, the present 
invention breaks the stream into smaller chunks and applies 
the schemes speci?ed herein. Those skilled in the art Will 
recogniZe that variations and modi?cations can be made 
Without departing from the spirit of the invention. 

[0038] The present invention permits a situation in Which 
an intermediary may adaptively and intelligently decide 
Which blocks are to be dropped. The schemes of the present 
invention readily adapt to any model for dropping blocks. 
Moreover, the intermediary is not required to knoW of any 
cryptographic keying material. Furthermore, if the source 
provides the intermediary With various hash values, then the 
intermediary can avoid having to do any cryptographic 
related computation. Instead, it just has to forWard the 
blocks it desired together With the hash information for those 
blocks that are dropped. 

[0039] All of the inventive schemes have the property that, 
given knoWledge ahead of time that a given block Will not 
be dropped, then the ?rst layer hash on that block Will not 
be performed. That is, the ?rst layer hash for just that block 
can be replaced With the identity function (h(x)=x). 

[0040] Both the linear and tree-based schemes can take 
advantage of correlation among blocks of data. For example, 
in the tree-based scheme, if a given subset of blocks has the 
behavior that all Will be dropped or all Will be kept, then 
these blocks can be placed as all the leaves of the same 
subtree. In the event that all packets in the given subset are 
dropped, only the root has to be transmitted. HoWever, this 
concept applies even if the correlation is probabilistic. For 
example, if a given block being dropped makes it more 
likely that another block Will be dropped, then these blocks 
should also be clustered. LikeWise, in the linear schemes, if 
a given sequence of frames are to be all kept or dropped, 
these frames can be treated as a single block unit to be 
hashed. Then, if the entire sequence of frames is dropped 
only a single hash value needs to be sent. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0041] The present invention is described herein With 
reference to the accompanying draWings, similar reference 
numbers being used to indicate functionally similar ele 
ments. 

[0042] FIG. 1 shoWs a high-level depiction of a scalable 
coder. 

[0043] FIG. 2 shoWs a block diagram of a sender or 
source. 

[0044] FIG. 3 shoWs a block diagram of a receiver. 

[0045] 
[0046] FIG. 5 shoWs a block diagram of a system includ 
ing a sender, a receiver, and an intermediary. 

[0047] FIG. 6 illustrates a Merkle Tree With eight leaves. 

[0048] FIG. 7 illustrates a basic linear subsequence 
authentication scheme according to one embodiment of the 
present invention. 

[0049] FIG. 8 illustrates an optimiZed linear subsequence 
authentication scheme With r=3 and With n a multiple of r, 
according to one embodiment of the present invention. 

[0050] FIG. 9 illustrates a basic linear simulcast authen 
tication scheme according to one embodiment of the present 
invention. 

[0051] FIG. 10 illustrates a tree-based subsequence 
authentication scheme according to one embodiment of the 
present invention. 

FIG. 4 shoWs a block diagram of an intermediary. 

[0052] FIG. 11 illustrates a tree-based simulcast authen 
tication scheme according to one embodiment of the present 
invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 

[0053] In the schemes of the present invention, an initial 
sender 200 in FIG. 2 is responsible for authenticating the 
data stream. As shoWn, each sender 200 includes a processor 
201 in bidirectional communication With a memory 202. The 
processor 201 executes program code for carrying out the 
schemes of the present invention to generate, transmit or 
receive data streams. The memory 202 stores cryptographic 
keys, program codes, as Well as intermediate results and 
other information used during execution of the schemes. A 
communications netWork 203 is provided over Which the 
sender may communicate With receivers. 

[0054] FIG. 3 shoWs a block diagram of a receiver Which 
receives data streams from the sender or server or an 
intermediary over a communication netWork according to 
one embodiment of the present invention. The system of the 
present invention includes a number of receivers, Which 
verify the received data. Each receiver 300 includes a 
processor 301 in bidirectional communication With a 
memory 302. The processor 301 executes program code for 
carrying out the schemes of the present invention to gener 
ate, transmit, and receive data streams. Program code may 
be created according to methods knoWn in the art. The 
memory 302 stores cryptographic keys and the program 
code, as Well as intermediate results and other information 
used during execution of the schemes. 
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[0055] A communications network 303 is provided over 
Which the sender and the receivers may communicate. The 
communications netWork may be of various common forms, 
including, for example, a local area netWork (LAN), a Wide 
area netWork (WAN), and/or a mobile telephone network. 
The netWork may permit either Wired or Wireless commu 
nications. 

[0056] FIG. 4 shoWs a block diagram of an intermediary. 
There may be more than one intermediary; alternatively, the 
source and intermediary may be identical. If the intermedi 
ary and source are not identical, then the intermediary needs 
not have any cryptographic keying material. The data for the 
sender may pass through one or more intermediaries shoWn 
in FIG. 4 on its Way to the sender or receiver. The inter 
mediaries may choose to perform certain transformations on 
the data. Each intermediary 400 includes a processor 401 in 
bidirectional communication With a memory 402. The pro 
cessor 401 executes program code for carrying out the 
schemes of the present invention to generate, transmit, and 
receive data streams. The memory 402 may store crypto 
graphic keys. 

[0057] FIG. 5 shoWs a block diagram of a system accord 
ing to one embodiment of the present invention, including a 
sender 501, an intermediary 503, a receiver 505, and com 
munication netWorks 502 and 504. As shoWn, the sender 501 
transmits an original data stream With signature and optional 
helper information to the intermediary 503 via the commu 
nication netWork 502, Which then transmits a reduced data 
stream With signature and relevant helper information to 
receiver 505 via communication netWork 504. 

[0058] The above-mentioned transformations involve 
removing certain portions of the data. If an intermediary 
modi?es the data stream, it Will determine What information, 
if any, is required by the receiver to verify the authentication 
information associated With the stream. 

[0059] M denotes a media stream that can be broken up 
into it blocks oflength b: M=MlM2 . . . Mn, ]Mi]=b, léién. 
H denotes a cryptographic compression function that takes 
as input a b-bit payload as Well as a v-bit initialization vector 
or IV, and produces a v-bit output Where typically v<b. 
These cryptographic compression functions are collision 
resistant, that is, it is hard to ?nd tWo inputs ml and m2 With 
ml;+=m2 such that H(IV,m1)=H(IV, m2) for a ?xed IV. It is 
assumed that there is a standard IV, called IVO, that is ?xed 
and publicly knoWn. For notational simplicity, the descrip 
tion beloW Will not explicitly list the IV as an argument in 
the hash functionithough it should be thought of as being 
there implicitly. 

[0060] Examples of such cryptographic compression func 
tions are found in SHA-l or MD5. The compression func 
tion in SHA-l has an output and IV siZe of l60-bits Whereas 
the compression function in MD5 Works With 128-bit val 
ues. Both alloW for a 512-bit payload siZe. When it is 
necessary to operate on data blocks that are larger than the 
payload siZe, application of the compression function is 
repeated. Functions that operate as such While still retaining 
the collision resistance property are termed cryptographic 
hash functions. For simplicity, this term is used beloW even 
if a data block that ?ts Within the payload is dealt With. 

[0061] For the schemes involving digital signatures, it is 
assumed that a public-key infrastructure exists, and that the 
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sender has a key pair (Pk, Sk). Sk is the sender’s private 
signing keyiWhich can be used for appending a digital 
signature to a message, and Pk is the sender’s public 
veri?cation key Which can be used to verify the authenticity 
of any signature issued using Pk. ()(Sk, M) denotes the 
digital signature algorithm on message M under signing key 
Sk, and v(Pk, M, 0) denotes the veri?cation algorithm. The 
intermediate does not need to knoW either the signing or the 
veri?cation key. For the schemes involving MAC, it is 
assumed that both the initial sender S and the ultimate 
receiver R share knoWledge of a symmetric key, Which need 
not be knoWn by the intermediaries. 

[0062] The schemes of the present invention make use of 
conventional constructs involving cryptographic compres 
sion functions. One such construct is an iterated hash 
function Which is built from cryptographic compression 
functions as folloWs. Suppose a message M can be broken 
up into 11 blocks of length b, and H is a cryptographic 
compression function With a b-bit payload and a v-bit 
output. The iterated hash function de?ned by H is the value 
xn Where: 

[0063] Assuming that it is hard to ?nd collisions in the 
compression function H, it is then hard to ?nd collisions in 
the iterated hash. Typically, When one Wants to digitally sign 
a message, an iterated hash is applied to the message, and the 
resulting output is signed. The methods, systems, and com 
ponents of the present invention Will involve similar con 
structions, but intermediate values Will be provided to aid in 
veri?cation. 

[0064] Another conventional construct involving crypto 
graphic compression functions is a Merkle tree. FIG. 6 
shoWs a graphical depiction of a Merkle tree With eight 
leaves. Each leaf is the hash of the message beloW it. Each 
interior node represents the hash of its children. The root is 
signed. Suppose that M can be broken up into 11 blocks 
M=Ml . . . Mn. For least 2K bits so that voltages of 4K 
different voltage levels can be output from the incorporate 
poWers other than 2. The Merkle tree associated With M 
under hash function H is a binary tree in Which each node is 
associated With a speci?c value. There are 11 leaves, and each 
leaf li takes on the hash of Miithat is, H(IVO, Mi). Each 
interior (non-leaf) node then takes on the value associated 
With the hash of the concatenations of the values of its tWo 
children. That is, if vertex v has children v1 and v2 Where vl 
has value x1 and v2 has value x2, then the value associated 
With v is H(IVO, x1 x2). 
[0065] the selection circuit receives as input ?rst through 
m-th (=2K, Where K is a root of the tree associated With the 
message M forming the digest is signed. If the underlying 
compression or hash function is collision resistant, then it 
Will be hard to ?nd tWo different messages Whose Merkle 
root value is identical. 

[0066] The present invention also makes use of the notion 
of the co-nodes for a given vertex in a Merkle tree. The 
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co-nodes of a Vertex V consist of the direct siblings of the 
Vertices on the path from V to the root. Given a Vertex V and 

its co-nodes, one can compute the sequence of hash func 
tions that lead from V to the root. 

1. Subsequence Authentication 

[0067] The linear subsequence authentication scheme of 
the present inVention allows stream authentication eVen 
when arbitrary blocks from the message are remoVed. As 
long as the blocks sent by an intermediate node are a proper 
subsequence of the original message, the receiVer can 
authenticate the stream. 

1.1 Signing 

[0068] FIG. 7 illustrates a basic linear subsequence 
authentication scheme according to one embodiment of the 
present inVention. GiVen a message M, signature generation 
follows a similar paradigm to an iterated hash, except that it 
uses “two hashing layers”. 

[0069] GiVen a message M=MlM2 . . . MD, in one embodi 
ment, the present inVention generates partial hash compu 
tations hl, . . . , hn as follows: 

ho =1V0 (1) 

81 = HMO, Mn) 

hr = H010, g1) 

hn = HUIH, gn) 

[0070] In the process of computing hl, . . . , hn, the scheme 
shown in FIG. 7 computes auxiliary hash Values g1, . . . , gn 

which are not sent. The initial sender S transmits (M, 
osk(hn)). The Value of IVO can be used as the IV for the 
computation of all the gi Values. 

[0071] AltematiVely, the sender S may decide to transmit 
the hash Values hi along with the message blocks ((Ml, hn_l, 

08111110), (M2, 1111-2) - - - (MnshO))' 

1.2 Signature Update 

[0072] If an intermediate node wants to strip off k arbi 
trarily located message blocks, the node generates a result 
ing “message” M', identical to M but where k blocks haVe 
been remoVed. The receiVer needs to be able to authenticate 
M'. 

[0073] GiVen the receiVed n-block message M, the inter 
mediate node computes “new” blocks M1‘, . . . , Mn‘. For 

each message block M _i+l (starting from the end, i=1 to 
i=n), the intermediate node computes the corresponding 
auxiliary and partial hashes as follows: 
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[0074] Depending on whether the block will be forwarded 
or dropped, the intermediate node computes 

M’niHFMrHH, ifblockM; is forwarded, orgi, ifblock 
M is dropped (3) 

[0075] Let t be the index of the last message block that the 
intermediate node wants to send to the receiVer, such that 
Mt'=Mt, and M1';+=M1 for all l>t. The intermediate node ?nally 
transmits (Ml', . . . Mn'osk(hn), hn_t) 

[0076] Some standard encoding is applied to the block 
contents to facilitate distinguishing between “message 
blocks” and “hashes”. Skilled artisans would appreciate that 
there are numerous ways to perform this encoding. 

[0077] AltematiVely, to enable on-line Veri?cation, the 
intermediate node transmits ((Ml',hh_l,osk(hh)), (M2',hn_2), 
. . . (Mn', ho)) 

1.3 Veri?cation 

[0078] The receiVer can Verify the signature by computing 
hn from MI‘, . . . , Mk‘ and hh_t as follows: for each message 
block M'n_i+l (starting from the end, i=1 to i=n), and 
depending on whether the receiVed block is a “message 
block” or a “hash”, it computes 

block”H(h;i1, M’n—i+1)), ifM’rHH is a “hash” (4) 

[0079] The receiVer can then Verify the signature on b11 as 
normal using the Veri?cation algorithm V. 

[0080] The alternatiVe on-line Veri?cation proceeds as 
follows: the receiVer computes the partial hash hn from (M' 1, 
hn_l) using relation (4) and then it Veri?es the signature on 
the partial hash Afterwards, for i=2, . . . , n, it computes 

the partial hash hi from (M'i, hn_i) using (4) and Veri?es that 
the so computed hash matches the hash Value receiVed in 
iteration i—1. 

1.4 Security 

[0081] As mentioned aboVe, the iterated hash construction 
is collision resistant so long as the underlying hash function 
H is as well. In particular, if one ?nds a collision in the 
iterated construction, then at some point there is an internal 
collision, which means one can ?nd a collision on the hash 
function H. If an adVersary can come up with a non 

subsequence forgery (that is, a message/ signature pair that is 
not obtained by merely taking a subsequence of the original 
message), then it is possible to show that one can demon 
strate either a collision in the hash function or a forgery on 
the underlying signature scheme. Therefore, as long as the 
signature scheme is not easily susceptible to forgery and the 
hash function is not easily susceptible to collisions, the 
scheme presented aboVe is secure. 

1 .5 Performance 

[0082] When the intermediary remoVes blocks, it only 
needs to compute the hash of the block being remoVed. This 
computation does not inVolVe any public-key steps and is 
fairly e?icient. In fact, the throughput of algorithms like 
SHA-1 is on the order of a few hundred megabits per second. 
MoreoVer, if the intermediate nodes are resource bounded 
with respect to computation, the source can follow the 
altematiVe approach and include the intermediate hi Values. 
In the case of SHA-1, each such Value is 20-bytes long, so 
the bandwidth oVerhead will likely be quite small. 

[0083] A tradeolf between bandwidth usage and bu?fering/ 
computation is possible by sending some intermediate hi 



US 2006/0136728 A1 

values selectively. If the receiver can store up to b message 
blocks, then the intermediate node can send the hash value 
hn_b only after b message blocks. Authentication can be done 
as described above starting from hn_b. Then, the intermedi 
ate node sends a second “bundle” (next b message blocks 
and hm_2b), which is authenticated by recomputing the partial 
hashes hn_b, . . . , hn_2b+l and then verifying the recomputed 

hash value hn_b matching the one received in the ?rst bundle. 

[0084] The computations of this embodiment do not 
require storing the entire stream in memory since only a 
single input block to the hash function is needed at any given 
time. 

[0085] The scheme of the ?rst embodiment permits the 
role of an intermediary which can adaptively and intelli 
gently choose to remove any number of blocks without 
requiring knowledge of any cryptographic keying material. 
Moreover, the intermediary can be proximate to the receiver 
and can control the loss (and therefore the amount of hash 
information) dynamically. Furthermore, the authentication 
information can be veri?ed in an online manner by the 
receiver. That is, the receiver can verify the authentication 
information as it receives the stream, and will not be 
required to do any form of extensive buffering. Also, the ?rst 
layer hash computations are not required for any block that 
will not be dropped. For example, an MPEG I-frame or the 
base layer of a scalable coding scheme will not be inten 
tionally dropped. For these blocks, only the second layer is 
required. In this instance, the ?rst layer hash ?lnction for that 
block can be replaced with the identity function h(x)=x. In 
a similar spirit, if a given sequence of frames will either all 
be dropped or all be kept, then the above scheme is even 
more advantageous since it can cluster these as a single 
block before hashing. 

2. An Ef?ciency Improvement to the Subsequence Authen 
tication 

[0086] The second embodiment of the present invention 
provides an ef?ciency improvement to the basic linear 
subsequence authentication, by aggregating several ?rst 
layer hashes before performing the second layer hashes. As 
a result, the method according to the second embodiment 
performs fewer second layer hashes. For a typical compres 
sion function, such as the one accompanying SHA-l, the 
payload siZe is 64 bytes whereas the digest siZe is 20 bytes. 
As a result, in this situation, three digests can be concat 
enated together before the second layer function is called. In 
the second embodiment, it is assumed that r hashes are 
aggregated. In addition, for any decimal number a, [a] 
denotes the smallest integer greater or equal than a, and [a] 
denotes the largest integer less or equal than a. 

2.1 Signing 

[0087] For a message M, signature generation according 
to the second embodiment follows a similar paradigm to the 
scheme of the ?rst embodiment, and uses “two hashing 
layers”. However, the scheme of the second embodiment 
involves fewer hashes than that of the ?rst embodiment. 
FIG. 8 shows an improved linear subsequence authentica 
tion scheme according to one embodiment of the present 
invention, with r=3 and with n a multiple of r. In this scheme 
groups of r ?rst-layer hashes are hashed in the second layer. 
Given a message M=MlM2 . . . MD, the scheme of the second 
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embodiment generates the partial hash computations hl, . . 
. , hm, where 

m = as follows 

g1 = HUI/o, Mn) (5) 

82 = HUI/0, Mnil) 

germ = "W MHrHlerJ) 

grew = "(W MWHWIJ) 

WI = Him» Mnirwrn) 

= germ’ w) 

grew = Him’ MHrFlJ) 

[0088] Similarly to the scheme of the ?rst embodiment, in 
the process of computing hl, . . . , hm, the scheme of the 
second embodiment computes auxiliary hash values g1, . . . 

, gn which are not sent. The initial sender transmits (M, 
osk(hm)), and the value of IVO can be used as the IV for the 
computation of all the gi values. 

[0089] Alternatively, the sender may decide to transmit the 
hash value hi along with every r-th message block ((Ml, 

2 .2 Signature Update 

[0090] Now, suppose an intermediate node wants to strip 
off n-k arbitrarily located message blocks. It generates a 
resulting “message” M', identical to M but where n-k blocks 
have been removed. The receiver needs to be able to 
authenticate M'. 

[0091] Given the received n-block message M, the inter 
mediate node computes “new” blocks M'l, . . . , M'n. For 

hashes each message block M _i+l (starting from the end, 
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i=1 to i=n), it computes the corresponding auxiliary and 
partial 

gi=H(IVO1 Mnii+l) (6) 

[0092] Depending on Whether the block Will be forwarded 
or dropped, the intermediate node computes 

M’ni;+1=Mni;+1,ifblockA/I;is forwarded, or g;, ifblock 
M; is dropped (7) 

[0093] The hash values hm, . . . , hl are computed as in the 

signing operation. The intermediary ?nally transmits (Ml' . 

. . Mn'k,osk(hm)). 

[0094] The above transmission requires buffering r pack 
ets to perform veri?cation. In practice r Will be quite small. 
For a SHA-l based scheme r=3 and for an MD-S based 

scheme, r=4. 

[0095] Alternatively, the intermediary may transmit the 
hash values hi along With the “neW” message blocks ((Ml', 
OSk(hrn))s(M2')s - ~ - 5(Mr'5 hm—l)s(Mr+l')s - ~ - s (M2r'shrn—2)s - 

. . , (Mn',ho)). 

2.3 Veri?cation 

[0096] The receiver can verify the signature by computing 
hIn from M'l, . . . , M'n as folloWs. First, for each message 

block M'n_i+l (starting from the end, i=1 to i=n), and 
depending on Whether the received block is a “message 
block” or a “hash”, the receiver computes 

min is a “message 

[0097] Finally, the receiver computes hm: 

[0098] The receiver can then verify the signature on hIn as 
normal using the veri?cation algorithm v. 

[0099] To perform online veri?cation, the receiver needs 
to be able to compute the intermediate hash hi. To do so, the 
receiver needs to buffer r blocks so it can compute the 
appropriate g values. The online veri?cation of this scheme 
is analogous to that of the ?rst embodiment. 

2.4 Security 

[0100] Similarly to the ?rst embodiment, so long as the 
signature scheme is not easily susceptible to forgery and the 
hash function is not easily susceptible to collisions, the 
scheme of the second embodiment is secure. 

2.5 Performance 

[0101] Similarly to the ?rst embodiment, When the inter 
mediary removes blocks, it only needs to compute the hash 
of the block being removed. 

[0102] It takes less time for the subsequence scheme of the 
second embodiment to both compute and verify the signa 
ture compared to the subsequence scheme of the ?rst 
embodiment, since only one second-layer hash is performed 
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for every r ?rst layer hashes. If r is chosen carefully (for 
example, setting r=3 for SHA-l or r=4 for MD-5), then each 
second-layer hash only requires a single call to the com 
pression function. So, in the second embodiment, only 

compression function calls are made in the second layer 
compared to the n calls in the ?rst embodiment. 

[0103] In addition to the advantages of the ?rst embodi 
ment, the receiver of the second embodiment can verify the 
authentication information after receiving every r blocks. In 
practice, r Will be fairly small4on the order of 2 or 3, thus 
reducing the number of the second layer hashes. 

3. Simulcast Authentication: the Multiplex Scheme 

[0104] NoW, assume the original sender S transmits k 
different streams MU), Ma), . . . , MG‘) simultaneously. Each 

stream consists of n blocks of length b, MG)=M1G), . . . , 

MUG). The scheme of the third embodiment alloWs the 
intermediate node not only to select one stream and retrans 
mit it in an authenticated fashion, but also to “sWitch” to 
some other stream adaptively (at any point during block 
transmission). Of course, the receiver should be able to 
authenticate the resulting stream. 

3.1 Signing 

[0105] FIG. 9 shoWs a basic linear simulcast authentica 
tion scheme according to one embodiment of the present 
invention. Given a message M, signature generation folloWs 
the same approach as in the ?rst and second embodiments, 
i.e., reverse iterated hash, but computing partial hashes of 
every block in each stream. 

[0106] Given messages MU), Ma), . . . , MG‘), Where 
M®=Ml(j), M26), . . . , MnG), the scheme of the third 
embodiment of the present invention generates the partial 
hash computations hl, . . . , hn as folloWs: 
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dr.(l)=H(M1(1)) 
dr.(2)=H(M1(2)) 

dr.(k)=H(M1(k)) 
hn=H(hn,l,dn<l>, . . . ,dn(k)) (10) 

eini ia sen er ransmi s (I an en sen s 0107 Th t l d t t Sk hn dth d 
M“), . . . , MU‘) simultaneously. In practice, the message 

blocks of the di?ferent streams Will be interleaved in the 
transmission. 

3 .2 Signature Update 

[0108] Suppose an intermediate node Wants to select a 
possibly different stream (message) for each message block 
received. For instance, if each message encodes a video 
stream of di?ferent quality, the intermediate node may Want 
to select a loWer or higher quality depending on netWork 
congestion. It generates a “resulting message” M', compris 
ing “chunks” (consecutive message blocks) of the di?ferent 
streams. The intermediate node may pick a single stream 
(message) at each moment. It should be understood that the 
present invention alloWs for the possibility of layered 
streams. The receiver needs to be able to authenticate M'. 

[0109] Given the received n-block messages MU), . . . , 

MG‘), the intermediate node computes “neW” blocks M' 1, . . 

. , M'n. For each set of message blocks Mn_i+l(l), . . . , 

M (1‘), (starting from the end, i=1 to i=n), it computes the 
partial hashes 

d!” = H (M211) 

[0110] Then if stream 1 is chosen, lélék, it computes 

[0112] Alternatively, to enable on-line veri?cation, the 
intermediate node transmits 

[0113] The receiver can verify the signature by computing 
hn, from M'l, . . . , M'k and hO=IVO. For each message block 
M'n_i+l (starting from the end, i=1 to i=n) if M'n_i+l is of the 
form 

M’rki+l=(di(l)1 ' ' ' 1di(lil)lMnii+l(l)ldi(l+l)1 ' ' ' 1di(k)) 

[0114] 
di(k)=H(Mnii+l 
h,=H(h,,1,d,<1>, . . . ,d,<1*1>,d,,d,<1+1>, . . . ,d;(k)) (14) 

then, the receiver computes 

<k>) 

[0115] The receiver can then verify the signature on hn as 
normal using the veri?cation algorithm v. 
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[0116] The alternative on-line veri?cation procedure is 
straightforward. The receiver computes the partial hash hn 
from (M' 1, hn_l) using relation (14) and then it veri?es the 
signature on the partial hash hn. Afterwards, for i=2, . . . , n, 

it computes the partial hash hi from (M'i, hn_i) using (14) and 
veri?es the so computed hash matches the hash value 
received in iteration i-l. 

3 .4 Performance 

[0117] In addition to the advantages of the scheme of the 
?rst embodiment, the hash step of the scheme of the third 
embodiment can be iterated using a compression function 
With either the linear chaining scheme or a Merkle scheme. 

[0118] By using a Merkle tree-like construction to hash 
doWn each sequence of blocks Mia), . . . , Mia‘), bandWidth 
can be saved at the cost of more intensive computation (by 
the intermediate node). 

4. Tree Scheme for Subsequence Authentication 

[0119] The fourth embodiment of the present invention is 
a scheme for authenticating subsequences using Merkle 
Trees. Like the linear subsequence authentication scheme, 
the tree-based scheme alloWs stream authentication even 
When arbitrary blocks from the message are removed. As 
long as the blocks sent by the intermediate node are a proper 
subsequence of the original message, the receiver can 
authenticate the stream. By exploiting certain aspects of the 
tree structure, the tree scheme is more ef?cient With respect 
to bandWidth than the linear scheme. 

4.1 Signing 

[0120] FIG. 10 illustrates a tree-based subsequence 
authentication scheme according to one embodiment of the 
present invention. Given a message M=MlM2 . . . MD, the 

scheme of the fourth embodiment generates a Merkle tree 
shoWn in FIG. 6. If v denotes the root of the tree and X 
denotes the value associated With the root, then the initial 
sender transmits (M, osk(x)). 

4 .2 Signature Update 

[0121] If an intermediary Wants to strip olT k arbitrarily 
located message blocks, the intermediary generates a result 
ing “message” M', identical to M, but With k blocks 
removed. The receiver needs to be able to authenticate M'. 
Let d1, . . . , dk denote the indices of the blocks that Will be 

dropped and let s1, . . . , sn_k denote the blocks that Will stay. 

Given the received n-block message M, the intermediate 
node computes the corresponding authentication informa 
tion as folloWs. 

[0122] 1) For all blocks Mdl, . . . , Mdlk that are to be 
dropped, the intermediary ?rst determines the set of vertices 
corresponding to leaves ldl, . . . l‘,1k in the Merkle tree 
associated With these blocks. 

[0123] 2) If any pair of vertices are siblings in the Merkle 
tree, the intermediary replaces these tWo vertices both With 
their parent. 

[0124] 3) The intermediary keeps repeating the above 
process until no tWo vertices in the set are siblings. 

[0125] 4) The intermediary takes this set of vertices, and 
computes the Merkle tree values X1, . . . , xr associated With 

them. The intermediary can easily perform this step since the 
















