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(57) ABSTRACT 

Techniques are provided to authenticate components in a 
system. Users may enter credentials into an input device and 
the credentials may be authenticated and/ or securely trans 
mitted to the components. The components may then pro 
vide the credentials to a server in the system. Strong 
authentication may thus be provided to the e?cect that 
credentials associated With speci?c users have been received 
from speci?c components in the system. The server may 
then enable the components to access selected services. 

100 

INPUT DEVICE /108 
122 \ f. 110 

DATA INPUT SEcUR/TY 
COMPONENT MODULE 

@ '24 

118%’ \N 718 
102\ / v \ r 104 

AccESS DEv/c'E AccESS DEV/CE 

126~@ @~ YTZyA sEcUR/TY SEcUR/TY A.’ 114 

MODULE MODULE 

l?oy? AccESS AOOESS A“ 132 
PROCESSOR PROCESSOR 

~@ @~ \ / 

120 N \ //\f\ 120 

MOV“@ 

ACCESS SERVER _/-106 

SECURITY ?v 7 16 
MODULE 



Patent Application Publication Jun. 22, 2006 Sheet 1 0f 14 US 2006/0136717 A1 

100 

INPUT DEV/CE / 108 
122 \ r 110 

DA TA INPUT SECURITY 
COMPONENT MODULE 

RE INTERFACE / '24 

778W / \ N 778 

102\ / ’ \ r104 

ACCESS OEv/OE ACCESS OEv/OE 

'25\-'-\ RE INTERFACE RF INTERFACE A“ '28 

112\_»—\ SECURITY SECURITY A“ 114 
MODULE MODULE 

50pm ACCESS ACCESS Av 132 
RROOEssOR PROCESSOR 

’34\—/-\ INTERFACE INTERFACE A“ 735 

\ / 
/\,>\ M 

120 \ / 120 

ACCESS sERvER /' 106 

7.38 
INTERFACE / 

140v~ SECURITY /~V 116 
PROCESS/N6 MODULE 

F]G.1 



Patent Application Publication Jun. 22, 2006 Sheet 2 0f 14 US 2006/0136717 A1 

/202 , K212 

SEND CREDENT/AL TO ACCESS 
GENERATE KEY(S) FOR DEV/CE WA SECURE/ 

INPUT DEV/CE AUTHENT/CATED CHANNEL 

r204 , [214 

GENERA TE KEY(S) EoR sg’vgg?’égg'affggcejggccgss 
ACCESS DEV/CE / 

AUTHENT/CA TED CHANNEL 

, K206 , /216 

ACCESS SERVER 
Esmc’?gflxgfggwg AUTHENT/CATES/VERlF/ES 

CREDENT/AL 

fzoa , r218 

ENROLL CREDENT’AL ACCESS SERVER ENABLES 
AT ACCESS SERVER AccESS FOR AccESS 

DEV/CE (SEND KEY(S)) 

PRESENT CREDENT/AL AccESS DEV/CE uSES KEY(S) 
r0 INPUT DEV/CE TO ACCESS SERv/cE 

l— 

FIG.2 





Patent Application Publication Jun. 22, 2006 Sheet 4 0f 14 US 2006/0136717 A1 

/ 402 v / 412 

GENERA TE KEY(S) EoR ACCESS SERVER SENDS 
sEcuRE CHANNEL KEY(S) TO ACCESS DEV/CE 

BETWEEN ACCESS DEVICE 
AND ACCESS sERvER " r414 

, f 404 usE KEY(S) TO ESTABLISH 
CONNECT/0N TO NETWORK 

ENROLL CREDENT/AL 
AT ACCESS sERvER 

y f 405 

PRESENT CREDENT/AL 
TO ACCESS DEV/CE 

I f 408 

SEND CREDENT/AL TO 
ACCESS SERVER V/A 
SECURE CHANNEL 

ACCESS SERVER 
VER/E/ES CREDENT/AL 





Patent Application Publication Jun. 22, 2006 Sheet 6 0f 14 

f 602 

US 2006/0136717 A1 

/616 

CREDENTIAL FOR USER A 
ENROLLED AT ACCESS SERVER 

/ 604 

CREDENTIAL FOR USER B 
ENROLLED AT ACCESS SERVER 

y [678 

TO ACCESS DEV/CE 7 

ACCESS DEVICE I USES USER 

FROM ACCESS SERVER 

USER A PRESENTS CREDENTIAL 

CREDENTIAL TO OBTAIN KEY(S) 

/ 606 

A 

USER B PRESENTS CREDENTIAL 
TO ACCESS DEV/CE I 

I /620 
ACCESS DEV/CE I USES USER B 
CREDENTIAL TO OBTAIN KEY(S) 

FROM ACCESS SERVER 

/ 608 f 622 

ASSOCIATED WITH USER A 
CREDENTIAL TO CONNECT TO 

NETWORK 

ACCESS DEV/CE 7 USES KEY(S) ACCESS DEV/CE 1 0555 KEY(S) 
ASSOCIATED WITH USER B 

CREDENTIAL r0 CONNECT r0 
NETWORK 

/-610 f 624 

TO ACCESS DEVICE 2 
USER A PRESENTS CREDENTIAL USER B PRESENTS CREDENTIAL 

TO ACCESS DEVICE 3 

ACCESS DEVICE 2 USES USER 

FROM ACCESS SERVER 
CREDENTIAL TO OBTAIN KEY(S) 

/612 
A 

f 626 

ACCESS DEV/CE 3 USES USER B 
CREDENTIAL TO OBTAIN KEY(S) 

FROM ACCESS SERVER 

ASSOCIATED WITH USER A 
CREDENTIAL TO CONNECT TO 

NETWORK 

/ 614 

ACCESS DEV/CE 2 0555 KEY(S) 

/ 628 

ACCESS DEV/CE .3 USES KEY(S) 
ASSOCIATED WITH USER B 

CREDENTIAL TO CONNECT TO 
NETWORK 

FIG.6 





Patent Application Publication Jun. 22, 2006 Sheet 8 0f 14 

f 802 

PROV/DE SECUR/TY 
BOUNDARY FOR PROX/M/ TY 

AUTHENTICATION 

RECEIVE RF/D S/CNAL FROM 
WIRELESS TOKEN W/TH/N 
SECURITY BOUNDARY 

v f 806 

EXTRACT CREDENT/AL FROM 
RF/D SIGNAL W/TH/N 
SECURITY BOUNDARY 

v f 808 

ENCRYPT/ 
CRYPTOGRAPH/CALLY S/ON 

CREDENT/AL WITH/N 
SECURITY BOUNDARY 

v /-51O 

SEND CREDENT/AL TO 
ACCESS SERVER 

VERIFY CRE DE N T/AL 

V /87 
ENCRYPT AND SEND KEY(S) 

ASSOCIATED WITH 
CREDENT/AL TO 

PROCESS/NC SYSTEM 

v /-87 

DECRYPT KEY(S) WITH/N 
SECURITY BOUNDARY 

V /57 

USE KEY(S) WITH/N 
SEcuR/TY BOUNDARY T0 
CONNECT T0 NETWORK 

F]G.8 

US 2006/0136717 A1 

V /872 







Patent Application Publication Jun. 22, 2006 Sheet 11 0f 14 US 2006/0136717 A1 

r 1 100 

SEC UR/ TY 
MODULE 7 , 22 

f 1120 
1 108 / EXTERNAL INTERFACE 
\\ ROM ADDRESS 

GLOBAL 'gg DA TA 
(CMD, \1 

1 106 \ TIMER, CONF/G) v1 
\ MASTER COMMAND INTERFACE 

coNTRoLLER (STRDWING) 

1 726 / 
1124 \ DATA _/ 

KEK CACHE BUFFER 

1 1 16 \\ /_ 1 12a 
VPP NVM CLK 

AssuRANcE 
1 I 1 8 REFCLK 
\ LOG/C R57 

‘1 |-*—'- 1 1 14 f 
1 1 10 PUBLIC _/ 
\\ sHA- 1 KEY 

(HMAC, x, k) /" 7 704 
-/ 

1 1 12 \\ AKEY$EL[ 11:0 ] 
JDES APPL/CA T/ON AK EYTYPE[ 7: 0 ] 

KEY CACHE AKEY[31:0] 1 102 
AKEYVAL 

1 150 \ 



Patent Application Publication Jun. 22, 2006 Sheet 12 0f 14 US 2006/0136717 A1 

/ 7202 r 7272 ‘ 

CENERA TE ASYMMETR/C DECRYPT KEYS 
IDENTITY KEY WITHIN 
SECUR/TY BOUNDRY WITHIN SECURITY BOUNDARY 

v /' 7204 v f 7274 

STORE PRIVATE KEY WITH/N USE KEYS 
SECURITY BOUNDARY WITHIN SECURITY BOUNDARY 

MAINTAIN KEY POL/CY 
EXPORT PUBLIC KEY WITH/N SECURITY BOUNDARY 

v f 7208 v f 7278 

ESTABLISH SECURE PROV/DE KEYS TO 
COMMUNICATION CHANNEL CRYRTOCRAPH/C ACCELERATOR 

WITH KEY MANACER WITH/N SECURITY BOUNDARY 

v f 1210 

OBTAIN KEYS 
VIA SECURE 

COMMUNICATION CHANNEL 

l— FIG.72 





Patent Application Publication Jun. 22, 2006 Sheet 14 0f 14 

f 7402 

CENERATE ASYMMETR/C 
IDENTITY KEY WITH/N 
SECURITY BOUNDARY 

‘ f- 1404 

STORE PR/ VA TE KEY WI THIN 
SECURITY BOUNDARY 

v f 1406 

EXPORT PUBLIC KEY 

, f 7408 

ESTABLISH SECURE 
COMMUNICATION CHANNEL 

WITH KEY MANAGER 

, f 1410 

OBTAIN S YMME TRIC KEYS 
VIA SECURE 

C OMMUN/CA T/ON CHANNEL 

Iv 

" f 1412 

DECRYPT SYMMETRIC KEYS 
W/ THIN SECURITY BOUNDARY 

, f 1414 

STORE S YMMET RIC KEYS 
WI THIN SECURITY BOUNDARY 

, r7416 

RECEIVE DATA TO BE 
ENCRYPTED FROM 
INPUT DEVICE 

, f 7418 

ENCRYPT DATA USING 
SYMMETRIC KEY WITH/N 
SECURITY BOUNDARY 

, f 1420 

TRANSM/T ENCRYPTED DATA 

FIG.I4 

US 2006/0136717 A1 



US 2006/0136717 A1 

SYSTEM AND METHOD FOR AUTHENTICATION 
VIA A PROXIMATE DEVICE 

CROSS-REFERENCE TO RELATED 

APPLICATION(S) 
[0001] This application claims the bene?t of US. Provi 
sional Patent Application No. 60/637,668, ?led Dec. 20, 
2004, the disclosure of Which is hereby incorporated by 
reference herein. 

TECHNICAL FIELD 

[0002] This application relates to data processing and, 
more speci?cally, to a system and method of authenticating 
devices via at least one proximate device. 

BACKGROUND 

[0003] A variety of services may be accessed using com 
puting devices such as personal computers and Wireless 
handsets. For example, a user may access data stored on or 

applications running on the computing device. In addition, a 
user may connect to a data netWork to gain access to data and 
applications on remote servers. 

[0004] In some cases, access to a service may be limited 
to authorized users. For example, a service may provide 
access to sensitive data such as ?nancial information or 

personal information. In addition, access to a service may 
require payment of a fee. 

[0005] A variety of techniques are knoWn for securing 
access to services via a computing device. For example, a 
user may be required to present some form of credential to 
a computing device that provides the service (the “service 
provider”). Here, the credential may indicate that a particu 
lar user (or anyone Who knoWs the credential) may access a 
given service. In some applications a credential may take the 
form of a user name and passWord that Was provided to the 
user and the service provider by a system administrator. 
When the user accesses a service, the user may present the 
user name and passWord to the service provider. The service 
provider then veri?es that this credential is assigned to an 
authorized user of the requested service. 

[0006] In a typical data netWork, access to the data net 
Work is limited to devices that have been properly installed 
on the netWork. As part of this installation, cryptographic 
techniques may be employed to ensure that only authorized 
devices are connected to the netWork. In general, crypto 
graphic techniques may include one or more of encryption, 
decryption, authentication, signing and veri?cation. 

[0007] For example, a netWork administrator may load 
one or more cryptographic keys (hereafter “key(s)”) into 
each device that is authorized to connect to the netWork. The 
netWork administrator also loads corresponding keys into a 
netWork access device (e.g., a router) that is connected to, 
for example, a Wide area netWork (“WAN”). When the 
device attempts to access the netWork, the netWork access 
device veri?es that a proper key has been loaded into that 
device. Once veri?ed, the netWork access device enables the 
requesting device access to the netWork. 

[0008] In practice, the process of authorizing a user to use 
a service and installing devices on a netWork may be 
relatively cumbersome and time consuming. As described 
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above, these operations tend to be relatively manual in 
nature. HoWever, distributed computing services are becom 
ing increasingly prevalent and affordable to access. For 
example, the proliferation of Wireless computing netWorks 
and handheld devices enables a user to use a variety of 
devices to access a variety of different netWorks that may 
exist throughout a city, etc. Accordingly, a need exists for 
more ef?cient techniques for enabling a user to access 
secured services. 

[0009] Moreover, conventional methods of entering or 
loading a credential or a cryptographic key into a device may 
be compromised in some circumstances. For example, When 
a user uses a computing device to access a secured service, 
the user may ?rst need to enter the credential into the 
computing device. Typically, this is accomplished using an 
input device such as a keyboard. The computing device may 
then forWard these credentials to a service provider that 
determines Whether the user is authorized to use the 
requested service. 

[0010] In the event the computing device has been com 
prised by a hacker or a computer virus, an unauthorized 
person may gain access to these credentials. For example, a 
personal computer may incorporate a trusted computing 
module (“TPM”) to control access to certain secured ser 
vices (e.g., access to an encrypted data ?le or a secured 
netWork). Here, the TPM may require a user to enter a 
passWord or other credential before the TPM alloWs the user 
to access these services. If the user uses a keyboard to enter 
this information, the passWord may be routed through the 
personal computer from the keyboard to the TPM via an 
insecure path. For example, the keyboard may connect to a 
USB port and a softWare driver may be used to transfer the 
data from the USB bus to a TPM that, for example, is 
connected to a South Bridge of the personal computer. 
HoWever, the hacker or virus may be able to access data that 
is forWarded and/or stored by the softWare driver. As a result, 
an unauthorized person may acquire the passWord and gain 
access to the secured service. 

[0011] Similarly, secret key information used in Wireless 
devices may be compromised. For example, to enable secure 
communication betWeen tWo Bluetooth devices, comple 
mentary keys may need to be loaded into each device. In 
some applications, a key is transferred from one Bluetooth 
device to the other Bluetooth device via the Bluetooth 
netWork. HoWever, an unauthorized person may be able to 
intercept the broadcast Bluetooth signal containing the key. 
As a result an unauthorized person may acquire the key and 
gain access to secured services. 

[0012] Serious consequences may result When the secured 
services control and provide access to sensitive information 
such as ?nancial data or personal information. Accordingly, 
a need exists for more secure techniques for providing 
access to secured services. 

SUMMARY 

[0013] The invention relates to a system and method for 
authenticating a user or users to use one or more devices in 

a communication system. For convenience, an embodiment 
of a system constructed or a method practiced according to 
the invention may be referred to herein simply as an 
“embodiment.” 
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[0014] In one aspect the invention relates to authenticating 
a user to access a service provided by or accessible via an 

access device (e.g., a computing device). For example, the 
user may access data stored on the access device or on a 

remote computing device. The user also may access appli 
cations running on the access device or on remote servers. 

In addition the user may gain access to a data netWork via 
the access device. 

[0015] In one aspect of the invention, credentials for 
gaining access to the service are provided to an input device 
that is proximate the access device. Cryptographic tech 
niques may then be used to authenticate and/or protect the 
credentials. 

[0016] In some embodiments, a secure communication 
mechanism may be established betWeen the input device and 
the access device for transmission of the credentials. For 
example, a user may initially provide the credentials to the 
input device in a secure manner. In some embodiments this 
may include entering the credentials into a security bound 
ary in the input device. A cryptographic processing compo 
nent in the input device may then cryptographically encrypt 
and/or sign the credentials Within the security boundary. 
Here, the authenticity of the signing/ encrypting may be 
veri?ed to the access device by a published digital certi? 
cate. The input device then provides the signed/encrypted 
credentials to the access device. 

[0017] The access device may then provide the credentials 
to a service provider to gain access to a service. In some 
embodiments, a secure communication mechanism may be 
established betWeen the access device and the service pro 
vider. For example, a cryptographic processing component 
in the access device may cryptographically encrypt and/or 
sign the credentials Within a security boundary. Here, the 
authenticity of the signing/encrypting may be veri?ed to 
third parties (e.g., a service provider) by a published digital 
certi?cate. The access device then provides the signed/ 
encrypted credentials to a service provider. 

[0018] The service provider may validate that the creden 
tials originate from a speci?c access device. For example, a 
cryptographic processor in the service provider may use the 
access device’s public key to cause the access device to 
prove that it has the corresponding private key. In addition, 
since the service provider has access to a certi?cate for the 
public key, assurance may be provided that the access device 
has a mechanism for protecting keys and that the private key 
of the access device Was not exposed outside of the security 
boundary. Consequently, a high level of assurance that the 
credentials came from a speci?c and/ or trusted access device 
that is currently being used by an authoriZed user (as 
authenticated by the cryptographic processing in the input 
device) may be provided to the service provider. 

[0019] In some embodiments authentication may be used 
to verify that a user is in the proximity of the access device. 
For example, an authorized user may be provided access to 
a service only When a Wireless token assigned to the user is 
in the proximity of the input device Which in turn is in 
relative proximity to the access device through Which access 
to the secured service is obtained. In this Way, a reasonable 
assumption may be made that the authoriZed user is in fact 
using a speci?c access device to request the service. 

[0020] In some embodiments an input sensor is imple 
mented Within a security boundary on the input device. In 
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this Way, the credential may be passed via the input sensor 
directly to the security boundary of the input device then 
passed securely to the access device. As a result, the cre 
dentials may be passed to the access device Without being 
routed via softWare messages or applications. As a result, the 
credentials may not be intercepted by a hacker or computer 
virus that may have compromised the software executing on 
the access device. 

[0021] In some embodiments the input device comprises a 
proximity authentication system such an RFID system. For 
example, a user’s credentials may be stored on an RFID 
token and the input device may include an RFID reader. In 
this case, the RFID reader reads the credentials When the 
RFID token is proximate the input device. 

[0022] In some embodiments the input device may com 
prise a biometric sensor such as a ?ngerprint reader. In this 
case, the credentials may include biometric information 
(e.g., a scan of a ?ngerprint). 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] These and other features, aspects and advantages of 
the present invention Will be more fully understood When 
considered With respect to the folloWing detailed descrip 
tion, appended claims and accompanying draWings, 
Wherein: 

[0024] FIG. 1 is a simpli?ed block diagram of one 
embodiment of an authentication system constructed in 
accordance With the invention; 

[0025] FIG. 2 is a How chart of one embodiment of 
authentication operations that may be performed in accor 
dance With the invention; 

[0026] FIG. 3 is a simpli?ed block diagram of one 
embodiment of a user authentication system constructed in 
accordance With the invention; 

[0027] FIG. 4 is a How chart of one embodiment of user 
authentication operations that may be performed in accor 
dance With the invention; 

[0028] FIG. 5 is a simpli?ed block diagram of one 
embodiment of a user authentication system constructed in 
accordance With the invention; 

[0029] FIG. 6 is a How chart of one embodiment of user 
authentication operations that may be performed in accor 
dance With the invention; 

[0030] FIG. 7 is a simpli?ed block diagram of one 
embodiment of a proximity-based authentication system 
constructed in accordance With the invention; 

[0031] FIG. 8 is a How chart of one embodiment of 
proximity-based authentication operations that may be per 
formed in accordance With the invention; 

[0032] FIG. 9 is a simpli?ed block diagram of one 
embodiment of an access device constructed in accordance 

With the invention; 

[0033] FIG. 10 is a simpli?ed block diagram of one 
embodiment of a processing system constructed in accor 
dance With the invention; 

[0034] FIG. 11 is a simpli?ed block diagram of one 
embodiment of a security module constructed in accordance 
With the invention; 
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[0035] FIG. 12 is a How chart of one embodiment of 
operations that may be performed in accordance With the 
invention; 
[0036] FIG. 13 is a simpli?ed block diagram of one 
embodiment of a security module constructed in accordance 
With the invention; and 

[0037] FIG. 14 is a How chart of one embodiment of 
operations that may be performed in accordance With the 
invention. 

[0038] In accordance With common practice the various 
features illustrated in the drawings may not be draWn to 
scale. Accordingly, the dimensions of the various features 
may be arbitrarily expanded or reduced for clarity. In 
addition, some of the draWings may be simpli?ed for clarity. 
Thus, the draWings may not depict all of the components of 
a given apparatus or method. Finally, like reference numer 
als denote like features throughout the speci?cation and 
?gures. 

DETAILED DESCRIPTION 

[0039] The invention is described beloW, With reference to 
detailed illustrative embodiments. It Will be apparent that the 
invention may be embodied in a Wide variety of forms, some 
of Which may be quite different from those of the disclosed 
embodiments. Consequently, the speci?c structural and 
functional details disclosed herein are merely representative 
and do not limit the scope of the invention. 

[0040] In one aspect, the invention relates to systems and 
methods that provide device and/or user level authentica 
tion. For example, various techniques are described for 
authenticating that a user is using a device. In addition, 
various techniques are described for authenticating a device 
to a service such as enabling access to a data netWork. 

[0041] In a conventional data netWork device level authen 
tication may be used to ensure that only authoriZed devices 
are alloWed to connect to the netWork. Here, cryptographic 
techniques may be employed to authenticate that a device 
that is attempting to connect to the netWork is the device it 
purports to be and is authoriZed to use the netWork. For 
example, a device typically connects to the netWork via an 
access point such as a router. Compatible cryptographic keys 
are thus provided to the router and to authoriZed devices to 
enable these devices to perform cryptographic operations 
that provide the desired authentication. In such a netWork, a 
mechanism must be provided for securely distributing keys 
to all devices that may connect to the netWork. Traditionally, 
this has been accomplished by the user or a netWork admin 
istrator manually loading the keys into the devices (e.g., via 
a keyboard or a softWare program). 

[0042] Such device level authentication may have a num 
ber of draWbacks. For example, there may not be any 
veri?cation as to Which user is using the device. Moreover, 
When multiple users use the same device, there may not be 
an ef?cient mechanism to determine Which veri?cation 
information (e.g., cryptographic certi?cate) should be used 
to authenticate to the system. 

[0043] FIG. 1 illustrates one embodiment of a system 100 
constructed in accordance With the invention Where one or 
more users (not shoWn) may use one or more access devices 
102 and 104 to access services (e.g., connect to a data 
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netWork) via an access server 106. For example, to access a 
service a user presents authentication information (e.g., 
credentials such as a passWord) to an input device 108. For 
convenience the term “credential(s)” may be used to refer 
generally to any type of information that a user may present 
for authentication purposes. 

[0044] The input device 108 may include a security pro 
cessing component (e.g., a security module 110, a processor 
With code for cryptographic operations, etc.) that provides 
cryptographic processing and may incorporate other security 
mechanisms. For example, the security module 110 may 
include one or more cryptographic processors that perform 
cryptographic operations such as encryption, decryption, 
authentication, veri?cation and signing. Using the security 
module 110, the input device 108 may authenticate the 
credentials received from the user. The input device 108 may 
then securely send the credentials via an interface (e.g., an 
RF interface 124) to an access device 102 or 104 via signals 
118 through a medium (e.g., a Wireless medium). 

[0045] The access device 102 or 104 includes an interface 
(e.g., RF interface 126 or 128) for receiving the signals 118. 
The access device 102 or 104 includes some form of 
processing (e.g., access processor 130 or 132) for accessing 
a service. For example, in some embodiments the access 
processor may comprise a processor for a cell phone or some 
other form of Wireless device. 

[0046] The access device 102 or 104 also may include a 
security processing component (e. g., security module 112 or 
114) that provides cryptographic processing and may incor 
porate other security mechanisms. For example, a security 
module may include one or more cryptographic processors 
that perform cryptographic operations such as encryption, 
decryption, authentication, veri?cation and signing. Using 
the security module, an access device 102 or 104 may 
authenticate the credentials received from the input device 
108. The access device may then securely send the creden 
tials via an interface (e.g., interface 134 or 136) to the access 
server 106 via signals 120 over a medium (e.g., a Wireless 

medium). 
[0047] The access server 106 includes an interface (e.g., 
interface 138) for receiving the signals 120. The access 
server includes some form of processing 140 for providing 
access to a service. For example, in some embodiments the 
access processor may comprise a netWork server for a Wired 
and/or Wireless netWork. 

[0048] The access server 106 also may include a security 
processing component (e.g., security module 116, a key 
manager, etc.) that provides cryptographic processing and 
may incorporate other security mechanisms. Here, the secu 
rity module 116 may process the received credentials to, for 
example, authenticate and/or decrypt the credentials. The 
above architecture may thus provide relatively strong 
authentication to the access server 106 that the credentials 
have been presented to a trusted input device 108 that is 
associated With a trusted access device 102 or 104. As a 

result, the access server 106 may enable the access device 
102 or 104 to access the requested service. 

[0049] Selected operations of the system 100 Will be 
explained in more detail in conjunction With the ?owchart of 
FIG. 2. As represented by block 202, one or more keys may 
be generated to enable the input device 108 to securely 
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communicate With an access device (e.g., access device 
102). In some embodiments, this is accomplished through 
the use of asymmetric keys. 

[0050] For example, a unique asymmetric identity key 
may be provided for the input device 108 during manufac 
ture or at some later time. The private key portion of this 
asymmetric key may be stored Within a security boundary 
(e.g., the security module 110) in the input device 108. For 
example, a processor (e.g., a multi-purpose processor or a 
cryptographic processor) may generate the key Within this 
security boundary and the private portion of the key may 
never be alloWed to appear outside of the security boundary 
in the clear (i.e., unencrypted). Additional details of a 
security boundary are provided beloW. 

[0051] The public portion of the key may then be pub 
lished With a digital certi?cate. For example, the manufac 
turer of the input device may publish the public key and the 
certi?cate on a publicly accessible server. The certi?cate 
may serve to verify that the public key is authentic, that the 
private key has not been disclosed outside the security 
boundary and that the input device that holds the private key 
provides a mechanism to securely receive, use and maintain 
keys. Thus, the certi?cate serves to strongly verify the 
authenticity of any information provided by an input device 
that has the corresponding private key. 
[0052] In some embodiments, the input device and the 
access device may use the asymmetric key to negotiate one 
or more other keys that may be used for cryptographic 
processing. For example, these other keys may be used to 
encrypt, decrypt, sign, etc., information send betWeen these 
components. In this Way, an authenticated and/or secure 
channel may be established betWeen the input device and the 
access device. That is, each component Will have one or 
more keys that enable it to encrypt, decrypt or authenticate 
information that it sends to or receives from the other 
component. In this Way, sensitive information (e.g., creden 
tials or keys) may be securely sent over a link 118 (e.g., a 
Wireless link such as Bluetooth, etc.) that may not otherWise 
be secure. 

[0053] Referring noW to block 204, keys also may be 
generated for the security module in the access device 
during manufacture or at some later time. Thus, a unique 
asymmetric identity key may be provided for the access 
device 102. The private key portion of this asymmetric key 
may be stored Within a security boundary (e.g., the security 
module 112) in the access device 102. The public portion of 
the key may then be published With a digital certi?cate that 
may serve to verify that the public key is authentic, that the 
private key has not been disclosed outside the security 
boundary and that the access device that holds the private 
key provides a mechanism to securely receive, use and 
maintain keys. Thus, the certi?cate serves to strongly verify 
the trustworthiness of the access device. This asymmetric 
key pair may then be used to establish an authenticated 
and/or secure channel betWeen the access device and the 
access server or some other device. 

[0054] Referring noW to block 206, once the devices are 
installed in the ?eld, the devices and the access server may 
establish secure channels over media that may otherWise be 
insecure. In some embodiments this may involve performing 
asymmetric key exchange operations. 
[0055] At block 208, to enable the access server to rec 
ogniZe the credentials assigned to a given user, the creden 
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tials are enrolled (e.g., entered into) the access server. This 
may be accomplished, for example, using a credential 
enrollment mechanism. Additional details of various cre 
dential enrollment mechanisms are discussed beloW. 

[0056] The credential enrollment mechanism provides the 
credential information to the security module 116 Which 
may then generate one or more keys associated With that 
credential. These keys may comprise, for example, SSL or 
IPsec keys/security associations that may enable the user to 
log onto a security netWork. 

[0057] Referring to block 210, When a user Wishes to 
access a service via the access device 102, the user presents 
his or her credentials to a data input component 122 on the 
input device 108. The data input component may comprise 
a keypad, an RFID reader, a sensor, etc. 

[0058] In some embodiments the input device 108 is a 
biometric sensor. For example, the sensor may comprise a 
?ngerprint reader. Alternatively, the sensor may comprise a 
retina/iris scanner, an audio input device (e.g., a micro 
phone) for speech recognition, a camera sensor (e. g., a CCD 
device) for, e.g., facial feature recognition or a DNA typing 
device. In addition, appropriate processing may be provided 
on the sensor integrated circuit to facilitate retrieval and 
analysis of this information. 

[0059] In some embodiments credentials may be provided 
to the input device via a direct path into the security 
boundary of the input device. For example, credentials may 
be directly entered into a device located Within a security 
boundary. This may be accomplished, for example, using a 
keyboard, an RFID reader, a biometric sensor, etc., that is 
physically attached to a component Within the security 
boundary. Additional details of these types of components 
are discussed beloW. 

[0060] Referring to block 212, the input device 108 sends 
the credentials to the access device 102 via the authenticated 
and/or secure channel discussed above. For example, a 
cryptographic processor in the input device may use a key 
obtained from the negotiation With the access device 102 
discussed above to sign and/or encrypt the credentials. 
Typically, the cryptographic processor signs the credentials 
using such a key or the private key of the input device. 

[0061] Referring to block 214, the access device 102 
processes the credentials, as necessary, and sends the cre 
dentials to the access server 106 via the authenticated and/or 
secure channel 120 discussed above. For example, a cryp 
tographic processor in the access device 102 may use a key 
obtained from the negotiation With the access server 106 
discussed above to encrypt the credentials. Typically, the 
cryptographic processor signs the credentials using such a 
key or the private key of the access device 102. 

[0062] At block 216, cryptographic processor(s) in the 
access server 106 process the encrypted/signed credentials. 
Through this cryptographic process, the access server 
obtains strong authentication that the credentials are from a 
user that is using a speci?c access device 102. Moreover, 
assurances may be made via the certi?cate that the input 
device (e.g., keyboard, sensor, RFID components, etc.) 
through Which a user inputs credentials is proximate to that 
access device. 

[0063] The access server 106 then checks the credential 
database to verify that the credentials are associated With an 
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authorized user. If so, the access server 106 generates or 
retrieves the key (e.g., key A) that corresponds to that 
credential or otherWise enables access to a requested service. 
The access server may then, for example, send the key to the 
access device 102 (block 218). Typically, the cryptographic 
processor 124 Will encrypt the key to protect it during 
transmission. Here, the cryptographic processor may use a 
negotiated key or the public key associated With the private 
key to encrypt key A. 

[0064] Once the access device 102 receives encrypted key 
A, the cryptographic processor decrypts key A and uses it to, 
for example, establish a connection With a netWork (block 
220). 
[0065] Referring noW to FIG. 3 additional details of the 
authentication process Will be discussed. FIG. 3 illustrates 
one embodiment of a system 300 constructed in accordance 
With the invention Where one or more users (not shoWn) may 
use one or more access devices 302 and 304 to access 

services 330 (e.g., connect to a data netWork) via an access 
server 306. For example, to access a service a user presents 
authentication information (e.g., credentials 308 such as a 
passWord) to the access device 302 via a proximate input 
device (not shoWn). For convenience the term “creden 
tial(s)” may be used to refer generally to any type of 
information that a user may present for authentication pur 
poses. 

[0066] The access device 302 may include a security 
module that provides cryptographic processing and may 
incorporate other security mechanisms. For example, a 
security module may include one or more cryptographic 
processors 328 that perform cryptographic operations such 
as encryption, decryption, authentication, veri?cation and 
signing. Using the security module, the access device 302 
may authenticate the credentials received from the input 
device and securely send the credentials to a key manager 
310 in the access server 306. 

[0067] The key manager 310 provides a secure environ 
ment for generating, assigning and maintaining keys that are 
used in the system. The key manager includes one or more 
cryptographic processors 324 for securely performing cryp 
tographic operations including encryption, decryption, 
authentication, etc. The key manager also includes a secure 
data memory 322 for storing keys 326 in a manner that 
prevents the keys from being accessed by unauthoriZed 
persons or methods. 

[0068] To provide secure processing and key storage a 
security boundary is associated With and enforced by the key 
manager. This security boundary may be established, for 
example, using hardWare and/or cryptographic techniques. 
[0069] HardWare techniques for providing a security 
boundary may include, for example, placing components 
Within a single integrated circuit. In addition, one or more 
integrated circuits may be protected by a physical structure 
using tamper evident and/or tamper resistant techniques 
such as epoxy encapsulation. 

[0070] Encryption techniques for establishing a security 
boundary may include, for example, encrypting any sensi 
tive information before it leaves the key manager. For this 
purpose, the key manager may use one or more of the 
cryptographic processors 324 and store the associated 
encryption/decryption keys 326 in an internal secure data 
memory 322. 
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[0071] To maintain the security of the system 300, any 
keys distributed by the key manager to other components in 
the system should be adequately protected. For example, 
provisions may be made to ensure that keys are only 
delivered to authorized devices. In addition, provisions may 
be made to protect the keys during distribution and Within 
the recipient devices. 

[0072] In some embodiments the access device 302 
includes one or more cryptographic processors 328 and keys 
(e.g., key 314) to authenticate information that is sent from 
the access device 302 to the access server 306, to facilitate 
secure transmission of keys to the access device 302, and to 
protect the keys used by the access device 302. 

[0073] For example, using digital certi?cates and other 
cryptographic processes the access device 302 may provide 
strong authentication to the access server 306 that the 
credentials it sends to the access server 306 are from a user 

that is using that speci?c access device. In addition, these 
processes may be used to verify that the access device 302 
provides a high level of protection for key material. 

[0074] Once this authentication is provided to the access 
server 306, the key manager 310 may safely distribute keys 
to the access device 302 to facilitate access to the desired 
service. For example, the key manager may distribute keys 
to the access device to enable the access device to connect 
to a data netWork. 

[0075] The embodiment of FIG. 3 provides an ef?cient 
mechanism that enables a user to, for example, use a variety 
of access devices to gain access to a netWork. Here, the user 
initially authenticates himself or herself to each device. The 
access server then automatically builds the netWork by 
distributing the necessary keys to each device. As described 
herein this process may be accomplished With a high level 
of security. Moreover, since the access server provides the 
appropriate keys to each device, the key material does not 
need to be given to the user. In addition, the user may not be 
required to, for example, provide a digital certi?cate to each 
access device he or she uses in the netWork. 

[0076] Selected operations of the system 300 Will be 
explained in more detail in conjunction With the ?owchart of 
FIG. 4. As represented by block 402, one or more keys may 
be generated to enable the access device to securely com 
municate With the access server. In some embodiments, this 
is accomplished through the use of asymmetric keys. 

[0077] For example, a unique asymmetric identity key 314 
may be provided for each access device. The private key 
portion of this asymmetric key may be stored Within a 
security boundary (represented by dashed line 312) in the 
access device. For example, a cryptographic processor 328 
may generate the key Within this security boundary and the 
private portion of the key may never be alloWed to appear 
outside of the security boundary 312 in the clear (i.e., 
unencrypted). Additional details of a security boundary are 
provided beloW. 

[0078] The public portion of the key may then be pub 
lished With a digital certi?cate. For example, the manufac 
turer of the access device may publish the public key and the 
certi?cate on a publicly accessible server. The certi?cate 
serves to verify that the public key is authentic, that the 
private key has not been disclosed outside the security 
boundary and that the access device that holds the private 




























