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(57) ABSTRACT 

A method is described by de?ning one or more classes 
Within a software application as being in scope, any class not 
de?ned as being in scope are de?ned as being out of scope, 
all classes comprise at least one method. The method further 
determines an amount of allocated memory for each of said 
in scope classes and said out of scope classes. Lastly, if one 
of said methods from one of said out of scope classes are 
called as a result of the calling of one of the in scope classes, 
adding said allocated memory from said out of scope class 
to said allocated memory of said in scope class. 

APPLICATION MONITOR 

A 

M EM ORY ALLOCATION EVENTS 

APPLICATIONS 

VIRTUAL MACHINE 



Patent Application Publication Jun. 22, 2006 Sheet 1 0f 8 US 2006/0136530 A1 

50 

APPLICATION M ONITOR 
Q 

NEM ORY ALLOCATION EVENTS 

APPLICATIONS 
Q 

VIRTUAL MACHINE 
4Q 

FIG. 1 



Patent Application Publication Jun. 22, 2006 Sheet 2 0f 8 US 2006/0136530 A1 

START 

l 
210 

IDENTIFY w 
—> “IN SCOPE” 

CLASSES 

INTERCEPT @520 
CALLS To 
CLASSES 

AGGREGATE 230 
MEMORY USAGE ’\/ 
TO “IN SCOPE” 
CLASSES 

DISPLAY AGGREGATE 240 
AMOUNTS IN GUI ”\/ 
AND/OR STORE 
IN DATABASE 

FIG. 2 



Patent Application Publication Jun. 22, 2006 Sheet 3 0f 8 US 2006/0136530 A1 

105 

1 1’ 
110 k-———\ MEMORY LIBRARY CONTROLLER 36 ALLOCATED 

(BYTES) 

140 
1.1 ALLOCATE BOOK 

LIBRARY MODEL 40 

150 
1.1.1 ALLOCATE 

BOOK MANAGER 54 

120 

130 

FIG. 3A 





Patent Application Publication Jun. 22, 2006 Sheet 5 0f 8 US 2006/0136530 A1 

F105 1 

110 
{ LIBRARY VIEW 36 130 MONn'oRED 

( M \vns 
120 

LIBRARY MODEL 40 

,1 \ 125 
1.1.1 ALLOCATE \\ 135 

I 

NOT MONITORED A AGGREGATED ALLOCATION 
\\ 

13° , BOOKII/IANAGER 
I \ 

, \\ 
\ I 

1 .1 .2 BOOKOUT Y 
I 

/140 I‘ 
[I LIBRARY VIEW - MONITORED 
I \ 

I \ 

01 0K 01 o 

,’ 305 \ 
1~ 1 

32% LIBRARY MODEL_1 14 

330 LOCAL { LIBRARY MODEL_2 12 ALLOCAUON 

\125 
340 

LIBRARY MODEL_3 14 

FIG. 3C 



v GE 

A - - - - - 

US 2006/0136530 A1 

C2 

3 

oww 

Patent Application Publication Jun. 22, 2006 Sheet 6 0f 8 

(3 2| 

$50 \\\\ 
T N II 

m .K/QQ 
@ - R L w : a II 

2 as; :: mg 9: E262 
2- s: 2: 2: t: 2- 



Patent Application Publication Jun. 22, 2006 Sheet 7 0f 8 

JVM AND APPS 545 
CRASH 

T 
MONITORING 58o 

APPLICATION DUM Ps w 
MORE INFO TO 
LOG FILES 

T 570 
JVM THROWS “’ 

AN “00M” 
EXCEPTION 

US 2006/0136530 A1 

JVM RuNs _ 35 m 
OUT OF MEMORY 

4, 
“00M" ERROR 51° 
IS RECEIVED 

¢ 

RELEVANT INFO [is/20 
Is TRAPPED 

J, 
TRAPPED INFO 530 
Is DUMPED TO 
LOG FILES 

J, 
JVM FORCES 540 
A FULL 60 “J 

CYCLE 

550 550 
Is THERE N 

YES JVM CONTINUES ENOUGH FREED 
M EM ORY TO 
CONTI N UE? 

FIG. 5 

TO RUN NORMALLY 



Patent Application Publication Jun. 22, 2006 Sheet 8 0f 8 US 2006/0136530 A1 

COMPUTING JlQ 
SYSTEM 

PROCESSING 
CORE MEMORY 

(PROCESSOR) ‘—-’ a 
E 

‘a’??? NETWORK REMOVABLE 
DRIVE INTERFACE MEDIA 
592 w DRIVE 

+ L 
g i 
I l 
' | 
' | 

: I 
v 603 

FIG. 6 



US 2006/0136530 A1 

SYSTEM AND METHOD FOR DETECTING AND 
CERTIFYING MEMORY LEAKS WITHIN 
OBJECT-ORIENTED APPLICATIONS 

BACKGROUND 

[0001] 
[0002] This invention relates generally to the ?eld of data 
processing systems. More particularly, the invention relates 
to an improved system and method for monitoring and 
certifying the performance of object-oriented applications 
such as Java applications. 

[0003] 2. Background 

1. Field of the Invention 

[0004] The physical memory on any computing system is 
a limited resource. No matter hoW fast computing systems 
become, they alWays depend upon a ?nite amount of 
memory in Which to run their softWare applications. As a 
result, softWare developers should consider this resource 
When Writing and developing softWare applications. 

[0005] The Java programming language differs from many 
traditional programming languages (e. g., C/C++) by the Way 
in Which memory is allocated and deallocated. In languages 
like C/C++, memory is explicitly allocated and deallocated 
by the application programmer/developer. This can greatly 
increase the time spent by programmers in tracking doWn 
coding defects in regards to deallocating memory. 

[0006] By contrast, the Java runtime environment (i.e., 
Java virtual machine) provides a built-in mechanism for 
allocating and deallocating memory. In Java, memory is 
allocated to objects. The Java virtual machine (hereinafter 
“VM”) automatically handles the amount and allocation of 
memory upon an object’s creation. The Java runtime envi 
ronment employs a “garbage collector” (hereinafter “GC”) 
to reclaim the memory allocated to an object once the GC 
determines that the object is no longer accessible (e.g., 
referenced or linked by any other objects). When objects in 
a Java application are no longer referenced, the heap space 
the object occupied must be recycled so that the space 
becomes available for subsequently-created objects. 

[0007] One problem, Which may result from the garbage 
collection process is referred to as a “memory leak.” A 
memory leak can occur When a program (or in the case of 
Java, the VM) allocates memory to an object but never (or 
only partially) deallocates the memory When the object is no 
longer needed. As a result, a continually increasing block of 
memory may be allocated to the object, eventually resulting 
in an “Out of Memory” (hereinafter “OOM”) error. 

[0008] Memory leaks are of particular concern on Java 
based systems (e.g., J2EE platforms) Which are meant to run 
24 hours a day, 7 days a Week. In this case, memory leaks, 
even seemingly insigni?cant ones, can become a major 
problem. Even the smallest memory leak in code that runs 
24/7 may eventually cause an “OOM” error, Which can bring 
doWn the VM and its applications. 

[0009] Knowing hoW to track doWn memory leaks is 
essential to solid program design. There are many perfor 
mance and/or debugging tools that are used to monitor and 
examine softWare applications to determine resource con 
sumption as these applications are executing Within the Java 
runtime environment. For example, a pro?ling tool may 
identify the most frequently executed methods and objects 
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created in an application. Such a tool may also identify those 
objects Which have the most memory allocated to them. 

[0010] Another type of softWare performance and debug 
ging tool is a “tracer.” Tracers use different techniques to 
provide information indicating the execution ?oWs for a 
running program. One technique keeps track of particular 
sequences of instructions by logging certain events as they 
occur. For example, a trace tool may log every entry into, 
and every exit from, a module, subroutine, method, function, 
or system component. Typically, a time-stamped record is 
produced for each such event. Corresponding pairs of 
records similar to entry-exit records also are used to trace 
execution of arbitrary code segments, starting and complet 
ing I/O or data transmission, and for many other events of 
interest. 

[0011] An important aspect of many tracer and/or pro?ling 
tools is memory leak detection. Many tools in the market are 
capable of such detection, but only in limited Ways. Many 
tools in the prior art of capable of informing the developer 
Where memory leaks occur, but only in the sense of What 
objects are causing the problem. HoWever this information 
can be of little use to a developer if the underlying code lines 
or classes that created the objects are not identi?ed. This 
leaves developers With often-insurmountable amounts of 
code to peruse through to ?nd the speci?c class and method 
calls, etc, causing the problem. Further, although prior tools 
provide statistics on the memory allocation for all objects 
Within a running application, such information may not be 
useful for an application that comprises 1000s of objects. 

[0012] Therefore, it Would be advantageous to provide a 
method and system for accurate memory leak detection in an 
object-oriented environment. In particular, it Would be 
advantageous to alloW such a system to automatically ana 
lyZe the output provided, so as to reduce the manual analysis 
required by developers, especially if the returned informa 
tion includes massive amounts of data Which Would other 
Wise be manually revieWed. 

SUMMARY 

[0013] A method is described by de?ning one or more 
classes Within a softWare application as being in scope, any 
class not de?ned as being in scope are de?ned as being out 
of scope, all classes comprise at least one method. The 
method further determines an amount of allocated memory 
for each of said in scope classes and said out of scope 
classes. Lastly, if one of said methods from one of said out 
of scope classes are called as a result of the calling of one 
of the in scope classes, adding said allocated memory from 
said out of scope class to said allocated memory of said in 
scope class. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] A better understanding of the present invention can 
be obtained from the folloWing detailed description in 
conjunction With the folloWing draWings, in Which: 

[0015] FIG. 1 illustrates a high-level vieW of a monitoring 
application interacting With a GUI and objected-oriented 
applications. 
[0016] FIG. 2 illustrates high level process of hoW a 
monitoring application tracks memory allocation of targeted 
classes. 
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[0017] FIG. 3A illustrates one embodiment in Which 
memory allocation can be tracked by a monitoring applica 
tion. 

[0018] FIG. 3B illustrates another embodiment in Which 
memory allocation can be tracked by a monitoring applica 
tion Where speci?c classes are targeted for tracking. 

[0019] FIG. 3C illustrates another embodiment in Which 
memory allocation can be tracked by a monitoring applica 
tion Where a chosen class can be drilled doWn into the 
further analyZe the memory allocation of the chosen class 
and its sub-classes. 

[0020] FIG. 4 illustrates a graph depicting the memory 
allocation and deallocation of a Java class ?le over a period 
of time. 

[0021] FIG. 5 illustrates the process in Which a monitor 
ing application handles an “Out of Memory” error that 
occurred Within a Java VM. 

[0022] FIG. 6 illustrates a block diagram of a computing 
system that can execute program code stored by an article of 
manufacture. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0023] Described beloW is a system and method for moni 
toring and certifying memory leaks Within object-oriented 
software applications. Note that in this detailed description, 
references to “one embodiment” or “an embodiment” mean 
that the feature being referred to is included in at least one 
embodiment of the invention. Moreover, separate references 
to “one embodiment” in this description do not necessarily 
refer to the same embodiment; hoWever, neither are such 
embodiments mutually exclusive, unless so stated, and 
except as Will be readily apparent to those skilled in the art. 
Thus, the invention can include any variety of combinations 
and/or integrations of the embodiments described herein. 

Scope and Aggregation of Memory Allocation 

[0024] Java applications can vary in both siZe and com 
plexity. In addition, certain large Java application (e.g., 
~l0,000 classes and ~l000,000 methods With ~l00,000,000 
method calls) may run 24/7 (“long living” applications). 
Within a long living application, memory leaks can become 
major problems in terms of both stability and performance. 
For example, a single long living object that increases in siZe 
by 1 byte betWeen each GC cycle Will eventually cause the 
application and VM to crash due to an “OOM” error. 
Although such a crash may take a long time (e. g., 1 bytes per 
GC cycle*millions of free bytes of memory), it Will inevi 
tably occur. 

[0025] As described above, existing monitoring tools can 
identify objects that are groWing in siZe. HoWever, if an 
application contains 1000s of objects and classes, such 
information can be useless Without a signi?cant amount of 
manual analysis. Knowing Which obj ect(s) is leaking is only 
the ?rst step. A developer is then typically required to 
analyZe a signi?cant amount of data to determine Where 
exactly in the code the leak is occurring (e.g., Within Which 
speci?c class?le). 
[0026] In one embodiment of the invention, illustrated 
generally in FIG. 1, an application monitor module 120 
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reduces the amount of data a developer needs to revieW in 
order to identify the speci?c code location Within an appli 
cation 130 that is responsible for a memory leak. In this 
embodiment, the developer may con?gure the application 
monitor 120 to monitor a speci?c subset of classes of the 
application 130. The speci?c subset of classes selected for 
memory allocation monitoring is referred to herein as the 
monitoring “scope.” All memory allocations that occur 
outside of the scope may be aggregated together (as 
described beloW), but Will not be provided directly to the 
developer. 

[0027] In one embodiment, in order to link memory allo 
cation to a particular class, all memory allocation statements 
(e.g., a call for the creation of a neW object) in the appli 
cation 130 are intercepted and the calling method is deter 
mined. The class containing the method is charged for the 
allocated amount of memory. For each subsequent invoca 
tion, the byte values are added up until the next GC cycle 
occurs. For example, if a single monitored class makes calls 
to eight different methods, it is possible for doZens of objects 
to be created. The allocation of memory for each of these 
objects is aggregated and associated With the single moni 
tored class. 

[0028] As indicated in FIG. 1, the application monitor 20 
may display the results of the memory allocations for the end 
user 01 via a graphical user interface (“GUI”) 10 and/or may 
store the results Within a database 50 for subsequent retrieval 
and analysis. The applications 30 illustrated in FIG. 1 are 
object-oriented applications designed to run on a virtual 
machine 40, such as a Java 2 Enterprise Edition (“J2EE”) 
server. It should be noted, hoWever, that the underlying 
principles of the invention may be implemented Within any 
type of object-oriented environment. 

[0029] FIG. 2 is a high level How chart describing the 
operation of the application monitor 20 according to one 
embodiment of the invention. First, the user identi?es the “in 
scope” classes 210 that are to be monitored. Next, the 
monitoring application intercepts method calls made to the 
“in scope” classes 220. Speci?cally, calls made to any 
methods of the “in scope” classes are intercepted as Well as 
calls made to “out of scope” classes called as a result of the 
“in scope” classes (i.e., for Which memory allocations Will 
be aggregated to the “in scope” classes). Next, the applica 
tion monitor 20 aggregates the memory usage to each “in 
scope” class 230. Aggregation includes the summing of the 
memory usage of “out of scope” classes identi?ed in step 
220 above to the “in scope” classes. Next, the aggregated 
amounts are displayed on a GUI and/or stored in a database 
240. 

[0030] One particular example of system operation Will be 
described With respect to FIGS. 3A-3C Which shoWs call 
graphs for a portion of an application that implements a 
simple model-vieW-controller (“MVC”) architecture. Spe 
ci?cally, the application includes the classes: LibraryCon 
troller 110, LibraryModel 120, and LibraryVieW 140 and for 
the MVC part and a class BookManager 130 that is used by 
the model to store data in a database. For some methods the 
implementation has been omitted for simplicity reasons. 
Moreover, it should be noted that the memory requirements 
used in this example do not re?ect the real values that the 
example program Would actually produce. Simple numbers 
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have been chosen to make calculations easier. The code for 
this architecture is provided in the Appendix at the end of 
this detailed description. 

[0031] In operation, as a call to a single method is made, 
memory allocations are made for multiple classes. The 
Application Monitor intercepts the memory allocations for 
each class and records the respective amounts. Thus, as 
illustrated generally in FIG. 3A, When a method call 105 to 
the LibraryController class 110 is made, memory is allo 
cated to the class LibraryVieW 110 in the amount of 36 bytes. 
The calling of the ?rst method 105 triggers the calling of a 
second method 140 contained in class LibraryModel 120 
and memory is again allocated to class LibraryModel 120 in 
the amount of 40 bytes. A third method 150 is then called 
from class BookManager 130 and memory is allocated to 
class BookManager 130 in the amount of 54 bytes. 

[0032] From FIG. 3A, it is easy to identify the number of 
bytes each class consumes. Providing such detailed results is 
important to investigate memory leaks. HoWever, With an 
application that contains 1000s of classes, there is simply too 
much data for a developer to analyZe to identify the source 
of a memory leak. In an alternate embodiment, a developer 
may select the most important classes and summariZe all 
allocations that are out of scope. This embodiment alloWs 
for ?ltering of chosen classes, such that these chosen classes 
undergo individual measurement during run-time. Classes 
that are not in the scope of the ?lter do not undergo 
individual measurement. Instead, their memory allocations 
are aggregated and stored until a method of a monitored 
class is reached. Once one of the methods (from a monitored 
class) makes a call to an unmonitored class, all the allocated 
memory from the unmonitored class is charged to the 
monitored class. In other Words, any monitored class inherits 
the memory allocation occurring during calls to methods of 
an unmonitored class. 

[0033] For the example illustrated in FIG. 3B, the moni 
toring to the classes is limited to LibraryController 110 and 
LibraryVieW 140, bypassing the backend (LibraryModel 
120, BookManager 130) and platform classes (java.*, 
javax.*, com.sun.*, etc). Thus, although the Application 
Monitor intercepts the memory allocation for each class, it 
only displays the memory allocations of the classes that 
Were chosen (in scope of the ?lter) by the developer. In 
operation, as a call to a method 105 contained in class 
LibraryController 110 is made, memory is locally allocated 
to class LibraryController 110 in the amount of 36 bytes. The 
calling of the ?rst method 105 triggers the calling of a 
second method 115 contained in class LibraryModel 120 and 
memory is locally allocated to class LibraryModel 120 in the 
amount of 40 bytes. TWo additional methods are called as a 
result of method call 115. A ?rst method is called 125 from 
class BookManager 130 and memory is locally allocated to 
class BookManager 130 in the amount of 54 bytes. A second 
method is called 135 from class LibraryVieW 140 and 
memory is locally allocated to class LibraryVieW 140 in the 
amount of 50 bytes. 

[0034] Since the developer only opted to monitor class 
LibraryController 110 and LibraryVieW 140, the Application 
Monitor aggregates some of the foregoing values. Speci? 
cally, Classes LibraryModel 120 and BookManager 130 
Were both called from methods residing in class Library 
Controller 110. Hence, the locally allocated bytes for 
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LibraryModel 120 and BookManager 130 are aggregated 
and given to monitored class LibraryController 110. In this 
example, the aggregated memory for class LibraryController 
110 is the summation of the locally allocated memory for 
class LibraryController 110, LibraryModel 120 and Book 
Manager 130. This summation of bytes can be shoWn as 
35+40+54=l30. Hence, monitored class LibraryController 
110 is shoWn as having 130 bytes of aggregated memory. 
Class LibraryV1eW 140 is also a monitored class. Library 
VieW 140 Was locally allocated 50 bytes. In this example, the 
methods of LibraryV1eW 140 did not call other methods, so 
there is no additional allocation to add up. The summation 
of bytes for LibraryV1eW 140 can be shoWn as 50+0=50. 
Hence. Monitored class LibraryVieW 140 is shoWn as having 
50 bytes of aggregated memory. 

[0035] Thus, the developer is provided With an aggregated 
vieW of memory allocation, thereby simplifying the process 
of identifying memory leaks. For example, if the aggregated 
memory allocation for the LibraryController class 110 
increases beyond a reasonable level, the developer can 
assume that either the LibraryController class 110 or one of 
the classes for Which memory is aggregated to the Library 
Controller class 110 (e.g., the LibraryModel class 120) is the 
cause of the memory leak. Once the leak is linked to a 
monitored class, one embodiment of the invention alloWs 
the developer to drill doWn into the monitored class to 
speci?cally identify the unmonitored class (Which exists in 
the stack trace) that is the cause of the leak. Further, it is 
possible to identify the types of created objects, by both 
monitored and unmonitored classes, Which are contributing 
to the memory groWth. 

[0036] Additional layers of aggregation are illustrated in 
FIG. 3C, Which reveals the same kind of inheritance applied 
to class LibraryModel 120. In this example, the 40 bytes 
allocated to LibraryModel 120 are actually an aggregation 
from method calls to three loWer-level classes. A call to 
method 305 contained in class LibraryModel_1320 is made 
and memory is locally allocated to class LibraryModelil in 
the amount of 14 bytes. The calling of the ?rst method 305 
triggers the calling of a second method 315 contained in 
class LibraryModel_2330 and memory is locally allocated to 
class LibraryModel_2330 in the amount of 12 bytes. The 
calling of method 315 triggers the calling of a third method 
325 and memory is locally allocated to class Library 
Model_3340 in the amount of 14 bytes. The summation of 
these loWer level classes is shoWn as l4+l2+l4=40 bytes. 

[0037] Theoretically, the number of levels that a moni 
tored class may be drilled into is unlimited. For example, the 
aggregate values provided for class LibraryModel_2330 
may represent aggregations of additional layers of classes 
(e.g., LibraryModelfZfl, LibraryModeli2i2 
LibraryModel_2_N). 

Identifying Memory Leaks Over Time 

[0038] In one embodiment of the invention, memory leaks 
are identi?ed based on the potential leaking class’ behavior 
over time. At a speci?c point in time, assume a class is 
allocated 100 bytes by the VM. During a ?rst GC cycle, 50 
bytes are deallocated. Such a deallocation Would likely have 
occurred because of the removal of one or more objects 
created by method calls of the class. At this point the 
remaining allocated memory is 50 bytes (e.g., l00—50=50). 
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After the ?rst GC cycle, 100 bytes of memory are further 
allocated to the class, giving a total of 150 bytes. During a 
second GC cycle, 50 bytes are deallocated leaving a remain 
der of 100 bytes (e.g., l50—50=l00) to the class. Based on 
this timeframe, one might assume that the class is groWing 
in siZe and hence causing a leak. However, a longer time 
frame should be used to make such determinations. For 
example, it is possible that upon a third GC cycle, 100 bytes 
are deallocated bringing the class’ allocation doWn to 1 byte 
(e.g., l00—99=l). If a longer timeframe Were used for 
analysis, the third GC cycle Would have been included 
(Which Would have deallocated all but 1 byte of the memory) 
and no memory leak Would have been suspected. 

[0039] FIG. 3B illustrates the memory allocation for 
monitored classes at a particular point in time. Although this 
information is useful in certain respects (e.g., ?nding classes 
that have allocated a large amount of memory at a speci?c 
snap shot in time), it may be of limited use in determining 
a memory leak. For instance, at any given point in time, a 
class may be allocated a signi?cant amount of memory 
Which, after a feW GC cycles may return to an initial/stable 
state. Also, depending on hoW many active threads are using 
a class, the “current memory usage” at a speci?c point in 
time can vary signi?cantly. Thus, memory leaks should be 
identi?ed by monitoring memory usage over an extended 
period of time, i.e., Where a determination can be made that 
“on average” a class’ memory usage is groWing. 

[0040] The time span, based on the number of GC cycles, 
Where a class exhibits an increase in memory usage can be 
quite large. There is no hard ansWer as to hoW long a time 
span is required. This may vary for each application, com 
puting system, or server load. HoWever, it is safe to assume 
that the longer the time span, the more likely a class is 
exhibiting a memory leak. 

[0041] FIG. 4 illustrates a graph depicting a potential 
memory leak Within Class 401. The line graph 400 has an 
X-Axis 410 that displays time in minutes. The Y-Axis 420 
displays Memory SiZe in MB. In other Words, the Y-Axis 
420 shoWs hoW much memory has been allocated to the 
class. The horiZontally dotted line 450 shoWs a threshold (4 
MB) beyond Which the memory usage of Class 401 may be 
considered a “problem.” The solid line 460 displays the 
amount of memory allocated to Class 401 over a period of 
time (in this example 6 minutes). In one embodiment, the 
dotted line 470 represents the gradient of the memory 
allocated to Class 401 over time. In one embodiment, only 
the loWest points (e.g., points 481, 482, 483) are used to 
measure line 470. Hence, if line 470, Which is based on the 
loWest points of memory allocation, continue to increase 
over time, a memory leak is likely. In another embodiment, 
line 470 may be a linear regression line, Which take the 
average of all points in predicts a straight line shoWing 
Where each plot point Would likely fall. If the analysis of the 
memory allocation of Class 401 Were limited to 2.5 minutes, 
one might conclude that the memory usage of Class 401 Was 
not a problem. At this point the memory usage 460 of Class 
401 had risen and fallen beloW threshold 450 tWice. HoW 
ever, When the full six minutes illustrated in FIG. 4 is 
evaluated the memory usage 460 of Class 401 continued to 
increase on average as indicated by line 470. Based on the 
results from FIG. 4, a developer might believe that Class 
401 (or one of the loWer level unmonitored classes) might be 
the cause of a memory leak. 

[0042] Further analysis, as described in FIGS. 3B and 3C, 
may provide a developer With clues as to Which method calls 
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and/or objects from Class 401 are causing a memory leak. 
For example, one a monitored class is identi?ed as the cause 
of a memory leak, the developer may need to dig doWn into 
the sequence of related method calls to identify the under 
lying class causing the leak. In one embodiment, a graph 
such as the one illustrated in FIG. 4 may be evaluated for 
each class called during the course of execution of the 
monitored class. 

Analysis Of “Out of Memory” Errors 

[0043] When a large computing system such as an enter 
prise application server (e.g., a J2EE server) starts up, there 
are numerous components that must be loaded. Potentially, 
the startup of a given computing system could load ~l0,000 
classes, —l00 services, and ~l00,000 methods. Even on a 
high-poWered computing system, such a boot sequence may 
require many minutes to complete. 

[0044] Once such a large computing system is running, an 
undiscovered memory leak may trigger an “OOM” error. 
Depending on the gradient 470 of the leak, the time before 
such an error occurs may vary greatly. For example a 
memory leak that increase bys 1 byte per minute may take 
years to occur, Whereas a memory leak that increases 1 MB 
per minute may occur Within minutes or hours. Out of 
memory errors are more likely to occur on production 
systems under heavy load Where it may not be possible to 
monitor classes chosen by a developer as “Monitored” 
classes. Although such constant monitoring is an invaluable 
tool during development, the monitoring itself requires 
memory to run. This memory Would otherWise be available 
for production applications. 

[0045] In order for the Application Monitor to provide 
analysis of an “OOM” error Without constantly monitoring 
classes (and consuming memory resources), an “OOM Trap 
Tool” may be used. FIG. 5 illustrates the process in Which 
an “OOM Trap Tool” analyZes a runtime environment 
during an “OOM” error and potential VM crash. When a 
VM of a computing system has run out of available memory 
505, the VM displays an “OOM” error 510. Next, the “OOM 
Trap Tool” traps or captures 520 some relevant information 
(e.g., allocated memory of objects, currently method calls 
Waiting for memory to create objects, etc) that existed right 
before the “OOM” error occurred. The relevant information 
alloWs a developer to knoW Which components (e.g., 
objects) Were using memory at the time of the “OOM” error. 
Next, the “OOM Trap Tool” dumps 530 the relevant infor 
mation to a log ?le or database. In other embodiments, the 
relevant information could also be passed to telnet console 
WindoW or to stdout. Normally, When an “OOM” error 
occurs, the Java VM forces a full GC cycle 540 to recover 
as much memory as possible in order to continue to run. If 
enough memory is recovered 550 to keep running, the VM 
continues to run normally 560 until, if at all, another “OOM” 
error occurs 505. If not enough memory can be obtained to 
alloW the VM and/or application(s) to continue to run 550, 
than the VM throWs an “OOM” exception 570. At this point, 
the Application Monitor requests a full heap dump 580 from 
the VM and dumps some more memory statistics 590 to the 
log ?le(s) or database. Lastly, the VM itself and applications 
running in the VM crash 595, requiring a restart(s). 

Certifying Classes to be Free from Memory Leaks 

[0046] In the prior art, once a class has been shoWn to be 
free from memory leaks (e. g., the obj ect(s) created based on 
the class do not groW over time), no certi?cation process 
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exists to indicate that the class is free from defects. Offering 
a certi?cation of a class Would be advantageous and an 
improvement over the prior art. 

[0047] In one embodiment, a certi?cation is provided that 
certi?es that a given class is free from memory leaks. In 
another embodiment, a Java Serviet application could be 
certi?ed as free of memory leaks. This Would require the 
individual certi?cation of each class With the Servlet appli 
cation as being free from leaks. Hence, certi?cation could be 
used to announce that a given application is free from 
memory leaks When running on a speci?c application server 
and under a speci?c environment. 

[0048] The advantage of certifying classes and/or entire 
applications proves useful in a server environment Where 
multiple applications may run concurrently. If memory leaks 
are detected on such a server, developers can be certain that 
the certi?ed classes and/or applications are not the source of 
such memory problems. 

[0049] Such certi?cation can be further useful if an appli 
cation developer out-sources an application to a customer in 
Which the customer is able to add on to, or customiZe the 
application. If the application has been certi?ed before upon 
its outsourcing, the developer can be sure that any future 
memory leaks are not the result of the application When it 
Was outsourced. By process of elimination, the developer 
could be con?dent that any additions to and/or edits of the 
application, by the customer, Would likely be the cause of 
memory leaks. Such a certi?cation offers the developer piece 
of mind that their code is free from memory leaks before it 
Was released to third parties. 

[0050] The server may be Java 2 Enterprise Edition 
(“J2EE”) server nodes, Which support Enterprise Java Bean 
(“EJB”) components and EJB containers (at the business 
layer) and Servlets and Java Server Pages (“JSP”) (at the 
presentation layer). Of course, other embodiments may be 
implemented in the context of various different softWare 
platforms including, by Way of example, Microsoft .NET, 
WindoWs/NT, Microsoft Transaction Server (MTS), the 
Advanced Business Application Programming (“ABAP”) 
platforms developed by SAP AG and comparable platforms. 

[0051] Processes taught by the discussion above may be 
performed With program code such as machine-executable 
instructions, Which cause a machine (such as a “virtual 
machine”, a general-purpose processor disposed on a semi 
conductor chip or special-purpose processor disposed on a 
semiconductor chip) to perform certain functions. Alterna 
tively, these functions may be performed by speci?c hard 
Ware components that contain hardWired logic for perform 
ing the functions, or by any combination of programmed 
computer components and custom hardWare components. 

[0052] An article of manufacture may be used to store 
program code. An article of manufacture that stores program 
code may be embodied as, but is not limited to, one or more 
memories (e.g., one or more ?ash memories, random access 
memories (static, dynamic or other)), optical disks, CD 
ROMs, DVD ROMs, EPROMs, EEPROMs, magnetic or 
optical cards or other type of machine-readable media 
suitable for storing electronic instructions. Program code 
may also be doWnloaded from a remote computer (e.g., a 
server) to a requesting computer (e.g., a client) by Way of 
data signals embodied in a propagation medium (e.g., via a 
communication link (e.g., a netWork connection)). 

[0053] FIG. 6 illustrates a block diagram of a computing 
system 800 that can execute program code stored by an 
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article of manufacture. It is important to recogniZe that the 
computing system block diagram of FIG. 6 is just one of 
various computing system architectures. The applicable 
article of manufacture may include one or more ?xed 
components (such as a hard disk drive 602 or memory 605) 
and/or various movable components such as a CD ROM 
603, a compact disc, a magnetic tape, etc. In order to execute 
the program code, typically instructions of the program code 
are loaded into the Random Access Memory (RAM) 605; 
and, the processing core 606 then executes the instructions. 
The processing core may include one or more processors 
and a memory controller function. A virtual machine or 
“interpreter” (e.g., a Java Virtual Machine) may run on top 
of the processing core (architecturally speaking) in order to 
convert abstract code (e.g., Java bytecode) into instructions 
that are understandable to the speci?c processor(s) of the 
processing core 606. 

[0054] It is believed that processes taught by the discus 
sion above can be practiced Within various softWare envi 
ronments such as, for example, object-oriented and non 
object-oriented programming environments, Java based 
environments (such as a Java 2 Enterprise Edition (J2EE) 
environment or environments de?ned by other releases of 
the Java standard), or other environments (e.g., a .NET 
environment, a WindoWs/NT environment each provided by 
Microsoft Corporation). 

[0055] In the foregoing speci?cation, the invention has 
been described With reference to speci?c exemplary embodi 
ments thereof. It Will, hoWever, be evident that various 
modi?cations and changes may be made thereto Without 
departing from the broader spirit and scope of the invention 
as set forth in the appended claims. The speci?cation and 
draWings are, accordingly, to be regarded in an illustrative 
rather than a restrictive sense. 

APPENDIX 

01 public class LibraryVieW implements LibraryModelObserver { 
02 private String iuserId; 
03 private String istatus; 
04 private String iorderId; 
05 
06 public void bookOut(String isbn) { 
07 istatus = iuserId+“ allocates ”+isbn; // 50 for the string (non 
garbage) 
08 updateTable( ); 
09 refresh( ); 

ll 
12 public void displayOrderId(String orderId) { 
l3 iorderId = orderId; 

l4 refresh( ); 

01 public interface LibraryModelObserver { 
02 void bookOut(String isbn); 

01 public class LibraryModel { 
02 private BookManager ibookman; 
03 private LinkedList iobservers; 
04 
05 public void allocateBook(String isbn) { 
06 ibookman.allocate(isbn); // result is thrown aWay (becoming garbage) 
07 Iterator i = iobservers.iterator( ); // 40 bytes for the Iterator 
object (garbage) 
08 While(i.hasNext( )) { 
09 LibraryModelObserver o = (LibraryModelObserver) i.next( ); 
l0 o.bookOut(isbn); 



US 2006/0136530 A1 

APPENDIX-continued 

01 class BookManager { 
02 private static String ALLOCiSTMT = “INSERT INTO 
ALLOCS (isbn, code) VALUES (7, 7)”; 
03 
04 private Connection idbConn; 
05 
06 String allocate(String isbn) { 
07 String code = isbn+’#’+Systern.currentTirneMillis( ); // 54 bytes for 
the string 
08 storeAllocation(isbn, code); 
09 return code; 
10 } 
11 
12 private storeAllocation(String isbn, String code) { 
13 PreparedStaternent strnt = idbConn. 
prepareStaternent(ALLOCiSTMT); 
14 strnt.setString(1, isbn); 
15 strnt.setString(2, code); 
16 strnt.eXecuteUpdate( ); 
17 } 
18 } 

What is claimed is: 
1. A method comprising: 

de?ning one or more classes within a software application 
as being in scope, any class not de?ned as being in 
scope are de?ned as being out of scope, wherein all 
classes comprise at least one method; 

determining an amount of allocated memory for each of 
said in scope classes and said out of scope classes; and 

if one of said methods from one of said out of scope 
classes are called as a result of the calling of one of the 
in scope classes, adding said allocated memory from 
said out of scope class to said allocated memory of said 
in scope class. 

2. The method of claim 1, wherein said classes are Java 
class ?les. 

3. The method of claim 1 further comprising: 

aggregating said allocated memory for each of said in 
scope classes and said out of scope classes during an 
interval between a ?rst garbage collection cycle and a 
second garbage collection cycle. 

4. The method of claim 3 further comprising: 

determining an amount of memory deallocated during 
said second garbage collection cycle for each of said in 
scope classes and said out of scope classes. 

5. The method of claim 4 further comprising: 

de?ning a total memory for each of said in scope classes 
and said out of scope classes by subtracting said 
amount of deallocated memory for each of said in 
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scope classes and said out of scope classes from said 
amount of allocated memory from each of said in scope 
classes and said out of scope classes. 

6. A method of a displaying memory usage of a class 
comprising: 

de?ning a class; 

de?ning a period of time to display said memory usage; 

plotting a chart, wherein each plot point is based on an 
amount of memory allocated to said class at a speci?c 
instance in time; and 

plotting a line on said chart based on said plot points, said 
line is based on the average location of each plot point. 

7. The method of claim 6, wherein said class is a Java 
class ?le. 

8. The method of claim 6, wherein said line is a gradient 
line. 

9. The method of claim 6, wherein said line is a linear 
regression line. 

10. The method of claim 6 further comprising: 

if said line increases on a Y-Axis over said period of time, 
certifying said class as having a memory leak. 

11. The method of claim 6 further comprising: 

if said line does not increases on a Y-Axis over said period 
of time, certifying said class as not having a memory 
leak. 

12. A method of analyzing an out or memory error 
occurring in a virtual machine comprising: 

monitoring a virtual machine; 

capturing information from said virtual machine if said 
virtual machine displays an error stating said virtual 
machine has run out of memory error; 

waiting for said virtual machine to run a garbage collec 
tion cycle to deallocate memory; and 

requesting a full heap dump from said virtual machine if 
said virtual machine does not deallocate enough 
memory to continue running. 

13. The method of claim 11 wherein, said information and 
said full heap dump are inserted into a log ?le. 

14. The method of claim 11 wherein, said information and 
said full heap dump are inserted into one or more database 
tables. 

15. The method of claim 11 wherein, said virtual machine 
is a Java virtual machine. 

16. The method of claim 11 further comprising: 

analyzing said information and said heap dump to deter 
mine a cause of said out of memory error. 

* * * * * 


