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(57) ABSTRACT 

A method for identifying persons based on biometric data 
achieves enhanced security and increased accuracy com 
pared With other systems by distorting one or more biomet 
rics prior to detection and recognition. The method includes 
detecting a distorted biometric for input into an identi?ca 
tion system, comparing the distorted biometric to one or 
more distortion patterns, and determining an identity of the 
person based on results of the comparison. The biometric 
may be an eye pattern, a ?ngerprint or palm print, a voice 
print, a handwriting sample, a DNA sample, a facial image, 
or any other type of characteristic or behavioral attribute of 
a person. The biometric may be distorted in any one of a 
variety of Ways for comparison to previously enrolled bio 
metrics Which have been distorted using the same or similar 
element. A system and program embodied Within a com 
puter-readable medium performs the steps of the method. 
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RECOVERABLE BIOMETRIC IDENTITY SYSTEM 
AND METHOD 

REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims bene?t of provisional US. 
patent application Ser. No. 60/470,204 ?led on May 14, 
2003 and provisional US. patent application Ser. No. 
60/436,996 ?led on Dec. 31, 2002. The contents of these 
provisional applications are incorporated by reference 
herein. This application also incorporates by reference the 
subject matter in pending US. patent application Ser. No. 
10/ entitled “Fingerprint Reader Using Surface 
Acoustic Wave Device” (Attorney Docket No. IQB-0020), 
pending US. patent application Ser. No. 10/ , ?led on 
entitled “System and Method for Performing Security 
Access Control Based on Modi?ed Biometric Data” (Attor 
ney Docket No. IQB-0021), and pending US. patent appli 
cation Ser. No. 10/ entitled “System and Method for 
Performing Personal Identi?cation Based on Biometric Data 
Recovered Using Surface Acoustic Waves” (Attorney 
Docket No. IQB-0022). 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] This invention generally relates to identi?cation 
systems, and more particularly to a system and method for 
identifying persons based on biometric data. The invention 
also relates to a system and method for controlling access to 
a restricted item based on personnel biometric data. 

[0004] 2. Description of the Related Art 

[0005] The ability to perform secure transactions, control 
access to restricted areas, and protect the dissemination of 
information are paramount concerns in the public and pri 
vate sector. While various approaches have been developed 
to address these concerns, one approach Which has proven to 
be particularly effective involves the use of biometrics. 

[0006] Biometric systems use automated methods of veri 
fying or recogniZing the identity of persons based on some 
physiological characteristic (e.g., a ?ngerprint or face pat 
tern) or aspect of behavior (e.g., handWriting or keystroke 
patterns). In its most basic form, this is accomplished in 
three steps. First, one or more physiological or behavioral 
traits are captured and stored in a database. Second, the 
biometric of a particular person to be identi?ed is compared 
to the information in the database. Finally, a negative or 
positive con?rmation is returned based on results of the 
comparison. 
[0007] Because personal characteristics or behavioral 
aspects are considered unique, biometric systems have 
proven to provide an enhanced measure of protection com 
pared With passWord- and PIN-based systems. This 
enhanced security comes in several forms. For example, the 
person to be identi?ed is required to be physically present at 
the point-of-identi?cation. Visual or physiological con?r 
mation therefore takes place instead of a mere numerical 
comparison. Also, biometric identi?cation is bene?cial to 
the user because it obviates the need to remember a pass 
Word or carry a token. 

[0008] While existing biometric systems have proven 
effective, they are not Without draWbacks. Perhaps most 
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signi?cantly, these systems can be breached using stolen 
biometric data. Consider, for example, a biometric system 
Which performs identi?cation based on employee ?nger 
prints. In order to gain unauthoriZed access, a thief can 
obtain a sample of an employee’s ?ngerprint (e.g., off of a 
glass) With relative ease and then present that sample to a 
system ?ngerprint reader. Unable to determine the source of 
the ?ngerprint, the system Will grant access to the thief to 
thereby causing a breach. Existing biometric systems have 
also proven to be inaccurate because they are one-dimen 
sional in nature, e.g., they perform identi?cation veri?cation 
based on only form of biometric data. 

[0009] Due at least in part to the tragic events of 9/11, the 
use of biometrics systems is expected to increase dramati 
cally in the coming years. In fact, according to the Intema 
tional Biometric Industry Association, the biometrics market 
has been projected to jump from $165 million in 2000 to 
$2.5 billion by 2010. This jump Will inevitably involve using 
biometric systems in neW applications including the preven 
tion of unauthoriZed access or fraudulent use of ATMs, 
cellular phones, smart cards, desktop PCs, Workstations, and 
computer netWorks. 

[0010] In vieW of the foregoing considerations, it is appar 
ent that there is a need for a biometric-based system and 
method Which is more secure than other systems and meth 
ods Which have been proposed, and more particularly Which 
achieves this improved security based on the use of multiple 
degrees of uniqueness for achieving identi?cation con?rma 
tion. 

SUMMARY OF THE INVENTION 

[0011] An object of the present invention is to provide an 
improved system and method for identifying persons using 
biometric information. 

[0012] Another object of the present invention is to pro 
vide a system and method for identifying persons using 
biometric information Which is more secure than existing 
systems and methods. 

[0013] Another object of the present invention is to pro 
vide a system and method of the aforementioned type Which 
demonstrates a greater resilience to fraudulent attack from 
unauthorized personnel. 

[0014] Another object of the present invention is to pro 
vide a system and method for identifying persons using 
biometric information Which is more accurate than other 
systems Which have been proposed. 

[0015] Another object of the present invention is to pro 
vide a system and method for identifying persons using 
biometric information Which achieves improved accuracy 
by considering multiple degrees of uniqueness, based solely 
on biometric data or on a combination of biometric data and 
one or more unique attributes. 

[0016] Another object of the present invention is to pro 
vide a system and method of the aforementioned type Which 
is su?iciently ?exible to perform personal identi?cation 
con?rmation based on virtually any type of biometric. 

[0017] Another object of the present invention is to pro 
vide a computer-readable medium containing an application 
program Which controls a processing system to automati 
cally perform identi?cation con?rmation in any of the 
aforementioned Ways. 
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[0018] These and other objects and advantages of the 
present invention are achieved by providing an identi?cation 
method Which includes detecting a distorted biometric for 
input into an identi?cation system, comparing the distorted 
biometric to one or more distortion patterns, and determin 
ing an identity of the person based on results of the com 
parison. The biometric may be an eye pattern, a ?ngerprint 
or palm print, a voice print, a handWriting sample, a DNA 
sample, a facial image, or any other type of characteristic or 
behavioral attribute of a person. The biometric may be 
distorted in any one of a variety of Ways for comparison to 
previously enrolled biometrics Which have been distorted 
using the same or similar element. 

[0019] The present invention also provides an identi?ca 
tion system Which includes a detector that captures a dis 
torted biometric of a person and a processor Which compares 
the distorted biometric to one or more distortion patterns and 
determines an identity of the person based on results of the 
comparison. The biometric may be an eye pattern, a ?nger 
print or palm print, a voice print, a handWriting sample, a 
DNA sample, a facial image, or any other type of charac 
teristic or behavioral attribute of a person. The biometric 
may be distorted in any one of a variety of Ways for 
comparison to previously enrolled biometrics Which have 
been distorted using the same or similar element. 

[0020] The present invention is also a computer-readable 
medium Which includes a program for performing an iden 
ti?cation function. The program includes a ?rst code section 
for comparing a signal indicative of a combination of tWo or 
more unique identity attributes to one or more identity 
patterns, at least one of the unique identity attributes corre 
sponding to a biometric of a person, and a second code 
section for determining an identity of a person based on 
results of the comparison. 

[0021] By distorting the biometric before it is input into 
the system, the present invention ensures that system secu 
rity cannot be breached by theft of the biometric itself. The 
distortion element therefore in effect serves as a key Which 
When combined With the biometric provides tWo degrees of 
uniqueness Which must be satis?ed before a positive iden 
ti?cation result can be con?rmed. Moreover, if the distorted 
biometric of a person is ever lost or stolen, the present 
invention can easily re-enroll biometrics into the system or 
sWitch to a different previously enrolled biometric altered 
using a different unique distortion element. Additional 
embodiments contemplated combining three or more 
degrees of uniqueness for providing an even greater level of 
security. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0022] FIG. 1 is a diagram shoWing a biometric identi? 
cation system in accordance With one embodiment of the 
present invention. 

[0023] FIG. 2 is a diagram shoWing steps included in a 
biometric identi?cation method in accordance With one 
embodiment of the present invention. 

[0024] FIG. 3(a) is a diagram shoWing an identi?cation 
system Which operates based on a ?rst type of distorted eye 
pattern in accordance With one embodiment of the present 
invention, FIG. 3(b) is a diagram of the ?rst eye pattern 
Which may be subject to distortion by the present invention, 
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FIG. 3(c) is a diagram shoWing an identi?cation system 
Which operates based on a second type of distorted eye 
pattern in accordance With the present invention, and FIG. 
3(d) is a diagram of the second eye pattern Which may be 
subject to distortion by the present invention. 

[0025] FIG. 4(a) is a diagram shoWing another identi? 
cation system Which operates based on a distorted eye 
pattern in accordance With one embodiment of the present 
invention, and FIG. 4(b) is a diagram of a spectrum signal 
corresponding to the distorted eye pattern Which is com 
pared With enrolled distorted eye patterns during identi?ca 
tion. 

[0026] FIG. 5(a) is a diagram shoWing an identi?cation 
system Which operates based on a distorted ?ngerprint 
pattern in accordance With one embodiment of the present 
invention, FIG. 5(b) shoWs a ?ngerpiece containing a ?rst 
type of mask pattern Which may be used to generate the 
distorted ?ngerprint pattern, FIG. 5(0) is a diagram of a 
spectrum signal corresponding to the distorted ?ngerprint 
pattern, FIG. 5(d) shoWs a second type of mask pattern that 
may be used to generate a distorted ?ngerprint pattern in 
accordance With the present invention, FIG. 5(e) shoWs a 
third type of mask pattern that may be used to generate a 
distorted ?ngerprint pattern in accordance With the present 
invention, and FIG. 50’) shoWs a fourth type of mask pattern 
that may be used to generate a distorted ?ngerprint pattern 
in accordance With the present invention. 

[0027] FIG. 6 is a diagram shoWing an identi?cation 
system Which operates based on a distorted ?ngerprint 
pattern in accordance With another embodiment of the 
present invention. 

[0028] FIG. 7(a) is a diagram shoWing an identi?cation 
system Which operates based on a distorted voice sample in 
accordance With one embodiment of the present invention, 
and FIG. 7(b) shoWs a voice print that may be distorted in 
accordance With the present invention. 

[0029] FIG. 8(a) is a diagram shoWing an identi?cation 
system Which operates based on a distorted facial image in 
accordance With one embodiment of the present invention, 
and FIG. 8(b) shoWs an example of hoW a distorted image 
may be compared to stored distorted images by the system 
of the present invention for returning a positive or negative 
identi?cation. 

[0030] FIG. 9(a) is a diagram shoWing an identi?cation 
system Which operates based on a distorted DNA sample in 
accordance With one embodiment of the present invention, 
and FIG. 9(b) shoWs one Way in Which the distorted DNA 
sample may be generated. 

[0031] FIG. 10(a) is a diagram shoWing an identi?cation 
system Which operates based on a distorted handwriting 
sample in accordance With one embodiment of the present 
invention, and FIG. 10(b) is a diagram shoWing one type of 
distorted handWriting sample that may be subject to recog 
nition by the present invention. 

[0032] FIG. 11 is a diagram shoWing a biometric identi 
?cation system in accordance With another embodiment of 
the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0033] The present invention is a system and method for 
identifying a person based on biometric data Which has been 
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encoded or otherwise uniquely modi?ed for the purpose of 
preventing fraud and enhancing security. The present inven 
tion is also a system and method for identifying a person 
based on the combination of two or more unique identity 
attributes, at least one of which is a biometric which is either 
coupled with or modi?ed by the second attribute. The 
present invention is also computer-readable medium storing 
a program that implements one or more of the methods 
described herein. Whether taken collectively or individually, 
the embodiments of the present invention combine multiple 
degrees of uniqueness to provide a greater degree of security 
and resistance to fraud than other systems which have been 
proposed. 

[0034] FIG. 1 shows an identi?cation system according to 
one embodiment of the present invention. This system 
includes a distortion element 1, an input unit 2, an identi 
?cation decision unit 3, a storage unit 4, a system manage 
ment controller 5, and an enrollment station 6. These ele 
ments may be provided at separate locations and linked 
together by any number of wireline or wireless connections, 
or the elements may be combined to form a single integrated 
unit siZed to ?t a particular application. In this integrated 
form, element 1 may be included within or adjacent the input 
unit. However, a more preferable alternative may be to allow 
this element to be carried by persons to be identi?ed, much 
in the same way a key or employee identity badge is carried. 
In this latter case, the distortion element may be adapted to 
?t over and/or be removably coupled to the input unit, the 
element may be held by the user between the biometric 
source and the input unit, or may otherwise be situated. 

[0035] Structurally, the distortion element is selected to 
coincide with the type of biometric obtained from a person 
whose identity is to be determined, illustratively shown by 
reference numeral 15. In embodiments of the invention 
discussed below, speci?c types of distortion elements are 
identi?ed. While these embodiments are considered advan 
tageous for a variety of applications, they are not to be 
limiting of the invention in any way. Rather, it is suf?cient 
to acknowledge that the distortion element may be one 
capable of imposing any form of distortion on a biometric. 
This distortion includes but is not limited to non-linear 
distortion, various types of modulation, and/or one or more 
forms of encoding imposed mechanically, optically, electri 
cally, or through mathematical or signal processing tech 
niques. 

[0036] Irrespective of the type of distortion imposed, the 
purpose of the distortion element is to alter the form of the 
biometric as received from its source, so that the biometric 
as presented to the system decision unit is di?erent from its 
original form. This ensures that inputting a person’s bio 
metric directly into the system will always result in failed 
recognition, which is bene?cial from the standpoint of 
protecting the integrity of the host system from unauthorized 
breach as well as for a variety of other purposes. 

[0037] The input unit includes a detector for detecting or 
otherwise receiving the distorted biometric output from the 
distortion element. The input unit may be as small or large 
as necessary to be compatible with the host system. When 
the identi?cation system is used for security access pur 
poses, the input unit may be incorporated within a panel 
which optionally but preferably includes a display or indi 
cator that provides information, instructions, and/or mes 
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sages to each person presenting a modi?ed biometric for 
identi?cation. The particular input unit used depends on the 
type of modi?ed biometric generated by the distortion 
element. Non-limiting examples are identi?ed in embodi 
ments which follow. 

[0038] The storage unit stores information for each person 
to be identi?ed by the system. This information includes an 
identity pattern that corresponds to a distorted biometric 
obtained during an enrollment process and optionally but 
desirably one or more other forms of identifying data (e.g., 
PIN or other access number or password, social security 
number, driver’s license number, address, citiZenship, mari 
tal status, and/or other forms of personal information that 
may be used as an independent basis for identi?cation). If 
desired, unit 4 may store multiple identity patterns for each 
person, where each pattern is generated using a different 
distortion element. This provides a degree of ?exibility to 
the system while simultaneously enhancing security. For 
example, a system manager or system software may change 
the distortion element to be used and thus the identity 
patterns to be searched, for example, on a periodic basis or 
when a breach of the host system has occurred. 

[0039] The storage unit may be a database included within 
or externally connected to the identi?cation decision unit via 
a wireless or wireline communications link. Alternatively, 
the storage unit maybe a memory chip storing the identity 
patterns for each person presented for identi?cation. This 
latter case is preferable when, for example, the system is 
formed as an integrated unit. Those skilled in the art can 
appreciate that other forms of storage devices may be used 
to store the identity patterns in accordance with the present 
invention. 

[0040] The identi?cation decision unit compares the dis 
torted biometric received from the input unit with one or 
more identity patterns in the storage unit. The comparison 
function is performed by a processor 7 under control of an 
application program stored in a memory 8. The type of 
comparison performed depends on the type of distorted 
biometric received. The comparison may, for example, 
involve a spectrum signal analysis or a pattern recognition 
analysis performed using a neural network, statistical model, 
or other type of signal processing technique. Examples of 
comparison algorithms are discussed in embodiments which 
follow. As an added measure of security, the identi?cation 
decision unit may be protected by a ?rewall and an interface 
unit 9 may be included for transmitting or receiving data, 
instructions, or other information from the system manage 
ment controller. 

[0041] The enrollment station captures new distorted bio 
metrics for persons who are already registered in the system 
and for persons to be added. The enrollment station includes 
a distortion element 11 for distorting biometric as received 
from its source and a detector 12 for receiving the distorted 
biometric. In order for positive identi?cation to occur, a 
person must at a minimum present the same biometric using 
the same distortion element as was presented during enroll 
ment, e.g., the same type of distortion must be performed by 
elements 1 and 11 on the same biometric. The identi?cation 
system of the present invention thus may be said to require 
at least two unique identity attributes to be presented in 
proper combination in order for a positive identi?cation to 
occur, where the ?rst and second unique attributes corre 
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spond to the biometric and the speci?c type of distortion 
imposed on the biometric. While the enrollment station is 
depicted to be separate from detector 2, those skilled in the 
art can appreciate that enrollment may also be performed by 
this detector. 

[0042] The system management controller generates neW 
identity patterns from the distorted biometrics obtained from 
the enrollment station. These patterns are then forWarded to 
the storage unit. The controller also performs a number of 
other management functions. For example, When multiple 
identity patterns (e.g., distorted biometrics) are stored for 
each person, the controller may specify Which distorted 
biometric type is to be used by the decision unit for 
identi?cation. 

[0043] To illustrate, consider the case Where each person 
has enrolled tWo distorted biometrics into the system. The 
biometrics may differ based on the use of different distortion 
elements for the same biometric, use of the same distortion 
element for different biometrics, or different distortion ele 
ments for different biometrics. The system management 
controller may control Which type of distorted biometric 
may be used on any given day or under any given set of 
circumstances for identi?cation. For example, an eye retina 
scan through a ?rst nonlinear distortion element may be 
system active one day and an eye retina scan through a 
second nonlinear distortion element may be system active on 
another day. A positive identi?cation Will only result by 
inputting the correct distorted biometric into the system. The 
system controller manages Which distorted biometric Will be 
active based on direct input from a system administrator or 
based on instructions Which have been programmed into the 
processor control softWare, e.g., on a periodic basis, in the 
event that a host system breach has occurred, etc. 

[0044] In addition to these functions, the system controller 
maybe used to edit and/or delete identity patterns or other 
identi?cation information in the storage unit. Also, this 
controller may control the input unit in terms of When it is 
active and What messages, information, or other data is to be 
displayed. If multiple detectors are included in the input 
unit, the control may also designate Which detector is to be 
activated. 

[0045] FIG. 2 shoWs steps included in one embodiment of 
an identi?cation method of the present invention, Which may 
be performed using the system shoWn in FIG. 1. An initial 
step of this method includes generating a distorted biometric 
of a person. (Block 20). The distorted biometric is generated 
using a distortion element Which is selected to be compatible 
With the biometric. For example, if the biometric is an eye 
pattern, a nonlinear distortion lens may be used as the 
distortion element. If the biometric is a ?ngerprint, the 
distortion element may include a ?lter Which modulates a 
surface Wave using the ?ngerprint. Other types of distortion 
elements or forms of distortion may also be used. 

[0046] A second step includes inputting the distorted bio 
metric into the input unit of the identi?cation system. (Block 
21). This may be accomplished in a variety of Ways depend 
ing on the type of biometric and/or the type of distortion 
element imposed on the biometric. For example, in the case 
Where the biometric is an eye pattern (e. g., retina or iris) and 
the distortion element is a lens having a non-linear refractive 
pattern, the distorted eye pattern as vieWed through the lens 
may be captured by a detector (e.g., scanner, camera, CCD 
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array, or other imaging system) included in the input unit of 
the identi?cation system. The detector converts the captured 
pattern into an electrical spectrum signal for comparison by 
the decision unit. In the case Where the biometric is a voice 
sample and the distortion element is a voice scrambler, the 
distorted voice pattern Would be converted into an electrical 
spectrum signal by a microphone in the input unit of the 
system. The signal Would then be input into the decision unit 
for analysis. Other examples of hoW a distorted biometric 
may be captured, detected, or otherWise input into the 
system are discussed in the speci?c embodiments Which 
folloW. 

[0047] A third step includes comparing the distorted bio 
metric signal received from the input unit to one or more 
identity patterns stored in the storage unit. (Block 22). This 
step is performed by decision unit 3, Which searches the 
distorted biometrics in the stored identity patterns previously 
enrolled. As previously indicated, the comparison performed 
depends on the speci?c type of distorted biometric received. 
This may involve, for example, various forms of spectrum or 
pattern analyses. Speci?c embodiments are discussed beloW. 

[0048] A fourth step includes determining an identity of 
the person Who input the distorted biometric into the system. 
(Block 23). The identity is determined based on results 
obtained from the comparison performed by the decision 
unit. If the distorted biometric signal matches one of the 
identity patterns, then the identity of the person may be 
determined from the personal information stored in that 
person’s electronic ?le. Under ideal circumstances, the 
processor search Would result in only one match for each 
authoriZed person. HoWever, because of inconsistencies and 
other adverse in?uences, it is possible that multiple matches 
are found. In this case, the processor may be programmed to 
conclude that there is no match because of an ambiguity. 
Conversely, the processor may programmed to conclude that 
for purposes of the host system, any match is suf?cient and 
therefore multiple matches result in an acknowledgment that 
the person is a person recogniZed by the system. If no match 
is produced from the processor search, the system may 
conclude that the person is an unidenti?ed person and action 
may be taken accordingly. 

[0049] A ?fth step includes generating a signal indicating 
Whether the person Who input the distorted biometric into 
the system has been identi?ed or not. (Block 25). If the 
person has been identi?ed, the processor generates an 
acknowledgment signal Which may be used, for example, to 
grant the person access to a restricted area, system, or other 
item. The acknoWledgment signal may also cause the input 
unit to display a predetermined message indicating that the 
person has been identi?ed and that access Will noW be 
granted. If the person has not been identi?ed, a non-ac 
knoWledgment signal may be generated for the purpose of 
denying access to the person and/or to generate a message 
indicating the same. 

[0050] FIG. 3(a) shoWs an identi?cation system adapted 
to receive an altered biometric in the form of a distorted eye 
pattern in accordance With one embodiment of the present 
invention. The eye pattern (e.g., iris, retina) is distorted by 
a lens 26 having diffraction grating 27 formed thereon 
through application of a voltage signal from control unit 28. 
The diffraction pattern alters the eye pattern from its original 
pattern, and the resulting image is captured by a detector, 














