
US 20060133329A1 

(12) Patent Application Publication (10) Pub. No.: US 2006/0133329 A1 
(19) United States 

Lewis et al. (43) Pub. Date: Jun. 22, 2006 

(54) BYPASS ROUTING TO A MOBILE DEVICE 

(76) Inventors: Allan David Lewis, New Dundee (CA); 
George Dos Santos, Kitchener (CA); 
Russell N. Owen, Waterloo (CA); Wen 
Gao, Waterloo (CA); Philip C. Luk, 
Waterloo (CA); David A. Bajar, 
Kitchener (CA); David P. Yach, 
Waterloo (CA) 

Correspondence Address: 
SMART AND BIGGAR 
438 UNIVERSITY AVENUE 
SUITE 1500 BOX 111 
TORONTO, ON M5G2K8 (CA) 

Appl. No.: 11/015,007 

Filed: Dec. 20, 2004 

ENTERPRISE @| 
PERSONAL 
COMPUTER 

120A 

Publication Classi?cation 

(51) Int. Cl. 
H04Q 7/24 (2006.01) 

(52) U.S. c1. ............................................................ ..370/338 

(57) ABSTRACT 

A bypass server is placed in an outgoing link between a 
mobile device server and a relay used to distribute data from 
the mobile device server to remote mobile devices to which 
the data is addressed. Where a direct connection is estab 
lished between a suitably con?gured network node (such as 
a personal computer) and a given mobile device, the bypass 
server may form a local connection with the network node 
and divert along the local connection those packets that are 
addressed to the given mobile device. As such, a lower 
cost/higher bandwidth local communication path between 
the given mobile device and the mobile device server may 
be established, when compared to the conventional remote 
communication path. The local communication path may be 
especially useful for bulk data transfers. 
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BYPASS ROUTING TO A MOBILE DEVICE 

FIELD OF THE INVENTION 

[0001] The present invention relates to mobile communi 
cation devices and, more particularly, to methods and appa 
ratus for routing information to such devices over a local 
netWork connection. 

BACKGROUND 

[0002] A mobile station typically has access to cellular 
radio frequency bandwidth offering data transfer speeds in 
the range of 28.8 kilobits per second to 144 kilobits per 
second. In general, the bandWidth available to mobile sta 
tions is an order of magnitude less than the bandWidth 
available to standard of?ce computer equipment such as 
desktop personal computers and laptop personal computers 
using so-called “Wireline” networking technologies. 

[0003] There exists a class of mobile stations, such as 
personal digital assistants (PDAs), cellular phones and so 
called “smart” phones, that can operate When connected to 
a (remote) Wireless netWork as Well as When connected 
(cradled) to of?ce computer equipment that is connected to 
a (local) Wireline netWork. When connected to of?ce com 
puter equipment, it is common for local softWare, executed 
on the office computer equipment, to facilitate the retrieval 
of data for use by a given mobile station by requesting 
synchronization With (i.e., pulling data from) a server of 
such data and subsequently for the given mobile station to 
synchroniZe With the local softWare. 

[0004] A subset of the mobile stations may be con?gured 
to receive unsolicited data over a Wireless netWork from 
so-called “push” applications. 

[0005] Clearly, it Would be bene?cial to improve the 
availability of higher bandWidth connections (for instance, 
local netWork connections to standard of?ce computer 
equipment) to mobile stations, especially for receiving unso 
licited data from push applications. 

SUMMARY 

[0006] While a server is pushing data out to a mobile data 
communication device assumed to be accessible by a remote 
connection, a router may determine Whether the transfer of 
the data to the mobile data communication device may be 
achieved by using another connection. To this end, it is 
initially necessary to determine When the mobile data com 
munication device has formed a connection to a netWork 
node accessible by another connection. Optionally, it may be 
determined Whether the data transfer Would be best achieved 
(in terms of cost) by using the other connection. 

[0007] In accordance With an aspect of the present inven 
tion there is provided a method of routing protocol data units 
to a mobile data communication device. The method 
includes receiving a protocol data unit from a server for 
serving information to mobile data communication devices, 
the protocol data unit directed for delivery over a remote 
netWork connection and specifying a destination address. 
The method also includes determining an identity of a 
mobile data communication device from the destination 
address, determining an association betWeen the identity and 
a second netWork connection and redirecting the protocol 
data unit over the second netWork connection. In other 
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aspects of the present invention, a routing apparatus is 
provided for carrying out this method and a computer 
readable medium is provided for adapting a routing appa 
ratus to carry out this method. 

[0008] In accordance With another aspect of the present 
invention there is provided, at a mobile communication 
device, a method of routing data to a server of mobile 
communication devices. The method includes determining 
Whether a path to the server is available, Where the path 
includes a local connection, determining a type for a data 
transfer and, Where the type for the data transfer is among a 
set of types pre-determined to be suited to local connections 
to the server and the local connection to the server is 
determined to be available, routing the data transfer over the 
path. In other aspects of the present invention, a mobile 
communication device is provided for carrying out this 
method and a computer readable medium is provided for 
adapting a mobile communication device to carry out this 
method. 

[0009] In accordance With a further aspect of the present 
invention there is provided, at a mobile communication 
device, a method of routing data to a server to such mobile 
communication devices. The method includes determining 
Whether a path to the server is available, Where the path 
includes a local connection, determining a type for a data 
transfer and Where the type for the data transfer is among a 
set of types pre-determined to be suited to local connections 
to the server and the local connection to the server is 
determined to be unavailable, deferring the data transfer 
until a time at Which the local connection is determined to 
be available. 

[0010] In accordance With a still further aspect of the 
present invention there is provided, at a mobile data com 
munication device, a method of handling a data transfer 
betWeen the mobile data communication device and a server 
of data to such mobile devices. The method includes detect 
ing an availability of a path to the server, Where the path 
includes a local connection, Where the local connection is 
local to both the mobile data communication device and the 
server and Where a data transfer is in progress over a remote 
connection to the server, routing the data transfer over the 
path. 

[0011] In accordance With an even further aspect of the 
present invention there is provided, at a mobile data com 
munication device, a method of handling a data transfer 
betWeen the mobile data communication device and a server 
of data to such mobile devices. The method includes detect 
ing an end to availability of a path to the server, Where the 
path includes a local connection, Where the local connection 
is local to both the mobile data communication device and 
the server and Where a data transfer is in progress over the 
path to the server, routing the data transfer over a remote 
connection to the server. 

[0012] In accordance With an even further aspect of the 
present invention there is provided a method of communi 
cating With a bypass server in an enterprise netWork, the 
method includes detecting establishment of a direct connec 
tion to a mobile data communication device, receiving a 
request, from the mobile data communication device, to 
form a local connection on a path to a server of mobile 
devices, determining an identity of the mobile data commu 
nication device and indicating to the bypass server that the 
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direct connection has been established to the mobile data 
communication device having the identity. In another aspect 
of the present invention, a computer readable medium is 
provided for adapting a mobile communication device to 
carry out this method. 

[0013] Other aspects and features of the present invention 
will become apparent to those of ordinary skill in the art 
upon review of the following description of speci?c embodi 
ments of the invention in conjunction with the accompany 
ing ?gures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] In the ?gures which illustrate example embodi 
ments of this invention: 

[0015] FIG. 1 illustrates a communication network 
including an enterprise with a wireless connection to a 
mobile data communication device; 

[0016] FIG. 2 illustrates components of an exemplary 
mobile data communication device for use in the commu 
nication network of FIG. 1; 

[0017] FIG. 3 illustrates a communication network 
including an enterprise with a wireless connection to a 
mobile data communication device, where the enterprise 
includes a bypass router according to an embodiment of the 
present invention; 

[0018] FIG. 4A illustrates packet ?ow in an authentication 
sequence between a mobile device server and a mobile data 
communication device, where the sequence is initiated by a 
mobile data communication device; 

[0019] FIG. 4B illustrates packet ?ow in an authentication 
sequence between a mobile device server and a mobile data 
communication device, where the sequence is initiated by 
the mobile device server; 

[0020] FIG. 5 illustrates packet ?ow in an interleaved 
authentication sequence between a mobile device server and 
a mobile data communication device, where the sequence is 
initiated by the mobile data communication device; 

[0021] FIG. 6 illustrates steps of a method of handling, at 
the bypass router, packets from the mobile device server to 
the mobile data communication device according to an 
embodiment of the present invention; 

[0022] FIG. 7 illustrates a communication network 
including an enterprise with dual wireless connections to a 
mobile data communication device, where the enterprise 
includes a bypass router according to an embodiment of the 
present invention; 
[0023] FIG. 8 illustrates a communication network 
including two enterprises, one enterprise with a wireless 
connection to a mobile data communication device and a 
bypass router, and second enterprise including a second 
bypass router, where the bypass routers may communicate 
with each other according to an embodiment of the present 
invention; and 

[0024] FIG. 9 schematically illustrates an exemplary 
design for the bypass router of FIG. 3 according to an 
embodiment of the present invention. 

DETAILED DESCRIPTION 

[0025] As illustrated in FIG. 1, an enterprise 100 includes 
a local area network (LAN) 118 with a number of network 
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nodes 120 (such as suitably con?gured personal comput 
ersiPCs 120A, 120B, 120C) connected to a central enter 
prise server 102 via the LAN 118. The enterprise server 102, 
which may, for instance, be a MicrosoftTM Exchange Server 
providing e-mail, calendar events and contact details, is 
connected to a wide area network (WAN, such as the public 
Internet) 108 via a ?rewall or proxy server 106. Multiple 
wireless carrier networks 110X, 110Y, 110Z (collectively or 
individually 110) operated by wireless carriers also connect 
to the WAN 108, as does a relay 107. An exemplary wireless 
carrier network 110X of the multiple wireless carrier net 
works 110 is illustrated as connected to the WAN 108 via a 
connection to the relay 107. Mobile communications 
devices, such as an exemplary mobile communications 
device 112, may be connected to one or other of the wireless 
carrier networks 110. 

[0026] The mobile device 112 may be connected to a PC 
120C over a direct connection. Typically, this direct con 
nection is accomplished by placing the mobile device 112 
into a “cradle” (not shown) customiZed to ?t the mobile 
device 112. The cradle is generally connected to the PC 
120C by way of a standard 9-pin serial cable connection or 
a Universal Serial Bus (USB) connection. Often the direct 
connection is accomplished without the use of a cradle as a 
connection cable plugs directly into the mobile device 112. 
Alternatively, a local wireless connection (e.g., using Blue 
toothTM networking technology or infrared networking tech 
nology) may be utiliZed to connect the mobile device 112 to 
the PC 120C. 

[0027] The enterprise 100 may take advantage of central 
iZed management services for wireless communications by 
installing a mobile device server 104 with a connection via 
the ?rewall 106 to the WAN 108. 

[0028] FIG. 2 illustrates the handheld mobile communi 
cation device 112 including a housing, an input device (a 
keyboard 224), and an output device (a display 226), which 
is preferably a full graphic or full color Liquid Crystal 
Display (LCD). Other types of output devices may altema 
tively be utiliZed. A processing device (a microprocessor 
228) is shown schematically in FIG. 2 as coupled between 
the keyboard 224 and the display 226. The microprocessor 
228 controls the operation of the display 226, as well as the 
overall operation of the mobile device 112, in response to 
actuation of keys on the keyboard 224 by a user. 

[0029] The housing may be elongated vertically, or may 
take on other siZes and shapes (including clamshell housing 
structures). The keyboard may include a mode selection key, 
or other hardware or software, for switching between text 
entry and telephony entry. 
[0030] In addition to the microprocessor 228, other parts 
of the mobile device 112 are shown schematically in FIG. 
2. These include: a communications subsystem 200; a short 
range communications subsystem 202; the keyboard 224 
and the display 226, along with other input/output devices 
including a set of auxiliary I/O devices 206, a serial port 208, 
a speaker 210 and a microphone 212; as well as memory 
devices including a ?ash memory 216 and a Random Access 
Memory (RAM) 218; and various other device subsystems 
220. The mobile device 112 is preferably a two-way radio 
frequency (RF) communication device having voice and 
data communication capabilities. In addition, the mobile 
device 112 preferably has the capability to communicate 
with other computer systems via the Internet. 
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[0031] Operating system software executed by the micro 
processor 228 is preferably stored in a computer readable 
medium, such as the ?ash memory 216, but may be stored 
in other types of memory devices, such as a read only 
memory (ROM) or similar storage element. In addition, 
system softWare, speci?c device applications, or parts 
thereof, may be temporarily loaded into a volatile store, such 
as the RAM 218. Communication signals received by the 
mobile device may also be stored to the RAM 218. 

[0032] The microprocessor 228, in addition to its operat 
ing system functions, enables execution of softWare appli 
cations on the mobile device 112. A predetermined set of 
softWare applications that control basic device operations, 
such as a voice communications module 230A and a data 
communications module 230B, may be installed on the 
mobile device 112 during manufacture. A serial bypass 
module 230C may also be installed on the mobile device 112 
during manufacture, to implement aspects of the present 
invention. As Well, additional softWare modules, illustrated 
as an other softWare module 230N, Which may be, for 
instance, a personal information manager (PIM) application, 
may be installed during manufacture. The PIM application is 
preferably capable of organiZing and managing data items, 
such as e-mail messages, calendar events, voice mail mes 
sages, appointments, and task items. The PIM application is 
also preferably capable of sending and receiving data items 
via the Wireless carrier netWork 110. Preferably, the data 
items managed by the PIM application are seamlessly inte 
grated, synchronized and updated via the Wireless carrier 
netWork 110 With the device user’s corresponding data items 
stored or associated With a host computer system. 

[0033] Communication functions, including data and 
voice communications, are performed through the commu 
nication subsystem 200, and possibly through the short 
range communications subsystem 202. The communication 
subsystem 200 includes a receiver 250, a transmitter 252 and 
one or more antennas, illustrated as a receive antenna 254 

and a transmit antenna 256. In addition, the communication 
subsystem 200 also includes a processing module, such as a 
digital signal processor (DSP) 258, and local oscillators 
(LOs) 260. The speci?c design and implementation of the 
communication subsystem 200 is dependent upon the com 
munication netWork in Which the mobile device 112 is 
intended to operate. For example, the communication sub 
system 200 of the mobile device 112 may be designed to 
operate With the MobitexTM, DataTACTM or General Packet 
Radio Service (GPRS) mobile data communication net 
Works and also designed to operate With any of a variety of 
voice communication netWorks, such as Advanced Mobile 
Phone Service (AMPS), Time Division Multiple Access 
(TDMA), Code Division Multiple Access (CDMA), Per 
sonal Communications Service (PCS), Global System for 
Mobile Communications (GSM), etc. Other types of data 
and voice netWorks, both separate and integrated, may also 
be utiliZed With the mobile device 112. 

[0034] Network access requirements vary depending upon 
the type of communication system. Typically, an identi?er is 
associated With each mobile device that uniquely identi?es 
the mobile device or subscriber to Which the mobile device 
has been assigned. The identi?er is unique Within a speci?c 
netWork or netWork technology. For example, in MobitexTM 
netWorks, mobile devices are registered on the netWork 
using a Mobitex Access Number (MAN) associated With 
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each device and in DataTACTM netWorks, mobile devices are 
registered on the netWork using a Logical Link Identi?er 
(LLI) associated With each device. In GPRS netWorks, 
hoWever, netWork access is associated With a subscriber or 
user of a device. A GPRS device therefore requires a 
subscriber identity module, commonly referred to as a 
Subscriber Identity Module (SIM) card, in order to operate 
on a GPRS netWork. Despite identifying a subscriber by 
SIM, mobile devices Within GSM/GPRS netWorks are 
uniquely identi?ed using an International Mobile Subscriber 
Identify (IMSI) number. 

[0035] When required netWork registration or activation 
procedures have been completed, the mobile device 112 may 
send and receive communication signals over the Wireless 
carrier netWork 110. Signals received from the Wireless 
carrier netWork 110 by the receive antenna 254 are routed to 
the receiver 250, Which provides for signal ampli?cation, 
frequency doWn conversion, ?ltering, channel selection, 
etc., and may also provide analog to digital conversion. 
Analog-to-digital conversion of the received signal alloWs 
the DSP 258 to perform more complex communication 
functions, such as demodulation and decoding. In a similar 
manner, signals to be transmitted to the Wireless carrier 
netWork 110 are processed (e.g., modulated and encoded) by 
the DSP 258 and are then provided to the transmitter 252 for 
digital to analog conversion, frequency up conversion, ?l 
tering, ampli?cation and transmission to the Wireless carrier 
netWork 110 (or netWorks) via the transmit antenna 256. 

[0036] In addition to processing communication signals, 
the DSP 258 provides for control of the receiver 250 and the 
transmitter 252. For example, gains applied to communica 
tion signals in the receiver 250 and the transmitter 252 may 
be adaptively controlled through automatic gain control 
algorithms implemented in the DSP 258. 

[0037] In a data communication mode, a received signal, 
such as a text message or Web page doWnload, is processed 
by the communication subsystem 200 and is input to the 
microprocessor 228. The received signal is then further 
processed by the microprocessor 228 for an output to the 
display 226, or alternatively to some other auxiliary I/O 
devices 206. A device user may also compose data items, 
such as e-mail messages, using the keyboard 224 and/or 
some other auxiliary I/O device 206, such as a touchpad, a 
rocker sWitch, a thumb-Wheel, or some other type of input 
device. The composed data items may then be transmitted 
over the Wireless carrier netWork 110 via the communication 
subsystem 200. 

[0038] In a voice communication mode, overall operation 
of the device is substantially similar to the data communi 
cation mode, except that received signals are output to a 
speaker 210, and signals for transmission are generated by 
a microphone 212. Alternative voice or audio I/O sub 
systems, such as a voice message recording subsystem, may 
also be implemented on the device 1112. In addition, the 
display 226 may also be utiliZed in voice communication 
mode, for example, to display the identity of a calling party, 
the duration of a voice call, or other voice call related 
information. 

[0039] The short-range communications subsystem 202 
enables communication betWeen the mobile device 112 and 
other proximate systems or devices, Which need not neces 
sarily be similar devices. For example, the short-range 
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communications subsystem may include an infrared device 
and associated circuits and components, or a BluetoothTM 
communication module to provide for communication With 
similarly-enabled systems and devices. 

[0040] In FIG. 1, the mobile device 112 may become 
associated With the enterprise 100 through the direct con 
nection betWeen the mobile device 112 and the PC 120C of 
the enterprise 100 While an association process is executed 
at the PC 120C. 

[0041] The result of the association process may be the 
uploading of a device identi?er of the mobile device 112 to 
the PC 120C and the downloading of a Unique Identi?er 
(UID) of the mobile device server 104 from the PC 120C to 
the mobile device 112. The device identi?er may be con 
sidered a characteristic of the mobile device 112 (e.g., a 
device identi?er may be burned into the mobile device 112). 
The UID of the mobile device server 104 normally does not 
change. 
[0042] To provide centraliZed Wireless management ser 
vices, the relay 107 establishes a communication path With 
the multiple Wireless carrier netWorks 110. Speci?cally, the 
relay 107 may have an established communication path With 
each of the Wireless carrier netWorks 110Y, 110Z that is 
connected to the WAN 108 through a virtual private netWork 
(VPN). Further, each Wireless carrier netWork accessible 
only over a private line may have a private line to the relay 
107. Thus, for example, the exemplary Wireless carrier 
network 110X has an established communication path to 
relay 107. 

[0043] The mobile device server 104 provides the UID for 
the mobile device server 104 and the current address of the 
mobile device server 104 to the relay 107. 

[0044] With the described set-up, the mobile device server 
104, in conjunction With the relay 107, may provide cen 
traliZed management of Wireless communications, as fol 
loWs. After the mobile device 112 registers (in conventional 
fashion) With one of the Wireless carrier netWorks 110 With 
Which the relay 107 has an established communications 
path, the mobile device 112 sends a registration packet With 
its device identi?er and the UID of the mobile device server 
104 With Which the mobile device 112 is associated. This 
registration packet is received by the Wireless carrier net 
Work 110X and directed to the relay 107 With an identity of 
the Wireless carrier netWork 110X. On receiving this regis 
tration packet, the relay 107 associates the Wireless carrier 
netWork 110X With the device identi?er and returns a packet 
to the mobile device 112 With its oWn address. Any subse 
quent packets sent by the mobile device 112 are addressed 
to the relay 107. These subsequent packets include an 
indication of the UID. UtiliZing the UID, the relay 107 looks 
up the address of the mobile device server 104 and forWards 
the packet to the mobile device server 104 associated With 
the UID, via the WAN 108. 

[0045] Note that the term “packet” is used herein for an 
addressed unit of data that may also be called a “message”, 
a “frame” or, more generically, a “protocol data unit”. 

[0046] A packet from the enterprise server 102 intended 
for the mobile device 112 is addressed by the mobile device 
server 104 to the relay 107 and includes the device identi?er 
of the mobile device 112. The packet is forWarded to the 
relay 107 via the ?reWall 106. On the one hand, if the relay 
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107 holds an association of the device identi?er With a given 
Wireless carrier netWork 110, the packet is forWarded to that 
Wireless carrier netWork 110. On the other hand, in the 
absence of such an association, the intended recipient 
mobile device 112 may be considered to be unreachable, i.e., 
not currently connected to, or registered With, any of the 
Wireless carrier netWorks 110 With connections to the relay 
107. In such circumstances, the relay 107 may simply store 
the packet until the relay 107 becomes aWare of an asso 
ciation of the recipient mobile device 112 With one of the 
Wireless carrier netWorks 110 to Which a connection has 
been established. Alternatively, the relay 107 may return the 
packet to the mobile device server 104 With an indication 
that the mobile device 112 is unreachable. 

[0047] In FIG. 3, an enterprise 300 is illustrated With 
many elements in common With the enterprise 100 of FIG. 
1. Among elements of the enterprise 300 of FIG. 3 not found 
in the enterprise 100 of FIG. 1, a bypass router 316 is 
provided in the link betWeen the mobile device server 104 
and the ?reWall 106. The bypass router 316 may be loaded 
With computer executable instructions for executing meth 
ods exemplary of the present invention from a computer 
readable medium 314, Which could be a disk, a tape, a chip 
or a random access memory-containing a ?le doWnloaded 
from a remote source. Similarly, the PC 120C may be loaded 
With computer executable instructions for executing meth 
ods exemplary of the present invention from a computer 
readable medium 324, Which could be a disk, a tape, a chip 
or a random access memory containing a ?le doWnloaded 
from a remote source. 

[0048] As Will be apparent to a person of skill in the art, 
the PC 120C may be located external to the enterprise 300. 
Although not illustrated, the PC 120C may only have a 
connection to the WAN 108 and may have established a 
Virtual Private NetWork (V PN) connection to the LAN 118 
(via the ?reWall 106, but bypassing the relay 108), as is 
common practice. The connection betWeen the PC 120C and 
the WAN 108 may be Wired, for instance, if the PC 120C is 
in the user’s home and the enterprise is at the user’s 
Workplace. Alternatively, the connection betWeen the PC 
120C and the WAN 108 may be Wireless, for instance, if the 
PC 120C is a laptop computer and is being used in an airport 
or coffee shop. 

[0049] An exemplary design for the bypass router 316 is 
illustrated in FIG. 9 to include a processor 906. Connected 
to the processor 906 are elements to alloW communication 
With the various elements of the enterprise 300 of FIG. 3. In 
particular, a transmitter 922A and a receiver 920A alloW 
communication With the LAN 118, a transmitter 922B and 
a receiver 920B alloW communication With the mobile 
device server 104 and a transmitter 922C and a receiver 
920C alloW communication With the ?reWall 106. In addi 
tion, the processor 906 may be connected to a memory 904. 
Although FIG. 9 shoWs three different interfaces (each 
including a transmitter 922 and a receiver 920), it should be 
understood by a person of ordinary skill in the art that the 
bypass router 316 is more likely to include a single LAN 
interface With logical connections to the mobile device 
server 104, the LAN 118 and the ?reWall 106 all over the 
same interface. 

[0050] In overvieW, the direct connection betWeen the PC 
120C and the mobile device 112 in combination With the 
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local connection between the PC 120C and the bypass router 
316 may be utilized for delivery to the mobile device 112 of 
packets from the mobile device server 104 When the mobile 
device 112 is in the cradle or otherWise provided With a 
direct connection to the PC 120C. Transparent to the mobile 
device server 104, the bypass router 316 redirects packets 
destined for the mobile device 112 over the local connection 
to the PC 120C that has a direct connection With the mobile 
device 112. To facilitate such redirection, the PC 120C may 
be provided With a bypass driver, implemented as computer 
executable instructions (from the computer readable 
medium 324) executed on the PC 120C. 

[0051] The bypass driver at the PC 120C detects the 
establishment of a direct connection betWeen the PC 120C 
and the mobile device 112. The bypass driver then receives 
a request, from the mobile device 112, to form a local 
connection on a path to the mobile device server 104. 
HoWever, the bypass driver, instead, forms a local connec 
tion to the bypass router 316. In response to receiving the 
request, the bypass driver indicates to the bypass router 316 
that the direct connection has been established. As part of the 
establishment of the direct connection, the bypass driver 
determines the identity of the mobile device 112 such that, 
When indicating to the bypass router 316 that the direct 
connection has been established the bypass driver also 
indicates the identity of the mobile device 122 With Which 
the direct connection has been established. The bypass 
router 316 and the PC 120C then form a local connection. 
Subsequently, packets from the mobile device server 104 to 
the mobile device 112 are diverted aWay from the connec 
tion to the relay onto the local connection to the PC 120C. 
In the reverse direction, the bypass router 316, in conjunc 
tion With the bypass driver, directs packets from the mobile 
device 112 to the mobile device server 104. As such, the 
local connection betWeen the bypass router 316 and the 
bypass driver may be considered to be bidirectional. 

[0052] The bypass driver may be con?gured to operate 
only With a single mobile device or to operate With a main 
mobile device and multiple “guest” mobile devices. 

[0053] Advantageously, the bypass router 316 may be 
con?gured to support multiple routes across multiple remote 
and local technologies to the mobile device 112, based on 
the location of the mobile device at a speci?c point in time. 
To this end, the bypass router 316 may be con?gured to 
maintain a last-knoWn location of the mobile device 112. 
Such location knowledge may be gained through interpre 
tation of packets betWeen the remotely connected mobile 
device 112 and the mobile device server 104 or through 
receipt of indications from the bypass driver that the mobile 
device 112 is connected locally via a direct connection to a 
PC 120, or both. In particular, the bypass router 316 may be 
informed by the bypass driver When the mobile device 112 
connects via a direct connection to a PC 120. The bypass 
router 316 may react by forming a local connection to the PC 
120 and attempting to deliver a packet to the mobile device 
112 via the local connection to the PC 120. Due to the 
interposition of the bypass router 316 in the route from the 
relay 107 to the mobile device server 104, the bypass router 
316 may interpret packets passing betWeen the tWo elements 
to determine the state of the Wireless connection to the 
mobile device 112. When either the local connection or the 
remote connection is dropped, the bypass router 316 may 
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continually attempt to deliver a packet to the mobile device 
112 using the dropped connection While routing packets to 
the Working connection. 

[0054] As stated hereinbefore, the bypass router 316 may 
be installed in the link, via the ?reWall 106, betWeen the 
mobile device server 104 and the relay 107. The bypass 
router 316 may divert packets over a local connection to the 
PC 120C With a direct connection to the mobile device 112 
When the mobile device 112 is directly connected to the PC 
120C. 

[0055] Upon forming a direct connection With the PC 
120C, the mobile device 112 identi?es the mobile device 
server 104 to Which a connection is desired. In response, the 
bypass driver initiates the formation of a local connection 
betWeen the PC 120C and the bypass router 316. In the event 
that the mobile device 112 is connected to the relay 107 via 
a Wireless carrier netWork 110 using GSM/GPRS. The 
mobile device 112 may maintain the Wireless connection to 
the relay 107 open through a mechanism called GCMP 
“pings”. This maintenance may be continued even When all 
necessary services are determined to be available through 
the local connection. 

[0056] For each conventional Wireless (remote) connec 
tion betWeen the mobile device server 104 and the mobile 
device 112, the mobile device server 104 typically creates a 
bidirectional connection to the relay 107. The mobile device 
server 104 and the relay 107 authenticate each other using a 
predetermined authentication sequence. When the bypass 
router 316 is installed in the link betWeen the mobile device 
server 104 and the relay 107, the mobile device server 104 
creates a bidirectional connection to the bypass router 316 
and the bypass router 316 creates a bidirectional connection 
to the relay 107 via the ?reWall 106. These connections may, 
for instance, be implemented using the knoWn Transmission 
Control Protocol (TCP). The predetermined authentication 
sequence betWeen the mobile device server 104 and the 
relay 107 may take place even When the bypass router 316 
is interposed betWeen the devices through the con?guration 
of the bypass router 316 to pass through authentication 
protocol packets containing a connection-speci?c authenti 
cation key and UID employed in the predetermined authen 
tication sequence. As such, the bypass router 316 does not 
have to be con?gured With the UID already associated With 
the mobile device server 104 and the corresponding authen 
tication key. HoWever, the bypass router 316 may be con 
?gured to maintain a record associating each connection to 
the relay 107 With the UID that is associated With the mobile 
device server 104. 

[0057] A similar (if not identical) authentication protocol 
may be used to alloW the mobile device 112 and the mobile 
device server 104 to authenticate each other. Ideally, the 
mobile device server 104 is unaWare of the true nature of the 
device (relay 107 or mobile device 112) With Which the 
sequence of authentication packets is being exchanged. 
Preferably, the exchange of authentication packets betWeen 
the mobile device 112 and the mobile device server 104 
occurs in a manner in Which the bypass router 316 can verify 
successful authentication Without knoWing the secret key 
held by the mobile device 112 and the mobile device server 
104. 

[0058] An exemplary authentication protocol combines 
tWo runs of the Schnorr identi?cation scheme to provide 
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mutual authentication for the mobile device 112 and mobile 
device server 104. For information on the Schnorr identi? 
cation scheme, see A. MeneZes, P. van Oorschot and S. 
Vanstone, Handbook of Applied Cryptography, CRC Press, 
NeW York, N.Y., 1997, hereby incorporated herein by ref 
erence. 

[0059] The ?rst run of the Schnorr identi?cation scheme, 
illustrated in FIG. 4A alloWs the mobile device 112 to 
authenticate itself to the mobile device server 104. In 
particular, the mobile device 112 selects a random number 
and determines a commitment using a master encryption 
key. The mobile device 112 then sends the commitment to 
the mobile device server 104 (step 402A). The mobile 
device server 104 selects a random challenge and sends the 
challenge to the mobile device 112 (step 404A). The mobile 
device 112 then uses the received challenge along With the 
original random number to determine a proof. The mobile 
device 112 then sends the proof to the mobile device server 
104 (step 406A). The mobile device server 104 uses the 
commitment, a public cryptographic key associated With the 
mobile device 112, the proof and the challenge to authen 
ticate the mobile device 112. 

[0060] The second run of the Schnorr identi?cation 
scheme, illustrated in FIG. 4B alloWs the mobile device 
server 104 to authenticate itself to the mobile device 112. In 
particular, the mobile device server 104 selects a random 
number and determines a commitment using the master 
encryption key. The mobile device server 104 then sends the 
commitment to the mobile device 112 (step 402B). The 
mobile device 112 selects a random challenge and sends the 
challenge to the mobile device server 104 (step 404B). The 
mobile device server 104 then uses the received challenge 
along With the original random number to determine a proof. 
The mobile device server 104 then sends the proof to the 
mobile device 112 (step 406B). The mobile device 112 uses 
the commitment, a public cryptographic key associated With 
the mobile device server 104, the proof and the challenge to 
authenticate the mobile device server 104. 

[0061] For economy of traf?c, the tWo runs may be 
interleaved into a four-packet authentication sequence illus 
trated in FIG. 5. The mobile device 112 initiates authenti 
cation immediately after establishing a link With the bypass 
router 316. 

[0062] The mobile device 112 initially selects a random 
number and determines a device commitment using the 
master encryption key. The mobile device 112 then sends the 
device commitment to the mobile device server 104 (step 
502). The mobile device server 104 selects a random number 
and determines a server commitment using the master 
encryption key. The mobile device server 104 also selects a 
device challenge and sends the server commitment and the 
device challenge to the mobile device 112 (step 504). The 
mobile device 112 then uses the received challenge along 
With the original random number to determine a device 
proof. The mobile device 112 also selects a server challenge 
and sends the device proof and the server challenge to the 
mobile device server 104 (step 506). The mobile device 
server 104 uses the device commitment, a public crypto 
graphic key associated With the mobile device 112, the 
device proof and the device challenge to authenticate the 
mobile device 112. The mobile device server 104 also uses 
the received server challenge along With the original random 
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number to determine a device proof. The mobile device 
server 104 then sends the server proof to the mobile device 
112 (step 508). The mobile device 112 uses the server 
commitment, a public cryptographic key associated With the 
mobile device server 104, the server proof and the server 
challenge to authenticate the mobile device server 104. 

[0063] The bypass router 316 may record the information 
sent betWeen the mobile device 112 and mobile device 
server 104 and use the information to verify that the mobile 
device 112 and mobile device server 104 have properly 
authenticated each other. In particular, the bypass router 316 
may determine a server product from authentication factors 
including the server proof, the server challenge and the 
server commitment and may determine a device product 
from authentication factors including the device proof, the 
device challenge and the device commitment. If the server 
product does not equal the device product, the bypass router 
316 may consider that the mobile device 112 and mobile 
device server 104 have not properly authenticated each 
other. The bypass router 316 may be con?gured to not 
forWard other types of packets until successful completion 
of the authentication sequence. 

[0064] Once the mobile device 112 has been authenticated 
by the mobile device server 104, the How of packets from the 
mobile device server 104 to the mobile device 112 via the 
bypass router 316 and the bypass driver may begin. Steps of 
an exemplary method of handling, at the bypass router 316, 
packets from the mobile device server 104 to the mobile 
device 112 is illustrated in FIG. 6. The bypass router 316 
may initially receive a packet (step 602) sent by the mobile 
device server 104 to the mobile device 112. The bypass 
router 316 may then examine the destination address of the 
packet to determine the device identi?er of the mobile 
device 112 (step 604) to Which the packet is addressed and 
determine Whether the identi?ed mobile device 112 is 
knoWn to be connected via a bypass driver (step 606). If the 
bypass router 316 determines, for instance, that the identi 
?ed mobile device 112 is connected via a bypass driver 
executed at the PC 120C, the bypass router 316 then 
determines (step 608) Whether the connection to the mobile 
device 112 via the bypass router is a loWer cost connection 
that the connection to the mobile device 112 via the relay 
107. 

[0065] If the connection to the mobile device 112 via the 
bypass router is determined to be the loWer cost connection, 
the bypass router 316 diverts the packet to the PC 120C (step 
610). If the bypass router 316 determines that the connection 
to the mobile device 112 via the relay 107 is the loWer cost 
connection, the bypass router 316 transmits the packet to the 
relay 107 (step 612) in a conventional manner. 

[0066] Additionally, if the bypass router 316 determines 
(step 606) that the mobile device 112 is not connected via a 
bypass driver, the bypass router 316 transmits the packet to 
the relay 107 (step 612) in a conventional manner. 

[0067] Notably, the characteristic used to distinguish the 
connections (step 608) may be any one or more metrics, 
Where cost is given as an example metric. Speed and 
reliability of a given connection are other example metrics. 
Since the connection to the PC 120C at Which the bypass 
driver is executed in conjunction With the connection (serial, 
USB, BluetoothTM) from the PC 120C to the mobile device 
112 is typically characterized as “cheap and fast” When 
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compared to the connection to the mobile device 112 via the 
relay 107, Which may be characterized as “sloW and expen 
sive”, the comparison of the characteristics of the connec 
tions (step 608) may be eliminated completely such that, if 
a local connection to the bypass driver exists, packets are 
routed to the bypass driver. That is, the bypass router 316 
may be con?gured so that the local connection alWays 
“Wins”. 

[0068] The handling, at the bypass router 316, of packets 
from the mobile device 112 to the mobile device server 104 
may be considered more straightforward in that the bypass 
router 316 is not expected to make a decision as to Where to 
route a given packet received from the mobile device 112. 
The bypass router 316 may initially receive a packet sent by 
the mobile device 112 to the mobile device server 104. The 
bypass router 316 may then transmit the packet to mobile 
device server 104. 

[0069] A packet sent to the mobile device 112 via the 
bypass router 316 and the bypass driver at the PC 120 may 
be found to be undeliverable, for instance, When the mobile 
device 112 has been disconnected from the cradle. Such an 
undeliverable status may cause the bypass driver to transmit 
an error indication to the bypass router 316. Preferably, the 
bypass router 316, upon receiving such an error indication, 
reports to the mobile device server 104 the non-delivery of 
the packet. This assumes that the mobile device server 104 
is con?gured to support packets being returned in the case of 
an unreachable mobile device. The mobile device server 104 
may then perform a normal set of non-delivery error han 
dling procedures, Which procedures often include a second 
attempt to deliver the packet (a “retry”). The mobile device 
server 104 is not provided With knowledge that the packet 
delivery attempt Was sent via the bypass driver to the mobile 
device 112. 

[0070] In an another instance, the mobile device 112 is 
initially not connected to a PC 120 and is similarly unreach 
able via the Wireless carrier netWorks 110. A packet sent to 
the mobile device 112 by the mobile device server 104 is 
forWarded by the bypass router 316 to the router 107, given 
the lack of bypass driver connection. Subsequent to the 
forWarding, the mobile device 112 forms a serial connection 
With a PC 120 and the corresponding bypass driver indicates 
the connection to the bypass router 316. At the relay 107, the 
packet may be found to be undeliverable. Accordingly, the 
relay 107 transmits an “unreachable” indication back to the 
bypass router 316. The bypass router 316 then forWards the 
“unreachable” indication to the mobile device server 104. 
Based on the connection of the mobile device 112 to the 
bypass driver, the bypass router then indicates to the mobile 
device server 104 that the mobile device 112 is “in service”. 
The mobile device server 104 then resends the packet to the 
bypass router 316 for forWarding to the relay 107. Instead, 
the bypass router 316 sends the packet to the bypass driver 
at the PC 102, Where the packet is forWarded to the mobile 
device 112. 

[0071] Notably, the bypass router 316 may be con?gured 
to forWard the packet to the bypass driver upon receiving the 
“unreachable” indication from the relay 107. HoWever, 
simplicity of design is maintained by sending the packet all 
the Way back to the mobile device server 104, as standard 
mechanisms for doing so already exist. 

[0072] In the case Where the mobile device 112 loses 
Wireless connectivity (i.e., loses a connection to the Wireless 
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netWork 110X) but maintains connectivity to the bypass 
router 316, the bypass router 316 may inform the mobile 
device server 104 that the mobile device 112 is connected 
and available to receive data. The mobile device server 104 
is, ideally, unaWare that the connectivity to the mobile 
device 112 is via the bypass driver. The end result of this 
transparency is delivery of data from the mobile device 
server 104 to the mobile device 112, and vice versa, even 
When Wireless connectivity is not available. 

[0073] The mobile device 112 may be adapted to sense 
Whether a local connection to the mobile device server 104 
or remote connection to the mobile device server 104 is 
available, or both. For instance, the direct connection may be 
detected by the mobile device 112 by noting a change in 
status of one or more serial pins on the RS-232 or USB 
connector. This contrasts With the mobile device server 104, 
Which is not provided With aWareness of the type of con 
nection to the mobile device 112. With this connection-type 
information sensed, the mobile device 112 can indicate to an 
application that a loWer-cost/higher speed connection is 
available (i.e., a direct connection versus a Wireless connec 
tion). The application on the mobile device 112, so 
informed, can then decide to initiate a bulk-doWnload data 
transfer or high-volume data exchange With the mobile 
device server 104 or other servers. Since the mobile device 
server 104 has no knoWledge of the type of connection to the 
mobile device 112, the mobile device server 104 cannot be 
expected to determine When to initiate such types of data 
transfers. The mobile device 112 may, for instance, indicate 
to the application the type of connectivity available by 
classifying the characteristics of the connection as either 
“cheap and fast” or “sloW and expensive”, these character 
istics typically being synonymous With direct and Wireless 
connectivity respectively. 

[0074] When negotiating the use of the direct connection, 
the mobile device 112 may be required to provide a list of 
services to contact. The bypass driver may be capable of 
determining Which of the services, in the provided list of 
services, are accessible. For example, the bypass driver may 
be pre-con?gured With a list of accessible services, or a 
protocol betWeen the mobile device 112 and the mobile 
device server 104 may be initiated to test for accessibility 
through the bypass driver. Since the bypass driver connects 
through the bypass router 316 to the mobile device server 
104, the bypass router 316 may not be able to route certain 
services such as Web client applications or peer-to-peer 
applications that the mobile device 112 can normally access 
When connected to the mobile device server 104 via the relay 
107. Therefore, those packets that the bypass router 316 is 
unable to route to the mobile device 112 may have to be 
forWarded, by the bypass router 316, to the relay 107 for 
further routing. 

[0075] The bypass router 316 offers an additional level of 
security for packets routed betWeen the mobile device server 
104 and the mobile device 112 as compared to the scenario 
Wherein packets are routed via the relay 107 and the Wireless 
netWork 110. The bypass router 316 may operate a unique 
authentication protocol as part of the protocol used for 
exchanges betWeen the mobile device 112 and the mobile 
device server 104. Using this unique protocol, the bypass 
router 316 can verify that the mobile device 112 and mobile 
device server 104 have successfully authenticated each other 
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without needing to know the secret master encryption key 
shared between the mobile device 112 and mobile device 
server 104. 

[0076] The bypass router 316 may also offer the serial 
bypass service to mobile devices that operate using Wireless 
Local Area Networking (WLAN) technology. 
[0077] In FIG. 7, an enterprise 700 is illustrated with 
many elements in common with the enterprise 300 of FIG. 
3. Among the elements of the enterprise 700 of FIG. 7 not 
found in the enterprise 300 of FIG. 3 is a wireless router 
722. Wirelessly connected to the wireless router 722 is a 
mobile device 712 with WLAN connectivity supported. 
WLAN connectivity may, for example, be provided accord 
ing to IEEE standards such as 802.1lb, 802.1la, 802.11g. 
The mobile device 712 with WLAN connectivity supported 
has the bypass driver software built-in and, as such, not need 
to rely on a physical serial link to a personal computer. 
Essentially, the WLAN becomes the equivalent of the local 
connection to the bypass driver and a connection internal to 
the mobile device 112 becomes the equivalent of the direct 
connection between the bypass driver and the mobile device. 
The bypass router 316 can offer a bypass function to the 
mobile device 712 that operates in “dual wireless modes”. 
The “dual-mode” mobile device 712 may support typical 
Wireless Wide-Area Network (WWAN) connectivity via 
one of the cellular network technologies available through 
the wireless carrier networks 110 as well as a WLAN 
connectivity via the wireless router 722. The cellular net 
work technologies include GSM/GPRS, CDMA/lX Evolu 
tion Data Only (EvDO), or Third Generation Cellular (3G). 
The bypass router 316 then may offer the bypass function 
when the mobile device 712 is connected to the enterprise 
700 of FIG. 7 via the WLAN technology. The WLAN type 
of connectivity may be considered to equate to the previ 
ously discussed local connection because WLAN connec 
tivity may be considered to offer a “cheap and fast” data 
transfer characteristic. 

[0078] As will be appreciated, although not illustrated, 
there may a situation wherein the mobile device 712 is 
connected to the LAN 118 via the wireless router 722 in 
addition to being connected to the LAN 118 via a connection 
to the PC 120C and being connected to the relay 107 via the 
wireless network 110X. That is, the bypass router 316 may 
be required to select between three connections to the 
mobile device 712. 

[0079] In FIG. 8, a ?rst enterprise 800A is illustrated 
connected to a second enterprise 800B. Those elements of 
the ?rst enterprise 800A that are illustrated include a ?rst 
LAN 118A connected to a ?rst enterprise server 102A, a ?rst 
bypass router 316A and a wireless router 822A. Addition 
ally, the ?rst enterprise server 102A and the ?rst bypass 
router 316A are connected to a ?rst mobile device server 
104A. 

[0080] Similarly, those elements of the second enterprise 
800B that are illustrated include a second LAN 118B 
connected to a second enterprise server 102B, a second 
bypass router 316B, the ?rst LAN 118A and a ?rewall or 
proxy server 106B, which ?rewall 106B is also connected to 
the second bypass router 316B. Additionally, the second 
enterprise server 102B and the second bypass router 316B 
are connected to a ?rst mobile device server 104A. 

[0081] Consider a mobile device 812 that is only WLAN 
capable and is associated with the second mobile device 
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server 104B. In such a case, the ?rst bypass router 316A may 
become the only router for packets to the second mobile 
device server 104B from the mobile device 812 and in the 
reverse direction. Consequently, the relay 107 is never used 
for routing packets to the WLAN-only capable mobile 
device 812. 

[0082] By installing the second bypass router 316B behind 
all corporate ?rewalls, it is possible to create a hybrid 
wireless network cluster based on WLAN technology. The 
?rst bypass router 316A and second bypass router 316B can 
be self-con?guring such that data received at the ?rst bypass 
router 316A could be routed to the second bypass router 
316B, i.e., the bypass router 316B that is connected to the 
second mobile device server 104B that the WLAN-only 
capable mobile device 812 is trying to reach. This could be 
considered a loosely-coupled, dynamically-con?gured net 
work cluster. Bypass routers 316 connected in this way may 
also be used for WWAN type networks but the model and 
usefulness is less clear. 

[0083] A generic bypass router is essentially a router with 
knowledge of the location and type of connectivity available 
to a speci?c mobile device. As bypass routers can,be inter 
connected, as shown via the ?rst LAN 118A and the second 
LAN 118B, there is an allowance for the building of 
networks of bypass routers 316 that can provide lower cost 
routing and utiliZation of landline networking equipment, as 
well as redundancy in the case of failed network links, and 
packet traf?c load balancing. Interconnecting bypass routers 
316 also allows packets to flow across ?rewalls, thus extend 
ing the range of connectivity for a mobile device operating 
outside a corporate domain. 

[0084] Given the capabilities of the bypass router 316, it 
may be considered further advantageous to allow for a data 
transfer that has already begun over a remote connection to 
be re-routed to a local connection if a local connection 
becomes available or, conversely, to allow for a data transfer 
to be continued over a remote connection if a local connec 

tion, in use for the initial stages of the data transfer, becomes 
unavailable. 

[0085] By using explicit acknowledgements, the bypass 
router 316 (FIG. 3) may be able to determine whether those 
packets that have been sent to the mobile device 112 has 
been received by the mobile device 112. When packets sent 
over a ?rst connection to the mobile device 112 are not 
acknowledged and the bypass router 316 receives an indi 
cation that the mobile device 112 has become available over 
a second connection, the unacknowledged packets may then 
be routed to the mobile device 112 through over the second 
connection. 

[0086] Additionally, based on the cost and speed of the 
newly available second connection, it may that larger quan 
tities of data may now be transferred to the mobile device 
112 than could practically be transferred to the mobile 
device 112 over the ?rst connection. Transfer of these larger 
quantities of data may have been suspended earlier, based on 
the cost and speed of the ?rst connection. For example, when 
performing large bulk synchronization to a newly commis 
sioned mobile device, the large data transfers may be 
suspended by the bypass router 316 until the mobile device 
is accessible via a low-cost, high-bandwidth local connec 
tion. 

[0087] Although not presented as part of the present 
speci?cation, it should be understood that many protocols, 
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either novel or pre-existing, may have to be employed to 
facilitate communication: betWeen the mobile device server 
104 and the bypass router 316; betWeen the PC 120C and the 
mobile device 112; and betWeen a ?rst bypass router 316A 
and a second bypass router 316B. 

[0088] Advantageously, When the mobile device 112 is 
connected to the local network, it is normally very cost 
effective to transfer data via the local connection, even When 
a remote connection is simultaneously available. Such cost 
effectiveness is often due to the economics of data trans 
mission using Wireline technology versus Wireless technol 
ogy, Where Wireline netWorks tend to be signi?cantly 
cheaper, and offer higher bandWidth, than Wireless netWorks. 
Exploiting local connectivity may provide loWer data deliv 
ery charges to the user and may offer high quality data 
delivery. Therefore, using this local netWork connectivity, 
When available, may provide an overall higher quality 
product for the user. 

[0089] Other modi?cations Will be apparent to those 
skilled in the art and, therefore, the invention is de?ned in 
the claims. 

1. A method of routing a protocol data unit from a mobile 
device server to a mobile data communication device, said 
mobile device server for serving information to said mobile 
data communication device, said mobile communication 
device capable of receiving said protocol data unit over a 
?rst network connection and a second netWork connection, 
said method comprising: 

receiving said protocol data unit from said mobile device 
server, said protocol data unit directed for delivery over 
said ?rst netWork connection, said protocol data unit 
specifying a destination address; 

determining an identity of said mobile data communica 
tion device from said destination address; 

determining an association betWeen said identity and said 
second netWork connection; 

determining that said protocol data unit is a server authen 
tication packet; 

recording a server authentication factor from said server 
authentication packet, said server authentication factor 
for use in forming a server authentication product; and 
redirecting said server authentication packet over said 
second netWork connection. 

2. The method of claim 1 further comprising, before 
determining said association: 

receiving an indication that said mobile data communi 
cation device associated With said identity has formed 
a connection With a second apparatus; and 

forming said second netWork connection to said second 
apparatus. 

3. (canceled) 
4. The method of claim 2 further comprising: 

receiving a device authentication packet from said second 
apparatus; 

recording a device authentication factor from said device 
authentication packet, said device authentication factor 
for use in forming a device authentication product; and 
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transmitting said device authentication packet to said 
mobile device server. 

5. The method of claim 4 further comprising: 

forming said server authentication product from said 
server authentication factor; 

forming said device authentication product from said 
device authentication factors; 

comparing said server authentication product to said 
device authentication product; and 

processing further packets having said destination address 
based on the result of said comparing. 

6. The method of claim 2 further comprising: 

receiving an indication of a termination of said device 
connection betWeen said second apparatus and said 
mobile data communication device associated With said 
identity; and 

recording an identity of said second apparatus as a last 
knoWn location of said mobile data communication 
device. 

7. The method of claim 2 Wherein said device connection 
formed With said second apparatus by said mobile data 
communication device is a direct Wire connection. 

8. The method of claim 7 Wherein said direct Wire 
connection is a Universal Serial Bus connection. 

9. The method of claim 7 Wherein said direct Wire 
connection is a 9-pin serial connection. 

10. The method of claim 2 Wherein said device connection 
formed With said second apparatus by said mobile data 
communication device is a Wireless connection. 

11. The method of claim 10 Wherein said Wireless con 
nection is a Bluetooth connection. 

12. The method of claim 10 Wherein said Wireless con 
nection is a Wireless local area netWork connection. 

13. The method of claim 10 Wherein said Wireless con 
nection is an infrared connection. 

14. The method of claim 1 further comprising, before 
determining said association: 

receiving an indication that said mobile data communi 
cation device associated With said identity has formed 
a ?rst device connection With a ?rst apparatus; and 

forming a ?rst netWork connection to said ?rst apparatus. 
15. The method of claim 14 further comprising: 

receiving an indication of a termination of said ?rst device 
connection betWeen said ?rst apparatus and said mobile 
data communication device; and recording an identity 
of said ?rst apparatus as a last-knoWn location of said 
mobile data communication device. 

16. A routing apparatus comprising: 

a receiver for receiving a protocol data unit from a mobile 
device server of information to mobile data communi 
cation devices for delivery over a ?rst netWork con 
nection, said protocol data unit specifying a destination 
address; 

a processor adapted to: 

determine an identity of a mobile data communication 
device from said destination address; and 

determine an association betWeen said identity and a 
second netWork connection; 
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determine that said protocol data unit is a server 
authentication packet; 

record a server authentication factor from said server 
authentication packet, said server authentication fac 
tor for use in forming a server authentication prod 

uct, 

redirect said server authentication packet over said 
second netWork connection; and 

a transmitter for transmitting said server authentication 
packet over said second netWork connection. 

17. A computer readable medium containing computer 
executable instructions that, When performed by processor 
in a routing apparatus, cause said processor to: 

receive a protocol data unit from a server of information 
to mobile data communication devices directed for 
delivery over a ?rst netWork connection, said protocol 
data unit specifying a destination address; 

determine an identity of a mobile data communication 
device from said destination address; and 

determine an association betWeen said identity and a 
second netWork connection; 

determine that said protocol data unit is a server authen 
tication packet, 

record a server authentication factor from said server 
authentication packet, said server authentication factor 
for use in forming a server authentication product; and 

redirect said server authentication packet over said second 
netWork connection. 

18. At a mobile communication device, a method of 
routing data to a server of mobile communication devices, 
said method comprising: 

determining Whether a path to said server is available, 
Where said path includes a local connection; 

determining a type for a data transfer; and 

Where said type for said data transfer is among a set of 
types pre-determined to be suited to local connections 
to said server and said local connection to said server 
is determined to be available, routing said data transfer 
over said path. 

19. The method of claim 18 Wherein said determining 
Whether said path to said server is available comprises 
detecting a presence of a direct connection to an apparatus 
associated With said local connection. 

20. The method of claim 19 further comprising: 

providing, to said apparatus, a list of services to contact; 
and 

receiving, from said apparatus, an indication of accessi 
bility of said services. 

21. A mobile data communication device comprising a 
processor adapted to: 

determine Whether a path to a server of mobile commu 

nication devices is available, Where said path includes 
a local connection; 
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determine a type for a data transfer; and 

Where said type for said data transfer is among a set of 
types pre-determined to be suited to local connections 
to said server and said local connection to said server 
is determined to be available, route said data transfer 
over said path. 

22. A computer readable medium containing computer 
executable instructions that, When performed by processor 
in a mobile data communication device, cause said proces 
sor to: 

determine Whether a path to a server of mobile data 
communication devices is available, Where said path 
includes a local connection; 

determine a type for a data transfer; and 

Where said type for said data transfer is among a set of 
types pre-determined to be suited to local connections 
to said server and said local connection to said server 
is determined to be available, route said data transfer 
over said path. 

23. At a mobile communication device, a method of 
routing data to a server to such mobile communication 
devices, said method comprising: 

determining Whether a path to said server is available, 
Where said path includes a local connection; 

determining a type for a data transfer; and 

Where said type for said data transfer is among a set of 
types pre-determined to be suited to local connections 
to said server and said local connection to said server 
is determined to be unavailable, deferring said data 
transfer until a time at Which said local connection is 
determined to be available. 

24. At a mobile data communication device, a method of 
handling a data transfer betWeen said mobile data commu 
nication device and a server of data to such mobile devices, 
said method comprising: 

detecting an availability of a path to said server, Where 
said path includes a local connection, Where said local 
connection is local to both said mobile data commu 
nication device and said server; and 

Where a data transfer is in progress over a ?rst connection 
to said server, routing said data transfer over said path. 

25. At a mobile data communication device, a method of 
handling a data transfer betWeen said mobile data commu 
nication device and a server of data to such mobile devices, 
said method comprising: 

detecting an end to availability of a path to said server, 
Where said path includes a local connection, Where said 
local connection is local to both said mobile data 
communication device and said server; and 

Where a data transfer is in progress over said path to said 
server, routing said data transfer over a ?rst connection 
to said server. 

26. (canceled) 
27. (canceled) 


