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CODE LINKING SYSTEM 

RELATED APPLICATIONS 

[0001] This application is a continuation of application 
Ser. No. 09/477,169, entitled, “Code Linking System,” ?led 
on Jan. 4, 2000, by Donald Stem, Which is incorporated 
herein by reference for all purposes. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to methods 
and apparatus for linking software modules for execution. 
More particularly, the present invention relates to methods 
and apparatus for linking softWare When the software mod 
ules are loaded rather than during compilation of the code 
modules. 

BACKGROUND OF THE INVENTION 

[0003] A dynamic link library (DLL) is a collection of 
programs or program ?les, any of Which are typically called 
When needed by a larger main program. A DLL may contain 
source code to do a variety of functions. For instance, a DLL 
is often used to enable the main program to communicate 
With a speci?c device such as a printer or scanner. 

[0004] One advantage of DLLs is that since they are not 
loaded into random access memory (RAM) With the main 
program, space is saved in RAM. Rather, When and if a DLL 
is needed, then it is loaded and run. For example, When a 
user is editing a document, the printer DLL need not be 
loaded into RAM. If the user decides to print the document, 
then the Word processing application causes the printer DLL 
to be loaded and run. The same DLL can be shared betWeen 
several tasks rather than each task containing copies of the 
routines it uses. 

[0005] A DLL is an executable ?le that traditionally can 
not be run independently. In other Words, a DLL can only be 
run by being called from another executable ?le. This is 
typically accomplished through subroutine calls. For 
instance, the executable for the main program may be 
compiled With a library of “stubs” Which alloW link errors to 
be detected at compile-time. Then, at run-time, the library 
calls may be patched With the addresses of the real shared 
library routines, possibly via a jump table. The use of 
subroutine calls is disadvantageous for several reasons. 
First, there is a substantial amount of overhead involved in 
calling each subroutine and returning to the main program. 
Second, maintenance of the jump table and the time to 
perform a lookup in the jump table is substantial. Third, it is 
important that the correct version of the libraries be linked. 
Since linking is performed during compile-time, code modi 
?cations of the libraries typically requires recompilation to 
link the correct versions of the libraries. 

[0006] An alternative to performing subroutine calls is to 
make library calls part of the operating system kernel and 
enter each of them via a trap instruction. HoWever, similar 
to the use of subroutine calls, this alternative requires a call 
and return for each library call. Accordingly, this is generally 
as ine?icient as an ordinary subroutine call. 

[0007] In vieW of the above, it Would be desirable if a 
mechanism for linking DLLs to reduce the required execu 
tion time Were developed. Moreover, it Would be desirable 
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if DLLs could be linked such that re-compilation Were not 
required upon modi?cation of the DLLs. 

SUMMARY OF THE INVENTION 

[0008] An invention is described herein that links DLLs 
for execution. Rather than calling DLLs from a main pro 
gram or through the use of separate trap instructions, the 
DLLs are linked together in the order of execution. This is 
accomplished When the DLLs are loaded rather than during 
compilation or execution. 

[0009] In addition to linking DLLs, the present invention 
may be used to link executable code in a variety of systems 
and for a variety of uses. One method of linking a set of code 
modules for execution includes determining one or more 
code modules to be executed. Next, a hierarchical order in 
Which the one or more code modules are to be executed is 
ascertained. The one or more code modules to be executed 
are then loaded, and a chain connecting the one or more code 
modules is built. Once the chain is built, the code modules 
Will automatically execute in the hierarchical order When a 
?rst one of the one or more code modules is executed. 

[0010] Amodule that is shared by more than one chain has 
an option of executing multiple code modules once its 
execution has completed. In accordance With one aspect of 
the invention, building the chain involves obtaining a ?rst 
one of the one or more code modules that have been loaded. 
Next, it is determined Whether the ?rst one of the one or 
more code modules can subsequently execute a second one 
of the one or more code modules upon completion of 
execution of the ?rst one of the one or more code modules. 
In other Words, the second code module may be executed 
depending upon the chain Which is folloWed during execu 
tion. When it is determined that the ?rst one of the one or 
more code modules can subsequently execute a second one 
of the one or more code modules, a branch table associated 
With the ?rst one of the one or more code modules is updated 
to identify an entry point of the second one of the one or 
more code modules. This process is performed for each 
potential chain of execution and for each module so that 
entry points for all potential routes are stored in the appro 
priate branch tables. 

[0011] According another aspect of the invention, the 
present invention is used to con?gure a hardWare interface. 
More particularly, a desired con?guration is compared With 
a set of rules Which specify an associated set of DLLs and 
a hierarchical order in Which the set of DLLs may be 
executed. The con?guration is compared to the set of rules 
to obtain the set of DLLs and the hierarchical order. The set 
of DLLs is then loaded and a chain is built that connects the 
set of DLLs in the appropriate order of execution. 

[0012] The present invention may be advantageously used 
to link code modules such as DLLs for execution. Since the 
code modules need not be called by a main program, the 
time that is typically required to call each code module and 
return to the main program is eliminated. Moreover, since 
linking is performed during load time, it is unnecessary to 
recompile the code modules When modi?ed code modules 
are loaded. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 is a block diagram illustrating an exemplary 
system in Which the present invention may be implemented. 
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[0014] FIG. 2A is a diagram illustrating the inclusion of 
a branch table in the third DLL 112 shown in FIG. 1. 

[0015] FIG. 2B is a diagram illustrating the updating of 
the branch table provided in the third DLL 112 as shoWn in 
FIG. 2A. 

[0016] FIG. 3 is a process How diagram illustrating one 
implementation of an interface manager in accordance With 
an embodiment of the invention. 

[0017] FIG. 4 is a process How diagram illustrating one 
method of building a chain connecting a set of DLLs such 
that they Will automatically execute in the hierarchical order 
as shoWn at block 312 of FIG. 3. 

[0018] FIG. 5 is a process How diagram illustrating one 
method of executing a single chain of DLLs. 

[0019] FIG. 6 is a block diagram of a netWork device that 
may be con?gured to implement aspects of the present 
invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0020] In the folloWing description, numerous speci?c 
details are set forth in order to provide a thorough under 
standing of the present invention. It Will be apparent, hoW 
ever, to one skilled in the art, that the present invention may 
be practiced Without some or all of these speci?c details. In 
other instances, Well knoWn process steps have not been 
described in detail in order not to unnecessarily obscure the 
present invention. 

[0021] The present invention provides a code linking 
system Which may be used to link code modules When the 
code modules are loaded. In the folloWing description, the 
present invention is described With reference to DLLs. 
HoWever, the present invention may be used to load and link 
other code modules to minimiZe the speed of execution of 
the code modules. 

[0022] Referring to FIG. 1, an exemplary system in Which 
the present invention may be implemented is illustrated. As 
shoWn, a router 102 includes a ?rst interface 104 and a 
second interface 106. During con?guration of the router 102, 
the ?rst interface 104 and the second interface 106 may be 
con?gured to support a variety of desired functions. As one 
example, it may be desirable to specify that the interfaces 
104 and 106 are Ethernet interfaces and that encryption is 
desired. As another example, it may be desirable to limit the 
number of packets (e.g., via an access list) that may be 
forWarded or received by the interfaces 104 and 106. During 
con?guration of each of the interfaces 104 and 106, the 
con?guration is typically accomplished through the loading 
and execution of a set of DLLs corresponding to the desired 
functions to be supported by the respective interface. More 
over, it is typically necessary to execute the set of DLLs in 
a speci?c order that permits proper functioning of the 
interfaces 104 and 106. 

[0023] Rather than calling each of the set of DLLs from a 
main program in the proper order, the present invention 
builds an executable chain of DLLs as appropriate for each 
interface. As shoWn in FIG. 1, a ?rst executable chain of 
DLLs is built for the ?rst interface 104. More particularly, 
the ?rst executable chain of DLLs includes a ?rst DLL 
(DLL1) 108, a second DLL (DLL2) 110, a third DLL 
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(DLL3) 112, and a fourth DLL (DLL4) 114. Once the chain 
is built, execution of the DLLs in the chain is initiated at the 
?rst DLL in the chain, DLL1108, When a hardWare interrupt 
is received. Similarly, a second executable chain of DLLs is 
built for the second interface 106. As shoWn, the second 
executable chain of DLLs includes a ?fth DLL (DLLS) 116, 
the second DLL (DLL2) 110, the third DLL (DLL3) 112, and 
a sixth DLL (DLL6) 118. Thus, the second DLL (DLL2) 110 
and the third DLL (DLL3) 112 are shared by both executable 
chains of DLLs. It is important to note that the DLLs in each 
of the executable chains Will automatically execute in the 
appropriate order When the ?rst DLL of the chain is executed 
rather than being called successively by a main program. 
One method of building an executable chain Will be 
described in further detail With reference to FIG. 3 and FIG. 
4. 

[0024] In accordance With one embodiment of the inven 
tion, in order to create an executable chain connecting one 
or more DLLs, a branch table is provided in each parent 
DLL to enable each child DLL to subsequently be called. For 
instance, the third DLL 112 shoWn in FIG. 1 has the option 
of calling the fourth DLL 114 and the sixth DLL 118 
depending upon Which chain is being executed (i.e., Which 
interface initiated execution). FIG. 2A is a diagram illus 
trating the inclusion of a branch table 202 in a parent DLL, 
the third DLL 112 of FIG. 1. Each parent DLL may be 
created to include a dummy address associated With each 
possible child DLL that may be executed. More particularly, 
as shoWn, in a ?rst entry 204 of the branch table 202, if the 
child DLL to be executed is determined to be the fourth DLL 
(DLL4), a branch or jump instruction is provided With a 
dummy address, shoWn here to be “XXX.” Similarly, in a 
second entry 206 of the branch table 202, if the child DLL 
to be executed is determined to be the sixth DLL (DLL6), a 
branch or jump instruction is provided With another dummy 
address. 

[0025] Upon loading of the DLLs, branch tables of the 
parent DLLs are updated as appropriate to replace dummy 
addresses With entry points of the appropriate child DLLs. 
FIG. 2B is a diagram illustrating the updating of the branch 
table provided in the parent DLL, the third DLL 112 of FIG. 
1. As shoWn, the branch table 202 is updated to include an 
entry in the branch table 202 that identi?es an entry point of 
one of the child DLLs. More particularly, the branch table 
202 is updated such that the appropriate dummy address is 
replaced With an entry point of the corresponding child DLL. 
As shoWn in FIG. 2B in the ?rst entry 204, When the child 
DLL to be called is the fourth DLL, DLL4, the jump address 
is “1000.” HoWever, as shoWn in the second entry 206, When 
the child DLL to be called is the sixth DLL, DLL6, the jump 
address is “2000.” Thus, When the parent DLL is shared by 
tWo or more executable chains of DLLs, each child DLL is 
associated With one of the executable chains. In other Words, 
it is necessary to specify Which entry in the branch table is 
to be executed next When more than one entry exists in the 
branch table. This may be accomplished, for example, by 
associating a particular parameter With each of the execut 
able chains. 

[0026] According to one embodiment of the present inven 
tion, an executable chain of DLLs is created in the context 
of con?guration of hardWare interfaces performed by What 
is referred to as an “interface manager.”FIG. 3 is a process 
How diagram illustrating one implementation of an interface 



US 2006/0130076 A1 

manager. The process begins at block 302. The interface 
manager then determines the DLLs that are to be executed 
and the order in Which they are to be executed so that the 
DLLs may be loaded and a chain may be built. More 
particularly, at block 304, the interface manager determines 
a desired con?guration of a hardWare interface. For instance, 
the type of hardWare interface may be determined and an 
associated desired con?guration may be read. The con?gu 
ration corresponds to a set of DLLs to be executed to 
complete the con?guration. In order to determine the set of 
DLLs to be executed and the order in Which they are to be 
executed in order to con?gure the interface, the con?gura 
tion is compared against a set of rules that specify a 
hierarchical order in Which the set of DLLs are to be 
executed in relation to one another at block 306. The set of 
DLLs and the hierarchical order may then be obtained at 
block 308. The set of DLLs are then loaded at block 310. It 
is preferable to build the chain While the set of DLLs is being 
loaded. Since it may be desirable to build the chain in the 
reverse order of the hierarchical order of execution, the set 
of DLLs may be loaded in the reverse order of the hierar 
chical order of execution. In this manner, a chain connecting 
the set of DLLs is built at block 312 such that the set of 
DLLs Will automatically execute in the hierarchical order 
When a ?rst one of the one or more code modules is 

executed. 

[0027] Once the chain is built, the set of DLLs may be 
executed Without requiring a main program (e.g., parent 
code module) responsible for calling each of the DLLs. 
Moreover, since the chain is built When the DLLs are loaded, 
the DLLs can be modi?ed Without requiring recompilation. 
One method of building a chain connecting a set of DLLs 
such that they Will automatically execute in the hierarchical 
order as shoWn at block 312 of FIG. 3 is described With 
reference to FIG. 4. The process begins at block 402 and at 
block 404, one of the DLLs that has been loaded is obtained. 
Next, at block 406, it is determined Whether the obtained 
DLL is to subsequently execute another one of the loaded 
DLLs (i.e., a child DLL). Alternatively, the obtained DLL 
may merely have the option of executing the child DLL, 
since it may also have the option of executing another child 
DLL associated With another executable chain. 

[0028] When it is determined at block 406 that the 
obtained DLL is to subsequently execute another child DLL, 
a branch table is updated at blocks 408 through 412. More 
particularly, at block 408, a branch table associated With the 
obtained DLL is obtained. As described above With refer 
ence to FIG. 2A and FIG. 2B, the branch table may be 
located Within the parent DLL. At block 410, an entry is 
created in the branch table and at block 412, a branch 
location in the entry is updated to identify an entry point of 
the child DLL. For instance, a dummy address established 
When the DLLs Were created may be replaced With the 
appropriate entry point of the child DLL. 

[0029] As described above, a parent DLL may be associ 
ated With multiple possible executable chains of DLLs. It is 
therefore important to provide an entry in the branch table 
for each child DLL associated With each possible executable 
chain of DLLs. Thus, at block 414, it is determined Whether 
there are more child DLLs that can be executed upon 
completion of execution of the parent DLL. If there are more 
child DLLs that can be called upon completion of execution 
of the parent DLL, the process loops to repeat blocks 410 
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and 412 to create an entry With the appropriate entry point 
for each child DLL representing a potential execution route 
along an executable chain of DLLs. 

[0030] If it is determined at block 414 that there are no 
more child DLLs that may be executed upon completion of 
the parent DLL, the process continues at block 416. More 
over, if the DLL obtained at block 406 is not to subsequently 
execute another DLL, a branch table need not be created for 
the obtained DLL and the process continues at block 416. If 
it is determined at block 416 that there are more DLLs, 
another DLL may be obtained at block 404 and the process 
repeats for that DLL. Otherwise, an executable chain of 
DLLs has been built. It is then desirable to associate the 
executable chain With a hardWare interface. Thus, one of the 
DLLs is associated With the appropriate hardWare interface 
at block 418 in order to identify a starting point for execution 
of the chain upon occurrence of an interrupt. 

[0031] As described above, if more than one executable 
chain of DLLs has been created, each DLL that is not shared 
by multiple chains is associated With one of the executable 
chains so that the appropriate chain is executed upon the 
occurrence of an interrupt. As one example, this may be 
accomplished through associating a parameter With a chain 
Which may be provided doWn the chain or only to those 
DLLs that are shared by tWo chains. In this manner, a 
“shared DLL” may determine the next “non- shared DLL” to 
execute. As another example, a common block of code may 
be provided Which provides the necessary information to 
distinguish the executable chains from one another. 

[0032] In accordance With one embodiment of the inven 
tion, once an executable chain of DLLs has been created, it 
is executed upon the occurrence of a hardWare interrupt. 
FIG. 5 is a process How diagram illustrating one method of 
executing a single chain of DLLs by a “chain Walker.” The 
process begins at block 502 and at block 504 a hardWare 
interrupt is received. A starting point for execution of a ?rst 
DLL in a chain of DLLs is ascertained at block 506. 
Execution is then initiated at this starting point at block 508. 
When execution of the DLL is completed, a branch or jump 
is performed to the entry point identi?ed by the appropriate 
one of the entries in the branch table at block 510. For 
instance, When the DLL that has most recently been 
executed is a DLL that is shared by tWo or more executable 
chains of DLLs, a parameter or other mechanism may be 
used to determine the next child DLL to be executed. Once 
the next DLL to be executed is identi?ed, this child DLL 
associated With one of the entries in the branch table is 
executed at block 512. If it is determined at block 514 that 
the end of the chain has been reached, the process ends at 
block 516. OtherWise, the process continues at block 510 for 
the remaining DLLs in the chain. 

[0033] Generally, the code linking technique of the present 
invention may be implemented on softWare and/or hard 
Ware. For example, it can be implemented in an operating 
system kernel, in a separate user process, in a library 
package bound into netWork applications, on a specially 
constructed machine, or on a netWork interface card. In a 
speci?c embodiment of this invention, the technique of the 
present invention is implemented in softWare such as an 
operating system or in an application running on an oper 
ating system. 
[0034] A softWare or softWare/hardWare hybrid code link 
ing system of this invention is preferably implemented on a 
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general-purpose programmable machine selectively acti 
vated or recon?gured by a computer program stored in 
memory. Such programmable machine may be a network 
device designed to handle netWork traf?c. Such netWork 
devices typically have multiple netWork interfaces including 
frame relay and ISDN interfaces, for example. Speci?c 
examples of such netWork devices include routers and 
sWitches. For example, the code linking system of this 
invention may be specially con?gured routers such as spe 
cially con?gured router models 1600, 2500, 2600, 3600, 
4500, 4700, 7200, 7500, and 12000 and Catalyst sWitches 
such as models 5000 and 6000 available from Cisco Sys 
tems, Inc. of San Jose, Calif. A general architecture for some 
of these machines Will appear from the description given 
beloW. In an alternative embodiment, the code linking 
system may be implemented on a general-purpose netWork 
host machine such as a personal computer or Workstation. 
Further, the invention may be at least partially implemented 
on a card (e.g., an interface card) for a netWork device or a 
general-purpose computing device. 

[0035] Referring noW to FIG. 6, a router 1440 suitable for 
implementing the present invention includes a master central 
processing unit (CPU) 1462, interfaces 1468, and a bus 1415 
(e.g., a PCI bus). When acting under the control of appro 
priate softWare or ?rmWare, the CPU 1462 is responsible for 
such router tasks as routing table computations and netWork 
management. It preferably accomplishes all these functions 
under the control of softWare including an operating system 
(e.g., the IntemetWork Operating System (IOS®) of Cisco 
Systems, Inc.) and any appropriate applications softWare. 
CPU 1462 may include one or more processors 1463 such as 
a processor from the Motorola family of microprocessors or 
the MIPS family of microprocessors. In an alternative 
embodiment, processor 1463 is specially designed hardWare 
for controlling the operations of router 1440. In a speci?c 
embodiment, a memory 1461 (such as non-volatile RAM 
and/or ROM) also forms part of CPU 1462. HoWever, there 
are many different Ways in Which memory could be coupled 
to the system. 

[0036] The interfaces 1468 are typically provided as inter 
face cards (sometimes referred to as “line cards”). Generally, 
they control the sending and receiving of data packets over 
the netWork and sometimes support other peripherals used 
With the router 1440. Among the interfaces that may be 
provided are Ethernet interfaces, frame relay interfaces, 
cable interfaces, DSL interfaces, token ring interfaces, and 
the like. In addition, various very high-speed interfaces may 
be provided such as fast Ethernet interfaces, Gigabit Ether 
net interfaces, ATM interfaces, HSSI interfaces, POS inter 
faces, FDDI interfaces and the like. Generally, these inter 
faces may include ports appropriate for communication With 
the appropriate media. In some cases, they may also include 
an independent processor and, in some instances, volatile 
RAM. The independent processors may control such com 
munications intensive tasks as packet sWitching, media 
control and management. By providing separate processors 
for the communications intensive tasks, these interfaces 
alloW the master microprocessor 1462 to ef?ciently perform 
routing computations, netWork diagnostics, security func 
tions, etc. 

[0037] Although the system shoWn in FIG. 6 is one 
speci?c router of the present invention, it is by no means the 
only router architecture on Which the present invention can 
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be implemented. For example, an architecture having a 
single processor that handles communications as Well as 
routing computations, etc. is often used. Further, other types 
of interfaces and media could also be used With the router. 

[0038] Regardless of netWork device’s con?guration, it 
may employ one or more memories or memory modules 

(including memory 1461) con?gured to store program 
instructions for the general-purpose netWork operations and 
other code linking functions described herein. The program 
instructions may control the operation of an operating sys 
tem and/or one or more applications, for example. The 
memory or memories may also be con?gured to store code 
modules (e.g., DLLs) that include branch tables created 
during the loading of the code modules. 

[0039] Because such information and program instruc 
tions may be employed to implement the systems/methods 
described herein, the present invention relates to machine 
readable media that include program instructions, state 
information, etc. for performing various operations 
described herein. Examples of machine-readable media 
include, but are not limited to, magnetic media such as hard 
disks, ?oppy disks, and magnetic tape; optical media such as 
CD-ROM disks; magneto-optical media such as ?optical 
disks; and hardWare devices that are specially con?gured to 
store and perform program instructions, such as read-only 
memory devices (ROM) and random access memory 
(RAM). The invention may also be embodied in a carrier 
Wave travelling over an appropriate medium such as air 
Waves, optical lines, electric lines, etc. Examples of program 
instructions include both machine code, such as produced by 
a compiler, and ?les containing higher level code that may 
be executed by the computer using an interpreter. 

[0040] The present invention may be implemented on any 
suitable computer system. Moreover, the present invention 
may be stored in any suitable memory. For instance, the 
present invention may be implemented on random access 
memory (RAM) such as SRAM or DRAM, read only 
memory (ROM), or other suitable computer readable 
medium. 

[0041] Although illustrative embodiments and applica 
tions of this invention are shoWn and described herein, many 
variations and modi?cations are possible Which remain 
Within the concept, scope, and spirit of the invention, and 
these variations Would become clear to those of ordinary 
skill in the art after perusal of this application. As one 
example, although the described embodiment creates an 
executable chain of DLLs in the context of con?guration of 
a hardWare device, the present invention may be used to link 
any set of code modules or ?les for execution. Accordingly, 
the present embodiments are to be considered as illustrative 
and not restrictive, and the invention is not to be limited to 
the details given herein, but may be modi?ed Within the 
scope and equivalents of the appended claims. 

What is claimed is: 
1. A method of linking a set of code modules for execu 

tion, comprising: 
determining one or more code modules to be executed, 

Wherein the one or more code modules are one or more 

DLLS; 
ascertaining a hierarchical order in Which the one or more 

code modules are to be executed; 
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loading the one or more code modules to be executed; and 

building a chain connecting the one or more code modules 
such that the one or more code modules Will automati 
cally execute in the hierarchical order When a ?rst one 
of the one or more code modules is executed, Wherein 
each of the code modules responsible for calling a next 
one of the code modules in the chain includes a 
reference to the next one of the code modules in the 
chain, Wherein an address in memory at Which the next 
one of the code modules in the chain is loaded is 
associated With the reference to the next one of the code 
modules in the chain, Wherein the chain does not 
include a main program and Wherein building a chain 
enables the one or more code modules to execute 

Without requiring a main program responsible for call 
ing the one or more code modules. 

2. The method as recited in claim 1, Wherein the loading 
step is performed simultaneous With the building step. 

3. The method as recited in claim 1, Wherein building a 
chain is performed such that the one or more code modules 
can be modi?ed Without requiring recompilation of the one 
or more code modules. 

4. The method as recited in claim 1, Wherein loading the 
one or more code modules is performed in a reverse order of 
the hierarchical order. 

5. The method as recited in claim 1, Wherein determining 
one or more code modules to be executed comprises deter 
mining one or more code modules to be executed to com 
plete con?guration of a hardware interface of a router. 

6. The method as recited in claim 1, Wherein determining 
one or more code modules to be executed comprises deter 
mining one or more code modules to be executed to con 
?gure a router. 

7. The method as recited in claim 1, further comprising 
associating one of the one or more code modules With a 
hardWare interface to identify a starting point for execution 
upon occurrence of an interrupt. 

8. A method of con?guring a hardWare device, the hard 
Ware device including a hardWare interface, comprising 

determining a con?guration of the hardWare interface, the 
con?guration corresponding to one or more softWare 
modules to be executed to complete the con?guration; 

comparing the con?guration against a set of rules that 
specify a hierarchical order in Which the one or more 
softWare modules are to be executed in relation to one 

another; 
identifying the one or more softWare modules that are to 

be executed; 

ascertaining the hierarchical order in Which the one or 
more softWare modules are to be executed; 

loading the one or more softWare modules that are to be 

executed; and 

building a chain connecting the one or more softWare 
modules such that the one or more softWare modules 
Will automatically execute in the hierarchical order 
When a ?rst one of the one or more softWare modules 

is executed, Wherein each of the code modules respon 
sible for calling a next one of the code modules in the 
chain includes a reference to the next one of the code 
modules in the chain such that an address in memory at 
Which the next one of the code modules in the chain is 
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loaded is identi?ed, the one or more softWare modules 
being one or more DLLs, Wherein the chain does not 
include a main program and Wherein building a chain 
enables the one or more softWare modules to execute 

Without requiring a main program responsible for call 
ing the one or more softWare modules. 

9. The method as recited in claim 8, further comprising 
associating one of the one or more softWare modules With 
the hardWare interface to identify a starting point for execu 
tion upon occurrence of an interrupt. 

10. The method as recited in claim 8, Wherein the hard 
Ware device is a router. 

11. A computer-readable medium for linking a set of code 
modules for execution, the computer-readable medium stor 
ing computer-readable code, comprising: 

instructions for determining one or more code modules to 
be executed, the one or more code modules being one 
or more DLLs; 

instructions for ascertaining a hierarchical order in Which 
the one or more code modules are to be executed; 

instructions for loading the one or more code modules to 
be executed; and 

instructions for building a chain connecting the one or 
more code modules such that the one or more code 

modules Will automatically execute in the hierarchical 
order When a ?rst one of the one or more code modules 

is executed, Wherein each of the code modules respon 
sible for calling a next one of the code modules in the 
chain includes a reference to the next one of the code 
modules in the chain, Wherein an address in memory at 
Which the next one of the code modules in the chain is 
loaded is associated With the reference to the next one 
of the code modules in the chain, Wherein the chain 
does not include a main program and Wherein building 
a chain enables the one or more code modules to 

execute Without requiring a main program responsible 
for calling the one or more code modules. 

12. The computer-readable medium as recited in claim 11, 
Wherein the instructions for loading are to be executed 
simultaneous With the instructions for building the chain. 

13. The computer-readable medium as recited in claim 11, 
Wherein the instructions for building a chain enables the one 
or more code modules to be modi?ed Without requiring 
recompilation of the one or more code modules. 

14. A system for linking a set of code modules for 
execution, comprising: 

a processor; and 

a memory, the memory storing therein: 

instructions for determining one or more code modules 
to be executed, the one or more code modules being 
one or more DLLs; 

instructions for ascertaining a hierarchical order in 
Which the one or more code modules are to be 

executed; 
instructions for loading the one or more code modules 

to be executed; and 

instructions for building a chain connecting the one or 
more code modules such that the one or more code 

modules Will automatically execute in the hierarchi 
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cal order When a ?rst one of the one or more code 

modules is executed, Wherein each of the code 
modules responsible for calling a next one of the 
code modules in the chain includes a reference to the 
next one of the code modules in the chain, Wherein 
an address in memory at Which the next one of the 
code modules in the chain is loaded is associated 
With the reference to the next one of the code 
modules in the chain, Wherein the chain does not 
include a main program and Wherein building a chain 
enables the one or more code modules to execute 

Without requiring a main program responsible for 
calling the one or more code modules. 

15. The method as recited in claim 1, Wherein the address 
in memory at Which the next one of the code modules in the 
chain is loaded is included in each of the code modules 
responsible for calling the next one of the code modules in 
the chain. 

16. The method as recited in claim 15, Wherein a condi 
tional branch or jump statement includes the reference to the 
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next one of the code modules in the chain and the address in 
memory at Which the next one of the code modules in the 
chain is loaded. 

17. The method as recited in claim 16, Wherein the 
conditional branch or jump statement is executed When the 
next one of the code modules in the chain identi?ed in the 
conditional branch or jump statement is executed. 

18. The method as recited in claim 8, Wherein each of the 
code modules responsible for calling a next one of the code 
modules in the chain includes a conditional branch or jump 
instruction identifying the next one of the code modules in 
the chain and the address in memory at Which the next one 
of the code modules in the chain is loaded. 

19. The method as recited in claim 18, Wherein the 
conditional branch or jump instruction identifying the next 
one of the one or more code modules is executed When the 
next one of the code modules in the chain identi?ed in the 
conditional branch or jump statement is executed. 


