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METHODS AND SYSTEMS FOR PROVIDING A 
SECURE DATA DISTRIBUTION VIA PUBLIC 

NETWORKS 

[0001] The present invention relates to systems having a 
public key infrastructure used to distribute digital data from 
one or more servers or content providers via a netWork to a 

plurality of users. In particular, a secure distribution and 
provision of digital data over a public netWork such as the 
Internet is described by the present invention. 

[0002] In a common public key infrastructure and in 
systems using public key encryption schemes for a secure 
data distribution over potentially insecure distribution 
media, digital data is speci?cally encrypted for each recipi 
ent. In order to provide a veri?able integrity and authenticity 
of the encrypted and distributed data, one has to rely on 
keys, in particular on a public key pair, Which are issued or 
certi?ed by a trusted third party such as a Certi?cation 
Authority (CA). This reliance on a third party poses a 
disadvantage to the security of the data distribution system. 
The security is established by the secrecy of the correspond 
ing private key, Which is usually knoWn to the trusted third 
party or Certi?cation Authority. This represents a single 
point of failure for the secure data distribution system. In 
addition, the service provided by a trusted third party or 
Certi?cation Authority usually has pending fees and royal 
ties that have to be paid by clients or service providers. It is, 
therefore, desirable to have a system capable of establishing 
a secure data distribution in a system having a large number 
of parties that communicate via a public netWork, Which is 
on one hand effective in terms of security requirements and 
computational cost, and on the other hand does not rely on 
a third party. In addition, common data distribution systems 
providing a high level of security concerning data integrity 
are usually computationally expensive, especially When 
dealing With a large number of recipients. It is, therefore, the 
object of a ?rst aspect of the present invention to provide a 
method and system providing for participating servers and 
user terminals a secure data distribution that reduces effec 
tively the computational cost and the amount of data to be 
provided to each recipient While being independent of a 
trusted third party. Nevertheless, the system should support 
the use of conventional public key encryption schemes using 
trusted third parties. Additionally, there is a need to provide 
such systems and methods that are adaptable and ?exible in 
handling different kinds of data or different parties in the 
system in a different manner, especially When dealing With 
a large number of users and digital data to be distributed. 
According to one aspect of the present invention, there is 
therefore disclosed a method and system for securely pro 
viding digital data to a plurality of client terminals by a 
server using lists of ?ngerprints for the distributed digital 
data that provide for a veri?able integrity and authenticity of 
the data, as Well as providing these lists of ?ngerprints or 
parts thereof effectively and With loW transmission and 
computational cost to the clients using further ?ngerprints in 
a similar manner. 

[0003] Another aspect of the present invention is dedi 
cated to the distribution of digital data, While at the same 
time providing for an effective and easy to implement 
concept of controlling the access of that distributed digital 
data after it has been stored at the recipient side. Usually, 
digital data that is provided via public netWorks and/or that 
is accessible by a large number of parties in the system must 
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not only be securely and con?dentially distributed to several 
users in a system by asymmetrically encrypting the data, but 
the secrecy has to be guaranteed for at least a certain time 
period after the data has been received at the recipient side. 
In a common data distribution system, this has to be accom 
plished by deleting all previously securely distributed data 
after that certain time period as required; for instance, 
controlled or enforced by the provider of said digital data. So 
far, this problem is independently solved from the secure and 
con?dential data distribution process. In particular this is 
accomplished by physically deleting all received data as 
Well as all possible copies thereof. It is, therefore, desirable 
to design a system and method that can combine the secure 
data distribution With an effective and easy to implement 
Way of controlling the access to the encrypted data selec 
tively for different time periods and/or selectively for dif 
ferent users. Thus, there are disclosed methods for automati 
cally revoking or deleting public or private keys used in a 
public key encryption scheme and/or a public key signature 
scheme used for a secure data distribution process. 

[0004] A further aspect of the present invention is dedi 
cated to a secure data distribution in a public key system 
providing for several parties to jointly or successively 
encrypt and decrypt or to sign and verify the distributed 
digital data. In an asymmetric encryption schemes, only a 
symmetric key is asymmetrically encrypted, Whereas the 
data itself is symmetrically encrypted using the symmetric 
key. When applying different layers of encryption to this 
data corresponding, for instance, to different parties in the 
system, the entire data has to be again encrypted and 
accordingly decrypted. This means high computational cost 
along the data distribution process. Since similar underlying 
processes of the encryption schemes are also applied to 
digital signatures, the same disadvantage applies to digital 
signature schemes Wherein different entities or parties have 
to sign and verify digital data. It is, therefore, desirable to 
present a method and system providing for an easy and 
effective layered encryption and/ or layered digital signature 
functionality in terms of computational cost. The present 
invention therefore describes methods providing for an 
effective and loW complex layered encryption as Well as 
layered digital signatures Within a data distribution system. 

[0005] Yet another aspect of the digital data distribution 
system according to the present invention is directed 
toWards a speci?cation of the path of the distributed digital 
data via a public netWork. It is desirable for a secure digital 
data distribution system and method to provide a possibility 
to specify and control the distribution path of the data With 
regard to netWork nodes the digital data has to pass on its 
Way to a ?nal recipient. This subject is not addressed 
suf?ciently by the art, especially in the light of complexity, 
minimal transmission overhead and computational cost. The 
present invention, therefore, describes methods comprising 
method steps addressing this issue using asymmetric encryp 
tion and/or digital signature schemes respectively. 

[0006] Typically, asymmetric encryption using a public 
key infrastructure employs symmetrically encrypting digital 
data While asymmetrically encrypting the symmetric key 
information. This symmetric key information is a shared 
secret to the sender and recipient of the distributed digital 
data. Usually, this shared secret is established or provided 
Whereby requiring a trusted third party Which either is 
directly involved in the establishing process for the shared 
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secret or has to certify information along this process. This 
reliance on a trusted third party is, as already pointed out, a 
disadvantage of those systems. It is, therefore, desirable to 
include in a data distribution system a loW complex and 
effective possibility to establish a shared secret Which can 
serve as a symmetric key information betWeen tWo parties of 
the system. Further, in a common system having a large 
number of users, a server has to store and maintain a record 
of all participating users and their respective shared secrets. 
This, in particular, poses a disadvantage for the server in 
terms of storage complexity, computational cost and com 
puting time. It is, therefore, desirable to have a secure data 
distribution system and method providing for the capability 
of establishing a shared secret With a plurality of user 
terminals With a server Without a need to store, update or 
re-obtain these shared secrets for each participating user by 
the server. The present invention, therefore, describes a 
method and system using hash values computed on ran 
domly generated tokens to establish a shared secret betWeen 
a server and a client terminal that can server as symmetric 
key information Without the requirement to store this shared 
secret by the server for each user. 

[0007] It is the object of the present invention to provide 
systems and methods, as Well as computer programs that 
accordingly control a plurality of user terminals and servers 
of such systems, accomplishing and alloWing for the afore 
mentioned advantageous aspects and features. This object is 
solved by the subject matters of the independent claims. 
Preferred embodiments are de?ned by the subject matters of 
the dependent claims. 

[0008] In the folloWing the invention is described With 
reference to the ?gures illustrating: 

[0009] 
[0010] FIG. 2 functional units of a hash value server or 
certi?cation authority server; 

[0011] FIG. 3 a table storing a list of hash values together 
With unique identi?ers; 

FIG. 1 a public key infrastructure system; 

[0012] FIG. 4 table storing a list of public keys, associated 
user ID and certi?cates; 

[0013] FIG. 5 a ?owchart of an administration process for 
a hash value list; 

[0014] FIG. 6 a ?rst part of a ?owchart for a public key 
authentication process; 

[0015] FIG. 7 a second part of the process of FIG. 6; 

[0016] FIG. 8 an exemplary illustration of auxiliary hash 
values and lists thereof; 

[0017] FIG. 9 a system comprising a netWork having 
several netWork nodes; 

[0018] FIGS. 10 to 12 a high level How chart illustrating 
the basic functionality and How for a layered encryption of 
distributed data involving several netWork nodes of the 
netWork; and 

[0019] FIGS. 13a and 13b a high level How chart illus 
trating the basic functionality and How for establishing a 
secure and encrypted communication for the secure distri 
bution of digital data; 
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[0020] The present invention is described With respect to 
several aspects of the secured data distribution system under 
reference to accompanying draWings and/or several embodi 
ments in each matter. The different most apparent aspects 
and their embodiments are outlined to provide a higher 
intelligibility in this matter but are not meant to limit the 
scope of the present invention. In fact, the described aspects 
and embodiments can be combined Without departing from 
the teachings of the invention. Those skilled in the art Will 
appreciate that any technically meaningful combination of 
all embodiments Without a limitation to a speci?c aspect of 
the present invention can be combined and the scope of the. 

[0021] In the folloWing, a ?rst aspect of the invention is 
described With respect to hash values used as ?ngerprints for 
the distribution of digital data and in particular for the 
distribution of respective public keys used in the public key 
system. 

[0022] FolloWing scenarios and means are meant to be 
exemplary rather than exhaustive. In particular, should be 
noted that the folloWing aspects of the present invention are 
not limited to public keys, but apply to any kind of digital 
data, such as program ?les, data ?les, con?guration ?les, 
softWare code, a neW version or update of any afore men 
tioned, or combinations thereof. Because the currently pre 
ferred embodiment mainly uses this system to distribute 
public keys and to provide maximum intelligibility by 
choosing one speci?c kind of data, most parts of the fol 
loWing description refer exclusively to public keys as the 
digital data to be securely distributed. 

[0023] An exemplary public key system according to a 
?rst aspect of the present invention is illustrated in FIG. 1. 
The system comprises ?rst and second certi?cation authority 
servers 11 and 13, a hash value server 12 as Well as client 
terminals 14 to 17. The servers 11 to 13 and the clients 14 
to 17 are connected to a public netWork such as the Internet. 
The certi?cation authority server 11 and 13 account for the 
common use of one or more such certi?cation authorities in 

public key systems having a public key infrastructures. 
According to the present invention, a use of certi?cation 
authorities Within the system is supported, but not required 
for establishing a secure provision of digital data, eg public 
keys, as Will be described subsequently. Furthermore, a hash 
value server or a certi?cation authority may as Well be 
emulated by a distributed peer-to-peer system, for example 
formed by the client terminals 14 to 17 or subsets thereof. An 
associated public key PK1 to PK4 exists for each of the 
client terminals 14 to 17 or the corresponding users of the 
client terminals 14 to 17. 

[0024] In general, client terminals 14 to 17, i.e. on behalf 
of the respective users, and servers 11 to 13 communicate 
With each another, via the public netWork. A direct connec 
tion, preferably betWeen each of the servers 11 to 13, Which 
is not illustrated in FIG. 1, may provide a more secure 
communication path than the Internet if required. 

[0025] The commonly used scenario of performing a 
secure communication betWeen tWo terminals Within a pub 
lic key system that provides a certain level of veri?able data 
integrity and user authentication can be resumed as folloWs. 
Upon request of the oWner (i.e. client) of public key PK1, a 
certi?cation authority, e.g. CA111, initially issues a certi? 
cate for public key PK1 of client terminal 14, thereby 
certifying that PK1 is authentic and associated With client 



US 2006/0129847 A1 

terminal 14 or its respective user. This certi?cate cert_CA1 
(PK1) is publicly available or provided to the remaining 
client terminals 15 to 17 in the system. Client terminal 14 
can then receive data that is encrypted With PK1 by these 
terminals. Such an authentication of public key PK1 hoW 
ever assumes that CA1 is a trusted third party, Which has to 
be trusted by all terminals performing such a communica 
tion. It is further required to authenticate the PK of CA1 by 
means of a certi?cate chain to a root CA. In general, the 
concept of a certi?cation authority is based on an unforge 
able certi?cate, Which can be veri?ed using publicly knoWn 
information, but has to be issued using private information 
only knoWn to the certi?cation authority itself. This shoWs 
one more consequence. Not only has the certi?cation author 
ity to be trusted, but also has the certi?cation process be 
protected against substitution, in other Words it must be 
ensured that the information for verifying a certi?cate, i.e. 
the public key of CA1, cannot be replaced by an adversary. 

[0026] The hash value server 12 stores a list of hash values 
for public keys. According to the currently preferred 
embodiment, these public keys are additionally signed by at 
least one of the certi?cation authorities 11 or 13. A hash 
value of the public key PK1 is stored in the hash value list 
of the hash value server 12. As described in more detail 
beloW With reference to FIGS. 5, the hash value server 12 
calculates a hash value for a stored list of hash values and 
provides the calculated hash value and the list of hash values 
so that they are publicly available for all terminals. In the 
following, the hash value of the list of hash values is also 
referred to as a meta hash value. 

[0027] The information stored in the hash value server 12 
may be provided for public access or at least accessible for 
dedicated client terminals of the system. In particular, pro 
viding the information also includes forWarding it either 
upon request or automatically to a list of prede?ned client 
terminals. Different embodiments of hoW the hash values list 
and the meta hash value are provided and distributed to the 
client terminals are discussed folloWing the subsequent 
description of the general concept. 

[0028] In one embodiment of the invention, client terminal 
15 receives the list of hash values and the meta hash value 
thereof from the hash value server 12. Based on the received 
meta hash value, the client terminal 15 performs an authen 
tication or veri?cation process for the public key PK1 of the 
client terminal 14 before using the public key PK1 for 
verifying, authenticating or encrypting data. Moreover, the 
client terminal 15 may as Well check the authenticity of its 
oWn public key PK2 included in the list of hash values. A 
corresponding process in a client terminal is described in 
more detail beloW With reference to FIGS. 6 and 7. 

[0029] The hash value server 12 of FIG. 1 may as Well be 
implemented as a part of the certi?cation authority servers 
11 and 13, as part of another server in the netWork storing 
or managing digital data to be securely distributed, or by 
means of a peer-to-peer system of the client terminals. The 
used hash algorithms may for example be SHA1 or MD5. 

[0030] FIG. 2 illustrates functional units of the hash value 
server of FIG. 1. 

[0031] The typical hash value server comprises a CPU21, 
a netWork interface unit 22, connected to the Internet, 
operator I/O units 23 for interacting With an operator, storage 
means 24, as Well as further storage means 25, 26. 

Jun. 15, 2006 

[0032] The operator I/O units 23 particularly comprise 
monitor, mouse and keyboard. Furthermore, the netWork 
interface unit 22 alloWs the server to receive requests for 
information from the client terminals, to transmit the stored 
information or to receive input information. Input informa 
tion may for example be received from the certi?cation 
authority servers for further data, for example public keys, 
to be added to the list of hash values. Particularly in this 
regard, a not illustrated direct interface unit may provide a 
secure direct connection to at least one of the CA servers. 

[0033] The storage means 24 may be formed by RAM, 
EEPROM, ROM, a hard disk, a magnetical disk drive and/or 
an optical disk drive. An operative system of the server as 
Well as application softWare to perform the required opera 
tions is stored in storage means 24. 

[0034] In this example, the further storage means 25, 26 
are formed by a ?rst storage unit 25 for storing hash values 
and a second storage unit 26 for storing public keys as Well 
as certi?cates thereof. In general, the storage means 26 can 
hold any data, for example, partitioned in one or more lists 
of data to be securely distributed. The storage unit 25 holds 
a list of hash values for the public keys or data stored in 
storage unit 26, as Well as the meta hash value for the list of 
hash values. This storage unit 25 may further store a 
temporary list of received hash values separately stored from 
the list of hash values currently provided to the public. 

[0035] FIG. 3 illustrates a exemplary list of hash values 32 
for public keys (PK1 to PK4) as stored in the hash value 
server. A unique identi?er associated to the public key and 
thus also associated to the hash value thereof is correspond 
ingly stored in column 31. Unique identi?ers are preferably 
formed by e-mail addresses of the respective oWners of the 
public keys PK1 to PK4. The list of hash values 32 further 
stores a meta hash value for a list of hash values of the 
certi?cation authority CA2. The list may further comprise a 
hash value for the public key of the certi?cation authority 
CA2. 

[0036] Finally, a meta hash value is calculated for the list 
of hash values 32 or preferably for the list of hash values 32 
and associated e-mail addresses 31. 

[0037] FIG. 4 illustrates data, in this exemplary case 
public key/certi?cate pairs, as they may be stored in the 
storage unit 26 of FIG. 2. 

[0038] Column 41 comprises a user ID as a unique iden 
ti?er for a user. The user ID may for example replace or 
correspond to the e-mail addresses of FIG. 3 or may even be 
mapped thereto in a further reference table. This unique 
identi?er 41 may also be a social security or any other 
identi?cation number. Preferably, the hash value server or 
the certi?cation authority ensures that there is alWays only 
one valid public key for each unique identi?er. This unique 
information may also enable the sender of a message that is 
encrypted using said public key to identify the oWner of the 
public key. Column 42 comprises a list of public keys for the 
users identi?ed in column 41. Column 43 comprises a list of 
certi?cates for the associated public keys, the certi?cates 
being issued by one of the certi?cation authorities CA1 or 
CA2. Each entry in the list 41-43 corresponds to one entry 
in the list of hash values of FIG. 3. 

[0039] Besides public keys PK1 to PK4 of the users 1 to 
4, the last item of the table in FIG. 4 comprises a public key 
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PK_CA2 of the certi?cation authority CA2. A corresponding 
certi?cate CA1_cert (PK_CA2) is issued by the certi?cation 
authority CA1. 

[0040] Furthermore, the tables illustrated in FIG. 3 and 4 
may additionally comprise non-illustrated data ?elds such as 
a revocation information, indicating if a hash value or a 
corresponding certi?cate has been revoked, or update infor 
mation, indicating a date or time When the hash value has 
been updated. 

[0041] A process of administering a list of hash values in 
a hash value server is noW described With reference to FIG. 
5 according to one embodiment of this ?rst aspect of present 
invention. The described process refers to lists of public 
keys as the data to be transferred to and authenticated by the 
client terminals of the system. This and all folloWing sce 
narios are meant to be exemplary rather than exhaustive. In 
particular should be noted that the present invention is not 
limited to public keys, but applies to any kind of digital data, 
such as program ?les, data ?les, con?guration ?les, or 
combinations thereof. 

[0042] Initially, in a step 52 a public key PK is received 
Which may be signed by a certi?cation authority CA. For 
instance, the PK may be part of a certi?cate issued by the 
CA. 

[0043] A hash value of the public is calculated in step 53. 

[0044] Subsequently, the signature of the certi?cation 
authority CA may be checked in an optional step 54 in order 
to verify that the public key is actually signed by and/or 
received from the certi?cation authority. Such a veri?cation 
step is achieved by applying the public key of the CA to the 
existing, received CA’s signature according the employed 
public key signature or certi?cation process. In case the 
signature cannot be veri?ed, the process is terminated. 

[0045] In step 55 the calculated hash value is added to a 
list of hash values, Which is stored in the hash value server. 
For the supplemented list of hash values a meta hash value 
is calculated in step 56. The list of hash values may be 
signed by the hash value server in step 57. Finally, the hash 
value list, the meta hash value thereof and optionally the 
signature of the hash value list is provided in step 58. 

[0046] The step of providing 58 may for example be 
implemented by storing the information in the hash value 
server and transmitting the same upon request, forWarding 
the information to a list of prede?ned destinations or for 
Warding the same to one or more prede?ned publication 
means. 

[0047] Preferably, in the step of adding 55 the calculated 
hash value is initially added to a temporary list of hash 
values stored separately from the list of hash values cur 
rently provided to the public. Furthermore, a time interval 
may be de?ned for performing the steps 56 to 58 for 
example daily, Weekly or monthly only. Hence, neW hash 
values received Within the given time interval Will be 
intermediately stored in the temporary list for being added to 
the published list after expiration of the time interval. 
Moreover, In order to inform about the relevance of the meta 
hash value, the time or date of the calculation of the meta 
hash value may be stored and provided together With the 
meta hash value. 
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[0048] Furthermore, a unique identi?er such as the email 
address of the public key’s oWner may be also received from 
the CA, assigned in the hash server, or approved by at least 
one of these servers, according to the requirements of the 
public key system. 
[0049] FIGS. 6 and 7 illustrate an authentication process 
as performed in a client terminal according to one embodi 
ment of this ?rst aspect of the present invention. As With 
FIG. 5, the underlying authentication process of FIGS. 6 
and 7 is illustrated for public keys, but applies to digital data 
in general. 
[0050] In the process 60 to 68 of FIG. 6, a hash value list 
and a meta hash value thereof are initially received in step 
61 from a ?rst hash value server. Thereafter, a second meta 
value for the hash value list of the hash value server is 
received in step 62 from a second hash value server. Finally, 
in a step 63 of comparing the received meta hash values, it 
is determined Whether both meta hash values correspond to 
each other. 

[0051] Furthermore, each of the steps 61 and 62 may 
additionally comprise a step of verifying a signature issued 
by the corresponding hash value server for the meta hash 
value and/or a step of decrypting the received information, 
if the received information is encrypted by means of a key 
for example derived from a mutual authentication process. 
As it Will become more apparent in the folloWing, various 
sub processes, for example steps 64 and 65 or steps 66 and 
67, may optionally be combined to the general steps 61 to 63 
in order to modify a required level of security in the 
authentication process for the public key. 

[0052] The process 60 to 74 may be terminated, if in any 
step of comparing, verifying or authenticating indicates a 
possibly faked key Which accordingly should not be used for 
subsequent communication. For example, if the comparison 
result of step 63 indicates deviating hash values, the list of 
hash values can not be considered as a trusted list. HoWever, 
after such a single negative authentication result the process 
does not have to be terminated, but may as Well be continued 
With an alternative or additional sub process for authenti 
cating the public key in question. In particular the steps of 
receiving and comparing 61 and 63 or 62 and 63 may for 
example be repeated using yet another source to obtain the 
data. It is again noted that a hash value server may as Well 
be formed by a certi?cation authority server or a peer-to 
peer system of clients emulating the same. 

[0053] In addition, the number of meta hash values 
obtained for one hash value list that are compared against 
each other, is not limited to initially tWo as indicated by this 
exemplary process shoWn by FIG. 6. In fact, the more meta 
hash values are obtained from ideally independent sources 
the higher the level con?dence that the hash value list is 
authentic and thus the integrity of the covered data is given, 
given a successful comparison. Therefore, in another 
embodiment, a certain number of meta hash values from 
different sources for one hash value list may be required to 
establish a certain security or con?dence level. This required 
level may vary for different kinds of data, eg it may be 
higher for public keys than for ?les containing less sensitive 
information such as music ?les. It may also vary based upon 
user instructions or requirements set by a content provider or 
distributor. 

[0054] After the step of comparing 63, the meta hash value 
is calculated 64 by the client terminal based upon the hash 
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value list received from the hash value server. The calculated 
meta hash value is compared in step 65 With one of the 
received meta hash values. 

[0055] Moreover, in step 66 a hash value is calculated for 
a speci?c public key PK covered by the hash value list. 
Preferably this step 66 and the succeeding step 76 are carried 
for at least the desired public key to be authenticated by the 
client terminal. Based on the calculated hash value H(PK), 
the corresponding hash value stored in the received list of 
hash values can be veri?ed by comparison 67. If such a 
match can be veri?ed, the consistency of the public key and 
the hash value list is established. Thus by verifying the 
integrity and authenticity of the hash value list using the 
meta hash value, the integrity of the public key covered 
therein can be authenticated as further described subse 
quently. 
[0056] The process illustrated in FIG. 6 is continued With 
steps 71 to 74 of FIG. 7, comprising 3 further sub processes 
of the authentication process. 

[0057] An optional step 71 of receiving a user input for 
verifying the hash value is provided, for cases Which can not 
be handled automatically such as a hash value received by 
a user via e-mail. The step of receiving 71 may comprise 
requesting the user input, receiving same and evaluating 
correspondence to the calculated hash value of the public 
key. A similar process may be performed for the meta hash 
value of the list of hash values. 

[0058] Furthermore, a certi?cate of the public key in 
question may be veri?ed in an optional step 72. Finally, in 
order to check Whether the third party or alleged oWner of 
the public key in fact holds the private key corresponding to 
the public key, a signature of the private key, typically 
applied to random data provided by the client terminal as a 
random challenge, is veri?ed in a further optional step 73. In 
general, step 73 may accomplish any available Zero-Knowl 
edge-Proof-of-KnoWledge method to verify the possession 
of the corresponding private key to the public key of the 
alleged key pair oWner. 

[0059] According to the currently preferred embodiment, 
the compilation, computation and distribution of the hash 
value lists and their respective meta hash values is per 
formed as folloWs. 

[0060] As described by aforementioned processes, a hash 
value is computed for every entry in a physical or virtual list 
of data. For example, a hash value is computed for each 
public key or, Where applicable, for each public key together 
With its respective certi?cate. These hash values, each asso 
ciated With at least one unique identi?er, form the hash value 
list. The meta hash value is computed from this complete 
hash value list. Thus, each time a neW valid meta hash value 
is effective for the continued list of data as accumulated by 
the time, also the complete hash value list has to be obtained 
by a terminal for the above-described authentication pro 
cess. This might for instance be required on a daily, Weekly 
or monthly basis. 

[0061] Because this hash value list can be signi?cantly 
large and a client terminal (or the associated user) may only 
Want to authenticate a single or a feW entries of this list, eg 
a speci?c public key, it is desirable not having to distribute 
the complete hash value list each time a speci?c data entry 
has to authenticated. 
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[0062] The preferred embodiment concerning this matter, 
therefore provides for the use of auxiliary hash values and a 
respective list thereof, as described subsequently in further 
details With reference to an exemplary illustration in FIG. 8. 

[0063] Referring to FIG. 8, list 800 comprises digital data 
801 that is to be distributed securely among the client 
terminals. This digital data 800 may for example correspond 
to or represent the public keys 42 or the public keys 42 
together With the respective certi?cates 43 as shoWn in FIG. 
4. Each data entry in the list 800 has a unique identi?er 802, 
similar column 31 and column 41 in FIGS. 3 and 4. The list 
800 further comprises a hash value 804 computed for each 
data entry 803, correspondingly the hash value 32 in FIG. 3. 

[0064] Furthermore, a second identi?er 801 is associated 
With each entry in list 800, preferably specifying the time 
When the data has been listed in ascending order as the list 
continues. In the folloWing, column 801 is referred to as the 
entry time of the associated data. It should be noted that this 
time might also correspond to the computation time of the 
respective hash value 804 if that differs from the entry time 
of the data itself. Furthermore, only one unique identi?er 
might replace both, the associated time in column 801 and 
the unique data identi?er 802, for each data entry. Another 
scenario is to use one of the lists illustrated in FIGS. 3 and 
4 and provide the timing speci?cation in a further list, Which 
respective entries are linked to each other preferably via 
pointers. It is hoWever also possible not to use such identi 
?ers 801 but instead realize the subsequently described 
concept using other methods or means that provide the same 
functionality of linking different auxiliary hash values 812 to 
their corresponding segments in table 800. 

[0065] The entries in list 800 are divided into consecutive 
segments. Preferably, these segments are strictly consecu 
tive and non-overlapping. They can hoWever also overlap or 
even be interleaved. The currently preferred embodiment 
divides these segments according to a timed schedule. 
Naturally, neW entries of data, eg neW issued public keys 
for possibly neW clients and/or users participating in the 
netWork or neW released softWare products, are added to the 
list 800 over time. These entries are accumulated and the 
hash values 804 are then computed if necessary. After a 
certain time period, for instance hourly, daily or Weekly at a 
predetermined time, all latest entries not already covered by 
another segment form the next segment. As illustrated in 
FIG. 8, at times T150 and T200 a segment Was completed. 
Consequently all entries enlisted after time T150 up until 
scheduled time T200 form a segment, namely all data entries 
D101 to D150. Another scenario is to segment list 800 
according to the number of data entries, thus forming 
segments of equal numbers of entries rather than of equal 
time spans for data entering the list. Yet another scenario is 
to use different segments for different kinds of data, or 
different kinds of data identi?ers such as user email 
addresses. The latter scenario represents one segmentation 
procedure not only scheduled by the entry time into the list. 

[0066] Each segment of list 800 is used to compute an 
auxiliary hash value. This is analog to the generation of the 
meta hash value for the lists illustrated in FIGS. 3 and 4, 
When referring to each segment as a separate list. Similar to 
the meta hash value, the identi?ed hash algorithm for the 
auxiliary hash value can be applied to either exclusively the 
considered data or to the data and the remaining list entries 






















