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(57) ABSTRACT 
The present invention provides a high reliability fault tol 
erant computer system capable of constructing a redundant 
con?guration employing PnP software. In duplexing sys 
tems, entities of IO bridges (actual IO bridges) Which are 
connected to virtual bus and correspond each other is 
integrated into the systems as pseudo IO bridges, so that if 
the systems are physically disconnected each other, by 

(21) Appl. No.: 11/299,913 emulating the actual IO bridge in another system, the 
pseudo-IO bridge can act as if a so-called PnP event in the 

(22) Filed: Dec. 13, 2005 I0 bridge itself does not occur. 
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COMPUTER SYSTEM, FAULT TOLERANT 
SYSTEM USING THE SAME AND OPERATION 
CONTROL METHOD AND PROGRAM THEREOF 

BACKGROUND OF THE INVENTION 

[0001] 
[0002] The present invention relates to a computer system, 
a fault tolerant system using the same, an operation control 
method and a program thereof, and particularly an improve 
ment of the fault tolerant computer system. 

[0003] 2. Description of the Prior Art 

1. Field of the Invention 

[0004] Recently, performance of general purpose CPUs 
Widely used have been signi?cantly increased, and by 
installing a general purpose operating system (OS) on a 
Workstation or a server using such general purpose CPU, 
high-performance and inexpensive system is provided. As a 
result, even in applications Where a very expensive large 
scale computer has been conventionally used, a system 
using a high-performance and inexpensive general purpose 
CPU is used. 

[0005] On the other hand, mission-critical applications 
Where a system needs to continuously run 24 hours per day 
are also increasing. In these applications, it is important to 
construct the system such that system doWn is prevented. 

[0006] HoWever, In such a general purpose CPU and a 
general purpose OS, due to lack of CPU’s oWn fault detec 
tion function, and in the case ofhardWare failure in a general 
purpose OS, due to lack of fault noti?cation means and 
de?nition of a fault processing for a response upon failure, 
hardWare failure causes system breakdown. Therefore, in 
order to provide a high reliability system, it is required to 
add a special peripheral circuit or to develop a dedicated OS, 
thereby making it di?icult to develop high reliability sys 
tems While folloWing the speed at Which normal general 
purpose CPU systems are developed. For this reason, cost 
performance differences betWeen normal systems and high 
reliability systems tend to increase. 

[0007] Therefore, in order to provide a high reliability 
computer system having commonality With a computer 
system using general purpose CPU, such as a fault tolerant 
computer system, for example, as described in Japanese 
Patent Laid-Open No. 09-034809, CPUs performing the 
same processing synchronously With the same clock, a 
device for detecting a failure of a CPU and disconnecting the 
fault CPU and a system for disconnecting a fault IO path by 
CPU instructions depending on IO failure are proposed. 
HoWever, in a general purpose OS Widely used, due to the 
fact that a noti?cation method for hardWare failure and a 
fault processing function are not provided, there is a problem 
that system breakdown occurs. 

[0008] Therefore, in order to use a general purpose OS, a 
con?guration is required in Which hardWare failure and OS 
are completely separated. For example, referring to National 
Publication of International Patent Application No. 2001 
523855, a calculation element (CE) and a IO control part 
(IOP) are respectively con?gured by one computer system 
and each element is connected multiple times, so that 
redundancy is achieved. Communication is performed 
betWeen elements, and a CE or IOP is disconnected in Which 
failure is detected. 
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[0009] For example, for the IO control part, hardWare is 
virtualiZed from OS vieWpoint. Although an IO control part 
in Which failure occurs may be paused, this failure does not 
affect OS directly, and occurrence of a failure can be 
concealed by detecting the failure and returning a normal 
response by remaining redundant IO control parts. 

[0010] HoWever, in this system, a CPU and an IO require 
one computer respectively, and further, to make redundant 
con?guration, a number of computers required to achieve 
redundancy is needed. Further, Since each computer per 
forms asynchronously or differently, extra OS licenses needs 
to be installed and system become expensive. 

[0011] There is a system that alloWs to change connection 
con?guration of an IO device or an IO bridge on a bus 
dynamically by using standard PnP (Plug & Play) softWare 
on a general purpose OS, therefore it is conceivable that a 
high reliability fault tolerant computer system is constructed 
by adopting redundant con?guration system using such PnP 
softWare. 

[0012] HoWever, For an IO bridge PnP processing, com 
plete dynamic con?guration change is not supported. For 
example, in connecting an IO bridge, since the amount of 
memory space allocation requested by a device connected to 
the IO bridge, and the number of devices are not determined, 
memory space is not free to be allocated to connected IO 
bridges due to limitation on PnP control softWare or OS 
(typically de?ned by a ?xed value), thereby the number and 
the type of devices are limited. 

[0013] For example, in the case of PnP connection of an 
IO bridge, because OS can not determine hoW many 
resources are required for the IO bridge, certain memory 
space is allocated and can not be changed thereafter. For this 
reason, When a further IO bridge or device is connected 
under the connected IO bridge, an IO bridge or a device can 
not be connected Which requires more memory space than 
allocated to the ?rst IO bridge. 

[0014] Also, if a plurality of devices are connected, due to 
the fact that required memory space may exceed memory 
space allocated to the IO bridge, some devices may fails to 
allocate memory resource depending on the number of 
connected devices. This limitation on memory resource 
allocation becomes serious problem in a multistage IO 
bridge con?guration system such that a plurality of IO 
bridges are connected under a PnP connected IO bridge. 

[0015] Conventionally, due to the above limitation, in 
order to construct a fault tolerant computer system With a 
system using PnP softWare, it is required to modify OS 
standard PnP control softWare and OS itself to suf?ciently 
allocate resources to the IO bridge. 

[0016] It is an object of the invention to provide a high 
reliability and high availability computer system capable of 
constructing a redundant con?guration Without the need to 
modify existing general purpose OS functions, a fault tol 
erant system using the same, a operation control method and 
a program thereof. 

BRIEF SUMMARY OF THE INVENTION 

[0017] An computer system according to the present 
invention includes a CPU, a memory, a bus and an IO bridge 
for connecting an IO device to the bus, Wherein the com 
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puter system including a pseudo-IO bus bridge, the pseudo 
IO bus bridge is disconnected from the bus during a redun 
dant con?guration in Which another system is connected to 
the bus, and holds a setting information of the IO bridge to 
emulate the IO bridge in the other system during a stand 
alone con?guration in Which the other system is discon 
nected from the bus. 

[0018] In a fault tolerant system according to the present 
invention, the computer system described above is con?g 
ured as the redundant con?guration. 

[0019] A operation control method of a fault tolerant 
system includes a ?rst and second computer systems inter 
connected through a bus to form a redundant con?guration, 
each of the systems having a CPU, a memory, an IO bridge 
for connecting an IO device to the bus and a pseudo-IO bus 
bridge emulating the IO bridge in another system, the 
operation control method including the steps of: causing the 
pseudo-IO bridge to hold an initial setting information of an 
IO bridge of another system during a stand-alone con?gu 
ration; forrning the redundant con?guration; and disconnect 
ing the pseudo-IO bridge from the bus and copying the 
initial setting information held by the pseudo-IO bridge to an 
IO bridge in the other system during the redundant con?gu 
ration. 

[0020] A program according to the present invention is a 
program for performing a operation control method of a 
fault tolerant system, the fault tolerant system including a 
?rst and second computer systems interconnected through a 
bus to form a redundant con?guration, each of the systems 
having a CPU, a memory, an IO bridge for connecting an IO 
device to the bus and a pseudo-IO bus bridge emulating the 
IO bridge in another system, the program including: a 
process for causing the pseudo-IO bridge to hold an initial 
setting information of an IO bridge of another system during 
a stand-alone con?guration; a process for forming the redun 
dant con?guration; and a process for disconnecting the 
pseudo-IO bridge from the bus and copying the initial 
setting information held by the pseudo-IO bridge to an IO 
bridge in the other system during the redundant con?gura 
tion. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] FIG. 1 is a system con?guration diagram accord 
ing to the present invention; 

[0022] FIG. 2 is an example of a fault tolerant computer 
system using the con?guration in FIG. 1; 

[0023] FIG. 3 is a How chart describing the operation in 
FIG. 2; 

[0024] FIG. 4 is another example of a fault tolerant 
computer system using the con?guration in FIG. 1; and 

[0025] FIG. 5 is still another example of a fault tolerant 
computer system using the con?guration in FIG. 1. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0026] An embodiment of the present invention is 
described beloW With reference to the draWings. FIG. 1 
shoWs a single computer system con?guration to con?gure 
a fault tolerant system according to the present invention. A 
CPU 11 and a memory 12 are connected to a host controller 
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21, Which is connected to a bus 100. An IO bridge 23 
connected to the bus 100 can connect a device supporting 
hot-plug, or other IO bridges 40, 41 for connecting the 
hot-plug support device. 

[0027] The bus (the bus connected to the CPU 11 via a 
single bridge level) 100 is con?gured as a virtual bus Within 
one bridge LSI 20 including the host controller 21 and the 
IO bridge 23. Further, a pseudo-IO bridge 25 is connected to 
the virtual bus 100. This pseudo-IO bridge 25 is a logical 
device arranged Within the bridge LSI 20, and has a function 
of holding a setting information for the entity of the IO 
bridge. This setting information is at least a con?guration 
information such as a device identi?cation information and 
a memory space allocation information. The initial value of 
this setting information is intended to preset by OS. 

[0028] As Will be described beloW With reference to FIG. 
2 and 3, by connecting to another system (a system B in 
FIG. 2) to make duplexing, this pseudo-IO bridge 25 is 
disconnected from the bus 100 and can not be recogniZed 
When the corresponding entity of the IO bridge (an IO bridge 
23B in FIG. 2) is connected. In this duplexing, the bus 100 
is shared With the system (B). 

[0029] A legacy bridge 22 and a pseudo-legacy bridge 24 
are connected to the bus 100, and a legacy bus resource 30 
is connected to the legacy bridge 22. A side-band commu 
nication line 101 alloWs the host controller 21 to access to 
the pseudo-IO bridge 25 or the pseudo-legacy bridge 24 not 
through the bus 100. 

[0030] Therefore, an initial setting information held by the 
pseudo-IO bridge 25 is accessed by the host controller 21 
through the side-band communication line 101 and copied to 
the entity of the IO bridge in the other system. 

[0031] FIG. 2 is a duplex system using the system of FIG. 
1 as systems A, B. In FIG. 2, the same components in system 
A as FIG. 1 is denoted as the same number along With “A”, 
While the same components in system B is denoted as the 
same number in FIG. 1 along With “B”. 

[0032] By connecting a bridge LSI 20A With a bridge LSI 
20B, CPUs 11A, 11B in each system can access to the IO 
bridges 23A, 23B, IO bridges 40A, 40B under the IO bridges 
23A, 23B and IO devices 41A, 41B via the virtual bus 100. 

[0033] The CPUs 11A, 11B, memories 12A, 12B and host 
controllers 21A, 21B of each system A, B operate as CPUs 
in one system by operating the same process in the same 
clock cycle (area shoWn as dotted lines; the same can be said 
for FIGS. 4, 5). 

[0034] When the system is running as the duplex con?gu 
ration, since the information set in the entity of the IO bridge 
changes, the pseudo-IO bridge 25A operates to snoop an 
access to the entity of the IO bridge 23B in the connected 
system B to hold a con?guration information set in this 
entity of IO bridge 23B, so that the most recent setting 
information of the entity of the IO bridge 23B is copied to 
the pseudo-IO bridge 25A. 

[0035] On the other hand, the pseudo-IO bridge 25B also 
snoops an access to the entity of the IO bridge 23A in the 
connected system A to hold the most recent con?guration 
information set in this entity of IO bridge 23A. 

[0036] The host controllers 21A, 21B can access via 
side-band communication 101 to the con?guration informa 
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tion held by each IO bridge 25A, 25B even if the entity of 
the IO bridge is connected and each IO bridge 25A, 25B is 
not recognized by the bus 100. As described above, this 
alloWs the setting information of each pseudo-IO bridge to 
be copied to the respective entity of the IO bridge. Alterna 
tively, for read access to the IO bridge, the pseudo-IO bridge 
responses, and for Write access, the pseudo-IO device 
snoops and access is also transmitted to the entity IO bridge, 
so that the operation for copying the con?guration informa 
tion held by the pseudo-IO bridge to the entity of the IO 
bridge can be simpli?ed. 

[0037] With reference to FIG. 3, an operation for forming 
a duplex con?guration shoWn in FIG. 2 using the system in 
FIG. 1 is described. First, there is only the con?guration in 
FIG. 1 or system A at poWer-on (step S1). The memory 
resources allocation to the IO device 41A including the IO 
bridge 24A at this point is done by a BIOS (Basic Input/ 
Output System) that is a basic softWare in OS (step S2). 

[0038] At this point, the memory space allocation to the 
pseudo-IO bridge 25A is set at duplexing as shoWn in FIG. 
2 such that suf?cient volume is allocated including memory 
space required by devices connected under the IO bridge 
entity 23B, and devices that Would be neWly connected. The 
memory space allocated at this point is also employed after 
OS is started. 

[0039] At the situation shoWn in FIG. 1, after poWer-on, 
assuming that the system in Which OS is started is the system 
A, the redundant con?guration in FIG. 2 is formed When the 
system B is connected (step S3). Using the connection 
betWeen systems A and B, by a BIOS call (Step S4) With an 
interrupt noti?cation from a connection controller not 
shoWn, the BIOS made the connection of the bus 100 
betWeen the systems A and B (step S5). This connection 
controller is, for example, a circuit on a motherboard for 
controlling the insertion and WithdraWal of a liveWire of an 
IO interface such as PCI (Peripheral Component Intercon 
nect) hot plug controller and it is a Well-knoWn circuit, 
therefore it Will not be explained. 

[0040] At this point, the pseudo-IO bridge 25A in the 
system A is disconnected from the bus 100, and instead the 
entity of the IO bridge 23B in the system B is connected 
(step S6). Then the host controller performs initialiZation by 
reading the setting value set in the pseudo-IO bridge 25A in 
the system A from the side-band communication 101, and 
copying it to the entity of the IO bridge 23B in the system 
B (step S7). The same can be said for the pseudo-IO bridge 
in the system B and the entity of the IO bridge in the system 
A. 

[0041] After this processing, a PnP control softWare for 
OS is invoked (step S8), a search or memory resources 
allocation is performed by the PnP control softWare only for 
devices under the IO bridge (S9) since a change in the 
con?guration of the IO bridge is not recogniZed by the 
softWare. 

[0042] In PC/AT (Personal Computer/Advanced Technol 
ogy) architecture, since the legacy bridges 22A, 22B and the 
legacy bus resources 30A, 30B need to be single in the 
system, as the function of the host controllers 21A, 21B, 
accesses to the legacy bridges 22A, 22B and the legacy bus 
resources 30A, 30B are controlled to send either legacy 
bridge/legacy bus resource. 
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[0043] Since the legacy bridge/legacy bus resource is 
single in a system and must exist in the system, When the 
actual entity of the legacy bridges 22A, 22B or the legacy 
bus resources 30A, 30B can not be used due to failure, etc. 
or are removed for maintenance, exchange, etc., the pseudo 
legacy bridge 24A, 24B can alternately perform the func 
tions of the legacy bridge/legacy bus resource until the 
accesses of the host controllers 21A, 21B are sWitched. 

[0044] In this Way, in the duplexing system, if IO bridges 
connected to the virtual bus 100 and corresponding to each 
other are integrated as the pseudo-IO bridges into each 
system and the systems are physically disconnected, the 
pseudo-IO bridges can emulate the actual IO bridge in 
another system, so that it is possible to act as if a so-called 
PnP event does not occur. 

[0045] Further, by providing a pseudo-IO bridge corre 
sponding an actual IO bridge affected by a connection or 
disconnection of a virtual bus on the virtual bus at Which the 
connection and disconnection occur, dynamic connection 
and disconnection of an IO bridge is concealed for Which 
free allocation of memory space is impossible using a 
standard PnP softWare. Since suf?cient memory resources is 
allocated to the IO bridge at poWer-on, required memory 
resources can be allocated to devices connected to the bridge 
Without modifying OS or its standard PnP control softWare. 

[0046] Next, another embodiment according to the present 
invention is described. In FIG. 1, the pseudo-IO bridge 25 
can implement minimum functions to allocate memory 
space by the standard PnP softWare. Alternatively, the 
pseudo-IO bridge 25 can implement all or some functions of 
an actual device to temporally perform the functions of the 
actual device. 

[0047] In FIG. 1, although the host controller 21, IO 
bridge 23 and the pseudo-IO bridges 24, 25 are integrated 
into one LIS 20, each IO bridge and pseudo-IO bridge can 
also be connected as another LSI external to the LSI 20. 

[0048] In FIG. 2, although initialiZation is performed by 
reading the setting value set in the pseudo-IO bridge 25A in 
the system A from the side-band communication 101, and 
copying it to the entity of the IO bridge 23B in the system 
B, the copying can also be performed via the bus 100 by 
providing a function to temporally transfer the pseudo-IO 
bridge 25A in the system A to a device or a function being 
different from the entity of the IO bridge 23B in the system 
B. 

[0049] FIG. 4, in Which like reference numerals as FIG. 
2 refer to like element, shoWs still another embodiment 
according to the present invention. In FIG. 4, connected to 
a system A is a pseudo-IO bridge 25A Which acts as a IO 
bridge 23B in a system B along With a pseudo-IO bridge 32A 
Which acts as a IO bridge 40B connected next to the IO 
bridge 23B in the system B. In this Way, in a con?guration 
that IO bridges are connected in a multistage Way, if the 
con?guration of the system is previously limited, the 
pseudo-IO bridges can be connected in a multistage manner. 
It is also possible to form a con?guration as shoWn in FIG. 
2 by adding a function to disable the function of the 
pseudo-IO bridge for each IO bridge. 

[0050] In FIG. 5, system redundancy is provided in a 
triplex con?guration. Each pseudo-IO bridge 25A, 26A in a 
system A corresponds to an entity of an IO bridge 23B, 23C 
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in systems B, C respectively. Similarly, each pseudo-IO 
bridge 25B, 26B in a system B corresponds to an entity of 
an IO bridge 23A, 23C in systems A, C respectively, and 
each pseudo-IO bridge 25C, 26C in a system C corresponds 
to an entity of an IO bridge 23A, 23B in systems A, B 
respectively. 
[0051] In this Way, system redundancy can be increased 
according to the number of the pseudo-IO bridges in each 
system. Further, by adding disable function for each pseudo 
IO bridge, the con?guration can be formed according to 
system redundancy. 

[0052] As described above, in a fault tolerant computer 
system according to the present invention, a high reliability 
computer system can be constructed by duplexing a CPU 
hardWare Which performs lock step operation and forming 
redundant con?guration (e.g. softWare RAIDl) While main 
taining the system con?guration (here, generally PC/AT 
architecture) including a combination of a general purpose 
CPU and a general purpose OS. 

[0053] Further, in order not to lose the system availability 
in disconnecting the redundant CPU or the redundant IO 
controller for maintenance, exchange, etc., using a general 
purpose PnP/ Hot Plug control softWare setting a boundary as 
a logical bus or a physical bus, hardWare resources can be 
connected to form redundancy, or redundant hardWare 
resources can be disconnected, so that a high reliability and 
high availability fault tolerant computer system can be 
provided Without modifying existing general purpose OS 
functions. 

[0054] It should be evident that the operation ?oW shoWn 
in FIG. 3 is achieved by a computer-readable program 
(software). 
[0055] It is the ?rst advantage of the present invention that 
duplexing of an IO device having IO space not supporting 
PnP is provided. This is because an IO device not supporting 
PnP that Would otherWise necessarily exist in a system can 
be recogniZed by softWare as an alWays-exiting device by 
having this device virtually even if the hardWare entity is 
physically disconnected. As a result, Without using PnP 
control softWare, redundant con?guration can be easily 
formed by BIOS (Basic Input/Output System) control. 

[0056] It is the second advantage of the present invention 
that for PnP control in a system having multistage IO bridge, 
PnP control softWare for general purpose OS can be 
employed. This is because BIOS can reserve suf?cient 
memory resources in advance by having a PnP connected IO 
bridge virtually before system duplexing. As a result, redun 
dant con?guration can be easily formed using PnP control 
softWare for general purpose OS BIOS. 

[0057] It is the third advantage of the present invention 
that general purpose OS can be used by softWare Without the 
need to consider duplexing hardWare. This is because soft 
Ware does not need to consider CPU duplexing due to the 
fact that a CPU of each system performs the same operation 
by lockstep operation, and bridge con?guration of the sys 
tem recogniZed by softWare is alWays the same con?guration 
for each system before and after hardWare duplexing. As a 
result, redundant con?guration can be easily formed using 
general purpose OS. 

What is claimed is: 
1. A computer system comprising a CPU, a memory, a bus 

and an IO bridge for connecting an IO device to the bus, 
Wherein the computer system comprising a pseudo-IO bus 
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bridge, the pseudo-IO bus bridge is disconnected from the 
bus during a redundant con?guration in Which another 
system is connected to the bus, and holds a setting infor 
mation of the IO bridge to emulate the IO bridge in the other 
system during a stand-alone con?guration in Which the other 
system is disconnected from the bus. 

2. The computer system according to claim 1, further 
comprising means for assigning memory space to the 
pseudo-IO bridge in response to poWer-on during the stand 
alone con?guration. 

3. The computer system according to claim 1, Wherein the 
pseudo-IO bridge holds an initial setting information of the 
IO bridge of the other system. 

4. The computer system according to claim 3, further 
comprising means for copying the initial setting information 
held by the pseudo-IO bridge to an IO bridge in the other 
system during the redundant con?guration. 

5. The computer system according to claim 1, the pseudo 
IO bridge holds the most recent setting information of the IO 
bridge in the other system. 

6. A fault tolerant system Wherein the computer system 
according to any of claims 1 to 5 is con?gured as the 
redundant con?guration. 

7. A operation control method of a fault tolerant system 
comprising a ?rst and second computer systems intercon 
nected through a bus to form a redundant con?guration, each 
of the systems having a CPU, a memory, an IO bridge for 
connecting an IO device to the bus and a pseudo-IO bus 
bridge emulating the IO bridge in another system, the 
method comprising the steps of: 

causing the pseudo-IO bridge to hold an initial setting 
information of an IO bridge of another system during a 
stand-alone con?guration; 

forming the redundant con?guration; and 

disconnecting the pseudo-IO bridge from the bus and 
copying the initial setting information held by the 
pseudo-IO bridge to an IO bridge in the other system 
during the redundant con?guration. 

8. The operation control method according to claim 7, 
further comprising a step of assigning memory space to the 
pseudo-IO bridge in response to poWer-on during the stand 
alone con?guration. 

9. The operation control method according to claim 7, 
further comprising a step of holding the most recent setting 
information of the IO bridge in the other system during the 
redundant con?guration. 

10. A program for performing a operation control method 
of a fault tolerant system, the fault tolerant system compris 
ing a ?rst and second computer systems interconnected 
through a bus to form a redundant con?guration, each of the 
systems having a CPU, a memory, an IO bridge for con 
necting an IO device to the bus and a pseudo-IO bus bridge 
emulating the IO bridge in another system, the program 
comprising: 

a process for causing the pseudo-IO bridge to hold an 
initial setting information of another system during a 
stand-alone con?guration; 

a process for forming the redundant con?guration; and 

a process for disconnecting the pseudo-IO bridge from the 
bus and copying the initial setting information held by 
the pseudo-IO bridge to an IO bridge in the other 
system during the redundant con?guration. 

* * * * * 


