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(57) ABSTRACT 
An IP server sends e-mail to a mobile device MS. This 
e-mail includes an application speci?er that speci?es startup 
of a Java application stored in mobile device MS. On the 
other hand, the ADF for the Java application stored in 
mobile device MS includes trusted source data containing a 
plurality of e-mail addresses that indicate trusted origins. 
Mobile device MS compares the e-mail transmission origin 
address With the trusted source data. Mobile device MS, 
only in the case Where the transmission origin address of the 
received e-mail is included in the trusted source data, starts 
up a Java application based on an application speci?er 
included in said e-mail. 
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FIG. 2 
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F/G. 3 

Received: from ' - - 

Date: ?, ? ? 2000 10:06:28 

From:?? <??@??.ne.jp> 
To: aa@aa.ne.jp 
Subject: DATA IMPORT 

This is a multi-part message in 
MIME format. 

-=__N extPart_000__000B_01 COAOA 
7.F7E5F7C0 

Content-Type: text/enriched; 
<MOVE> <'param>"http://www.? 
?.co.jp/##a"> ,</param> <_/MOVE> 
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PORTABLE TERMINAL, METHODS, PROGRAMS 
AND STORAGE MEDIA FOR MANAGING 

APPLICATION START 

TECHNICAL FIELD 

[0001] This invention concerns portable terminals that 
manage startups of application programs. 

BACKGROUND ART 

[0002] Portable terminals such as mobile phones With 
packet communications capability can download various 
application programs (henceforth, “applications”) from 
servers connected to the Internet, and execute the doWn 
loaded applications. 

[0003] In recent years, accompanying the groWth of net 
Works like the Internet, many products With portable termi 
nals can receive (henceforth “doWnload”) applications from 
other communication devices through netWorks. 

DISCLOSURE OF THE INVENTION 

[0004] With netWorks like the Internet, because they are 
open netWorks on Which everyone has the capability to send 
and receive data, security isn’t assured for doWnloaded 
applications. 
[0005] Accordingly, if one permits a portable terminal to 
start up an application that Was doWnloaded through an open 
network Without restriction, the user, by executing the 
application in the portable terminal, may unintentionally 
send to an external communications device private data 
stored in the mobile terminal, causing an inconvenience, and 
compromising security. 
[0006] Accordingly, operations of portable terminals 
according to the prior art are restricted so that the portable 
terminals cannot start other applications stored in the por 
table terminal in operations in accordance With an applica 
tion that Was provided through netWorks. 

[0007] For example, portable terminals that store multiple 
applications Written in Java (trademark) programming lan 
guage, under the direction of the Java Application Manager 
(JAM), a control program that performs management of the 
startup of applications, etc., Will not conduct the startup of 
other applications by a startup instruction by other applica 
tions. 

[0008] In so doing, With the addition of controls that 
prevent the starting of other applications by a startup instruc 
tion by an application, the information security of the 
portable terminal is assured. 

[0009] HoWever, in this case, some inconveniences, such 
that it becomes difficult for making multiple applications 
share a series of operations, arise. 

[0010] This invention, in vieW of the above problems, 
provides, With the aim of assuring security of information in 
starting applications in a portable terminal, the portable 
terminal, management methods, programs and storage 
media described beloW. 

[0011] A 1st form of the present invention is a portable 
terminal comprising: receiving means that receives data 
from external electronic devices through Wireless commu 
nications netWorks; storing means that stores (a) a plurality 
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of applications including at least a ?rst application and a 
second application, (b) source data that indicates sources of 
the plurality of applications respectively and (c) related data 
that has been related to the plurality of applications respec 
tively; determining means that determines, in the case Where 
related data related to the ?rst application includes a startup 
instruction that instructs a startup of the second application, 
based on at least one of source data of the ?rst application 
or source data of the second application, Whether it is 
permissible to start the second application folloWing the 
startup instruction; and executing means that, in the case 
Where it has been determined by the determining means that 
it is permissible to start second application, executes startup 
operations for the second application. 

[0012] A 2nd form of the present invention is a portable 
terminal according to the 1st form Wherein: the storing 
means stores trusted source data that includes at least one set 
of source data that indicates a trusted source of applications; 
and the determining means conducts the determination 
based on source data of the ?rst application and on the 
trusted source data. 

[0013] A 3rd embodiment of the present invention is a 
portable terminal according to the 2nd form Wherein: the 
storing means stores the trusted source data and the second 
application in an integrated form. 

[0014] A 4th form of the present invention is a portable 
terminal according to the 1st form Wherein: the storing 
means stores trusted source data that includes at least one set 
of source data that indicates a trusted source of applications; 
and the determining means conducts the determination 
based on source data of the second application and on the 
trusted source data. 

[0015] A 5th form of the present invention is a portable 
terminal according to the 4th form Wherein: the storing 
means stores the trusted source data and the ?rst application 
in an integrated form. 

[0016] A 6th form of the present invention is a portable 
terminal according to the 2nd or 4th form Wherein: the 
storing means records a ?ag that distinguishes a part of 
source data that is included by the trusted source data from 
other parts of source data that is included by the trusted 
source data; and the determining means conducts the deter 
mination based on the ?ag. 

[0017] A 7th form of the present invention is a portable 
terminal according to the 1st form Wherein: the storing 
means stores untrusted source data that includes at least one 
set of source data that indicates an untrusted source of 
applications; and the determining means conducts the deter 
mination based on source data of the ?rst application and on 
the untrusted source data. 

[0018] An 8th form of the present invention is a portable 
terminal according to the 7th form Wherein: the storing 
means stores the untrusted source data and the second 
application in an integrated form. 

[0019] A 9th form of the present invention is a portable 
terminal according to the 1st form Wherein: the storing 
means stores untrusted source data that includes at least one 
set of source data that indicates an untrusted source of 
applications; and the determining means conducts the deter 
mination based on source data of the second application and 
the untrusted source data. 
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[0020] A 10th form of the present invention is a portable 
terminal according to the 9th form Wherein: the storing 
means stores the untrusted source data and the ?rst appli 
cation in an integrated form. 

[0021] An llth form of the present invention is a portable 
terminal according to the 1st form Wherein: the receiving 
means receives related data related to the ?rst application 
folloWing instructions of the executing means in accordance 
With the ?rst application. 

[0022] A 12th form of the present invention is a portable 
terminal according to the 1st form Wherein: the receiving 
means receives an application and transmission origin 
address data that indicates a location of a transmission origin 
of the application; and the storing means stores at least a part 
of the transmission origin address data as source data of the 
application. 

[0023] A 13th form of the present invention is a portable 
terminal comprising: receiving means that receives data 
from external electronic devices through Wireless commu 
nications networks; storing means that store (a) a plurality of 
applications including at least a ?rst application and a 
second application, (b) related data that has been related to 
the plurality of applications respectively and (c) source data 
that indicates sources of the related data respectively; deter 
mining means that determines, in the case Where related data 
related to the ?rst application includes a startup instruction 
that instructs a startup of the second application, based on 
source data of the related data, Whether it is permissible to 
start the second application folloWing the startup instruction; 
and executing means that, in the case Where it has been 
determined by the determining means that it is permissible 
to start second application, executes startup operations for 
the second application. 

[0024] A 14th form of the present invention is a portable 
terminal according to the 13th form Wherein: the storing 
means stores trusted source data that includes at least one set 

of source data that indicates a trusted source of related data; 
and the determining means conduct the determination based 
on source data of the ?rst application and on the trusted 
source data. 

[0025] A 15th form of the present invention is a portable 
terminal according to the 14th form Wherein: the storing 
means stores the trusted source data and the second appli 
cation in an integrated form. 

[0026] A 16th form of the present invention is A portable 
terminal according to the 14th form Wherein: the storing 
means records a ?ag that distinguishes a part of source data 
that is included by the trusted source data from other parts 
of source data that is included by the trusted source data; and 
the determining means conducts the determination based on 
the ?ag. 

[0027] A 17th form of the present invention is a portable 
terminal according to the 13th form Wherein: the storing 
means stores untrusted source data that includes at least one 
set of source data that indicates an untrusted source of 
related data; and the determining means conducts the deter 
mination based on source data of related data related to the 
?rst application and on the untrusted source data. 

[0028] An 18th form of the present invention is A portable 
terminal according to the 17th form Wherein: the storing 
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means stores the untrusted source data and the second 
application in an integrated form. 

[0029] A 19th form of the present invention is a portable 
terminal according to the 18th form Wherein: the receiving 
means receives related data related to the ?rst application 
folloWing instructions of the executing means in accordance 
With the ?rst application. 

[0030] A 20th form of the present invention is a portable 
terminal according to the 19th form Wherein: the receiving 
means receives an e-mail as related data that has been related 
to the ?rst application. 

[0031] A 21st form of the present invention is a portable 
terminal according to the 19th form Wherein: the receiving 
means receives related data related to the ?rst application 
and transmission origin address data that indicates a location 
of a transmission origin of the related data; and the storing 
means stores at least a part of the transmission origin address 
data as source data of the related data. 

[0032] A 22nd form of the present invention is a portable 
terminal according to the 21st form Wherein: the receiving 
means receives an e-mail as related data that has been related 
to the ?rst application; and the storing means stores at least 
a part of a mail address that indicates a location of a 
transmission origin of the e-mail as source data of the related 
data. 

[0033] A 23rd form of the present invention is a portable 
terminal according to the 1st, 2nd, 4th, 7th, 9th, 12th, 13th, 
14th or 17th form Wherein: the executing means creates, in 
operations executed in accordance With the ?rst application, 
related data that is related to the ?rst application. 

[0034] A 24th form of the present invention is a portable 
terminal according to the 1st, 2nd, 4th, 7th, 9th, 12th, 13th, 
14th or 17th form further comprising: acquiring means that 
acquires, before the executing means executes startup opera 
tions for the second application folloWing startup instruction 
included in related data related to the ?rst application, 
permission-prohibition data indicating Whether it is permis 
sible for the executing means to executes the startup opera 
tions, Wherein the executing means executes, in the case 
Where permission-prohibition data acquired by the acquiring 
means indicates that it is permissible for the startup opera 
tions to be executed, the startup operations. 

[0035] A 25th form of the present invention is a portable 
terminal according to the 1st, 2nd, 4th, 7th, 9th, 12th, 13th, 
14th or 17th form Wherein: the receiving means receives, 
folloWing an instruction of the executing means, indication 
data that indicates one of the plurality of applications; the 
executing means executes, in the case Where the receiving 
means received, folloWing an instruction of the executing 
means in accordance With the ?rst application, indication 
data that indicates the second application, executes startup 
operations for the second application. 

[0036] Moreover, the present invention provides methods 
for managing application startup that include, in portable 
terminal, operation steps Which are executed by the above 
memory means, decision means, receiving means, acquisi 
tion means and execution means. Moreover, the present 
invention provides a program that performs instructions of 
operations Which are executed, in the portable terminal, by 
the above memory means, decision means, receiving means, 
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acquisition means and execution means using a computer. 
Moreover, the present invention provides a storage medium 
that stores the above program. 

[0037] When a portable terminal, a management method, 
a program or a storage medium according to the present 
invention is used, it is determined Whether it is permissible 
to start a second application folloWing a startup instruction 
included in related data of a ?rst application based on data 
that indicates source of the startup instruction, ?rst applica 
tion’s source or second application’s source; and the second 
application is started only in the case Where it has been 
determined to be permissible. 

[0038] Accordingly, a portable terminal according to the 
present invention can start an application stored in the 
portable terminal based on information indicating an appli 
cation included in, for example, e-mail and HTML data and 
the like acquired from external telecommunications equip 
ment through a netWork. As Well, a portable terminal accord 
ing to the present invention can start, folloWing startup 
instruction created in accordance With an application, 
another application. 

[0039] At that time, the portable terminal, based on data 
that indicates the source of the data that is specifying an 
application to be delivered or of the startup instruction, data 
that indicates the source of the application that instructs the 
startup, or data that indicates the source of the application 
that is instructed to start, determines Whether it is permis 
sible to perform startup of the application. As a result, the 
startup of application folloWing data specifying the appli 
cation that has been acquired from an untrusted source, and 
startup of application folloWing an startup instruction cre 
ated by applications that have been acquired from an 
untrusted source, are prevented. Accordingly, the informa 
tion security of the portable terminal is assured. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0040] FIG. 1 is a block diagram shoWing a composition 
of a communication system for a ?rst preferred embodiment 
of the present invention. 

[0041] FIG. 2 is a diagram shoWing contents stored in an 
application DB for the ?rst preferred embodiment of the 
present invention. 

[0042] FIG. 3 is a diagram shoWing contents of an e-mail 
created by an IP server for the ?rst preferred embodiment of 
the present invention. 

[0043] FIG. 4 is a block diagram shoWing a composition 
of an IP server for the ?rst preferred embodiment of the 
present invention. 

[0044] FIG. 5 is a diagram shoWing contents stored in a 
user management DB for the ?rst preferred embodiment of 
the present invention. 

[0045] FIG. 6 is a block diagram shoWing a composition 
of a mobile device for the ?rst preferred embodiment of the 
present invention. 

[0046] FIG. 7 is a diagram shoWing contents stored in 
mobile device’s nonvolatile memory for the ?rst preferred 
embodiment of the present invention. 

[0047] FIG. 8 is a diagram shoWing contents stored in an 
application management table for the ?rst preferred embodi 
ment of the present invention. 
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[0048] FIG. 9 is a diagram shoWing Java application’s 
execution environment in a mobile device for the ?rst 
preferred embodiment of the present invention. 

[0049] FIG. 10 is a diagram shoWing ?oWs of data trans 
fers executed in a communication system for the ?rst 
preferred embodiment of the present invention. 

[0050] FIG. 11 is a diagram shoWing a screen shoWn in 
mobile device’s display for the ?rst preferred embodiment 
of the present invention. 

[0051] FIG. 12 is a diagram shoWing operations per 
formed by mobile device’s CPU for the ?rst preferred 
embodiment of the present invention. 

[0052] FIG. 13 is a diagram shoWing operations per 
formed by mobile device’s CPU for the ?rst preferred 
embodiment of the present invention. 

[0053] FIG. 14 is a diagram shoWing contents of HTML 
data corresponding to a startup instruction page stored in an 
IP server for a second preferred embodiment of the present 
invention. 

[0054] FIG. 15 is a diagram shoWing a screen shoWn in 
mobile device’s display for the second preferred embodi 
ment of the present invention. 

[0055] FIG. 16 is a diagram shoWing operations per 
formed by mobile device’s CPU for the second preferred 
embodiment of the present invention. 

[0056] FIG. 17 is a diagram shoWing operations per 
formed by mobile device’s CPU for the third preferred 
embodiment of the present invention. 

[0057] FIG. 18 is a block diagram shoWing a composition 
of a mobile device for a modi?ed embodiment of the present 
invention. 

[0058] FIG. 19 is a block diagram shoWing a composition 
of a module for the modi?ed embodiment of the present 
invention. 

PREFERRED EMBODIMENTS 

[0059] BeloW, by reference to the diagrams, embodiments 
of this invention are described. Moreover, the embodiments 
beloW are for purposes of illustrating the invention, and the 
invention is not restricted to these. The invention can take on 
various other forms Within the scope of its technical 
thoughts. 

1: First Preferred Embodiment 

1.1: Composition 

1.1.1: Composition of the System 

[0060] FIG. 1 is a block diagram that shoWs the compo 
sition of the communication system according to a ?rst 
preferred embodiment of the present invention. The com 
munication system for this preferred embodiment contains 
multiple mobile devices MS, multiple base stations BS, a 
mobile packet communications netWork MPN, a gateWay 
server GWS, an intemet INET, and multiple information 
provider (IP) servers W. FIG. 1, for the sake of simplicity of 
the ?gure, shoWs one mobile device MS, one base station BS 
and tWo IP servers W; hoWever, all of these numbers are 
variable. 
































