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(57) ABSTRACT 
The present invention provides a VPN edge router With the 
ability of identifying VPNs by using the identi?ers of logical 
channels multiplexed on a single input line. 
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VPN ROUTER AND VPN IDENTIFICATION 
METHOD BY USING LOGICAL CHANNEL 

IDENTIFIERS 

[0001] The present application is a continuation of appli 
cation Ser. No. 09/811,440, ?led Mar. 20, 2001, the contents 
of which are incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] The present invention relates to routers, particu 
larly, a router that interconnects Virtual Private Networks 
(VPNs) to build a network system via the Internet, a method 
of packet forwarding control to be used on the router, and a 
method of registering routing and related settings with the 
router. 

DESCRIPTION OF RELATED ART 

[0003] When networking a plurality of intra-corporation 
networks existing in different areas, corporations conven 
tionally used private lines to interconnect these networks, 
thus forming a network system that is isolated from external 
networks (to ensure network security). This, however, posed 
a problem that the use of private lines increases the net 
working cost. As a result, along with the prevalence of the 
Internet that can be used at a low charge, there have been 
increasing needs for an art of forming a low-cost Virtual 
Private Network (hereinafter referred to as VPN) by using 
the Internet. This art is to virtually build private networks via 
the Internet by using the Internet Protocol (IP) facilities 
provided by IP networks and the facilities of lower layer 
protocols below IP. This art enables building a safe network 
that is isolated from external networks and can provide 
quality assurance service of any level even via the Internet. 

[0004] One implementation method of reliable data trans 
mission across a VPN is such that data encapsulation is 
performed at the entrance to a network of an Internet service 
provider (hereinafter referred to as ISP) that provides the 
VPN. The encapsulated data is transferred across the ISP’s 
network, according to the capsule header, and this header is 
removed at the exit of the network. By using VPN-speci?c 
encapsulation headers for datagrams that pass across the 
Internet, VPNs with ensured security can be formed. Prac 
tically used encapsulation protocols are IP capsule, Multi 
Protocol Over ATM (MPOA), Multi Protocol Label Switch 
ing (MPLS), and other ones. The Internet Engineering Task 
Force (IETF) and other organiZations for standardization are 
working toward the standardization of the encapsulation 
protocols as of May 2000. 

SUMMARY OF THE INVENTION 

[0005] IP addresses are divided into global IP addresses 
and private IP addresses. Global IP addresses are globally 
de?ned unique addresses, whereas private IP addresses can 
be freely de?ned by a corporation. Private IP addresses are 
often used in intra-corporation networks. Thus, it is desir 
able that private IP addresses can be used when corporations 
use VPN service. If there are a plurality of VPNs and private 
IP addresses are used in the VPNs, it may happen that an IP 
address used in one VPN is also used in another VPN. If IP 
address duplication exists among a plurality of VPNs, a 
router that is placed at the entrance to the ISP network and 
interconnects Local Area Networks (LANs) belonging to the 
VPNs (this router is hereinafter referred to as a VPN edge 
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router) must hold routing tables separately created for the 
VPNs in order to properly forward packets across the VPNs. 
Upon the reception of a packet, the VPN edge router ?nds 
one of the VPNs to which one of the LANs belongs across 
which the packet passed. Then, the VPN edge router 
searches the routing table for the thus found VPN, deter 
mines the forwarded-to-destination of the packet across the 
ISP network, and encapsulates the packet. Because the VPN 
edge router holds the routing tables separately created for 
the VPNs, even if it receives packets passed across different 
VPNs, but having a same destination IP address, it can 
forward the packets to their correct destinations without 
mistaking one for another. 

[0006] As a method of identifying the above VPNs, for 
example, the method is known in which a VPN ID is 
assigned to a user line interface for unique VPN identi?ca 
tion and VPN identi?cation is performed by VPN ID, as 
described in the Oct. 18, 1999, issue of “Nikkei Communi 
cation,” p. 100. According to this method, VPN identi?ca 
tion is performed on a physical interface by interface basis, 
wherein correspondence of one physical interface to one 
VPN is required. 

[0007] In the above method, however, it is required that 
one physical line connects a corporate network to the ISP 
network. In order to connect one corporate network to a 
plurality of VPNs, as many physical lines as the number of 
the VPNs must be prepared. At the same time, the VPN edge 
router that interconnects the VPNs must have as many 
physical interfaces as the number of the VPNs. Conse 
quently, a problem arises that expansion of VPNs intercon 
nected by the VPN edge router expands the physical inter 
faces of the VPN edge router and eventually additional 
routers are required. 

[0008] In a case where an ATM network or a frame relay 
network provided another ISP or carrier is used as interme 
diate access means from a corporate network to the ISP 
network that provides VPN service, a plurality of logical 
channels are multiplexed and terminated to one physical 
interface at the entrance of the ISP network. These multi 
plexed logical channels cannot be identi?ed by VPN iden 
ti?cation by physical interface and this is another problem 
due to the limitation of the previous VPN identi?cation 
method. 

[0009] An object of the present invention is to enable VPN 
identi?cation by using the identi?ers of logical channels 
multiplexed and terminated to a physical interface. 

[0010] Another object of the present invention is to enable 
VPN identi?cation by using different kinds of VPN identi 
?ers proper for a plurality of different protocols that are used 
as lower layer protocols below IP prede?ned for LANs that 
are interconnected by the router. 

[0011] In order to solve the above problems, the VPN edge 
router of the present invention identi?es VPNs by using the 
identi?ers of logical channels multiplexed and terminated to 
a physical interface. As the logical channel identi?ers, 
information for lower layer protocols below IP is used; e.g., 
information equivalent to layer 2 prescribed in an OSI 
model. For example, the logical channel identi?ers are 
expressed in combined VPI and VCI values speci?ed in the 
header of packets if an ATM protocol is the lower layer 
protocol of the IP packets or DLCI values if a frame relay is 
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the lower layer protocol. Furthermore, if IP packets are 
encapsulated With an L2TP header prescribed by a Layer2 
Tunneling Protocol (L2TP), information (such as tunnel ID 
and session ID) speci?ed in the L2TP header can be used as 
logical channel identi?ers. If the loWer layer is an Ethernet 
and VPN identi?cation is performed by using VLAN Tag 
prescribed in IEEE802.1Q, VLAN Tag is used as logical 
channel identi?ers. If IP packets are encapsulated With a 
capsule header prescribed by a PPP Over Ethernet encap 
sulation protocol, information (such as session ID) speci?ed 
in the capsule header prescribed by the above protocol is 
used as logical channel identi?ers. 

[0012] Furthermore, the VPN edge router holds a VPN ID 
indication table into Which What kinds of VPN identi?ers are 
used for VPN identi?cation are registered. To alloW the ISP 
netWork administrator, Who administrates the VPN edge 
router to register VPN identi?er settings into this table, the 
VPN edge router is provided With a user interface. Assume 
the ATM protocol to be the loWer layer beloW IP as an 
example. If physical interfaces are used for VPN identi? 
cation, a “physical interface number” is set in the above 
VPN ID indication table. If “VPI, VCI” values are used for 
VPN identi?cation, a “VPI, VCI” value is set in this table. 

[0013] The VPN ID indication table may contain settings 
for all physical interfaces or settings for all interface cards, 
each of Which may accommodate a plurality of lines under 
a same loWer layer protocol. If a plurality of logical channels 
under different loWer layer protocols are multiplexed and 
terminated to one physical interface (for example, a frame 
relay channel and a PPP channel are multiplexed on a line 
by time division), the VPN ID indication table may contain 
settings for all combinations of a physical interface and a 
loWer layer protocol beloW IP. 

[0014] HoW the VPN edge router actually operates Will be 
explained beloW, using the case Where the ATM protocol is 
used as the loWer layer beloW IP for VPNs interconnected 
via the ISP netWork and VPN identi?ers are expressed in 
“VPI, VCI” values as an example. When the VPN edge 
router receives a packet, it ?rst determines the VPN identi 
?er type, according to the setting (in this example, “VPI, 
VCI”) in the VPN ID indication table, and determines What 
VPN identi?cation table is to be searched next. In this 
example, the VPN edge router next searches the VPN 
identi?cation table that maps “VPI, VCI” values to VPNs. 
By searching the VPN identi?cation table for a match With 
the search key of the “VPI, VCI” value speci?ed in the 
packet header, the VPN edge router ?nds a VPN across 
Which the received packet passed. Once the VPN has been 
found out, the edge router searches the routing table for the 
VPN across Which the received packet passed, determines 
the next forWarded-to-destination of the packet across the 
ISP netWork, and generates a capsule header containing 
information to be used for VPN identi?cation in the net 
Work. The VPN edge router attaches this header to the 
packet and sends the packet to the determined next for 
Warded-to-destination. 

[0015] In the present invention, VPN identi?cation is 
performed by using the identi?ers of logical channels mul 
tiplexed and terminated to a physical interface as described 
above. Therefore, it is not necessary to provide the VPN 
edge router With physical interfaces corresponding to VPNs 
interconnected by the router. To connect one corporate 
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netWork to a plurality of VPNs according to the invention, 
preparing as many logical channels as the number of VPNs 
is only required, but preparing as many physical lines as the 
number of VPNs is not necessary. Even When an ATM 
netWork or a frame relay provided by another ISP or carrier 
is used as intermediate access means from a corporate 

netWork to the ISP netWork that provides VPN service, the 
present invention enables building a netWork system having 
VPNs because the VPNs are identi?ed by their logical 
channels to the VPN edge router. 

[0016] Furthermore, When the router is set up to intercon 
nect VPNs, the present invention alloWs the ISP netWork 
administrator to select a VPN identi?er type proper for each 
VPN-speci?c loWer layer protocol beloW IP and register it in 
the VPN ID indication table. Therefore, a netWork system 
can be built to comprise VPNs that run under various kinds 
of loWer layer protocols. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] Other objects and advantages of the invention Will 
become apparent during the folloWing discussion of the 
accompanying draWings, Wherein: 

[0018] FIG. 1 is a schematic diagram for explaining a 
preferred embodiment of forming VPNs interconnected by 
VPN edge routers according to the present invention. 

[0019] FIG. 2 is a schematic diagram for explaining an 
example of modi?cation to the netWork topology embodi 
ment example shoWn in FIG. 1. 

[0020] FIG. 3 is a schematic diagram for explaining 
another example of modi?cation to the netWork topology 
embodiment example shoWn in FIG. 1. 

[0021] FIG. 4 is a diagram shoWing an example of the 
con?guration of the VPN edge router offered by the present 
invention. 

[0022] FIG. 5 is a diagram shoWing an example of the 
con?guration of a packet layer processor. 

[0023] FIG. 6 shoWs example contents of the VPN ID 
indication table. 

[0024] FIG. 7 shoWs example contents of the VPN iden 
ti?cation table. 

[0025] FIG. 8 shoWs example contents of a routing table 
for VPN. 

[0026] FIG. 9 shoWs another example of the con?guration 
of the VPN edge router offered by the present invention. 

[0027] FIG. 10 shoWs example contents of the VPN ID 
indication table, VPN identi?cation table, and routing tables 
for VPNs in a packet processing card When an ATM inter 
face card attaches to the packet processing card. 

[0028] FIG. 11 shoWs example contents of the VPN ID 
indication table, VPN identi?cation table, and routing tables 
for VPNs in the packet processing card When a POS inter 
face card attaches to the packet processing card. 

[0029] FIG. 12 shoWs example contents of the VPN ID 
indication table, VPN identi?cation tables, and routing 
tables for VPNs in the packet processing card When an 
interface card for time division multiplex line attaches to the 
packet processing card. 
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[0030] FIG. 13 shows example contents of the VPN ID 
indication table, VPN identi?cation tables, and routing 
tables for VPNs in the packet processing card When interface 
cards for different lower layer protocols attach to the packet 
processing card. 

[0031] FIG. 14 illustrates an example of the procedure for 
customizing the internal settings of the packet processing 
card. 

[0032] FIG. 15 illustrates a general operation How of the 
VPN edge router offered by the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0033] FIG. 1 is a schematic diagram for explaining a 
preferred embodiment of forming VPNs interconnected by 
VPN edge routers according to the present invention. Here 
inafter, a loWer layer Will mean a protocol for encapsulating 
datagrams in IP packets. Even if an IP header is used to 
encapsulate datagrams of IP packets, this capsule header Will 
be represented as a loWer layer header for convenience. 

[0034] An ISP netWork (5) has edge routers (9 and 10) 
positioned at the boundaries of the netWork and a core router 
(17) positioned in the core of the netWork. Although a single 
core router (17) is shoWn in FIG. 1, the number of core 
routers is not limited to one. Datagrams are assumed to be 
encapsulated by MPLS (for ATM) to pass across the ISP 
netWork (5), thus implementing reliable data transmission 
across VPNs. Not only this encapsulation protocol but also 
other encapsulation protocols mentioned above may be 
used. The ISP netWork (5) interconnects LAN1 (1) and 
LAN2 (2) via the edge router (9) and LAN 3 (3) and LAN4 
(4) via the edge router (10). The LAN1 (1) and the LAN3 (3) 
are assumed to be possessed by corporation A and one VPN 
is formed to cover these LANs. The LAN2 (2) and the LAN4 
(4) are assumed to be possessed by corporation B and 
another VPN is formed to cover these LANs. The corpora 
tion A’s VPN is to be called VPNA (7) and the corporation 
B’s VPN is VPNB (8). 

[0035] The LAN1 and LAN2 are logically multiplexed on 
a line (11) and connected to the edge router (9) via an ATM 
netWork (6) that is provided by another ISP or carrier 
separately from the ISP netWork (5). A physical interface 
(12) interfaces the line (11) and the edge router (9). The 
physical interface means the point of connection betWeen 
the router and the line. MeanWhile, the LAN3 (3) and LAN4 
(4) are connected to the edge router (10) With lines (13) and 
(14) respectively by using PPP Over SONET (POS) pre 
scribed in RFC2615. Physical interfaces (15) and (16) 
interface the lines (13) and (14) With the edge router 
respectively. 

[0036] In the present embodiment, combined VPI and VCI 
values are used as identi?ers to identify one VPN to Which 
the LAN1 belongs and another VPN to Which the LAN2 
belongs. In the VPN ID indication table that the edge router 
(9) holds inside, a “VPI, VCI” value shall be set in the VPN 
ID entry ?eld for the physical interface (12). MeanWhile, the 
edge router (10) uses numbers assigned to the physical 
interfaces as identi?ers to identify one VPN to Which the 
LAN3 belongs and another VPN to Which the LAN4 
belongs. In the VPN ID indication table that the edge router 
(10) holds inside, a “physical interface number” shall be set 
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in the VPN ID entry ?elds for the physical interfaces (15) 
and (16). The VPN ID indication table Will be detailed later. 

[0037] The edge router (9) also internally holds a VPN 
identi?cation table that maps a speci?c VPN ID to infor 
mation that indicates What VPN across Which the packet 
With the VPN ID passed (this information is hereinafter 
referred to as a VPN number). The above-mentioned VPNA 
and VPNB are used as VPN number. Moreover, the edge 
router (9) internally holds routing tables that map a desti 
nation IP address of the packet to an output route number 
and capsule header information. The router holds the routing 
table prepared for VPNA and the routing table prepared for 
VPNB. The VPN identi?cation table and the routing tables 
Will also be detailed later. 

[0038] When the edge router (9) receives an IP packet that 
is sent from the LAN1 to the LAN3, it determines that “VPI, 
VCI” values are used as VPN identi?ers, according to the 
setting in the VPN ID indication table. After determining the 
VPN identi?er type, the edge router (9) searches the VPN 
identi?cation table that maps “VPI, VCI” values to VPNs 
and ?nds that the packet passed across the VPNA. Then, the 
edge router (9) searches the routing table for VPNA for a 
match With the search key of the destination IP address of the 
packet and determines the core router (17) as the next 
forWarded-to-destination. At this time, the capsule header 
that is to be attached to the packet passed across VPNA and 
to be forWarded to the core router is determined as Well. 
After this capsule header is attached to the packet, the packet 
is forwarded to the core router (17). 

[0039] The core router (17) has a routing table that maps 
capsule headers, that is, “VPI, VCI” values to next for 
Warded-to-destinations. The core router (17) searches this 
routing table for a match With the search key of the infor 
mation in the capsule header of the received packet and 
determines the next forWarded-to-destination (edge router 
(10)) and the next capsule header. The core router (17) 
attaches the next capsule header to the packet and sends the 
packet to the edge router (10). 
[0040] The edge router (10), Which is con?gured identi 
cally to the edge router (9), searches its VPN identi?cation 
table for a match With the search key of the information in 
the capsule header of the received packet and ?nds that the 
packet passed across the VPNA as the edge router (9) does. 
Then, the edge router (10) searches its routing table for 
VPNA for a match With the search key of the destination IP 
address of the packet and determines the forWarded-to 
destination. The edge router (10) removes the capsule header 
from the packet and forWards the packet to the LAN3. 

[0041] Because the edge router (9) identi?es a VPN by 
?nding the VPN ID out of the identi?ers of the logical 
channels multiplexed and terminated to the physical inter 
face and then searches the routing table for the VPN, one of 
the logically multiplexed VPNs on one physical line can be 
identi?ed. In this Way, packets can be forWarded to their 
correct destinations even if an IP address used in the 
corporation A’s netWork is also used in the corporation B’s 
netWork. 

[0042] When packets are sent from the LAN 4 to the LAN 
2 across the VPNB, similarly, the sending is performed by 
folloWing the same procedure as described above, except 
that the edge router (10), When receiving the IP packets sent 
from the LAN 4 to the LAN 2, uses physical interface 
numbers as VPN identi?ers. 
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[0043] FIG. 2 is a schematic diagram for explaining an 
example of modi?cation to the network topology embodi 
ment example shoWn in FIG. 1. In this modi?ed embodi 
ment, the LAN 1 and LAN 2 are directly connected to a 
multiplexer (20) in the ISP netWork (5) With separate lines 
(18) and (19). At the multiplexer (20), different “VPI, VCI” 
values are assigned to the VPNA and VPNB netWorks. As 
does in the case of FIG. 1, the edge router (9) uses “VPI, 
VCI” values to identify the VPNs. 

[0044] FIG. 3 is a schematic diagram for explaining 
another example of modi?cation to the netWork topology 
embodiment example shoWn in FIG. 1. In FIG. 3, LAN5 
(21) is added to the netWork topology shoWn in FIG. 1 and 
the VPNB is formed to cover the LAN2, LAN4, and LAN 
5. The LAN5 (21) uses POS and is connected to the edge 
router (9) With a line (22). A physical interface (23) inter 
faces the line (22) and the edge router (9). 

[0045] As described for FIG. 1, the edge router (9) uses 
“VPI, VCI” values as identi?ers to identify one VPN to 
Which the LAN1 belongs and another VPN to Which the 
LAN2 belongs. At the same time, the edge router (9) uses a 
physical interface number as the identi?er of the VPN to 
Which the LAN5 belongs. In the VPN ID indication table 
that the edge router (9) holds inside, a “physical interface 
number” shall be set in the VPN ID entry ?eld for the 
physical interface (23). In this third embodiment, the edge 
router (9) internally holds tWo VPN identi?cation tables; one 
table that maps “VPI, VCI” values to VPNs and the other 
table that maps physical interface numbers to VPNs. These 
tables Will be detailed later. 

[0046] For example, if the edge router (9) receives an IP 
packet sent from the LAN 5 to the LAN4, it determines that 
physical interface numbers are used as VPN identi?ers, 
according to the setting in the VPN ID indication table. After 
determining the VPN identi?er type, the edge router (9) 
searches the VPN identi?cation table that maps physical 
interface numbers to VPNs for a match With the search key 
of the “physical interface number” across Which it received 
the packet and ?nds that the IP packet passed across the 
VPNB. Then, the edge router (9) searches the routing table 
for VPNB for a match With the search key of the destination 
IP address of the packet and determines the core router (17) 
as the next forWarded-to-destination. At this time, the cap 
sule header to be attached to the packet to be sent to the 
determined core router is determined as Well. After this 
capsule header is attached to the packet, the packet is 
forWarded to the core router (17). 

[0047] In the third embodiment, different types of VPN 
identi?ers are set for different loWer layer protocols and 
separate VPN identi?cation tables for VPN identi?er types 
are created. In this method, the freedom of one router to cope 
With different loWer layer protocols is increased. Speci? 
cally, the procedure according to this embodiment is as 
folloWs. When setting up the edge router to interconnect 
VPNs that use different loWer layer protocols, register VPN 
identi?er types proper to the loWer layer protocols into the 
VPN ID indication table. Register discrete VPN identi?ers 
into VPN identi?cation tables separately created for VPN 
identi?er types. In this Way, the edge router can be set up to 
interconnect VPNs, coping With various kinds of loWer layer 
protocols that are different for different VPNs. 

[0048] Next, the detail of the VPN edge router offered by 
the present invention Will be described beloW. For the 
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implementation of organiZing VPNs into a netWork system, 
the topology having netWorks may be diversi?ed besides the 
netWork topology examples shoWn in FIGS. 1 to 3. In the 
folloWing, therefore, the VPN edge router of the present 
invention Will be discussed as the one con?gured to have 
more general application rather than the restricted applica 
tion to the netWork system examples shoWn in FIGS. 1 to 3. 

[0049] An example of the con?guration of the VPN edge 
router (9) Will be explained With reference to FIGS. 4 to 8. 
The folloWing description also applies to the con?guration 
of the VPN edge router (10). 

[0050] FIG. 4 is a diagram shoWing an example of the 
con?guration of the VPN edge router (9) offered by the 
present invention. A controller (50), to Which loWer layer 
processors (53 and 54), packet layer processors (52), and a 
sWitch (51) are connected, executes overall control of the 
VPN edge router and routing processing. The loWer layer 
processors (53 and 54) accommodate lines (55 and 56) and 
execute the termination of a loWer layer protocol beloW IP. 
The packet layer processors (52) receive loWer layer infor 
mation and an IP packet from the loWer layer processors (53 
and 54) and determine a forWarded-to-destination of the 
packet by using the loWer layer information and the infor 
mation in the header of the IP packet. The sWitch (51) has 
a plurality of input/output ports that are connected to the 
packet layer processors. The sWitch (51) comprises, for 
example, a crossbar sWitch. When the sWitch (51) receives 
a packet from either of the packet layer processors (52), it 
outputs the packet to the output port for the forWarded-to 
destination of the packet as determined by the packet layer 
processor (52). A control terminal (57) is connected to the 
above-mentioned controller (50). This control terminal 
alloWs the router administrator to register settings into the 
VPN ID indication table, the VPN identi?cation tables, and 
the routing tables retained in the router. Points at Which input 
lines 55-1, 55-2, 55-3, and 55-4 connect to the router (9) are 
assigned physical interface numbers 1, 2, 3, and 9, respec 
tively. 
[0051] FIG. 5 is a diagram shoWing an example of the 
con?guration of a packet layer processor (52). LoWer layer 
processor interfaces (IFs) (100 and 106) interface With the 
loWer layer processors (53 and 54). SWitch IFs (103 and 
109) interface With the sWitch (51). A controller IF (110) 
interfaces With the controller (50). One of the features of the 
present invention embodied as described herein is that the 
router holds a VPN ID indication table (150), a VPN 
identi?cation table (151), and routing tables for VPNs (152). 
These tables are stored into storage. They may be stored into 
different physical storage devices or different areas in a 
single storage device. HoW these tables are stored is not an 
essential matter of implementing the present invention. The 
VPN ID indication table (150), VPN identi?cation table 
(151), and routing tables (152), and hoW other blocks, not 
described here, Work and the structures thereof Will be 
described in the folloWing Wherein hoW the router (9) 
handles packets Will be explained. 
[0052] Assume that packets are received across the line 
(55) to the loWer layer processor (53) and forWarded across 
the line (56) from the loWer layer processor (54). Using this 
case as an example, hoW the router (9) handles packets Will 
be explained beloW. 

[0053] When the loWer layer processor (53) receives a 
packet from a LAN, it terminates the loWer layer protocol 














