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TRACING MULTIPLE DATA ACCESS 
INSTRUCTIONS 

[0001] This application is a Continuation of application 
Ser. No. 09/973,189, ?led Oct. 10, 2001. The entire content 
of this application is incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] 
[0003] This invention relates to data processing systems. 
More particularly, this invention relates to data processing 
systems providing tracing mechanisms to enable data 
accesses via multiple data access instructions to be traced. 

[0004] 2. Description of the Prior Art 

1. Field of the Invention 

[0005] As data processing systems increase in complexity 
Whilst it is desired to also reduce development time for neW 
systems, there is a need to improve the debug and tracing 
tools and mechanisms that may be used Within the devel 
opment of data processing systems. Tracing the activity of a 
data processing system Whereby a trace stream is generated 
including data representing the step-by-step activity in the 
system is a highly useful tool in system development. 
HoWever, With the general increase in processing speeds, the 
speed at Which trace data must be captured is also increased 
When it is desired to trace the real time operation of the 
system being developed. Accordingly, as Well as off-chip 
tracing mechanisms for capturing and analysing trace data, 
increased amounts of tracing functionality are being placed 
on-chip. Examples of such on-chip tracing mechanisms are 
the Embedded Trace Macrocells provided by ARM Limited, 
Cambridge, England in association With their ARM7 and 
ARM9 processors. 

[0006] It is knoWn to provide tracing and debugging 
mechanisms incorporating trigger points that serve to con 
trol the debugging and tracing operation, such as starting or 
stopping debugging upon access to a particular register, 
address or data value. Such mechanisms are very useful for 
diagnosing speci?c parts of a system or types of behaviour. 
As an example, if a particular system bug is associated With 
exception behaviour, then tracing the full operation of the 
system Would produce an inconveniently large volume of 
data When What Was really required Was tracing of the 
exception behaviour With this being triggered upon access to 
the appropriate exception handling vector. 

SUMMARY OF THE INVENTION 

[0007] VieWed from one aspect the present invention 
provides apparatus for processing data, said apparatus com 
prising: 
[0008] (i) a register bank having a plurality of registers 
and operable to store data Words to be processed; 

[0009] (ii) processing logic operable in response to a 
multi-Word data transfer instruction to transfer a plurality of 
data Words betWeen respective registers Within said register 
bank and respective storage locations Within a data memory; 
and 

[0010] (iii) tracing logic triggered by detection of a pre 
determined trace initiating condition to commence tracing 
operation generating a trace data stream of trace data part 
Way through said multi-Word data transfer instruction 
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Whereby a subset of transfers of said plurality of data Words 
are traced Within said trace data stream. 

[0011] The invention recognises and solves a particular 
problem that can arise in providing triggered trace operation 
Within a system that supports multi-Word data transfer 
instructions. More particular, a multi-Word data transfer 
instruction may result in a trace initiating condition at any 
point Within its operation as a particular data transfer meets 
the trigger conditions. One Way of dealing With this Would 
be to trace all multi-Word data transfer instructions irrespec 
tive of Whether or not they met the trigger conditions or 
alternatively never to trace any mutli-Word data transfer 
instruction even if it did meet the trigger conditions partWay 
through its execution. The ?rst option Would result in a 
disadvantageous increase in the volume of trace data and the 
second Would result in the possible loss of useful diagnostic 
information. The invention recognises the above situation 
and provides the solution of initiating tracing partWay 
through the multi-Word data transfer instruction and tracing 
a subset of the transfers concerned. The provision of the 
extra control logic necessary to provide this type of opera 
tion is more than outWeighed by the advantages of being 
able to provide comprehensive trace coverage initiated from 
trace triggering conditions. 

[0012] Whilst it Would be possible to only trace the 
particular data transfer that met the triggering condition 
Within the plurality of data transfers of the multi-Word data 
transfer instruction, in practice considerable implementation 
complexity savings can be made When all the data transfers 
subsequent to the data transfer giving rise to the trigger are 
traced at least to some extent. This has the advantage that the 
complexity of determining Which one of the data transfers 
Within the multi-Word data transfer instruction triggered the 
condition can be off-loaded to the system that analyses the 
trace data as the analysis system may count back from the 
end of the instruction to properly identify the trigger point. 
SkeWing the complexity and overhead toWards the trace 
analysis system is generally advantageous as it avoids 
unduly burdening the real life operational systems. 

[0013] Whilst full trace data may be collected for data 
transfers subsequent to the triggering data transfer, preferred 
embodiments of the invention utilise place holder data for 
the subsequent transfers. The place holder data may be 
represented With feWer bits Within the trace data stream 
preserving the bandWidth on the trace data stream for other 
uses. 

[0014] As previously mentioned, the trace initiating con 
dition could take various di?ferent forms. HoWever, particu 
larly preferred forms of trigger in the context of a multi 
Word data transfer instruction are ones triggered from the 
use of a predetermined register, a transfer using a predeter 
mined memory address and a transfer of a predetermined 
data Word value. 

[0015] It Will be appreciated that higher performance data 
processing systems may execute data transfers at least 
partially in parallel. For example, a system may be provided 
in Which if tWo register loads may be performed in parallel 
on each processing cycle such that, for example, ?ve reg 
isters may be loaded in three cycles With tWo registers 
loaded on each of the ?rst tWo cycles and the remaining 
register loaded on the third cycle. In order to simply the trace 
data stream and accord With the programmers model of the 
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behaviour of the system preferred embodiments generate the 
trace data to represent sequential transfers even if some 
transfers are performed in parallel. In particular, the multi 
Word data transfer instruction may specify a logical order in 
Which transfers are to occur and the trace data Will be Written 
in this logical order even if some of the transfers occur in 
parallel. 
[0016] VieWed from another aspect the present invention 
provides a method of processing data, said method com 
prising the steps of: 

[0017] (i) storing data Words to be processed Within a 
register bank having a plurality of registers; 

[0018] (ii) in response to a multi-Word data transfer 
instruction, transferring a plurality of data Words betWeen 
respective registers Within said register bank and respective 
storage locations Within a data memory; and 

[0019] (iii) When triggered by detection of a predeter 
mined trace initiating condition, commencing tracing opera 
tion generating a trace data stream of trace data part Way 
through said multi-Word data transfer instruction Whereby a 
subset of transfers of said plurality of data Words are traced 
Within said trace data stream. 

[0020] The above, and other objects, features and advan 
tages of this invention Will be apparent from the folloWing 
detailed description of illustrative embodiments Which is to 
be read in connection With the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] FIG. 1 schematically illustrates a data processing 
system providing on-chip tracing mechanisms; 
[0022] FIG. 2 schematically illustrates the problem of 
data access misses When tracing data; 

[0023] FIGS. 3, 4 and 5 schematically illustrate three 
alternative systems for dealing With data access misses; 

[0024] 
[0025] FIGS. 7 and 8 illustrate example behaviour of a 
trace trigger mechanism that may be con?gured to cope With 
data access misses; 

[0026] FIG. 9 schematically illustrates a data processing 
system supporting a tracing mechanism and multi-Word data 
transfer instruction; 

[0027] FIG. 10 schematically illustrates a multi-Word data 
transfer instruction; 

[0028] FIG. 11 schematically illustrates a trace trigger 
point occurring partWay through a multi-Word data transfer 
instruction and the resulting trace data stream; 

[0029] FIG. 12 is a How diagram illustrating the How of 
control Within the on-chip tracing hardWare; and 

[0030] FIG. 13 schematically illustrates the processing 
operations that may be performed in the system for analys 
ing the trace data generated in accordance With the system 
of FIGS. 9 to 12. 

FIG. 6 illustrates a trace trigger mechanism; 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0031] FIG. 1 schematically illustrates a data processing 
system 2 providing a on-chip tracing mechanism. An inte 
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grated circuit 4 includes a microprocessor core 6, a cache 
memory 8, an on-chip trace module controller 10 and an 
on-chip trace buffer 12. The integrated circuit 4 is connected 
to an external memory 14 Which is accessed When a cache 
miss occurs Within the cache memory 8. A general purpose 
computer 16 is coupled to the on-chip trace module con 
troller 10 and the on-chip trace buffer 12 and serves to 
recover and analyse a stream of tracing data from these 
elements using softWare executing upon the general purpose 
computer 16. 

[0032] It is often the case that the processor core 6 may, 
during operation, need to access more data processing 
instructions and data than there is actually space for in the 
external memory 14. For example, the external memory 14 
may have a siZe of 1 MB, Whereas the processor core 6 
might typically be able to specify 32-bit addresses, thereby 
enabling 4 GB of instructions and data to be speci?ed. 
Accordingly, all of the instructions and data required by the 
processor core 16 are stored Within external storage, for 
example a hard disk, and then When the processor core 6 is 
to operate in a particular state of operation, the relevant 
instructions and data for that state of operation are loaded 
into the external memory 14. 

[0033] FIG. 2 illustrates various behaviour in response to 
data access instructions that may occur Within the system of 
FIG. 1. The processor core 6 in this case is an ARM 
processor executing ARM object code instructions. The ?rst 
code sequence in FIG. 2 illustrates a load instruction 18 
Which loads data into a speci?ed register from the memory 
location speci?ed by an address given in another register 
Rm. In this case, the data access instruction results in a hit 
Within the cache memory 8 and the corresponding data value 
from the address speci?ed by the register Rm is returned on 
the same cycle to the processor core 6. 

[0034] In the second example, the same instruction 
sequence is issued, but in this case the instruction 20 results 
in a miss Within the cache memory 8. The integrated circuit 
4 is designed to cope With this behaviour and continues to 
execute the instructions folloWing the load instruction 20 
that gave rise to the miss providing those subsequent instruc 
tions do not require the missed data. At a variable time later, 
the data corresponding to the access miss is returned on the 
data bus of the system. The late data Will be routed to the 
correct register and any register interlocking Will be cleared. 
It Will be appreciated that the delay until the late data is 
returned can vary depending on the particular circum 
stances. The integrated circuit 4 could be coupled to a 
multilevel external memory system, such as comprising a 
relatively fast off-chip cache memory in front of a larger but 
sloWer main RAM memory providing further storage. The 
mechanisms for enabling an integrated circuit itself to cope 
With such variable delay late data are knoWn in the ?eld, the 
technique of the present invention seeks to provide mecha 
nisms Which at least in their preferred embodiments also 
alloW the tracing of data to also cope With such late returned 
data and variable delay data. 

[0035] The third code sequence in FIG. 2 has tWo load 
instructions 22, 24 that both result in data misses and have 
corresponding late data returned. In this example, the late 
data returned on the data bus out of order from the sequence 
of the data access instructions 22, 24 that gave rise to it. 
Accordingly, the ?rst missing data access 22 corresponds to 
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the second late data item 26 Whereas the second missing data 
access 24 corresponds to the ?rst late data item 28. 

[0036] FIG. 3 illustrates the behaviour of the on-chip trace 
module controller 10 in response to data access instructions 
that give rise to data misses. The on-chip trace module 10 
Writes its trace data at high speed into the on-chip trace 
buffer 12. This enables the tracing to occur in real time 
keeping pace With the full speed execution of instructions by 
the processor core 6. At a later time the general purpose 
computer 16 may read the contents of the trace buffer 12 to 
analyse the trace data. 

[0037] As illustrated in FIG. 3, a ?rst load instruction 30 
results in a data miss Within the cache memory 8. Accord 
ingly, a data place holder 32 is inserted into the data trace 
stream at the corresponding point to the instruction 30 
Within the instruction trace stream that gave rise to the miss. 
This data place holder 32 has an associated tag value (Tagl) 
that identi?es that data place holder. At a later time, a further 
data accessing instruction 34 results in a hit With the data 
value 36 being returned in the same processing cycle and 
placed Within the data trace stream at a point directly 
matching the instruction 34. The next instruction 38 results 
in a further data miss and the insertion of a further data place 
holder 40 With a different identifying tag value (Tag2). 

[0038] At a variable time later tWo late data values 42, 44 
are returned on the data bus and inserted into the data trace 
stream. Each of these late data values has a tag value 
associated With it that enables it to be matched to a corre 
sponding data place holder earlier Within the data trace 
stream. In this particular example, the late data values are 
returned out of order With the data misses that gave rise to 
them. Accordingly, the ?rst late data value 42 returned has 
a tag value of Tag2 and corresponds to the data place holder 
40 and the instruction 38. The second late data value 44 has 
a tag value of Tagl and corresponds to the data place holder 
32 and the instruction 30. 

[0039] It Will be appreciated that the analysis of the data 
place holders and the late data values takes place outside of 
the integrated circuit 4 using the general purpose computer 
16. The general purpose computer 16 can under program 
control search the data trace stream for data place holders 
With corresponding tag values and then replace these With 
later identi?ed late data values With matching tags such that 
a proper correspondence can be draWn betWeen instructions 
and the corresponding data returned. In the full trace analy 
sis the late data value may be left in its position at Which it 
Was returned in order that the effects of the delay of the 
return may also be properly understood Within the tracing 
environment With the tag matching being used to properly 
relate these late data values back to the matching instruc 
tions. 

[0040] Having de?ned the behaviour of the instruction 
trace stream and the data trace stream, the control logic 
Within the on-chip trace module controller that provides this 
functionality can be derived in accordance With standard 
techniques and standard integrated circuit design tools. 

[0041] FIG. 4 illustrates a further embodiment. In this 
example, the data place holders do not include tag values, 
but instead indicate the number of pending late data values 
outstanding When they are themselves inserted into the data 
trace stream. Accordingly, the data miss resulting from 
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instruction 46 results in a data place holder 48 indicating 
Zero pending late data values. The next instruction 50 
resulting in a miss occurs before the late data value corre 
sponding to the data place holder 48 has been returned and 
accordingly the data place holder 52 indicates that there is 
already one pending late data value outstanding. The late 
data value 54 corresponding to the instruction 46 is then 
returned before a further instruction 56 resulting in a miss is 
executed. When the instruction 56 is executed, the number 
of outstanding late data values Will still be one and accord 
ingly the data place holder 58 is marked to indicate this. 

[0042] The data trace stream format shoWn in FIG. 4 
alloWs the analysis of this trace stream to be picked up from 
a variable position and not be confused by late data values 
being returned for points prior to the start of the trace stream, 
but requires misses to be returned in order (as does the FIG. 
5 embodiment). 

[0043] FIG. 5 illustrates a further example trace stream 
format. In this example, synchronising data 60 is periodi 
cally inserted Within the stream of traced data. This syn 
chronising data indicates the number of outstanding late data 
items at that point of time. Accordingly, the synchronisation 
data item 60 indicates one pending late data item corre 
sponding the missed data access instruction 62. The data 
place holders in this example do not include additional 
information specifying the instruction to Which they corre 
spond. 

[0044] A load instruction 64 folloWing the synchronising 
data item 60 also results in a miss With a corresponding data 
place holder 66 being inserted Within the data trace stream. 
The ?rst late data item returned 68 is ignored since the 
synchronising data element 60 tells us that it corresponds to 
an untraced earlier instruction 62 that resulted in a miss and 
accordingly cannot be properly analysed. When the next late 
data item 70 is returned, then this is determined to corre 
spond to the load instruction 64. 

[0045] FIG. 6 illustrates a circuit element 72 that may be 
used to trigger tracing control operations. This circuit ele 
ment 72 comprises a plurality of comparitors Which may be 
loaded With predetermined values, and possibly associated 
masks, for comparing current bus and address data values in 
order to trigger appropriate trace Watch points. 

[0046] In the context of late returned data, a data Watch 
point Will be con?gured to either be an exact match Watch 
point or a non-exact match Watch point. An exact match 
Watch point Will not be triggered until the late data is 
returned and found to match the criteria that have been 
speci?ed. Conversely, a non-exact match Watch point Will be 
triggered When a data miss for that data value occurs upon 
the assumption that the late data When it is returned Will 
result in a match. The con?guration of the Watch points to 
either of these tWo behaviours may be controlled by the user 
of the trace system as desired. A tag value corresponding to 
the late data values is also held Within the Watch point 
comparitor system in order to make the link betWeen late 
data values returned and the corresponding addresses to 
Which they relate. 

[0047] FIGS. 7 and 8 schematically illustrate the different 
types of behaviour that may result from the system of FIG. 
7. An instruction 74 results in a data miss. The data 76 is 
subsequently returned on the data but at a later time. 
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[0048] FIG. 8 assumes that a Watch point has been set up 
to the address corresponding to that speci?ed Within the 
instruction 74 and accordingly an address match occurs for 
all of the possibilities indicated. In the ?rst tWo possibilities, 
the Watch point has set up to be an exact match Watch point. 
Accordingly, in the ?rst tWo examples the tracing event Will 
not trigger until the data 76 has been returned and found to 
match. The ?rst roW of FIG. 8 indicates a data match and the 
tracing activation point Will be point P1 in FIG. 7. In the 
third and fourth roWs of FIG. 8, the Watch point is set up as 
a non-exact Watch point. Accordingly, in both of these cases 
the trace control Will be triggered upon occurrence of the 
address match at point P2 irrespective of Whether or not the 
data match subsequently occurs. It Will be appreciated that 
in the fourth roW the trace point has been triggered even 
though the data match did not subsequently occur. 

[0049] The exact match signal can be controlled and used 
in various ways, eg making the exact match signal con?g 
urable depending on requirements (this may be preferred); 
choosing the exact match signal Within hardWare depending 
on the use the comparison is to be put; and making the 
comparison hardWare capable of providing both behaviours 
simultaneously, using different behaviours in different parts 
of the tracing circuit as appropriate. 

[0050] FIG. 9 illustrates a data processing system 102 
including a microprocessor integrated circuit 104 and an 
external memory integrated circuit 106. The mircoprocessor 
integrated circuit 104 includes among its many different 
circuit elements (not all of Which are shoWn) a register bank 
108, a cache memory 110, a multiplier 112, a shifter 114, an 
adder 116, an instruction decoder 118, a trace controller 120 
and a trace data buffer 122. 

[0051] In operation, the instruction decoder 118 receives 
program instruction Words and then generates control sig 
nals that are used by the other elements Within the micro 
processor integrated circuit 104 to control the operation of 
those elements. A particular instruction may involve the 
performing of an arithmetical logical operation upon values 
held Within the registers of the register bank 108 using one 
or more of the multiplier 112, the shifter 114 and the adder 
116. Another type of data processing instruction to Which the 
instruction decoder is responsive is a multi-Word data trans 
fer instruction. An example of such a type of instruction are 
LSM-type instructions (load store multiple) provided by 
microprocessors such as the ARM7 and ARM9. Details of 
the operation of these example multi-Word data transfer 
instructions may be found in the Data Sheets for the above 
microprocessors, for example LDM and STM instructions. 

[0052] The trace controller 120 and the trace data buffer 
122 are provided on-chip to the microprocessor integrated 
circuit 104. The trace controller 120 provides many different 
types of operation included Within Which is the initiation of 
tracing operations When trace triggering conditions are 
detected. The trace controller may “snoop” the address and 
data buses Within the system to detect particular address 
values and data values or may be responsive to signals 
controlling the register bank 108 to detect accesses to a 
particular register Within the register bank 108. In any of 
these cases, the trace controller 120 may serve to initiate 
tracing operation When a predetermined condition is 
detected and cause a trace data stream to be stored Within the 
trace data buffer 122. This stream of trace data may subse 
quently be doWnloaded from the trace data buffer to an 
external trace data bulfer analysing system Where it may be 
examined and interpreted by a person Wishing to debug the 
system or understand its separation more completely. 
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[0053] FIG. 10 illustrates a multi-Word data transfer 
instruction, an LSM instruction as mentioned above. Within 
the ?elds that control the operation of this instruction is a 
pointer to a register Rn Within the register bank 108 that 
controls a memory address storing data values Which Will 
provide the starting point for the multi-Word transfer of the 
instruction. The instruction also includes a 16-bit ?eld With 
one bit corresponding to each of the sixteen registers Within 
the register bank 108. A value of “1” at a particular bit 
position indicates that a data transfer is to take place for that 
register and accordingly any number of data transfers 
betWeen one and sixteen can be speci?ed by a single LSM 
instruction. In the example illustrated, the register list speci 
?es that ?ve data Words are to be transferred betWeen the 
memory addresses starting at the value held Within the 
register 1%, and the registers R0, R1, R3, R7 and R11. The 
transfers start With the loWest numbered register and 
progress With a memory increment of four bytes for each 
transfer. 

[0054] As illustrated in FIG. 10 high performance 
embodiments of the data processing system 102 may serve 
to transfer tWo data values in parallel from the memory 
systems (either the cache memory 110 or the external 
memory 106) to their respective registers. This Will alloW an 
LSM instruction to complete more rapidly and speed overall 
processing. Within such embodiments care must be taken 
such that the programmer’s model Whereby the data trans 
fers occur sequentially is not violated and this is represented 
in the trace data. In addition, address trigger points must be 
sensitive to both values. 

[0055] FIG. 11 develops the example of FIG. 10 and uses 
this to illustrate the triggering of a predetermined trace 
initiating condition partWay through the multi-Word data 
transfer instruction LSM. In particular, the third data transfer 
of the data Word DW3 betWeen the register R3 and the 
memory location Add+8 gives rise to a trigger. The trigger 
could be from the particular register being accessed as 
indicated by the “#”, from the data value being transferred 
as indicated by the “*”, or from the memory location being 
accessed as indicated by the “1”. It is also possible that 
multiple of these conditions could be simultaneously met 
resulting in the trace triggering occurring at that point Within 
the multi-cycle multi-Word data transfer instruction. 

[0056] The trace controller 120 detects the trace trigger 
condition and initiates tracing operation by Writing a trace 
data stream of trace data to the trace data buffer 122 starting 
from the transfer that triggered the trace. In particular, the 
multi-Word data transfer instruction itself is Written into the 
trace data stream folloWed by the address value and the data 
value that gave rise to the trace trigger. The remaining data 
transfers up to the end of the multi-Word data transfer 
instruction (Which may be a Write or a read) result in trace 
data being added to the trace data stream. In order to 
preserve trace data stream bandWidth place holder data 
codes may be inserted for each of these transfers up to the 
end of the LSM instruction rather than including more 
detailed information. The place holder codes may be used by 
a later analysing system to count back to the register Which 
initiated the trigger and thereby identify the register con 
cerned. It Will be appreciated that the trace controller 120 
may be arranged to only trace the triggering transfer itself 
and its subsequent transfers Within the same instruction With 
no subsequent tracing of later instructions or alternatively 
may be arranged to turn on tracing that remains turned on 
from that point forWard. Both of these and other possibilities 
Will be apparent to those in the ?eld. In addition it Would be 



US 2006/0117229 A1 

possible to trace values for a subset of the transfers follow 
ing the trigger point with placeholders being used for the 
remainder. 

[0057] FIG. 12 schematically illustrates the control opera 
tion that may be performed by the trace controller 120 for 
every transfer that takes place. At step 124 the trace con 
troller 120 determines whether or not data is already being 
traced for this transfer, i.e. a trigger condition has already 
previously been met. If data is being traced, then step 126 
checks whether a full data value or a placeholder should be 
output in the trace. Step 128 outputs a placeholder or 
alternatively step 130 outputs a data value. 

[0058] If step 124 determines that data is not currently 
being traced, then step 132 determines whether or not a 
trigger condition is met such that the transfer should now be 
traced. If a trigger point is not tripped, then processing for 
this transfer stops. If tracing of the transfer is to start, then 
step 134 determines if the instruction itself has already been 
traced, e.g. tracing of all instructions may already be 
switched on with only this data transfer being traced. If the 
instruction needs outputting, then this is done at step 136 
before processing proceeds to step 138 at which the address 
value is output prior to outputting the data value at step 130. 
Addresses for transfers subsequent to the ?rst may be 
inferred. 

[0059] FIG. 13 schematically illustrates the processing 
that may be performed within a trace data analysing system 
responsive to the trace data stream produced in accordance 
with the embodiment described above. At step 138 an LSM 
multi-word data transfer instruction is encountered within 
the trace data stream (or at least the instruction portion of the 
trace data stream). At step 140 the analysing system counts 
through to the end of the transfers marked within the trace 
data stream for that LSM instruction until the ?nal data 
transfer and total count of the data transfers is established 
within the trace data stream. 

[0060] Given the count of the data transfers within the 
trace data stream, step 142 serves to examine the register list 
?eld within the instruction and count back from the last data 
transfer to identify the data transfer that triggered the trac 
ing. Thus, at step 144 the analysing system can match the 
trace data DW3 and Add+8 to the register with which it 
corresponds. 

[0061] A further description of the tracing techniques of at 
least preferred embodiments of the invention are given in the 
following architectural description, which should be read in 
conjunction with the Embedded Trace Macrocell description 
publicly available from ARM Limited, Cambridge, England 
under reference ARM1H1 0014H (the contents of which are 
incorporated herein by reference): 

(a) Terms and Abbreviations 

[0062] This document uses the following terms and abbre 
viations. 

Tenn Meaning 

Current protocol 
New protocol 
ETM packet 

ETM protocol used for ETM7 and ETM9 
Protocol for ETM10 
Several bytes of related data placed into the ETM 
FIFO in a single cycle. Up to 3 packets can be placed 
into the ETM10 FIFO in one cycle 
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-continued 

Tenn Meaning 

Packet header The ?rst byte of an ETM packet that speci?es the 
packet type and how to interpret the following bytes 
in the packet 
A 32bit value accessed through CP15 register 13 that 
is used to identify and differentiate between different 
code streams. This value was previously referred to as 
the Process ID in ETM7 and ETM9 documentation. 
The name has changed to avoid confusion with the 
7 bit FCSE PID register, which is also located in CP15 
register 13 and has also been referred to as Process ID. 
Any device capable of capturing the trace produced by 

CONTEXT ID 

Trace Capture 
Device the ETM: a TPA, a logic analyser, or an on-chip 

trace buffer. 

LSM Load or Store Multiple Instruction: LDM, STM, LDC 
or STC instruction 

Scope 
This document is intended to specify the functionality of the 
ETM10. ETM10 is a real time trace module capable of 
instruction and data tracing. Functionality is similar to that 
of previous ETM implementations for the ARM7 and the 
ARM9. It is assumed that the reader is familiar with the 
original ETM speci?cation which is outlined in the Embed 
ded Trace Macrocell Speci?cation (ARM 1H1 0014D). This 
speci?cation is not intended to restate the common archi 
tectural features between ETM10 and previous ETM ver 
sions, but rather to discuss the portions of the ETM speci 
?cation that change for ETM10. Most of these changes 
involve the creation of a new ETM protocol that is capable 
of properly tracing ARM1020E. This protocol is intended to 
be extensible for tracing future ARM cores as well. 

Introduction 

The Embedded Trace Macrocell is an integral part of ARM’ s 
Real Time Debug solution which includes the ETM, a trace 
port analyser, and a software debugger (such as ADW). 

An Embedded Trace Macrocell consists of two parts, a trace 
block and a trigger block. The trace block is responsible for 
creating the compressed trace and outputting it across the 
narrow trace port. The trigger block contains programmable 
resources that allow the user to specify a trigger condition. 
The trigger block resources are also used as a ?lter to control 
which instructions and which data transfers are traced. All 
ETM con?guration registers (including the trigger block 
resources) are programmed through the J TAG interface. The 
user accesses these registers using a software debugger. 
Once the trace has been captured, the debugger is also 
responsible for decompressing the trace and providing with 
user with a full disassembly of the code that was executed. 
Since the debugger software would not be capable of 
processing the ETM trace port output in real time, the trace 
is initially captured into an external Trace Port Analyser 
(TPA). The TPA may be a fully functional logic analyser, or 
an ETM speci?c device such as the Agilent nTrace box. The 
debugger extracts the trace information from the TPA once 
the trigger condition has occurred and the debug run has 
completed. At this high level of description, ETM10 is 
functionally identical to ETM7 and ETM9. 

Changes Required for Etm10 

From a user’s view, ETM10 will provide equivalent instruc 
tion and data tracing capability to that provided by ETM7 
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and ETM9 with just a few minor di?ferences. This section 
describes the changes that are being made to the ETM 
architecture for ETMl 0 and why they are being made. Many 
changes a?fect only the decompression software and are 
invisible to the rest of the trace toolkit software as well as the 
end user. However, some changes do a?fect the program 
mer’s model or result in minor differences in tracing behav 
iour from ETM7 and ETM9. Such changes are noted in this 
section. Any changes for ETMlO that require in-depth 
explanations of the new protocol are covered more thor 
oughly in the protocol description given in section 5. 

(b) Branch Phantom Tracing 

ARMlO implements “branch folding” which means a branch 
can be predicted, pulled out of the normal instruction stream, 
and effectively executed in parallel with the next instruction 
in the program. These folded branches are referred to as 
branch phantoms. The PIPESTAT encodings in the old 
protocol only account for one instruction executed per cycle. 
To allow branch phantoms to be traced, new encodings will 
be added to the PIPESTAT ?eld that represent a folded 
branch in parallel with an instruction. The new PIPESTAT 
values are given in the ETMlO protocol speci?cation in 
section 5. 

Folded branches require changes to the trigger block as well. 
When a branch is folded, effectively two instructions are 
executed in parallel. Since the PC value for these two 
instructions is not guaranteed to have any identi?able rela 
tionship, two address comparisons must be made each cycle. 
This implies that each address register will require two 
comparators. For proper instruction tracing, this also implies 
that two TraceEnable outputs will need to be generated by 
the Trigger block. One TraceEnable output is for the phan 
tom address and one is for the address of the normal 
instruction. Supporting two trace enable signals allows for 
proper tracing when tracing of only one of the two instruc 
tions (the phantom branch or its target) is desired. With only 
a single TraceEnable output both instructions would have to 
be traced. It also ensures proper tracing in the rare case 
where the branch phantom address causes trace to turn on, 
and the branch target instruction address causes trace to turn 
o?f. If two TraceEnable signals were not supported, then this 
case would cause tracing to be enabled and remain enabled 
since a trace on indication combined with a trace oif 
indication in the same cycle results in trace remaining on. 
Note that these two TraceEnable outputs are an internal 
feature invisible to the user and the trace tools. The only 
reason for two TraceEnables is to allow tracing to behave as 
if instructions were executed serially. 

There is only a single compare output for the event block. 
The enabling event shall be active if either of the instructions 
that occur during the cycle causes it to be. It is not felt that 
there is much loss of functionality here due to the way events 
are typically used. Counters can only count down once per 
cycle, but counting has only ever provided an accurate count 
of accesses when single address comparators are used. 
Furthermore, there is no loss of functionality to the Trigger, 
TraceEnable, ViewData or ExtOut events: here the event 
will be active if either instruction or data transfer would have 
individually caused it to be active, which is the desired 
behaviour. If the sequencer receives multiple transition 
requests in the same cycle, no transitions will take place and 
the sequencer remains in the original state. This behaviour is 
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identical to that of ETM7 and ETM9. However, ETMlO may 
have more occurrences of multiple transition requests in a 
cycle since ARMlO supports more parallel execution. The 
user will need to be aware of this behaviour when program 
ming the sequencer, but there is a workaround for simple 
events. If the desired behaviour is to transition from state 
l->2 based on event A and from state 2->3 based on event 
B, program l->2 to occur on event (A & !B), 2->3 on event 
B, and l->3 on event (A & B). Programming the sequencer 
in this way insures the proper handling of simultaneous 
occurrence of event A and event B. 

(c) Load Miss Tracing 

ARMlO has a non-blocking data cache that allows other 
instructions, including other memory instructions, to 
execute underneath a single outstanding miss; thereby 
allowing the data cache to return data to the core out-of 
order. This feature is an issue for tracking load data since the 
current protocol expects load data to be placed in the FIFO 
in-order. Data packets are now pre?xed by a header byte in 
part to accommodate out-of-order load miss data. Header 
bytes are described in detail in section 5. 

[0063] Supporting a non-blocking cache also requires 
changes to data comparators. Like ETM7 and ETM9, 
ETMlO has data comparators which are used in conjunction 
with a pair of address comparators. When used, the com 
parator will only trigger a match when the data matches as 
well. Since other memory accesses can occur underneath a 

miss, a bit is added to each comparator to remember whether 
or not the address for a load request that resulted in a miss 
matched. When the load miss data is returned, the data value 
comparison is done, and the saved address match bit is used 
to qualify the results of the comparison. This match bit is 
then cleared. In some cases, the user may not wish to wait 
for miss data to be returned to enable the comparator. 
Instead, they may want load misses to always be traced 
based on the data address only. To support both usage 
models, a bit has been added to the address access type 
register to allow the user to specify which mode is enabled 
for each comparator. The user should set bit 8, the Exact 
Match bit, of the address access type register if waiting for 
load miss data on a comparison is desired. (Refer to refer 
ence l for more information on the access type registers.) 
Waiting for the data compare to occur is useful when data 
values are used to create triggers and other events. Tracing 
load misses based on the address alone is useful when the 
comparator is used for trace ?ltering and some extraneous 
tracing is not considered to be a problem. The user should be 
aware that using data values to create an event, such as a 
sequencer transition, could result in out-of-order events 
occurring since the load data may be returned out-of-order. 
If the user has concerns that ARMlO’s non-blocking cache 
may a?fect programmed events, this feature may be disabled 
in the core through writes to the cpl5 con?guration register 
(r1). Refer to the ARMl020E TRM (reference 3) for more 
information. 

[0064] Bit 8 of the access type register is also used to 
specify comparator behaviour when data aborts occur. If an 
access results in a data abort and bit 8 is asserted, the 
comparator will NOT result in a match output, regardless of 
whether or not a data match is requested. This behaviour is 
often desired when a comparator is meant to ?re just once 
since aborted accesses are usually reattempted once the 
aborting condition has been resolved. 
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[0065] When bit 8 is not asserted, an aborted data access 
Will result in a match based purely on the address (i.e. the 
data value compare is forced to match). Masking out access 
that abort can be useful When creating triggers and other 
one-time events. The same bit is used for determining proper 
handling of load misses and data aborts since the desired 
behaviour Would typically be the same for both cases. The 
default value for the Exact Match bit is Zero. 

(d) 64 bit data Tracing 

[0066] ARM1020E has a 64 bit data bus capable of 
returning 64 bits of data in a single cycle. This data must be 
64 bit aligned, but it may either be considered tWo 32 bit 
integer values, or a single 64 bit ?oating-point value depend 
ing on the context. To support this 64 bit data bus, ETMlO 
must be capable of tracing tWo adjacent data values in a 
single cycle. To support tracing just one value or the other, 
tWo VieWData outputs are noW generated in a similar 
manner to the tWo TraceEnable signals described in section 
4.1. Also like the TraceEnable logic, there is only one 
VieWData output used for the event hardWare. This can 
affect the counter and sequencer logic since tWo adjacent 32 
bit requests that are accessed in the same cycle Will only 
result in one decrement of the counter or only one state 
change by the sequencer. This should be taken into account 
by the user programming the event logic. 

[0067] Since VFPIO and possibly other ARMlO copro 
cessors can have single 64 bit data values, it is useful to have 
the ability to ?lter tracing or set triggers based on a 64 bit 
data value. To account for this, ETMlO expands the data 
compare registers and data mask registers out to 64 bits. 
Currently the data comparators appear in the programmer’s 
model as registers 0x30, 0x32, 0x34 etc. corresponding to 
one per address range comparator, With the masks at 0x40, 
0x42, 0x44 etc. These registers Will noW hold the loWer 32 
bits to be compared, While registers 0x31, 0x33, etc. Will 
hold the upper 32 bits, With associated masks at 0x41, 0x43 
etc. It Will no longer be possible to have more data com 
parators than address range comparators (although this has 
never been available in any of the supported con?gurations.) 

[0068] When 32 bit data values are to be compared, the 
trace tools Will need to program the same value into both the 
loW and high data registers. This register programming 
should be transparent to the end user. To fully support 64 bit 
data comparisons, a minor change to the programming 
model is also required. The access type register noW 
observes bit 7 Which, if set, causes the address comparator 
to match only if the full 64 bit data value matches. Setting 
bit 7 results in unpredictable behaviour if the data compara 
tor has not been enabled via access type bits [6:5]. Note that, 
since there is only one 64 bit data comparator per pair of 
address registers, access type bits 8:5 are only valid for use 
in the even numbered registers (assuming the registers are 
numbered 0 to 15). 

(e) LSM Tracing 

[0069] The ARM1020E has an independent load/ store unit 
Which alloWs other instructions to execute underneath a load 
or store multiple instruction, hereafter referred to as an 
LSM, While the load/store unit iterates through the data 
accesses. (i.e. executing an LSM does not stall the core). To 
support this, some changes are required to the address 
comparator output and to the assertion of TraceEnable: 
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[0070] Whenever an address comparator matches on an 
instruction address for an LSM, it Will be forced to 
remain asserted for the entire duration of the instruc 
tion, even as other instructions enter the core. This is 
important since the desired behaviour in this case 
Would be to trace the entire LSM, including its data if 
appropriate. This has the side effect of causing other 
instructions executed underneath the LSM to be traced 
regardless of Whether or not they otherWise Would have 
been. 

[0071] Once a data transfer associated With an LSM has 
been traced subsequent transfers associated With that 
instruction that Would not normally be traced Will have 
a placeholder packet output (Value Not Tracedisee 
section 5.) Note that this is true even if TraceEnable is 
deasserted before the multiple memory instruction 
completes. 

The ETM protocol alloWs for instruction tracing to be 
enabled based on load/store data addresses (and data 
values). Since on ARMlO, the LSM instruction may no 
longer be in the core’s execute stage When the tracing 
enabling event occurs, this instruction address Will 
need to be kept around and broadcast in a special Way 
to support this feature. This is accomplished using the 
LSM in Progress TFO packet. Trace Packet Offsets are 
described in section 5.2.4. 

(f) Auxiliary Data Tracing 
The addition of data headers to the protocol also alloWs 

for the tracing of auxiliary data types (i.e. the tracing of 
data values other than those for load, store, and CPRT 
instructions). This auxiliary data type tracing is meant 
to alloW for expansion of ETM tracing, Which may 
include the tracing of external ASIC data in future 
versions of the ETM. More information is given on 
auxiliary data tracing in the data headers discussion in 
section 5. 

(g) CONTEXT ID Tracing 

CONTEXT ID values need to be broadcast Whenever they 
are updated and Whenever a TFO packet is required for 
synchronisation. For ETMlO, CONTEXT ID values 
are output When they are updated by simply enabling 
data tracing for the CPRT instruction that resulted in a 
CONTEXT ID change. The decompressor Will be able 
to recognise that the instruction is a CONTEXT ID 
instruction (MCR cl5, 0, rd, cl3, c0, 1) and thereby 
knoW that the traced data is the neW CONTEXT ID. 
The ETM also broadcast the current Context ID value 
Whenever trace is enabled, and during trace synchro 
nisation cycles Which are described in section 5.2.4. 

Rather than requiring another 32 bit port on the ARM10< 
>ETMl0 interface, ETMlO recogniZes Context ID 
updates and maintains the current Context ID value in 
an internal shadoW register. To properly maintain 
coherency, this register Will alWays be updated, even 
When the ETM is in POWRDWN mode. (ETM register 
0x4, bit 0 is asserted). 

[0072] Using CONTEXT ID values for trace ?ltering is 
being added as an additional feature for ETMlO. This Will be 
implemented via a neW set of programmable registers in the 
ETM in Which an expected CONTEXT ID value can be 
speci?ed: 
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Register encoding Description 

1101100 
1101101 
1101110 
110 1111 

CONTEXT ID value 1 
CONTEXT ID value 2 
CONTEXT ID value 3 
CONTEXT ID mask value 

The same mask is used for each CONTEXT ID comparator, 
and works in the same way as data comparator masks. 

Bits 10:9 of the address comparator access type registers 
will indicate whether CONTEXT ID comparators are used. 
A value of 00 causes the CONTEXT ID comparators to be 
ignored. A value of 01, 10 or 11 causes the address com 
parator to match only if the current CONTEXT ID matches 
that in CONTEXT ID comparator 1, 2 or 3 respectively, after 
taking account of the CONTEXT ID mask. 

[0073] New event resources will be allocated to allow the 
CONTEXT ID comparators to be accessed directly from 
within the event block (see section 3.3.4 of ARM IHI 
0014D). These new resources will be mapped to 0x58-0x5A: 

Bit encoding Range Description 

101 0x8 to OxA CONTEXT ID comparator matches 

[0074] Anew ?eld will be added to the ETM con?guration 
code register to indicate the number of CONTEXT ID 
comparators present (see section 4.2.2 of ARM IHI 0014D): 

Bit numbers Valid Range Description 

25:24 0 to 3 Number of CONTEXT ID comparators 

(h) Trace Output Frequency 

The ARM1020E Macrocell will be capable running at core 
frequencies beyond 300 MHZ. Previous ETM implementa 
tions have not pushed frequencies beyond 200 MHZ. The 
maximum output frequency attainable for an ETM trace 
output is dependent upon the maximum sample frequency of 
the trace analyser and the maximum output frequency attain 
able at the pads. Agilent and Tektronix analysers can capture 
at a maximum frequency of 333 MHZ and 400 MHZ, 
respectively. However, it is highly unlikely that any CMOS 
pads available from ARM partners will be capable of 
providing clean, traceable signals at this frequency. There 
fore, the pads are expected to be the speed-limiting factor. 
Some speed improvements can be obtained by using larger 
pads and/or using board level buffering. These techniques 
may allow us to trace reliably at 200 MHZ. For tracing at 
higher speeds, there are two options. We can double the pin 
count and halve the frequency (a demultiplexed trace port), 
or we can utilise an on-chip trace buffer. Both techniques 
have positive and negative points. 

Doubling the pin count is not an attractive option to some 
partners due to package limitations and the high cost of 
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additional pins. This technique will also require changes to 
the TPA, and, most likely, the addition of a second mictor 
connector which takes up more board area and adds more 
cost. Furthermore, this technique still has a speed limitation 
of 400 MHZ. An ARM10 processor fabricated in a hot 
process will most likely exceed these speeds. 

The on-chip buffer has the advantages of tracing reliably at 
the core clock speed and of not requiring any extra pins. In 
fact, if all trace capturing will be done utilising the on-chip 
buffer, then the externally visible ETM port can be elimi 
nated since the on-chip buffer would be downloaded via 
Multi-ICE through the JTAG port. The disadvantage of this 
solution is that the siZe of the on-chip buffer is typically 
quite small, on the order of 8-16 KB. Therefore, tracing 
depth is limited. Larger on-chip trace buffers are possible, 
but directly impact the siZe of the ASIC, and even a small 
trace buffer may use more silicon space than can be afforded 
in some designs. 

Due to the varying advantages and disadvantages of each 
method, both of the options listed above are planned to be 
supported. The ARM10200 rev 1 test chip will be built with 
a demultiplexed trace port for high-speed tracing. An on 
chip trace buffer will not be part of the ARM10200 rev 1 test 
chip. However, an FPGA implementation of the on-chip 
buffer will be available for functional testing. Future revi 
sions of ETM10 will have on-chip trace buffers. A speci? 
cation for an on-chip trace buffer for ETM9 has been written, 
and an implementation is in progress. An ETM10 compat 
ible on-chip trace buffer will be similar, but will require 
minor changes to support the new 4 bit PIPESTAT encod 
ings which are described in detail in section 5.2. Refer to 
reference 4 for more information on what Trace Capture 
Device changes are required to support ETM10. Depending 
on timescales, an ETM10 compatible on-chip trace buffer 
may offer additional features, such as dynamic trace com 
pression. 
(i) Synchronisation Register 
In previous ETM implementations, synchronisation 
occurred via a ?ve-byte instruction address every 1024 
cycles, and a ?ve-byte data address every 1024 cycles. For 
ETM10, these synchronisation points will be con?gurable 
via a new 12 bit programmable register. Con?gurable syn 
chronisation makes it easier to utilise a full range of trace 
buffer siZes. Small trace buffers, such as the on-chip trace 
buffer, can synchronise frequently to avoid throwing away 
large portions of the trace, while larger trace buffers can 
synchronise infrequently to avoid wasting trace throughput 
on unneeded synchronisation. The default counter value will 
be 1024 cycles. To prevent data address and instruction 
address synchronisation from occurring concurrently, data 
address synchronisation will occur when the counter reaches 
its midpoint value and instruction address synchronisation 
will occur when the counter reaches Zero. The address for 
the new synchronisation register is 0x78. 

(j) Memory Map Decoder 
[0075] The external memory map resource inputs that 
were present in previous ETM implementations are not 
being supported for ETM10. The extra complexities present 
in the ARM10 architecture make support for an external 
decoder more dif?cult to implement. External events can 
still control tracing by utilising the EXTIN inputs, which are 
now cycle accurate (discussed in section 4.15). 
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(k) Rangeout 
[0076] Previous ETM implementations have been able to 
use data value compare registers inside the Embedded ICE 
logic as extra trigger resources. This functionality Was 
accomplished by using the RANGEOUT outputs coming 
from the Embedded-ICE. The ARM10 debug unit does not 
have these RANGEOUT outputs since it does not have any 
data value compare functionality. Therefore, this resource 
reuse is not possible for ETM10. This has a minor impact on 
the programmer’ s model since these resources can no longer 
be programmed. 

(l) Branches to Interrupt Vectors 

[0077] The current protocol speci?es that direct branches 
to entries in the interrupt vector table must be traced as 
indirect branches. This is no longer alWays possible as 
phantom branches cannot be converted into indirect 
branches Within the proposed protocol. Therefore for con 
sistency and simplicity direct branches to interrupt vectors 
Will no longer be traced as indirect branches, regardless of 
Whether or not the direct branch Was a branch phantom. 

(m) Protocol Version 

[0078] The 4-bit ETM protocol version ?eld present in the 
con?guration code register (register 0x01) on ETM7 and 
ETM9 has been determined to be insufficient to support 
future protocol versions for the ETM. Therefore, a neW ETM 
ID register has been de?ned that contains ?elds specifying 
the ARM core for Which it is intended as Well as minor and 
major protocol revision numbers. This register is mapped to 
register address 0x79 and is considered valid Whenever bit 
31 in the con?guration register is set. This alloWs ETM7 and 
ETM9 to still use protocol variants 0-7 Without requiring the 
ID register. The ETM ID register Will contain a 16 bit value 
broken up into the folloWing ?elds: 
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nTrace Will require minor hardWare changes as Well. To 
support high speed tracing through a demultiplexed, half 
speed ETM port, the TPA Will need to be capable of 
capturing tWo core cycles Worth of trace data in each cycle. 
This data Will be broadcast across tWo Mictor connectors. 
Therefore, support for multiple connectors is required as 
Well. For more information on these changes, please refer to 
reference 4. 

(p) Precise Events 

In ETM7 and ETM9, events generated via the Event block 
Were imprecise, Which means the user Was not guaranteed to 
trace the data access or the instruction that generated the 
Event. For ETM10 this is no longer the case. Assertion of 
VieWData and TraceEnable is alWays precise regardless of 
hoW it is generated. 

(q) FIFO SiZe Determination 

For ETM7 and ETM9 there has not been a Way for the trace 
tools to determine the FIFO siZe. For ETM10, We have 
added the ability of determining the ETM’s FIFO siZe using 
the FIFOFULL level register. For ETM10, this register has 
been made readable. When read, it returns the minimum of 
the value Written into it and the FIFO siZe. Therefore, it is 
possible to determine the FIFO siZe by Writing the maximum 
value into the register (0xFF), and then reading back the 
value. Once the FIFO siZe is knoWn, the trace tools can then 
use this information to program a sensible value into the 
FIFOFULL level register. 

(r) TRIGGER Output 

If the processor is in monitor debug mode, DBGRQ Will be 
ignored. Therefore, it is useful to have some other mecha 
nism to alloW the core to recogniZe that a trigger has 
occurred. For this purpose, a single bit TRIGGER output has 

Bit numbers Description Examples 

[3:0] Minor protocol number 
ETM 9 rev 0a = 1 

ETM 7/9 rev 0 = 0 Note that, While the speci?ed codes are reserved for 
ETM7 and ETM9 implementations, ETM7 and ETM9 Will 

ETM 7/9 rev 1 = 2 not necessarily support this register. 
[7:4] Reserved N/A 
[11:8] Major protocol number ETM 7/9 = 

ETM 10 = 

[15:12] ARM Core ARM 7 = 0 
ARM 9 = l 

ARM 10 = 2 

ETM10 revO Will have the ID value 0x2100. 

(n) Trace On/Olf Resource 

A neW event resource Will be included to give the current 
state of the TraceEnable on/olf logic. This shall be given 
resource number 101 1111 (see section 3.3.4 of ARM IHI 
0014D), and shall be asserted Whenever the Trace On/Olf 
block is active. 

(0) TPA Changes 

All TPAs Will need a minor change to support the neW 
trigger and trace disable status values for ARM10. Namely, 
they must ensure that PIPESTAT[3 ]/TRACESYNC is LOW 
in order to detect TR and TD PIPESTATs. For logic analy 
sers this is simply a minor softWare change. The Agilent 

been added to the ETM interface for ETM10. The TRIG 
GER output is asserted Whenever the four-bit TRIGGER 
status is driven on the PIPESTAT bus. This signal can then 
be used by an interrupt controller to notify the core of the 
trigger via the assertion of an interrupt. The TRIGGER 
output can be left unattached if it is not needed. 

ETM10 Trace Port 

(s) ETM10 Port Signals 

The ETM10 trace port consists of tWo signals, PIPESTAT 
and TRACEPKT, Which are both valid on the rising edge of 
TRACECLK (Which has the same frequency as GCLK.) 
PIPESTAT has been expanded for ETM10 from a 3 bit to a 
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4-bit signal to add encoding space for branch phantoms. 
TRACEPKT has not changed from the previous ETM 
versions; it can be 4, 8, or 16 bits depending on the 
con?guration. The TRACESYNC pin has been removed 
from the protocol since synchronization is noW achieved via 
another mechanism. The overall result is a trace port With the 
same pin count as previous ETM implementations. 

[0079] (t) PIPESTAT Encodings 

Encoding Mnemonic Description 

0000 IE Instruction executed 
0001 DE Instruction executed, packet(s) have been placed 
0010 IN on the FIFO Instruction not executed 
0011 DN Instruction not executed, packet(s) have been 

placed on the FIFO 
0100 WT Wait: No instruction this cycle, valid data is on 

the trace port 
0101 DW Wait + data: No instruction this cycle, packet(s) 

have been placed on the FIFO 
0110 TR Trigger: Trigger condition has occurred, real 

PIPESTAT value is on TRACEPKT[3:O] 
0111 TD Trace disabled: no data on trace port 

1000 PTiIE Branch phantom taken + IE 
1001 PTiDE Branch phantom taken + DE 
1010 PTiIN Branch phantom taken + IN 
1011 PTiDN Branch phantom taken + DN 
1100 PNiIE Branch phantom not taken + IE 
1101 PNiDE Branch phantom not taken + DE 
1110 PNiIN Branch phantom not taken + IN 

Branch phantom not taken + DN 

(u) Branch Phantom PIPESTATs 

The eight neW branch phantom encodings are added to 
account for branch phantoms that are executed in parallel 
With the folloWing instruction. These encodings should 
alWays be interpreted as the branch instruction being ?rst in 
the execution stream. Only direct branches are predicted, so 
branch phantoms never place data packets in the FIFO. 
Folded branches that are mispredicted Will result in a normal 
IE/ IN PIPESTAT since any instruction that Would have been 
executed in parallel Was from the incorrect instruction 
stream and Was therefore canceled. 

(v) Data PIPESTATs 

All mnemonics starting With ‘D’ mean that a data packet of 
some sort has been placed in the FIFO that cycle and Will 
eventually be output on the TRACEPKT pins. Note that the 
Word ‘packet’ for the neW protocol refers to a multiple byte 
quantity that is placed in the FIFO rather than a single byte 
in the FIFO. The data packet may be a branch address, a 
load/store transfer, a CPRT transfer, or an auxiliary data 
packet. ETM10 is Will place up to a maximum of three data 
packets in the FIFO in one cycle (tWo LDST/CPRT transfers 
and one branch address packet.) Note that three packets in 
one cycle is a limitation of the hardWare, not the protocol. 
The need for separate data and branch PIPESTATs has been 
removed by the addition of packet header bytes to the 
protocol. The addition of DW and DN status values alloWs 
a data packet to be attached to any arbitrary cycle. This 
addition means that coprocessor maps for determining the 
length of LDCs/STCs are no longer necessary, and tracing of 
variable length LDC/STC instructions is noW supported. 
Packet header bytes Will be described in more detail in 
section 5.3. 
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(W) Instruction PIPESTATs 

Non-Wait PIPESTAT values, i.e. those that indicate an 
instruction Was executed, are alWays given on the ?rst cycle 
the instruction is executing. This distinction is important for 
LSM instructions that execute and return data for several 
cycles. Note that this behavior is different from previous 
protocol versions, Which Would give the executed PIP 
ESTAT value on the LAST cycle the LSM Was executed. 

(x) TD status and TFOs 

A status of TD means that trace FIFO data is not present on 
the TRACEPKT this cycle. There are tWo reasons Why this 
could occur. 

[0080] There is no data to be traced in the FIFO (if the 
FIFO is not empty, the status Would be WT) In par 
ticular, this Will occur shortly after trace is disabled 
until it is next enabled. 

[0081] A TFO is being broadcast for ETM synchroni 
zation. 

[0082] When a TD status is given on PIPESTAT, the 
decompression softWare Will need to look at the TRA 
CEPKT value to determine Whether or not a TFO has been 

broadcast. TRACEPKT[0] is used to differentiate betWeen 
cycle-accurate, and non-cycle accurate trace as is done in 
previous ETM implementations. As before, Trace Capture 
Devices may discard TD cycles Where TRACEPKT[0]=0. If 
TRACEPKT[0] is asserted, TRACEPKT[3:1] is used to 
specify Whether or not a TFO is broadcast. When a TFO is 
broadcast, TRACEPKT[7:4] specify the loWer four bits of 
the TFO value. TRACEPKT[3:1] specify the remainder of 
the TFO value as given in the table beloW. TFO s are 
encoded in this Way to maximize the range of valid TFO 
values. 

TRACEPKT[3:O] Description 

XXXXXXXO Trace disabled; 
non-cycle accurate 
Trace disabled; cycle 
accurate 

TFO value 0415 

(TRACEPKT[7:4] + 
0 

The TFO values given in 
the table on the left are 
generated based on the 
following simple formula: 
TRACEPKT[7:4] = TFO[3:0] 
TRACEPKT [3] = lTFO [6] 

TRACEPKT[2:1] = TFO[5 :4] 

XXXXO 1 1 1 

XXXXI 001 

XXXXlOll TFO value 16431 

(TRACEPKT[7:4] + 
16) 
TFO value 32417 

(TRACEPKT[7:4] + 
32) 
TFO value 48463 

(TRACEPKT[7:4] + 
48) 
TFO value 64479 

(TRACEPKT[7:4] + 
64) 
TFO value 80495 

(TRACEPKT[7:4] + 
80) 
Reserved 

XXXXllOl 

XXXXllll 

XXXXOOOI 

XXXXOO 11 

XXXXO 101 

A TFO, or Trace FIFO Offset, is used When decompressing 
the trace information to synchronize betWeen the pipeline 
status (PIPESTAT) and the FIFO output (TRACEPKT). 
TFOs are generated Whenever trace is ?rst enabled and 
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Whenever the instruction synchronization counter reaches 
zero. Trace FIFO o?fsets replace the address packet o?fset 
(APO) information that Was used in previous ETM imple 
mentations. Rather than counting branches, TFOs count the 
number of bytes that are currently in the FIFO. Synchro 
nizing in this manner removes the need for the TRAC 
ESYNC pin in the protocol. It also removes the need for 
starting tracing With a BE PIPESTAT folloWed by tWo dead 
cycles for APO values. 

Whenever a TFO is broadcast for synchronization While 
trace is already enabled, a PIPESTAT value of IE is implied. 
When TFOs are broadcast to initiate tracing, no PIPESTAT 
is implied and PIPESTAT for the ?rst traced instruction Will 
be given in the folloWing cycle. 

TFOs for synchronization are generated Whenever all the 
folloWing criteria are met: 

[0083] A cycle counter, typically initialized to 1024, 
reaches zero 

[0084] The current instruction has a PIPESTAT value of 
‘IE, 

Once a TFO has occurred, the TFO cycle counter is reset 
to Whatever value has been programmed into the 
instruction synchronization register (default value is 
1024). When a TFO cycle occurs, several bytes of data 
are placed on the FIFO that cycle. This data is referred 
to as a TFO packet and typically consists of a special 
header byte, the current CONTEXT ID, and a full 
instruction address. The proper format for TFO packets 
is given in section 5.4. 

Note that, in the four-bit TRACEPKT con?guration, if a 
TFO occurs When the second nibble of a byte is 
expected, an extra nibble of value ‘0x6’ is output on 
TRACEPKT[3:0] immediately folloWing the TFO 
value. This nibble is required since TFO values specify 
synchronization in terms of bytes, not nibbles. By 
outputting this extra nibble, ETM10 guarantees that 
current top of the FIFO, pointed to by the TFO value, 
Will alWays be byte aligned. It is important that the 
decompressor is aWare that this extra nibble Will appear 
on TRACEPKT[3:0] for the case Where synchroniza 
tion is not required. The decompressor should alWays 
expect this extra nibble Whenever a TFO is generated 
on an odd nibble regardless of Whether the TFO is due 
to synchronization or Trace being enabled. FIFO output 
is delayed until the complete TFO value (and extra 
nibble, if required) has been output on TRACEPKT 
[3:0]. 

(y) Trigger Status 

A trigger status (TR) implies that the real four-bit status 
for this cycle is placed on TRACEPKT[3:0] and FIFO 
output is delayed by one cycle. This behavior is iden 
tical to ETM7 and EMT9. If a trigger and a TFO Want 
to occur at the same time, the PIPESTAT value on 

TRACEPKT[3:0] Will be TD. This is uniquely identi 
?able as a true TFO since WT pipestats Will never be 
converted to TD pipestats When a trigger occurs. In the 
four bit port case, if a trigger Wants to occur in the 
second cycle of a TFO broadcast (or the gap cycle), the 
trigger Will occur and the FIFO output Will be delayed 
by an extra cycle to output the remaining TFO 
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nibble(s). Therefore, triggers are never delayed and are 
guaranteed to be output immediately When generated. 

(z) Packet Header Encodings 

[0085] Packets are placed in the FIFO due to a PIPESTAT 
value With the ‘D’ encoding. Up to three packets (tWo data 
packets and one branch address packet) can be placed in the 
FIFO in a single cycle. Here are the encodings for packet 
header values: 

Value Description 

CXXXXXXI Branch address 
CTTMSSOO Load Miss data, TT = tag 
C11 lTTlO Load Miss occurred, TT = tag 
COOMSSIO Normal data 
COlMSSlO Auxiliary data 
ClOXXXlO Reserved 
CllOOOlO Reserved 
01100110 Ignore 
11100110 Reserved 
CllOlOlO Value Not Traced 
C1101110 Implied 

The C bit on a data header is used to inform the decom 
pression tool hoW many packets are being inserted into the 
FIFO in a single cycle. The C bit is asserted for each packet 
inserted up to but not including the last packet. This is 
necessary for the decompressor to knoW Which packets 
should be tied to Which cycle, and therefore Which instruc 
tion. This C bit should not be confused With the address 
continue bit Which is indicated by a loWer case ‘c’. 

(aa) Branch Address 

[0086] Branch addresses are encoded in a similar Way to 
previous ETM implementations. Abranch packet can still be 
one to ?ve bytes long, and the decompression tool should 
expect more bytes Whenever the c bit is enabled. HoWever, 
bit zero of a branch address is no longer used to differentiate 
betWeen Thumb and ARM state. Instead, all branch 
addresses are pre?xed, pre-compression, With a one in 33rd 
bit position. Once compressed, all branch addresses are 
suf?xed With a one in the 0th bit position. The one in bit zero 
identi?es the packet as a branch address, and the one in bit 
33 is used to help distinguish betWeen ARM and thumb 
addresses. Since ARM addresses must be Word aligned, only 
bits [31:2] of an ARM address are broadcast. Thumb 
addresses are half-Word aligned and therefore need only 
broadcast bits [31:1]. Broadcasting a different number of bits 
for ARM and Thumb addresses combined With having the 
33 bit alWays asserted pre-compression guarantees that a 
full ?ve byte address Will be broadcast on a transition 
betWeen ARM and Thumb state. Furthermore, ARM and 
Thumb address can alWays be uniquely identi?ed by the 
high order bits of the ?fth address byte, as shoWn in the 
folloWing table: 

ARM 5 byte address Thumb 5 byte address 

lXXXXXXl lXXXXXXl 
IXXXXXXX IXXXXXXX 
IXXXXXXX IXXXXXXX 
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-continued 

ARM 5 byte address Thumb 5 byte address 

lXXXXXXX 
00 00 1 XXX 

lXXXXXXX 
0 00 l XXXX 

If present, a branch target address will always be the last 
item to be placed into the FIFO on a given cycle. Therefore, 
a packet continuation bit (C bit) is not required. Reasons 
codes are no longer broadcast on address bits 6:4 in the 5th 
byte since they are now given as part of the TFO packet 
header, which is discussed in section 5.4. Note that all 
encodings of the ?fth address byte not given in the above 
table are reserved. 

(bb) Normal Data 

The normal data header is used for all loads that do not miss 
in the cache and for store data packets. It is also used for 
CPRT data packets if CPRT data tracing is enabled. If data 
address tracing is enabled, the data address will be broadcast 
after the header packet and before the data value, if present. 
Data addresses are broadcast using the same compression 
technique as instruction branch addresses and therefore 
consist of one to ?ve bytes. As is true for previous ETM 
implementations, whether or not data addresses are traced 
must be statically determined before tracing begins. If two 
normal data packets are given in a single cycle (due to a 64 
bit data transfer) only the ?rst packet will contain a data 
address. When data for LSM instructions are broadcast, the 
data address is only broadcast with the ?rst data packet, even 
though subsequent data packets will be transferred in dif 
ferent cycles. 

[0087] The ‘MSS’ bits in the normal data encoding are 
used for data value compression. When the M bit is low, the 
SS bits specify the siZe of the data value transferred. Leading 
Zeros are removed from the value as a simple form of data 
compression. Preliminary experiments show this compres 
sion technique yields about 20-30% compression, which is 
enough to offset the additional bandwidth cost of the header 
byte. Encodings with the M bit set are reserved for future 
compression techniques. The exact encodings for the MSS 
bits are given in the following table: 

Encoding Description 

000 Value == 0, no data bytes follow 
001 Value < 256, one data byte follows 
010 Value < 65536, two data bytes follow 
011 No compression done, four data bytes follow 
lxx Reserved for ?ature compression techniques 

(cc) Load Miss 

Load requests that miss in the data cache are handled by the 
Load Miss Occurred and Load Miss Data header types. 
When a load miss occurs, a Load Miss Occurred packet is 
placed in the FIFO where the data value is expected. If data 
address tracing is enabled, the packet will include the data 
address. Otherwise, the packet will consist of just the Load 
Miss Occurred header byte. When a Load Miss Occurred 
packet is read, the decompression software will then know 
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that the data value is now an outstanding miss, and it will be 
returned later. Once the data is returned, the PIPESTAT 
value for that cycle will be modi?ed to the ‘+DATA’ version 
and the Load Miss Data packet, consisting of the Load Miss 
Data header byte and the actual data value, will be placed in 
the FIFO. The Load Miss Data packet will never include a 
data address. Since the load/ store unit must have a free cycle 
to return Load Miss data, this data will never be returned in 
the same cycle as data for another load or store request. 

The ‘TT’ bits in the Load Miss header types are used as a tag 
to identify each load miss. The Load Miss Occurred packet 
will always have the same tag value as it’s corresponding 
Load Miss Data packet. ARM1020E only supports one 
outstanding Load Miss at a time, but a second load miss 
packet may be broadcast before data for the ?rst miss is 
returned. Therefore, to uniquely identify all load misses, tag 
values 2'b00 and 2'b0l are supported on ETMlO rev 0. Two 
bits have been allocated to the tag ?eld to support future 
processors that may allow more outstanding misses. Fur 
thermore, although ARM1020E will always return miss data 
in order (relative to other load misses), this tagging mecha 
nism will support future processors that may return miss 
data out-of-order. 

When a miss occurs on a 64 bit load value, two Load Miss 
packets are placed in the FIFO in the same cycle. The 
decompressor will know that these two misses are for a 
single 64 bit value since both packets will have the same tag 
value and they will be placed in the FIFO in the same cycle. 
As with normal data packets, the data address will only be 
present with the ?rst Load Miss packet, and will not be 
present at all if the miss occurs in the middle of an LSM that 
has already broadcast data packets. When Load Miss data is 
returned for the 64 bit case, it is always returned as two 
separate Load Miss Data packets given in the same cycle. 
Both packets will have the same miss tag. 

Load miss data packets use the MSS bits for siZe information 
and data compression as is done for normal data. If the 
decompressor receives an unexpected Load Miss data packet 
(i.e. a miss data packet is given without a pending miss 
occurred packet with the same tag), it should skip over the 
speci?ed number of bytes given in the siZe. If trace is 
disabled before the outstanding miss data is returned then 
this data item will be placed in the FIFO with a ‘DW’ 
PIPESTAT as soon as it’s available. If trace is enabled with 
a reason code of over?ow or exited debug, the decompressor 
should cancel any pending Load Miss packets. 

(dd) Auxiliary Data Tracing 

The auxiliary data header encoding is a reserved slot set 
aside for expandability in the protocol. It is likely that this 
packet type will be used for tracing auxiliary data external 
to the processor core through the ETM on future revisions of 
ETMlO. However, this feature, and this packet type, will not 
be used on ETMlO rev 0. Like other data packets, auxiliary 
data packets utilise the SS bits for siZe information, and 
support the M bit for future compression. 

(ee) Ignore 
When an ignore packet is received it is indicative of an 
empty FIFO. Ignore packets are not explicitly required for 
the protocol to work properly, but they may prove useful to 
aid future compression techniques. The ignore encoding will 
be implemented by simply outputting 0x6 on all unused 










