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(57) ABSTRACT 

Embodiments of the invention provide methods and systems 
for securely transmitting a biometric identi?er template 
across a network using a transport unit formed by appending 
a trusted time-stamp to the biometric template, and for 
authenticating such templates based on the time stamp. The 
method is applicable to ?ngerprint and other biometric 
identi?er based identi?cation and authentication systems. 
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METHOD AND SYSTEM FOR SECURE 
TRANSMISSION OF BIOMETRIC DATA 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority from US. Provi 
sional Patent Application Ser. No. 60/629,295, ?led on Nov. 
19, 2004. 

FIELD OF THE INVENTION 

[0002] This invention relates to the ?elds of biometrics, 
authentication/identi?cation, secure communication, and 
data management 

BACKGROUND OF THE INVENTION 

[0003] The growth of the Internet and other networking 
technologies has enabled users of business and consumer 
applications to access these applications remotely at an ever 
increasing rate. To maintain the privacy of sensitive infor 
mation and to avoid commercial losses from fraudulent 
access to these applications as Well as to meet mandated 
government legislation, there is a need for accurate veri? 
cation of a user’s identity in a Way that can not be imitated 
or stolen. Additionally, applications such as secure facility 
entry, banking transactions, and other commercial transac 
tions Would bene?t greatly by irrefutable biometric authen 
tication and/or identi?cation. 

[0004] Email services Would also bene?t from a more 
secure means of authentication. Whether accessed through a 
local netWork or over the Internet, the vast majority of email 
servers today rely on simple passWord authentication and 
are, therefore, highly vulnerable to fraudulent access. 

[0005] Current means to prevent unauthorized access 
include passWord authentication, personal identi?cation 
numbers (PINs), con?rmation of various aspects of personal 
history (date of birth, mother’ s maiden name, etc.), hardWare 
and/or softWare token-based access, combinations of pass 
Word and token-based access, and trusted containers of 
secret SKI (Symmetric Key Infrastructure) keys or PKI 
(Public Key Infrastructure) key-pairs assigned to users, such 
as With smart cards, Which may or may not be PIN 
protected. 
[0006] PassWord and PIN based authentication are tWo 
commonly used methods for a number of applications in 
commercial transactions. A passWord or PIN can be made 
nominally more secure by increasing its length, forcing the 
user to change it frequently, and/or imposing cryptic restric 
tions on it. HoWever, these complications make access more 
dif?cult because of the challenge for users to remember such 
passWords or PINs, leading to an increased incidence of 
input errors. A more serious draWback to both is that they 
can be easily stolen by direct or indirect observation of a 
user’s input or his Written record of both in an accessible 
location, cracked through the means of brute-force combi 
natorial or other cracker softWare, or intercepted in transit to 
a server and potentially replayed, if not suf?ciently 
encrypted. Recently, fraudulent emails that appear as 
requests for information from commercial entities such as 
banks have been employed to induce consumers to disclose 
passWords or other personal information in a process knoWn 
as phishing. 
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[0007] The requirement for disclosing personal informa 
tion to gain access can partially enhance security. HoWever, 
much of this information can also be obtained either fraudu 
lently or through legal means from consumer database 
services as Witnessed by recent intrusions into Checkpoint, 
HSBC, and others. 

[0008] Token-based systems involve the use of a unique 
hardWare or softWare token for authentication. This token 
can range from a bank ATM card to various hardWare 
devices that may or may not attach to a computer for 
authoriZing access over a netWork to resident softWare for 
remote netWork users. These devices are often used in 
combination With a passWord or other personal identi?er. 
Although token-based access is more dif?cult to reproduce 
fraudulently because access is granted only With the unique 
token, it still has a number of shortcomings. Highly portable 
tokens such as credit cards can be lost, stolen, and, in some 
cases, counterfeited. More sophisticated tokens, Which gen 
erate either single-use or time-sensitive dynamic passWords, 
may be portable; hoWever, they cannot be shared among 
different users Without compromising their security. Further 
more, most such tokens have a limited lifespan before they 
require replacement or reactivation. Lastly, any of these 
tokens can still be used for unintended access if an unau 
thoriZed user obtains the token and associated passWord, 
PIN, etc. 

[0009] More recently, systems that employ images of a 
user’s unique biometric identi?ers such as ?ngerprints, hand 
geometry, retinal patterns, DNA, iris and facial scans have 
been used to eliminate some of these shortcomings. Bio 
metric identi?ers have the natural advantage of being unique 
to the individual being identi?ed and can’t be lost or stolen. 
With biometric authentication, an authoriZed user requests 
access using a scanner or similar device to capture an image 
of the biometric identi?er. Depending on the algorithms 
employed, key features of the digital template derived from 
the grayscale image produced by the device are compared to 
a database containing digital templates of authorized users. 
The matching system must be able to compare properly the 
sample template against a database of stored (enrolled) user 
templates, and identify the closest match Within preset 
parameters. The tWo templates Will not exactly match (as in 
contrast to passWord matching), because the user Will not be 
generating the exact same image tWice. A positive match 
occurs When the differences betWeen the sample template 
and the closest stored template are less than predetermined 
thresholds. In this case, the user gains access to the system 
or application as appropriate. Accurate evaluation of the 
template is essential for mission critical applications in an 
enterprise environment. Any signi?cant amount of false 
positives could have dire consequences for a business’s 
viability, While false negatives can degrade the credibility of 
the authentication system. Furthermore, broad user accep 
tance of biometric authentication is contingent on this accu 
racy. Consequently, a highly-discriminating, advanced 
matching system, With accuracy far beyond current stan 
dards such as the Automatic Fingerprint Identi?cation Sys 
tems (AFIS) used in laW enforcement today for identi?ca 
tion is needed in this type of environment. 

[0010] Another challenge is to eliminate the risk of unau 
thoriZed copying and/or replaying of the response stream 
generated by a user’s biometric output from a scanner. As a 
speci?c example, if the output of the biometric imaging of 
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a ?ngerprint or extracted template thereof Were recorded, 
that output could conceivably be played back at a later time 
as a means of attack into the system to gain unauthoriZed 
access. Thus, the problem becomes one of assuring that the 
image sample being submitted to the authentication system 
is being taken live, and the template extracted from the live 
image is not being replayed. 

[0011] The vulnerability of the Internet and other public 
access netWorks to attack creates additional challenges for 
insuring secure authentication for remote access to applica 
tions and systems, including email. In one representative 
architecture, a user at a Workstation requests access to an 
application. That request is encrypted and transmitted over 
a netWork to a Web server Where the authentication of the 
user takes place. If the user’s identity is con?rmed, the user 
accesses an application server behind an enterprise ?reWall. 
The direct exposure of the Web server to the Internet leaves 
it vulnerable to hacking, cracking, SQL injection, and other 
methods for gaining unauthorized access to any or all 
applications and or their private data residing behind the 
enterprise ?reWall. 

[0012] One alternative is to perform user authentication at 
the application server level. User authentication at the appli 
cation server level provides an added measure of security as 
opposed to the Web server level because of the application 
server’s more restricted access. Because of the diverse set of 
hardWare and software components that are utiliZed in an 
enterprise, many applications are developed in the Java 
programming language because of its portability to a variety 
of operating systems. The biometric system should support 
the Java runtime environment as Well as non-Java runtime 
environments that enable Web application access including 
Miciosoft’s .Net, ADODB and others that may come into 
mainstream computing use. Numerous commercially avail 
able application server technologies based on Java such as 
IBM WebSpheie, BEA WebLogic, Macromedia JRun, and 
JBOSS support authentication directly With lightWeight 
directory access protocol (LDAP) directories containing the 
user pro?le data and are compatible With the diversity of 
hardWare and softWare in the enterprise. These directory 
servers can Work With token-based authentication systems, 
dynamic passWords, and others as available depending on 
the authentication method supported. HoWever, they don’t 
eliminate the fundamental security problem With all of these 
authentication methods, namely that they all use credentials 
that can be shared, stolen or lost. 

[0013] Although a number of authentication systems 
today alloW for so-called site licenses With a ?xed set of 
users, they seldom actually monitor and/or offer a variable 
maximum number of users, nor do they distinguish betWeen 
classes of users for access or the number of applications 
using any particular authentication method. Licensing use 
by speci?c application and variable number of users Would 
alloW improved cost accounting for enterprise softWare 
managers by creating a means for attributing licensing costs 
directly to each application. In addition, the authentication 
softWare vendor can collect fees based on the incremental 
number of applications and/or users licensed, rather than 
strictly by site or maximum number of users. Charging for 
applications on an incremental basis is bene?cial to enter 
prises because it alloWs them to purchase only What they 
need and not pay for greater capacity Which they do not 
utiliZe. It also facilitates cost accounting among various 
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divisions and departments thereby giving greater autonomy 
to division and department managers by controlling and 
limiting expenditures 

SUMMARY OF THE INVENTION 

[0014] The above-identi?ed problems are solved and tech 
nical advances are achieved by embodiments of the present 
invention. 

[0015] The present inventors have determined that a bio 
metric authentication and/or identi?cation system should 
also solve several key implementation challenges. First, a 
biometric system should be able to accommodate migration 
from one or more existing authentication and/or identi?ca 
tion system(s) Without risk to the enterprise in terms of doWn 
time, cost, and security. The transition should include a 
user-friendly, accurate enrollment system that can detect and 
eliminate any attempt to create multiple user identities for 
any person or biometric identi?er. This enrollment system 
should also accommodate multiple imaging devices types 
for generating reference images. In addition, the system 
should have a secure means for authenticating When a 
biometric imaging device is temporarily unavailable. This 
mode of operation, knoWn as an exception mode, should be 
integrated Within the system and include safeguards against 
tampering, attacks, and/or other types of compromise. 

[0016] Some embodiments of the invention provide an 
integrated biometric authentication/ identi?cation and migra 
tion system With server side authentication and identi?cation 
through the use of a four-tier architecture on a multi 
platform, imaging-device-independent and imaging-device 
interoperable structure. Although the exemplary embodi 
ments herein provide a biometric identi?cation system that 
may be used in authentication, it is to be understood that 
authentication may be provided alone Without departing 
from the scope of the present invention. 

[0017] Exemplary embodiments of some aspects of the 
invention include a method and apparatus for producing a 
biometric identi?cation reference image based on selecting 
the image having the highest quality score from images 
received from tWo or more different imaging devices, alias 
free enrollment on a Work station containing one or more 
?ngerprint imaging systems that includes server-based one 
to-many alias checking, secure transmission of live biomet 
ric samples, a method and system for protecting access to 
licensed applications, a method and system for secure trans 
mission of biometric data by time-stamping the data, Web 
based authentication testing resident on either a Web server 
or a combination of Web and application servers, a unique 
identities database in a secure facility, an in-house license 
generator for multiple user levels and applications that 
responds directly to client requests, a method and system for 
exception mode authentication With system operator bio 
metric authorization, and a method and system for biometric 
authentication of user feedback. 

[0018] The term “image” in the context of this application 
may refer to but is not limited to a representation or likeness 
of a biometric identi?er that captures su?icient details of or 
data regarding the biometric identi?er so as to uniquely 
identify the person from Which the image Was taken. 
Examples of images may include visual representations such 
as those of ?ngerprints, retinal patterns, hand geometry, and 
facial geometry, as Well as non-visual representations such 


































