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(57) ABSTRACT 

The present invention is directed to a method of dynamically 
controlling and displaying an lntemet broWser interface, and 
to a dynamically controllable lntemet broWser interface. In 
accordance With the present invention, a broWser interface 
may be customized using a controlling softWare program 
that may be provided by an Internet content provider, an ISP, 
or that may reside on an lntemet user’s computer. The 
controlling softWare program enables the lntemet user, the 
content provider, or the ISP to customize and control the 
information and/or functionality of a user’s broWser and 
broWser interface. 
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METHOD OF CONTROLLING AN INTERNET 
BROWSER INTERFACE AND A CONTROLLABLE 

BROWSER INTERFACE 

FIELD OF THE INVENTION 

[0001] The present invention is directed to computer dis 
play interfaces and, more particularly, to a method of 
dynamically controlling an Internet broWser interface and a 
dynamically controllable broWser interface. 

BACKGROUND OF THE INVENTION 

[0002] When accessing the Internet (i.e., the WorldWide 
Web, the Web, etc.), an Internet user typically executes, via 
a computer, a broWser software program such as, for 
example, Netscape NavigatorTM or Microsoft Internet 
ExplorerTM. The broWser program (i.e., a broWser) estab 
lishes a physical link to the Internet (via a modem and an 
Internet Service Provider (ISP), for example) and also 
provides a textual and graphical user interface, i.e., a 
broWser interface, having a predetermined look and func 
tionality, neither of Which can currently be signi?cantly 
changed by the Internet user. Thus, the broWser interface 
remains relatively static as the Internet user navigates the 
Internet and moves from application to application or HTML 
(Hyper-text Mark-up Language) page to HTML page. 

[0003] Limited control of the broWser interface is cur 
rently available via an executable softWare program that 
may, for example, add functional buttons to the interface. 
HoWever, the additional functionality is added to the 
broWser interface When the broWser is initially activated and 
remains static thereafter. Thus, it is not possible for a 
broWser displaying a broWser interface modi?ed as just 
described to dynamically doWnload information from an 
Internet site and customiZe itself, either When the broWser is 
initiated or as the users traverses the Internet. Such a 

modi?ed broWser interface also does not provide access to 
the various broWser Application Programming Interfaces 
(APIs) for Plug-ins and interfaces. 

[0004] The proliferation of Internet sites makes it increas 
ingly dif?cult for content providers (i.e., oWners of Internet 
sites) to maximiZe the time an Internet user spends at a 
particular Internet site. It is, of course, desirable for a content 
provider to be able to maximiZe that time an Internet user 
spends at that provider’s Internet site, or to ensure that an 
Internet user returns to the content provider’s site; this being 
generally referred to in the art as stickiness. It is also 
desirable to maximiZe the number of Internet users access 
ing a content provider’s site. Brie?y stated, an Internet 
content provider Wants to attract a maximum number of 
Internet users to that provider’s Internet site, and to maxi 
miZe the amount of time those Internet users remain at that 
site; neither of Which is possible using current Internet 
broWsers. 

SUMMARY OF THE INVENTION 

[0005] The present invention is directed to a method of 
dynamically controlling an Internet broWser interface and to 
a dynamically controllable broWser interface. The present 
invention is also directed to a method of increasing the 
number of times an Internet user accesses a predetermined 
Internet site, and to a method of increasing the amount of 
time an Internet user spends at a predetermined Internet site. 
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[0006] As used herein, the term controlling and control 
lable refer to, by Way of non-limiting example, adding to, 
removing from, and modifying an Internet broWser inter 
face. An Internet broWser interface, as referred to herein, 
means the visual or aural presentation presented to a broWser 
user, and via Which a user interacts With the broWser. The 
term customiZe (and variations thereof) may also be used 
herein to describe the controllability provided in accordance 
With the present invention. As used herein, the term dynami 
cally controlling (and variations thereof) refers to a method 
by Which a part of an Internet broWser interface (i.e., an 
interface object) may be displayed and periodically changed 
or updated While a broWser displaying the interface object is 
activated. 

[0007] A broWser, as used herein, is given its general, art 
recogniZed meaning, and generally refers to a softWare 
program that provides an interface to the World Wide Web 
or Internet. The broWser enables an Internet user to navigate 
the Internet and establish a connection to various Internet 
sites and vieW the Web page(s) provided at the various 
Internet sites by content providers. A broWser is speci?cally 
capable of calling, i.e. loading onto the Internet user’s 
computer, an ActiveX control or Plug-in via an Internet site. 
The broWser also enables an Internet user to navigate 
betWeen and among Internet sites, i.e., to surf the Web. The 
broWser provides a broWser interface to the Internet user that 
is formatted by the provider of the broWser softWare pro 
gram. The broWser interface typically de?nes the layout 
(e.g., color, siZe, number and location) and functionality 
provided by the broWser to the Internet user. The broWser 
interface may comprise a ?rst parent WindoW that typically 
de?nes the general siZe, color, and layout of the broWser 
interface and includes WindoW control buttons (e.g., mini 
miZe, close, etc.). The broWser interface may also comprise 
a second parent WindoW (a child to the ?rst parent WindoW), 
and one or more WindoWs dependent from the second parent 
(i.e., children). The second parent and its dependent Win 
doWs may provide, for example, various information (e.g., 
advertisements, coupons, neWs, HTML links, etc.) and func 
tionality (i.e., toolbars, pull-doWn menus, Plug-ins, applica 
tions, etc.) to the Internet user. 

[0008] AnActiveX control, as used herein, refers to a tool 
for linking desktop applications for the Internet and is based 
on art recogniZed, Microsoft-developed speci?cations. A 
Plug-in, as used herein, refers to a type of program devel 
oped for use With Netscape broWsers and that integrates With 
a larger application (e.g., a broWser softWare program) to 
add a speci?c functionality or capability to that larger 
program. An ActiveX control and a Plug-in as described 
above and as referred to herein may be used With any 
Internet broWser. 

[0009] As used herein, the term Internet site refers to a 
location (i.e., node) on the Internet de?ned by an Internet 
address or URL (uniform or universal resource locator). As 
used herein, the term Internet Web page refers to a collection 
of hypertext markup language (HTML) commands provided 
at an Internet site and that provide formatting information 
for the text, graphics, and functionality to create a hypertext 
document that may be displayed on an Internet user’s 
computer display via a broWser. For example, an Internet 
user enters a URL to establish a connection to an Internet 

site, and that Internet site provides HTML commands to the 
user’s broWser to enable display of that Internet site’s Web 
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page on the user’s computer display. The browser interprets 
hypertext markup language (HTML) commands embedded 
in a Web page and uses the HTML commands to format the 
text and graphics for that Web page. 

[0010] The present invention provides advantages to an 
Internet user, an Internet content provider (i.e., an oWner of 
an Internet site), and to an Internet Service Provider (ISP). 
For an Internet user, the present invention provides a method 
of dynamically controlling or customiZing that user’s Inter 
net broWser interface. The Internet user may noW customiZe 
the broWser interface so that each time the user accesses the 

Internet using a broWser, user-de?ned information and/or 
functionality (also collectively referred to herein as infor 
mation) Will be displayed With the broWser interface. For 
example, the user may include bookmarks, address and 
phone books, personal ?nancial information, personaliZed 
neWs, and various functionality such as is available via 
ActiveX control and Plug-ins. 

[0011] In addition, if an Internet user has an account With 
a content provider, that user’s speci?c account information 
(e.g., investment portfolio, neWs headlines, bookmarks, 
address book, etc.) may noW be dynamically displayed With 
the broWser interface by the broWser. Currently, an Internet 
user can only access that user’s speci?c account information 
While connected to the content provider’s Internet site. The 
user must return to the content provider’s site to receive 
updated account information. The account information is not 
displayed With the broWser interface once user leaves that 
Internet site. The present invention provides a method of 
dynamically controlling and a dynamically controllable 
broWser interface that enables an Internet user to display 
With the broWser interface and continuously update infor 
mation and/or functionality speci?c to that user. 

[0012] For a content provider, the present invention 
ensures that an Internet user (via a broWser) automatically 
establishes a connection to that content provider’s Internet 
site every time that user accesses the Internet using a 
broWser. Thus, as soon as an Internet user causes a broWser 

to execute (by selecting a broWser icon, for example), the 
broWser automatically establishes a connection to the con 
tent provider’s Internet site to load that user’s customiZed 
broWser interface information. The present invention may 
also periodically and automatically cause the user’s broWser 
to connect to the content provider’s Internet site While the 
broWser is active, i.e. While the user surfs the Web. In one 
embodiment, the content provider may provide an Internet 
user With access to a program for controlling the broWser 
interface. Once the Internet user has accessed that control 
ling program to customiZe that user’s broWser interface, a 
connection to that content provider may be automatically 
established by that user’s broWser every time that user 
accesses the Internet. Thus, and in contrast to currently 
available broWsers Which establish a connection to an Inter 
net site only When the user enters a URL (or otherWise 
positively acts to cause a connection to be established such 
as, for example, by selecting a link or banner advertisement), 
the present invention automatically establishes a connection 
to the content provider When the broWser is initiated, inde 
pendent of any home Web page selection pre-programmed 
into the broWser, Whether by the Internet user or broWser 
vendor. Once that initial connection is established, the 
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content provider may load user-speci?c information and/or 
functionality to the Internet user’s computer for display With 
that user’s broWser interface. 

[0013] In addition, the content provider can also periodi 
cally cause the broWser to automatically reconnect to that 
content provider’s Internet site to update, doWnload neW, or 
otherWise communicate information and/ or functionality for 
the Internet user’s broWser interface. For example, if an 
Internet user subscribes to an email service of the content 
provider, email messages for that Internet user received by 
the content provide may be automatically communicated lo 
the Internet user even though the user is “sur?ng” elseWhere. 
When the user’s broWser initially establishes a connection to 
the content provider’s Internet site upon execution of that 
user’s broWser, the information communicated by the con 
tent provider to the Internet user includes instructions for the 
broWser to periodically reconnect to the content provider’s 
Internet site. Thus, regardless of the number of Internet sites 
the user accesses, and regardless of the particular Internet 
site currently accessed by a user, a connection back to the 
content provider’s Internet site Will be automatically estab 
lished at intervals determined by the content provider; those 
reconnections being transparent to the Internet user except 
When the user receives a noti?cation from the content 
provider (i.e., neW mail has arrived). Thus, the broWser 
interface may be dynamically controlled as the Internet user 
surfs the Web. For an ISP, the bene?ts are at least as great as 
for a content provider. 

[0014] Initially, the broWser interface for an Internet user 
must be customiZed using a softWare program that may be 
provided by the content provider or ISP, or that may be 
available on the user’s computer. The softWare program, 
referred to hereinafter as a controlling program or a program 
for controlling (and other variations thereof), changes the 
manner in Which the user’s broWser functions. More spe 
ci?cally, the controlling program doWnloads or creates a 
library ?le on the Internet user’s computer. The library ?le 
may be, for example, a Dynamic Link Library (DLL) (for a 
WindoWs operating system) that creates a shell (or plurality 
of shells) Within the broWser and Within Which various 
information and/or functionality may be loaded as an 
ActiveX control or Plug-in. The library ?le includes ActiveX 
control or Plug-in functionality that de?nes an interface 
object added to the broWser interface in accordance With the 
present invention. When an Internet user activates a broWser, 
the library ?le is opened and the ActiveX control or Plug-in 
code contained Within that ?le is made available to the 
broWser and incorporated into the broWser interface, thus 
causing the interface object to be displayed With the broWser 
interface. The library ?le, and consequently, the shell (or 
shells), remain open as long as the broWser is activated, 
generally as long as the user is sur?ng the Web. Thus, the 
information and/or functionality for customiZing the 
broWser interface and loaded in the shell remain active even 
as the user moves from Internet site to Internet site. When 
used in this context herein, the terms information and 
functionality refer to any information, data, and/or softWare 
driven functionality that can be contained in or part of the 
library ?le. 

[0015] The library ?le also causes the broWser to establish 
a connection to the content provider’s Internet site When the 
broWser is initially activated by the user. The content pro 
vider’s Internet site Will load information and/or function 
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ality for the interface object to the user’s computer for use 
in the browser and for display in the browser interface. The 
information and/ or functionality loaded by the content pro 
vider may be speci?c to an Internet user if, for example, that 
user has an account With the content provider. Alternatively, 
the content provider may load general information and/or 
functionality if, for example, the Internet user does not have 
an account With the content provider (i.e., is a guest). 

[0016] The present invention uses an object linking and 
embedding (OLE) in-process server to control the informa 
tion and/or functionality of a broWser interface. Using an 
ActiveX control or a broWser Plug-in (each being referred to 
herein as a broWser interface overlay (BIO) Library) con 
tained in a library ?le, virtually any information and/or 
functionality available With an ActiveX control or Plug-in 
may be added to a broWser interface using the present 
invention. The library ?le (via the BIO Library) thus 
includes the code required to customiZe, i.e., add, remove 
and/ or modify, the broWser interface. 

[0017] Once an Internet user has accessed the controlling 
program and customiZed the operation of that user’s 
broWser, the customiZed broWser interface is displayed When 
the broWser is activated. In contrast to prior art broWser 
modi?cation methods, the present invention provides a 
method and broWser interface that may be dynamically 
controlled. Updated or changed information and/or func 
tionality may be communicated to the broWser and displayed 
in the broWser interface as the Internet user surfs the Web 
and While maintaining the customiZed information and/or 
functionality of the broWser interface. Thus, an Internet user 
may automatically receive up-to-date information such as, 
for example, stock quotes, email, neW headlines, at that 
user’s broWser interface, at any Internet site and as long as 
the user is sur?ng the Web using the broWser. 

[0018] Other objects and features of the present invention 
Will become apparent from the folloWing detailed descrip 
tion, considered in conjunction With the accompanying 
draWing ?gures. It is to be understood, hoWever, that the 
draWings are designed solely for the purpose of illustration 
and not as a de?nition of the limits of the invention, for 
Which reference should be made to the appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] In the draWing ?gures, Which are merely illustra 
tive, and Wherein like reference characters denote similar 
elements throughout the several vieWs: 

[0020] FIG. 1 depicts a vieW of a prior art Internet 
broWser interface; 

[0021] FIG. 2 depicts a vieW of an Internet broWser 
interface including an interface object in the broWser toolbar 
in accordance With an embodiment of the present invention; 

[0022] FIG. 3 depicts a vieW of an Internet broWser 
interface having an interface toolbar including interface 
object in accordance With an embodiment of the present 
invention; 

[0023] FIG. 4 depicts a vieW of an Internet broWser 
interface having an interface toolbar including a plurality of 
interface objects in accordance With an embodiment of the 
present invention; 
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[0024] FIG. 5 is a How diagram of a method of controlling 
an Internet broWser interface in accordance With the present 

invention; 
[0025] FIGS. 6-9 are a How diagrams of a method of 
controlling and displaying an Internet broWser interface in 
accordance With various embodiments of the present inven 
tion; and 

[0026] FIG. 10 is a schematic block diagram of a com 
puter connected to the Internet and upon Which the present 
invention may be implemented. 

DETAILED DESCRIPTION OF THE 
PRESENTLY PREFERRED EMBODIMENTS 

[0027] The present invention is directed to a method of 
controlling and displaying an Internet broWser interface, and 
to a controllable Internet broWser interface. In accordance 
With the present invention, a broWser interface may be 
customiZed using a controlling softWare program that may 
be provided by an Internet content provider, an ISP, or that 
may reside on an Internet user’s computer. The controlling 
softWare program enables the Internet user, the content 
provider, or the ISP to customiZe and control the information 
and/or functionality of a user’s broWser and broWser inter 
face. 

[0028] Referring noW to the draWings in detail, FIG. 10 is 
a block diagram of a computer 50 connected to the Internet 
90 and upon Which the present invention may be imple 
mented. Computer 50 includes an internal bus 64 that 
facilitates communication of information (i.e., digital data) 
betWeen and among the various devices of the computer 50 
and that also facilitates communication betWeen the com 
puter and external devices and systems via a communication 
interface 68. A processor 66 coupled to the bus 64 process 
information Within the computer 50. The computer 50 also 
includes a main memory 60 such as, for example, Random 
Access Memory (RAM) or other equivalent dynamic 
memory storage device, coupled to bus 64 for receiving and 
storing instructions communicated from the processor 66. 
Main memory 60 may also be used to temporarily store 
variable or other intermediate information While the proces 
sor 66 executes instructions. Read-Only-Memory (ROM) 62 
is also coupled to the bus 64 for storing static data and 
instructions for use by the processor 66. Various input and 
output devices are provided as part of the computer 50, 
including, by Way of non-limiting example, a display 54 
(e.g., cathode ray tube (CRT), liquid crystal display (LCD), 
etc.), an input device 56 such as a keyboard, and a cursor 
control device 58 such as a mouse, or trackball, for example. 
A data storage device 52 such as, for example, a magnetic 
disk drive and magnetic disk, a CD-ROM drive and CD 
ROM, or other equivalent devices and data storage medi 
ums, is coupled to the bus 64 for communication With the 
processor 66, main memory 60, and communication inter 
face 68. The storage device 52 preferably has an operating 
system 70 and an Internet broWser softWare program 72 (i.e., 
a broWser) stored thereon. As Will be discussed in greater 
detail beloW, a library ?le 74 may also be stored on the data 
storage device 52. 

[0029] The computer 50 may connect to the Internet 90 via 
the communication interface 68 over a transmission media 
including, but not limited to, coaxial cable, copper Wires, 
and ?ber optical cables. Communication betWeen the com 
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puter 50 and the Internet 90 may also be via a Wireless or 
cellular interface. The communication interface 68 facili 
tates tWo-Way communication betWeen the computer 50 and 
another electronic device or system, e.g., a server computer 
(not shoWn) provided by a content provider 100, 200. 

[0030] An Internet user (not shoWn) using the computer 50 
may gain access to the Internet 90 by causing the broWser 72 
to execute, thereby opening a communication link betWeen 
the communication interface 68 of the computer 50 and an 
Internet site 130 of a content provider 100, via an Internet 
Service Provider (ISP) 80. The broWser 72 provides, to the 
computer display 54, a broWser interface 20 (see, e.g., FIG. 
1) having a layout (e.g., color, siZe, number, location) and 
functionality of WindoWs 30 that is predetermined in the 
broWser 72 by the broWser vendor. Internet content is 
communicated by the content provider 100 to the computer 
50 for display in a content WindoW 32 of the broWser 
interface 20. 

[0031] In accordance With an embodiment of the present 
invention, a ?rst Internet content provider 100 may provide 
an Internet user With access to a program 120 for controlling 
the broWser 72 and broWser interface 20. When executed by 
the user, the controlling program 120 doWnloads or creates 
a library ?le 74 such as, for example, a Dynamic Link 
Library (DLL), on the data storage device 52 of the Internet 
user’s computer 50. The library ?le 74 preferably includes 
ActiveX control or Plug-in functionality. Thereafter, When 
the Internet user accesses the Internet using the broWser 72, 
the broWser 72 opens the library ?le 74 and preferably 
automatically establishes a connection to the content pro 
vider’s Internet site 130. The content provider, in response 
to the connection established by the broWser 72, loads 
information and/or functional data into a shell operating 
Within the broWser and created by the library ?le 74. For 
example, if the user has an account With the content provider 
100, customiZed information and/or functionality may be 
loaded into the library ?le 74. If the user does not have an 
account, more generaliZed (i.e., guest) information and/or 
functionality may be loaded. 

[0032] The library ?le 74 essentially opens a shell (or a 
plurality of shells) Within the broWser 72 that contains the 
ActiveX control or Plug-in code that may control, i.e., add, 
remove, and/or modify, the Internet broWser 72 and the 
broWser interface 20. When loaded With the ActiveX control 
or Plug-in, the library ?le 74 preferably contains functions, 
objects, data, and other softWare, referred to generally herein 
as information, that may be used to control the broWser 74 
and broWser interface 20. The present invention ensures that 
the library ?le 74 (and shell) does not close When the 
Internet user moves from Internet site 130 to Internet site 
230. Thus, the information and/ or functionality provided via 
the ActiveX control or Plug-in is not lost When the Internet 
user disconnects from the Internet site that loaded the 
ActiveX control or Plug-in, and connects to another Internet 
site. 

[0033] Referring next to FIG. 1, a prior art Internet 
broWser interface 20 having a plurality of WindoWs, each 
providing various functionality to the Internet user, is there 
depicted. The broWser interface 20 may comprise a ?rst 
parent WindoW 30 that typically de?nes the general siZe, 
color, and layout of the broWser interface and includes 
WindoW control buttons 28 (e.g., minimiZe, close, etc.) for 
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that WindoW 30. The broWser interface 20 may also com 
prise a second parent WindoW 36 (a child to the ?rst parent 
WindoW) Within the ?rst parent WindoW 30, and one or more 
child WindoWs 38 dependent from the second parent. The 
second parent WindoW 36 and child WindoWs 38 typically 
de?ne information and/or functionality that Will assist an 
Internet user When accessing and navigating the Internet. For 
example, the second parent 36 and its dependent WindoWs 
38 may provide toolbars, pull-doWn menus, Plug-ins, appli 
cations, etc. 

[0034] For example, three WindoWs 38 provided at the top 
(in the draWing) of the interface 20 de?ne three toolbars 22, 
Which may include a variety of interface controls 24 such as, 
for example, pull-doWn menus, functional buttons (e.g., 
stop, back, forWard, home, etc.), and a combination of 
functional buttons and WindoWs (e.g., a search button and 
WindoW). The uppermost toolbar 22 provides a plurality of 
pull-doWn menus 24; the middle toolbar 22 provides a 
plurality of functional buttons 24; and the loWermost toolbar 
22 provides a pull-doWn menu and a WindoW 26 (a URL 
address WindoW). A content WindoW 32 is also provided as 
part of the interface 20 Within Which content from an 
Internet content provider 100 (see, e.g., FIG. 10) may be 
displayed. The Internet user may toggle any of the loWer 
three (in the draWing) toolbars 22 on and off using a VieW 
toolbar object 24 (pull-doWn menu) provided in the second 
toolbar 22. HoWever, the Internet user currently may not 
add, remove, or otherWise modify the broWser interface 20. 

[0035] An Internet broWser 20 con?gured in accordance 
With various embodiments of the present invention is 
depicted in FIGS. 2-4. In FIG. 2, the broWser interface 20 
includes an interface object 40 that is de?ned by the ActiveX 
control or Plug-in loaded in the library ?le 74 by the content 
provider 100. The interface object 40 comprises a pull-doWn 
menu 44 and is displayed in the broWser toolbar 22 With the 
interface controls (i.e., broWser toolbar objects) 24 provided 
by the broWser 72. In FIG. 3, an interface object 40 
comprises an interface object toolbar 42 and a pull-doWn 
menu 44 displayed as a separate WindoW 48 Within the 
broWser interface 20. In FIG. 4, an interface object 40 
comprises an interface toolbar 42 including a plurality of 
pull-doWn menus 44 and a search WindoW 46 displayed 
Within a separate 48 Within the broWser interface 20. An 
interface object 40, in accordance With the various embodi 
ments of the present invention, may comprise virtually any 
type of information and/or functionality available via a 
broWser. Thus, by Way of non-limiting example, an interface 
object 40 may comprise a pull-doWn menu, a toolbar and a 
pull-doWn menu, textual information (e.g., advertisements, 
coupons, etc.), textual and/or aural information (e.g., a 
textual advertisement With accompanying sound), textual, 
aural, and/or graphical (animated or not) information, video, 
video and audio, audio, etc. 

[0036] The various embodiments of the inventive Internet 
broWser interface 20 depicted by FIGS. 2-4 are merely 
illustrative, non-limiting examples of the present invention. 
Variations to the depicted broWser interfaces 20 may be 
possible in accordance With the teachings provided herein. 

[0037] Referring next to FIG. 5, a method of controlling 
an Internet broWser interface 20 is there depicted in accor 
dance With an embodiment of the present invention, and 
designated generally as 500. At step 510, an Internet user 
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accesses a controlling program 120 via an Internet Web site 
130, an ISP 80, or the user’s computer 50. The controlling 
program 120, When executed by an Internet user, provides 
that user With the ability to thereafter control that user’s 
Internet broWser interface 20, as discussed in more detail 
beloW. The controlling program 120, at step 520, doWnloads 
or creates a library ?le 74 on the Internet user’s computer 50 
that includes ActiveX control or Plug-in code that de?ne an 
interface object. Each time the Internet user activates the 
broWser 72, the library ?le 74 is opened and a connection is 
automatically established to a predetermined Internet Web 
site 110, one that is preferably con?gured to communicate 
(i.e., doWnload) to the Internet user’s computer 50, ActiveX 
control or Plug-in code for the interface object, as indicated 
at steps 530 and 540. The open library ?le 74 essentially 
provides a shell Within the broWser 70 Within Which the 
functionality provided by the ActiveX control or Plug-in 
may be added to the broWser interface 20. Neither the library 
?le 74 nor the shell close until the broWser 72 is closed. At 
step 550, an interface object 40 is created that Will be 
displayed in the broWser interface 20; the information and/or 
functionality of the interface object 40 is de?ned by the 
ActiveX control or Plug-in. In accordance With the various 
embodiments of the present invention, the interface object 
40 remains displayed by the broWser 72 With the broWser 
interface 20, as indicated at step 560, for as long as the user 
continues to surf the Web, i.e., as long as the broWser 72 is 
activated. Thus, the functionality added to the broWser 72 
and broWser interface 20 in accordance With the present 
invention is not lost as the Internet user surfs the Web. 

[0038] The present invention provides various embodi 
ments for controlling the broWser 72 and broWser interface 
20, described generally above With reference to FIG. 5, each 
of Which Will noW be described in detail. 

[0039] Referring next to FIG. 6 and With continued ref 
erence to FIG. 10, a description of an embodiment of a 
method of controlling and displaying a broWser 72 and 
broWser interface 20 in accordance With the present inven 
tion, designated generally as 600, Will noW be provided. For 
purposes of FIG. 6 and for the folloWing discussion directed 
thereto, a library ?le 74 has already been doWnloaded or 
created on the Internet user’s computer 50, as discussed 
herein. At step 610, an Internet user activates a broWser 72 
to initiate access to the Internet 90. At step 620, the library 
?le 74 is opened and a connection automatically established 
to a predetermined content provider, as indicated at step 630. 
The functionality de?ned by the ActiveX control or Plug-in 
code of the BIO Library is communicated by the content 
provides to the user’s computer 50, (i.e., to the library ?le 
74) to create an interface object 40 Which may be added to 
the broWser interface 20. The interface object 40 is displayed 
With the Internet broWser interface 20, as indicated in step 
640. The functionality of the interface object 40, as de?ned 
by the ActiveX control or Plug-in code, remains With the 
Internet broWser interface 20 as the Internet user traverses 
the Internet 90, regardless of the number or type of Internet 
sites the user visits, and as long as the broWser 72 remains 
operational, i.e., as long as the Internet user is accessing the 
Internet 90 using the broWser softWare program 72. When 
the Internet user moves from one Internet site to another, as 
indicated at step 650, the present invention determines 
Whether the interface object 40 has survived that move, i.e., 
Whether it is still displayed by the broWser 72 in the broWser 
interface 20, as indicated at step 652. If the interface object 
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40 is not displayed in the broWser interface 20 (i.e., it has 
been removed from the broWser interface 20 or otherWise 
terminated), the interface object 40 is redraWn, as indicated 
in step 660. If the interface object 40 has survived a user 
move from one Internet site to another and remains dis 
played in the broWser interface 20, the present invention also 
determines, at step 654, if the broWser 72 is active; since the 
interface object 40 is only displayed in the broWser interface 
20 When the broWser 72 is operational. If the broWser 72 is 
not active (i.e., the user is no longer sur?ng the Web), the 
interface object 40 is terminated and the library ?le 74 is 
closed, as indicated at step 670. If the broWser 72 remains 
active, the present invention continues, at step 652, to ensure 
that the interface object 40 is displayed With the broWser 
interface 20. As the Internet user moves betWeen and among 
Internet sites, the present invention monitors the status of the 
interface object 40 and ensures that it is displayed by the 
broWser 72 With the broWser interface 20 as long as the user 
is traversing the Internet 90. 

[0040] According to the embodiment depicted in FIG. 6, 
the present invention ensures that the interface object 40 is 
displayed by the broWser 72 With the broWser interface 20 
When the Internet user leaves the Internet Web site 130 at 
Which the BIO Library initially Was called and loaded to the 
user’s computer 50. For example, When the user activates 
the broWser 72, a connection is automatically established to 
a ?rst, predetermined Internet site 130 that is maintained by 
a ?rst content provider 100 and the BIO Library is loaded 
onto the user’s computer 50. The functionality provided by 
the BIO Library is then available to the broWser 72 via a 
shell created by the library ?le 74. When the Internet user 
connects to a second Internet site 230 maintained by a 
second content provider 200, the functionality for the inter 
face object 40 Will continue to be present in the broWser 
interface 20. In this embodiment, the present invention 
prevents the broWser 72 or operating system 70 of the 
computer 50 from disabling the functionality of the BIO 
Library by unloading the library ?le 74 When the link to the 
?rst Internet site 130 is terminated. 

[0041] For example, When the broWser 72 initially con 
nects to the ?rst Internet site 130, that site 130 communi 
cates functional information in the form of ActiveX control 
softWare code to the Internet user’s computer 50 as a BIO 
Library, Which is loaded into the library ?le 74. If the library 
?le 74 is not explicitly instructed by the operating system 70 
or the broWser 72 to close or unload When the connection to 
the ?rst Internet site 130 is terminated, the library ?le 74 Will 
remain loaded, providing the desired functionality for the 
interface object 40 in the broWser interface 20, even after the 
connection to the ?rst Internet site 130 is closed. Keeping 
the library ?le 74 loaded While the Internet user moves 
betWeen and among various Internet sites enables the load 
ing of data, functions and objects outside of the ActiveX 
control (Which is only communicated to the Internet user 50 
by the ?rst Internet site 130) but inside of the library ?le 74. 
As long as the library ?le 74 remains loaded, any data or 
objects created in the library ?le 74 and outside of the 
ActiveX control Will stay loaded and continue to function in 
the broWser interface 20. 

[0042] To keep the library ?le 74 open during sur?ng, after 
the broWser 72 has connected to the ?rst Internet site 130, 
and before that connection is terminated, a global object, 
object A, is created in the program heap of the Internet user’ s 
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computer 50, not the calling function heap. Thus, the global 
object survives the completion of the calling function. The 
global object may be created using the C++ neW operator, or 
by declaring a global object in the global declarations. In 
either case, the global object Will survive termination of the 
connection betWeen the broWser 72 and the ?rst Internet site 
130. 

[0043] A global object thus de?ned remains functional 
after the ActiveX control provided by the ?rst Internet site 
130 closes, i.e. after the initial connection to the ?rst Internet 
site 130 is terminated. Once the global object has been 
created, an interface is created using the global object. That 
interface Will serve to, for example, remove, replace and/or 
add functionality to the broWser 72 and broWser interface 20. 
The interface may be created as part of the global object, or 
by the global object allocating a neW interface object 40. For 
example, the interface object 40 may be created by creating, 
for example, an interface object WindoW 48 Within a broWser 
WindoW 38 (see, e.g., FIGS. 3 and 4), and adding it to the 
broWser interface 20 as a child WindoW Alternatively, the 
broWser interface 20 may be directly modi?ed such as, for 
example, by adding or modifying a broWser toolbar 22 or a 
broWser toolbar object 24 in the broWser interface 20. Yet 
another alternative is to create an object interface toolbar 42 
that is separate from the broWser interface 20, as depicted in 
FIG. 4. 

[0044] Additionally, a pointer is required that is used to 
control the broWser 72, i.e. to instruct the broWser 72 to 
establish a connection to a predetermined Internet site 130, 
for example. That pointer is preferably stored globally so 
that it is accessible by any function or object in the library 
?le 74 that sends commands to the broWser 72. In Microsoft 
Internet Explorer, for example, the IWebBroWser, IWeb 
BroWser2, or IWebBroWserApp object linking and embed 
ding (OLE) interface commands may be used to create the 
pointer. Using Microsoft Foundation Class (MFC), for 
example, the pointer may be created using the GetClientSite 
member of the COIeControl class to retrieve a pointer from 
the ?rst Internet site 130, i.e., the Internet site Which loaded 
the BIO Library. The GetClientSite serves as the entry point 
for the broWser 72 to communicate With the BIO Library. A 
GetContainer member of the IOIeClientSite class returned 
by the previous step may be used to get a pointer to a 
container for the BIO Library. The BIO Library’s container 
is a container Within Which an ActiveX control is loaded. An 
Internet broWser interface 20 generally consists of several 
parts, including the broWser toolbars 22 and the content 
WindoW 32. A document object is created by the broWser 72 
for every Web page an Internet user accesses and contains all 
of the data that appears in a particular Web page. The 
document object is also the container for the BIO Library. 
Thus, a document object may also be referred to as a BIO 
Library’s container. 

[0045] A QueryInterface member of the IOIeContainer 
class returned by the previous step may be used to get a 
pointer to the IServiceProvider interface, Which may be used 
to locate any of the other interfaces that are presented by the 
broWser 72. Finally, a QueryService member of the IServi 
ceProvider class returned by the previous step may be used 
to get a pointer to the IWebBroWserApp, IWebBroWser, or 
IWebBroWser2 interface, depending on the speci?c inter 
faces provided by the broWser 72 that called the BIO 
Library. 
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[0046] In an alternative embodiment, the present invention 
may be used to modify the entire broWser WindoW 30. If the 
entire broWser WindoW 30 is modi?ed, as opposed to inte 
grating an interface object 40 into an existing broWser 
WindoW 38, the entire class for the modi?ed broWser Win 
doW 30 may be subclassed or, alternatively, the speci?c 
broWser WindoW 38 may be subclassed. As used herein, the 
term subclassing a WindoW, also referred to as hooking a 
WindoW, refers to the replacement of an original broWser 
WindoW message handling procedure for handling all mes 
sages sent to a WindoW, With a user-de?ned WindoW message 
handling procedure. For example, a WindoW may be sub 
classed using the Microsoft Foundation Class (MFC) 
CWnd:SubclassWindoW( ) function. Alternatively, a Win 
doW may be subclassed using the call the SetWindoWLong 
function (a Microsoft WindoWs function), With the GWL 
_WNDPROC argument (a Microsoft WindoWs constant). 
The pointer returned by the SetWindoWLong function call 
may be stored to the original broWser WindoW message 
handling procedure for the subclassed WindoW. This enables 
the BIO Library to intercept all messages passed to a 
WindoW 30 or 38, and the BIO Library may interpret 
commands from interface controls 24 including buttons, 
menus, etc., provided by the broWser 72 or from interface 
objects 40 that have been added by the BIO Library in 
accordance With the present invention. 

[0047] The user-de?ned WindoW message handling pro 
cedure that the BIO Library provides and that replaces the 
original broWser WindoW message handling procedure is 
referred to herein as the BIO Procedure. Using the BIO 
Procedure for the broWser 72, messages (i.e., commands) 
intended for the broWser 72 may be intercepted and modi 
?ed, or replacement or neW messages (e.g., message han 
dlers for the interface object 40) may be communicated to 
the broWser 72 by the BIO Procedure. 

[0048] The present invention also ensures that the inter 
face object 40 has not been removed from the broWser 
interface 20. For example, some Internet broW sers 72 redraW 
the entire broWser interface 20 When an Internet user 
accesses a neW Web site. While the global object may still be 
functional folloWing such Internet movement by the user, 
the interface object 40 Will be removed from the broWser 
interface 20 and thus, Will not be displayed With the broWser 
interface 20. To prevent this from occurring, messages (i.e., 
commands) from the broWser 72 to repaint the broWser 
interface 20 may be intercepted by the BIO Procedure and 
the interface object 40 may be redraWn immediately after the 
broWser interface 20 is redraWn. Alternatively, the presence 
of the interface object 40 in the broWser interface 20 may be 
periodically tested and if not present in the broWser interface 
20, the interface object 40 may be redraWn. Such periodic 
testing should preferably occur at intervals of less than 
approximately one second. 

[0049] As an example of the above-described embodiment 
(depicted in FIG. 6), an ActiveX control is loaded as a BIO 
Library and adds menu items (and functionality) to the 
broWser interface 20. The present invention creates an 
ActiveX control that dynamically creates a neW global 
object, object A, Which creates a neW menu object (i.e., an 
interface object 40) With a desired functionality to be added 
to the broWser interface 20. The menu object 40 may be 
added to the broWser interface 20 using, for example, the 
instructions: AfxGetMainWnd( )QGetMenu( )QAppend 
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Menu( ), Where the appended menu of the browser interface 
20 Would include a popup menu that points to the menu 
object 40. The browser interface WindoW Would then be 
subclassed and handle the messages for the menu object 40 
handled by the BIO Procedure and the messages for the 
broWser interface 20 being passed to the message handler for 
the broWser 72. When the Internet user disconnects from the 
?rst Internet site 130 (i.e., leaves the Web page containing 
the ActiveX control), the ActiveX control Will close, but the 
global object, i.e., object A, Will remain in the program heap 
and continue to provide the desired functionality to the 
broWser interface 20. 

[0050] Instead of subclassing the broWser WindoW Within 
Which the interface object 40 is added, object A, or one of 
its descendents, may retain oWnership of the interface object 
40. Then, a message handler for the interface object 40 may 
be created. For example, an interface object 40 may be 
added to a broWser toolbar 22 in accordance With the 
above-described embodiment of the present invention, 
except that oWnership of the interface object 40 is set using 
the Microsoft Foundation Class SetOWner function to be 
object A or one of it’s descendents. 

[0051] With reference next to FIG. 7 and continued ref 
erence to FIG. 10, a description of an alternate embodiment 
of a method of controlling and displaying a broWser inter 
face 20 in accordance With the present invention, designated 
generally as 700, Will noW be provided. For purposes of 
FIG. 7 and for the folloWing discussion directed thereto, a 
library ?le 74 has already been created on the Internet user’s 
computer 50, as described herein. At step 710, an Internet 
user activates a broWser 72 to access the Internet 90. At step 
720, the library ?le 74 is opened on the user’s computer 50, 
and a connection is automatically established to a predeter 
mined Internet site 130, as indicated at step 730. At step 740, 
the functionality de?ned by the ActiveX control or Plug-in 
code of the BIO Library is communicated by the content 
provider to the user’s computer 50 (i.e., to the library ?le 74) 
to create an interface object 40 Which may be displayed in 
the broWser interface 20 using a continuous loop to control 
the display of the interface object 40. The interface object 40 
may only be removed (i.e., its functionality terminated) 
upon termination of the continuous loop. The functionality 
of the interface object 40, as de?ned by the ActiveX control 
or Plug-in code, remains With the Internet broWser interface 
20 as the Internet user traverses the Internet 90, regardless 
of the number or type of Internet Web sites the user visits, 
and as long as the broWser 72 remains operational, i.e., as 
long as the Internet user is accessing the Internet using that 
broWser softWare program. When the Internet user moves 
from one Web site to another, as indicated at step 750, the 
present invention determines Whether the interface object 40 
has survived that move, i.e., Whether it is still displayed in 
the broWser interface 20, as indicated at step 752. If the 
interface object 40 is not displayed by the broWser 72 in the 
broWser interface 20 (i.e., it has been removed from the 
broWser interface 20 or otherWise terminated), the interface 
object 40 is redraWn, as indicated in step 760. If the interface 
object 40 has survived a user move from one Web site to 
another and remains displayed in the broWser interface 20, 
the present invention also determines, at step 754, if the 
broWser 72 is active; since the interface object 40 is only 
displayed by the broWser 72 in the broWser interface 20 
When the broWser 72 is operational. If the broWser 72 is not 
active (i.e., the user is no longer sur?ng the Web), the 
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interface object 40 is terminated and the library ?le 74 is 
closed, as indicated at step 770. If the broWser 72 remains 
active, the present invention determined, at step 756, 
Whether the continuous loop has been terminated. If the loop 
has been terminated, the interface object 40 is also termi 
nated, as indicated at step 770. If the loop is still executing, 
the present invention determines Whether the interface 
object 40 is still displayed in the broWser interface 20, as 
indicated at step 752. 

[0052] The embodiment of the present invention depicted 
in FIG. 7 prevents an ActiveX control from unloading by 
freeZing the operation of the library ?le 74 (Within Which the 
ActiveX control code is loaded), even if the operating 
system 70 or broWser 72 generate an instruction to unload or 
terminate the library ?le 74. Because the library ?le 74 is 
froZen and never ?nishes unloading, all of the data, func 
tions and objects created inside of the library ?le 74 by the 
ActiveX control Will continue to exist and function after the 
library ?le 74 has been instructed to unload. 

[0053] In some operating systems 70 and/or broWsers 72, 
the BIO Library Will be closed When the ActiveX control is 
no longer present at an Internet site. This can also occur 
When the Internet user moves from an Internet site having 
the ActiveX control, e.g., Internet site 130 in FIG. 10, to 
another Internet site that does not, e.g., Internet site 230 in 
FIG. 10. To enable the interface object 40 to continue to 
operate in the absence of the ActiveX control, the BIO 
Library (and the library ?le 74) must be prevented from 
closing. 

[0054] To accomplish this, a pointer is created that is used 
to control the broWser 72. That pointer is preferably stored 
globally so that it is accessible by any function or object in 
the library ?le 74 that may need to send commands to the 
broWser 72. In Microsoft Internet Explorer, for example, the 
IWebBroWser, IWebBroWser2, or IWebBroWserApp OLE 
Interface commands may be used to create the pointer. To do 
this using Microsoft Foundation Class, the GetClientSite 
member of the COIeControl class (Which may be used to 
communicate With the BIO Library) may be used to retrieve 
a pointer to the BIO Library’s Internet site, ie that Internet 
site that provides the ActiveX control. A GetContainer 
member of the IOIeClientSite class returned by the previous 
step may be used to get a pointer to the BIO Library’s 
container. A QueryInterface member of the IOIeContainer 
class returned by the previous step may be used to get a 
pointer to the IServiceProvider interface. The IServicePro 
vider interface is used to easily ?nd any of the other 
interfaces that are presented by the broWser 72. A Query 
Service member of the IServiceProvider class returned by 
the previous step may be used to get a pointer to the 
IWebBroWserApp, IWebBroWser, or IWebBroWser2 inter 
face depending on the interfaces presented by the version of 
the broWser 72 that called the BIO Library. 

[0055] To prevent the library ?le 74 from closing, its 
operation is halted before it is able to terminate. To freeZe or 
halt the operation of the library ?le 74, a continuous program 
loop may be created and executed that terminates only When 
the BIO Library is to be unloaded, at Which time, the 
program loop also pumps the message que. The program 
loop is referred to herein as a message pump, and may be 
created using for example, the PeekMessage, GetMessage, 
TranslateMessage and DispatchMessage commands in a 
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loop. Exemplary C++ code to carry out the message pump 
is provided below: 

While (miContinue) 

if (PeekMessage (&msg, NULL, 0, 0, PMiNOREMOVE) != 0) 

GetMessage( &msg, NULL, 0, 0 ); 
TranslateMessage( &msg ); 
DispatchMessage( &msg ); 

} 
} 

Where m_Continue is a Boolean variable that is used to 
instruct the loop When to stop, and PeekMessage, GetMes 
sage, TranslateMessage, and DispatchMessage are all Win 
doWs functions. If m_Continue equals false, the loop Will 
end, thus ending the message pump. The msg argument is a 
reference to a WindoWs MSG structure. 

[0056] The Way the message pump preferably operates is 
that it checks to see if there are any messages Waiting in the 
message que using the PeekMessage function. If there is a 
message, the message pump grabs the message from the 
message que using the GetMessage function and translates 
it from a virtual-key message into a character message using 
the TranslateMessage function. Finally, the message pump 
sends the message to the original WindoW message handling 
procedure that is due to receive the message using the 
DispatchMessage function. 

[0057] The built in capabilities of an operating system 70 
may be also used to construct a message pump to pump the 
message que. For example, a modal dialog box or message 
box, using a command such as the MFC command CWnd 
::MessageBox(“my modal”, MB_OK), serves this purpose 
Well and may be used to provided the desired freeZing or 
halting of the operation of the library ?le 74. 

[0058] As long as the message pump is executing a 
continuous loop, the ActiveX control Will not terminate, 
even When the Internet user accesses (i.e., visits) other 
Internet sites. 

[0059] The embodiment of the present invention depicted 
by FIG. 7 performs in the same manner (e.g., subclassing, 
message handling, etc.) as the above-described embodiment 
of FIG. 6. 

[0060] For both of the above-described embodiments (of 
FIGS. 6 and 7), it is preferable, although not necessary, to 
provide an exit function for the interface object 40 so that 
object A and all of its descendents Will be closed. Possible 
exemplary scenarios for calling an exit function include 
intercepting the message to close the broWser WindoW in the 
BIO Procedure, or periodically looking for the broWser 
WindoW and, if it is not found, terminating the ActiveX 
control. 

[0061] Referring next to FIG. 8A, yet another embodi 
ment of the method of the present invention is depicted and 
designated generally as 800. For purposes of FIG. 8A and 
for the folloWing discussion directed thereto, a library ?le 74 
has already been created on the Internet user’s computer 50, 
as described herein. At step 810, an Internet user activates a 
broWser 72 to access the Internet 90. At step 820, the library 
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?le 74 is opened on the user’s computer 50 and a connection 
is automatically established to a predetermined Internet site 
130 (see, e.g., FIG. 10), as indicated at step 830. At step 832, 
a neW broWser interface is created that is a duplicate of the 
initial broWser interface provided by the broWser 72. At step 
840, a Function WindoW is created that represents the 
original broWser interface Within Which the functionality of 
the Plug-in Was initially loaded. 

[0062] The steps for creating a Function WindoW in accor 
dance With this embodiment of the present invention are 
depicted in FIG. 8B and designated generally as 840. At step 
842, the handle for the initial broWser interface WindoW is 
identi?ed. The initial broWser interface WindoW, noW the 
Function WindoW, is hidden and/or disabled at step 844 so 
that it cannot be closed, Which Would cause the BIO Library 
to crash. At step 846, a pointer is created that is used to 
control the broWser 72. Finally, a neW broWser interface 
WindoW is created at step 848 that may be used by the 
Internet user to continue traversing the Internet. 

[0063] With reference again to FIG. 8A, and beginning at 
step 850, the broWser interface may noW be controlled by 
?rst subclassing any broWser WindoWs, or any WindoWs 
used by the broWser, that are to be controlled, and then 
adding, deleting, and/or modifying the WindoW(s) as 
described in more detail beloW. The original broWser Win 
doW message handling procedure is replaced With a BIO 
Procedure (as de?ned above). At step 860, the present 
invention determines Whether any neW browser Windows 
have been opened, i.e., WindoWs that may not already be 
subclassed or that may not have been controlled in accor 
dance With the present invention. If neW WindoWs have been 
opened, the present invention determines, at step 870, 
Whether the interface object 40 is to be added to those neW 
WindoWs. If not, the invention determines Whether the 
Internet user desires to close the broWser 72, as indicated at 
step 880. If so, the invention closes, at step 890, all broWser 
WindoWs, including the Function WindoW. If the user does 
not desire to close the broWser 72, as determined at step 880, 
the invention returns to step 860 and again determines if neW 
broWser WindoWs have been opened. 

[0064] With continued reference to FIGS. 8A, 8B and 10, 
the above-described embodiment of the present invention 
Will noW be discussed in more detail. When an ActiveX 
control is loaded by a content provider 100 via an Internet 
site 130, typically in response to a broWser 72 establishing 
a connection to that Web site 130 and calling an ActiveX 
control, a library ?le 74 located on the user’s computer is 
caused to open creating a shell Within the broWser 72 Within 
Which the code for the ActiveX control may be loaded. If the 
library ?le 74 that contains the ActiveX control is explicitly 
instructed, by the operating system 70 or the broWser 72, to 
unload (i.e., close) When the ActiveX control is closed (When 
the user terminates the connection to the Internet site 130), 
any data, functions or objects that have been created outside 
of the ActiveX control but in the library ?le 74 Will be 
destroyed When the library ?le is 74 unloaded. To prevent 
the library ?le 74 from unloading, the broWser 72 is pre 
vented from closing the ActiveX control until instructed. If 
the ActiveX control is never instructed to close, the library 
?le 74 is never unloaded. 

[0065] Apreferred method of accomplishing this is to hide 
and/or disable the initial broWser interface WindoW that 
























