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(57) ABSTRACT 

A portable non-volatile memory device including a user 
interface for selectively assigning one of a plurality of 
security statuses to a user ?le stored therein is provided. In 

some embodiments, the memory device includes a poWer 

source so that the user interface is operative even When the 

memory device is in an uncoupled state. Optionally, the 
device provides a mechanism for authenticating users. In 
exemplary embodiments, the assigned security status of a 
user ?le is selected from the group consisting of non-secure, 
encrypted, visible While protected against copying and hid 
den. 
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SELECTIVE PROTECTION OF FILES ON 
PORTABLE MEMORY DEVICES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This patent application claims the bene?t of US. 
Provisional Patent Application No. 60/626,833, ?led Nov. 
12, 2004 by the present inventors. 

FIELD OF THE INVENTION 

[0002] The present invention relates to data security, and 
in particular to selective protection of user ?les stored on 
portable storage devices. 

BACKGROUND OF THE INVENTION 

[0003] Portable non-volatile memory devices such as USB 
Flash Drives (UFD) provide a convenient medium for the 
storage of user ?les and for the transfer of these ?les 
betWeen different computers. 

[0004] Different approaches exist for enabling users to 
prevent unauthorized access of user ?les stored on portable 
memory devices, in the event that the device is misplaced or 
stolen. For example, it is possible to encrypt content stored 
on some UFD devices from a host device or computer to 
Which the UFD is physically coupled. The encrypted content 
is accessible only upon authentication With a passWord. In 
order to alter a security status of a user ?le stored on the 

portable memory device, the user must physically couple the 
memory device to a computer or other host device and 
authenticate himself in some Way, typically by entering a 
passWord. The most common solutions in use today are: 

[0005] l) Protecting access to the portable memory 
device as a Whole. The portable memory device does 
not alloW any use, and no ?le on the device can be 
accessed in any Way unless the user is ?rst authenti 
cated. 

[0006] 2) Protecting access to all ?les in the device. 
Even though the device alloWs some interaction With 
the user (i.e. listing names of ?les), no ?le on the device 
can be opened for reading or for Writing unless the user 
is ?rst authenticated. 

[0007] 3) Protecting only selected ?les in the device. 
Some ?les are protected and some are not. The authen 
tication may be different for each ?le. This situation is 
common When the user creates the ?les using a soft 
Ware application With built-in encryption capabilities, 
such as Microsoft Excel or Microsoft Word. Often, the 
user decides separately for each ?le Whether it should 
be protected or not, and if yesiWith Which passWord 
Will the authentication take place. 

[0008] 4) Hiding some portion of the storage space from 
the users’vieW, unless the user is ?rst authenticated. 
Such approach can be seen in US. patent application 
Ser. No. 10/304,772 entitled “Apparatus and Method 
For Securing Data On a Portable Storage Device,” ?led 
on Nov. 27, 2002 by Ziv et al, and incorporated by 
reference herein in its entirety. 

[0009] Unfortunately, should a user Without immediate 
access to a computer or other host device desire to alter a 
security status of a user ?le stored on the portable memory 
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device, the aforementioned solutions are insu?icient. For 
example, if the oWner of the portable memory device desires 
to give the device to another person for copying only a 
certain ?le, the oWner is at risk that the second person Will, 
Without permission, also copy additional ?les residing on the 
device. If the portable memory device supports selective 
security settings per ?le, the oWner can prevent this by 
setting the security status of the ?le to be copied to “unpro 
tected” While designating all other ?les as “protected”. 
HoWever, this can be done only if the oWner has immediate 
access to a computer, as this is the only Way one is able to 
change security settings according to the solutions described 
above. 

[0010] Even for cases Where an oWner does have imme 
diate access to a computer, many users consider the process 
of coupling the device With the computer to present a mild 
inconvenience, and Would certainly prefer a solution Which 
does not require a physical coupling of the device. There is 
an apparent need for portable memory devices that provide 
a mechanism for selectively changing the security status of 
individual and/or groups of user ?les Without requiring a 
physical coupling of the portable memory device With a host 
device. 

[0011] One additional problem that exists for some of the 
existing solutions is that even though a ?le is encrypted and 
cannot be opened, it is still possible to copy it. Thus, an 
unauthorized person Wishing to access sensitive information 
stored in a protected ?le residing on a particular device may 
copy this protected ?le to a host computer, and then apply 
sophisticated tools available on this host computer to break 
the protection of the ?le. 

SUMMARY OF THE INVENTION 

[0012] The aforementioned needs are satis?ed by several 
aspects of the present invention. 

[0013] It is noW disclosed for the ?rst time a non-volatile 
memory device including a non-volatile memory and a user 
interface for selectively assigning one of a plurality of 
security statuses to at least one user ?le stored in the 
non-volatile memory. Although in some embodiments the 
user ?les stored in the non-volatile memory are only acces 
sible upon coupling With a host device such as a microcom 
puter, the user interface for selectively assigning security 
statuses is operative even When the device is in an uncoupled 
state. 

[0014] Thus, the present invention relieves the user of the 
need to locate a computer and obviates the need to couple to 
a host device in order to selectively assign a security status 
to a user ?le. 

[0015] In some embodiments, the user interface is opera 
tive for selectively assigning a security status both When the 
non-volatile memory device is coupled to a host computer 
and When the non-volatile memory device is in an uncoupled 
state. Alternately, the user interface is operative only When 
the non-volatile memory device is in an uncoupled state. 

[0016] In some embodiments, the disclosed device pro 
vides a simpli?ed user interface, and the user interface is 
operatively only for selectively modifying a security status 
of at least one user ?le stored in non-volatile memory. 

[0017] Furthermore, it is noW disclosed for the ?rst time a 
?le security status Whereby a user ?le is visible in a ?le 
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listing or directory structure but nonetheless cannot be 
copied to another device. This previously undisclosed secu 
rity status is relevant both for portable non-volatile memory 
devices as Well as other electronic devices including non 
volatile memory, such as microcomputers, personal digital 
assistants (PDA), and mainframe computers. 

[0018] These and further embodiments Will be apparent 
from the detailed description and examples that folloW. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] FIG. 1 provides a schematic diagram of a non 
volatile memory device according to an embodiment of the 
present invention. 

[0020] FIGS. 2A-2B provide illustrations of a device With 
a user interface according to an embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0021] Embodiments of the present invention provide a 
non-volatile memory device including code for selectively 
assigning to at least one user ?le stored therein one of a 
plurality of security statuses. In some embodiments, the 
device includes a poWer source, alloWing a user to modify 
a security status of a user ?le While the device is uncoupled 
from a host device such as a personal computer. 

[0022] Furthermore, embodiments of the present inven 
tion provide computer readable code for assigning to one or 
more individual user ?les or directories one of a plurality of 
security status, Wherein one security status is visible While 
protected against copying. 
[0023] Non-Volatile Memory Device 

[0024] Referring noW to the draWings, FIG. 1 describes an 
exemplary embodiment of a portable non-volatile memory 
device 100 such as a portable hard disk, a USB ?ash drive, 
or a Zip Drive. According to the embodiment of FIG. 1, the 
device contains a storage medium 102 such as magnetic or 
?ash medium, control circuitry 104 to provide access to data 
stored on the storage medium 102, and a communications 
port 106 such as a USB port to communicate With a host 
device (not shoWn). Exemplary host devices include but are 
not limited to personal desktop or notebook computers, 
personal digital assistance, and cellular communicators. 

[0025] In some embodiments, a User Interface 110 is 
provided for selectively assigning one of a plurality of 
security statuses to at least one ?le stored in non-volatile 
memory. Exemplary security statuses include but are not 
limited to a non-secure status, an encrypted status, a visible 
While protected against copying status, and a hidden status. 

[0026] In some embodiments, a “user ?le” refers to a ?le 
stored on a non-volatile memory device that is accessible by 
a user or visible in a directory listing. In some embodiments, 
the user ?le is accessible or visible in a directory listing only 
upon user authentication or upon coupling of the non 
volatile memory device With a host device or upon copying 
the user ?le to another device. 

[0027] As used herein, an “accessible user ?le” is an 
electronic data ?le stored in non-volatile memory Whose 
content is vieWable and/or executable at a given moment. 
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[0028] As used herein, a user ?le assigned a “non secure” 
security status is a ?le available for vieWing, opening and 
copying by any user at a time When assigned this security 
status. 

[0029] As used herein, a user ?le assigned an “encrypted” 
security status is a ?le that can only be opened by an 
authenticated user, but, nevertheless, is visible in a directory 
listing and/or ?le listing by any user and may be copied by 
any user at a time When assigned this status. 

[0030] As used herein, a user ?le assigned a “visible While 
protected against copying” security status is a ?le visible in 
a ?le listing and/or directory listing for any user, but Which 
can be opened or copied only by an authenticated user. 

[0031] As used herein, a user ?le assigned a “hidden” 
security status is a ?le that can be vieWed, opened and/or 
copied only by an authenticated user. Files With “hidden” 
security status do not appear in displayed ?les lists unless 
authentication Was achieved. 

[0032] Referring to FIGS. 2A-2B, an exemplary User 
Interface 110 includes a display screen 200 such as an LCD 
for displaying ?le names, along With a mechanism for 
scrolling through user ?les and selecting particular user ?les. 
Thus, the embodiment depicted in FIGS. 2A-2B provides 
one or more scroll buttons 202 for scrolling betWeen indi 
vidual user ?les or ?le folders, and a “select” button 204 for 
selecting one or more individual user ?les or ?le folders. 

[0033] Although the particular embodiment described in 
FIGS. 2A-2B includes scroll buttons, it is noted that any 
scrolling mechanism enabling a user to broWse through a list 
of user ?les is appropriate for the present invention. In one 
embodiment, the scrolling mechanism includes a timer 
Which automatically scrolls a displayed ?les list every feW 
seconds. 

[0034] Similarly, any mechanism Which enables a user to 
select one or more speci?c user ?les from a ?le or directory 
list is appropriate for the present invention. 

[0035] The present invention imposes no particular limi 
tation on the siZe of the device or of the display screen 200, 
and it is noted that the principles of the present invention are 
applicable to any previously disclosed non-volatile memory 
device. In some embodiments, the presently disclosed 
device is a USB ?ash drive With physical dimensions similar 
to those of DiskOnKey® devices (M-Systems, NeWark, 
Calif.), and the display screen 200 has appropriate physical 
dimensions in order to ?t onto the device. Thus, in some 
embodiments, the device is contained Within a housing 
having a longest dimension of at most about 11 cm. Alter 
natively, this longest dimension is at most about 9 cm. In 
some embodiments, a second longest dimension of the 
housing is at most about 3.5 cm. Altemately, the second 
longest dimension of the housing is at most about 3 cm. In 
some embodiments, the volume of the device is at most 120 
cm3. In some embodiments, the volume of the device is at 
most 90 cm3. In some embodiments, the volume of the 
device is at most 70 cm3. 

[0036] Any appropriate user interface for selectively 
modifying a security status of a single user ?le or groups of 
user ?les is appropriate for the presently disclosed device. In 
some embodiments, the disclosed device includes an audio 
interface including a text to speech device and/or a voice 
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recognition device. In speci?c embodiments, the disclosed 
device lacks a visual user interface such as a display screen. 

[0037] Although the user interface has been described in 
terms of selecting speci?c user ?les from a scrollable menu 
or directory, embodiments of the present invention also 
provide for the simultaneous modi?cation of a security 
status of a plurality of user ?les according to a speci?ed set 
of criteria. Exemplary criteria include but are not limited to 
a ?le type, a ?le last date modi?ed, a ?le location Within a 
directory structure, a ?le oWner, a ?le creation date, a 
substring of a ?le name, criteria related to a speci?c machine 
Where a ?le Was created or last modi?ed, a ?le siZe, and 
criteria relating to the content of a ?le. 

[0038] According to some embodiments, When a security 
status is assigned to a ?rst ?le folder containing ?les and/or 
other ?le folders, the security status is also recursively 
assigned to all ?les and/or ?le folders located Within the ?rst 
?le folder. 

[0039] Referring back to FIG. 1, it is noted that the 
presently disclosed device is operative to provide a user 
interface 110 for changing a security status of a user ?le even 
When the device is in an uncoupled status. Thus, a poWer 
source 108 supplies the aforementioned electronic compo 
nents With the necessary poWer. In some embodiments, the 
poWer source 108 includes an indigenous poWer supply such 
as a battery. Altemately, the poWer source includes a poWer 
storage device for storing a limited amount of poWer for 
supplying poWer draWn from the host device. 

[0040] As used herein, a non-volatile memory device in an 
“uncoupled state” at a given moment is non-volatile memory 
device Which is not physically connected or coupled to any 
host device. 

[0041] As used herein, a non-volatile memory device With 
a user interface that is “operative” user interface at a given 
moment is a non-volatile memory device Wherein a security 
status of at least one user ?le may be assigned at that given 
moment. 

[0042] Optionally, a security status of a user ?le is only 
assignable upon authentication of a user. Thus, in some 
embodiments the user interface requires a user to authenti 
cate himself or herself in order to change a security status of 
a ?le. In alternate embodiments, an unauthenticated user is 
alloWed to change a security status such that additional 
security restrictions are imposed upon the ?le, relieving a 
user of the burden of authentication. In one embodiment, the 
device lacks a mechanism for authenticating users. 

[0043] In some embodiments, user authentication is pro 
vided by requiring a user to submit a passWord such as a 
numerical passWord. Alternately, the disclosed non-volatile 
memory device includes a biometric device for user authen 
tication such as a ?nger print scanner. 

[0044] Optionally, a security status of at least one user ?le 
is modi?able from a host device. Thus, in some embodi 
ments, it is possible to modify the security status of a user 
?le stored on a portable memory device using either a user 
interface provided by the portable device itself, or by 
sending an instruction to the portable non-volatile memory 
device from the coupled host device. 

[0045] Optionally, the non-volatile memory device 
includes other modules. Thus, in some embodiments, the 
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device further includes an optional audio playback device. 
In some embodiments, the device includes an interface for 
indicating coupling With a host device such as a light 
emitting diode or other light source. 

Improved File Management System 

[0046] It is noW disclosed for the ?rst time computer 
readable code for assigning to a single user ?le or group of 
user ?les one of a plurality of security statuses, Wherein one 
said security status is visible While protected against copy 
ing. According to certain embodiments, the computer read 
able code is stored Within non-volatile memory of a portable 
non-volatile memory device, and the computer readable 
code is operative for assigning a security status to a user ?le 
stored on the non-volatile memory device. 

[0047] Nevertheless, it is also understood that the security 
status “visible While protected against copying” is useful for 
any ?le management system including ?le management 
systems residing on electronic devices other than portable 
non-volatile memory devices, including, but not limited to, 
microcomputers, personal digital assistants (PDAs), and 
mainframe computers. 

[0048] According to some embodiments, the present 
invention provides a computer readable storage medium 
having computer readable code embodied on the computer 
readable storage medium. The disclosed computer readable 
code is operative for assigning to at least one user ?le one 
of a plurality of security statuses, Wherein one security status 
is visible While protected against copying. 

[0049] According to some embodiments, the present 
invention provides a non-volatile memory for storing user 
?les, and code stored Within the non-volatile memory, 
Wherein the disclosed code is operative for assigning to at 
least one user ?le one of a plurality of security statuses, 
Wherein one security status is visible While protected against 
copying. 
[0050] Optionally, the device further includes a user inter 
face for selectively assigning one of a plurality of a security 
statuses to at least one user ?le. 

[0051] The folloWing examples are to be considered 
merely as illustrative and non-limiting in nature. It Will be 
apparent to one skilled in the art to Which the present 
invention pertains that many modi?cations, permutations, 
and variations may be made Without departing from the 
scope of the invention. 

EXAMPLES 

Example 1 

An Exemplary Non-Volatile Memory Device 

[0052] Referring once again to FIG. 2A, the exemplary 
non-volatile memory device provides the folloWing ele 
ments 

[0053] 1. A screen 200 on Which the names of the ?les 
stored on the USB Flash Drive can be vieWed. 

[0054] 2. A button 202 that When pressed scrolls doWn 
the list of ?les stored on the USB Flash Drive. 

[0055] 3. A button 204 that When pressed changes the 
?le’s security status betWeen the available possibilities: 
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non-secure, encrypted, visible while protected against 
copying, hidden. Each time the button is pressed the 
status of the ?le changes. 

[0056] 4. Buttons 202 and 204 together also enable the 
powering on and olT of the device and the authentica 
tion of a user, as described in the use scenarios below. 

Example 2 

Use Scenarios of USB Memory Device of Example 
1 

Use Scenario 1: Viewing of Available Files by a Non 
Authenticated User when the USB Drive is Not Connected 
to a PC 

[0057] 1. Press buttons 202 and 204 continuously for 2 
seconds to turn the device on. 

[0058] 2. As a result a list of all the ?les except the 
hidden ones will appear on the screen, and the user can 
scroll through it using button 202. 

Use Scenario 2: Authentication of a User when the USB 
Drive is Not Connected to a PC 

[0059] 
[0060] 2. Press button 204 for 2 sec. 

1. Follow Use Scenario 1 to turn on the device. 

[0061] 3. As a result a list of numbers will appear on the 
screen (0-9). 

[0062] 4. Scroll between the numbers by pressing but 
ton 202 and choose by pressing button 204 until 
completing the a series of numbers that comprise the 
password. The password must end with the number “0” 
three times in a row (example: “123000”) 

[0063] 5. If the password is correct the user is authen 
ticated and a list of all the ?les (including the hidden 
ones) will appear on the screen. Otherwise the previous 
list (without the hidden ?les) will reappear on the 
screen 200. 

Use Scenario 3: Exiting the Authenticated Mode when the 
USB Drive is Not Connected to a PC 

[0064] 1. Press button 204 for 2 sec. 

[0065] 2. As a result a list of numbers will appear on the 
screen (0-9). 

[0066] 3. Choose (by pressing button 204) the number 
“0” 3 times in a row. 

[0067] 4. As a result the list without the hidden ?les will 
reappear on the screen. 

Use Scenario 4: Changing the Security Status of Files 
when the USB Drive is Not Connected to a PC 

[0068] 1. Follow Use Scenario 1 to turn on the device. 

[0069] 2. Follow Use Scenario 2 to authenticate the 
user. 

[0070] 3. Scroll between the ?les by pressing button 
202 until the desired ?le is reached. 

[0071] 4. Change the status of the ?le by repeatedly 
pressing button 204: each time the button is pressed the 
?le security status will changeifrom non-secure 

May 18, 2006 

(marked with “n” after the ?le name), to encrypted 
(marked with “e” after the ?le name), to visible while 
protected against copying (marked with “c” after the 
?le name), to hidden (marked with “h” after the ?le 
name), and back to non-secure. 

[0072] 5. Repeat steps 3 and 4 for each ?le whose 
security status is to be changed. 

[0073] 6. Follow Use Scenario 3 to exit the authenti 
cated mode. 

[0074] 7. As a result 

[0075] a. All ?les marked “n” (non-secure) will be 
unprotected 

[0076] b. All ?les marked “e” (encrypted) will be 
visible and copyable but not possible to open 

[0077] c. All ?les marked “c” (visible while protected 
against copying) will be visible but not possible to 
open or copy 

[0078] d. All ?les marked “h” (hidden) will be invis 
ible 

Use Scenario 5: Viewing of Available Files by a Non 
Authenticated User when the USB Drive is Con 
nected to a PC 

[0079] 1. Connect the USB drive to the PC and open the 
relevant software application 

[0080] 2. As a result a list of all the ?les except the 
hidden ones will appear on the screen 

Use Scenario 6: 

[0081] Authentication of a user when the USB drive is 
connected to a PC 

[0082] 
[0083] 2. Press button 204 for 2 sec. 

1. Follow Use Scenario 5. 

[0084] 3. As a result a request for a password will 
appear on the PC screen. 

[0085] 4. Enter the password using the PC keyboard and 
press “enter”. The password must end with the number 
“0” three times in a row (example: “123000”) 

[0086] 5. If the password is correct the user is authen 
ticated and a list of all the ?les (including the hidden 
ones) will appear on the PC screen. Otherwise the 
previous list (without the hidden ?les) will reappear on 
the PC screen. 

Use Scenario 7: Exiting the Authenticated Mode when the 
USB Drive is Connected to a PC 

[0087] 1. Press button 204 for 2 sec. 

[0088] 2. As a result a request for a password will 
appear on the PC screen. 

[0089] 3. Type in “000” (the number “0” 3 times in a 
row) using the PC keyboard. 

[0090] 4. As a result the list of ?les without the hidden 
?les will reappear on the PC screen. 
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Use Scenario 8 Changing the Security Status of Files 
When the USB Drive is Connected to a PC 

[0091] 1. FolloW Use Scenario 5. 

[0092] 2. FolloW Use Scenario 6 to authenticate the 
user. 

[0093] 3. Choose the desired ?le by right clicking on its 
name. 

[0094] 4. A menu With the available security states Will 
appear. Choose the desired one. 

[0095] 5. Repeat steps 3 and 4 for each ?le Whose 
security status is to be changed. 

[0096] 6. FolloW Use Scenario 7 to exit the authenti 
cated mode. 

[0097] 7. As a result 

[0098] e. All ?les marked “n” (non-secure) Will be 
unprotected 

[0099] f. All ?les marked “e” (encrypted) Will be 
visible and copyable but not possible to open 

[0100] g. All ?les marked “c” (visible While protected 
against copying) Will be visible but not possible to 
open or copy 

[0101] h. All ?les marked “h” (hidden) Will be invis 
ible. 

Use Scenario 9: Changing the PassWord When the USB 
Drive is Connected to a PC 

[0102] 1. FolloW Use Scenario 5. 

[0103] 2. FolloW Use Scenario 6 to authenticate the 
user. 

[0104] 3. Using the PC mouse (selecting a software 
button or menu option) choose a command to change 
the passWord. 

[0105] 4. As a result a request for a neW passWord Will 
appear on the PC screen. 

[0106] 5. Enter the neW passWord using the PC key 
board and press “enter”. 

[0107] 6. The device remains in an authenticated mode, 
but With the neW passWord in effect. 

[0108] 7. FolloW Use Scenario 7 to Exit the Authenti 
cated Mode. 

[0109] While the present invention has been particularly 
described, persons skilled in the art Will appreciate that 
many variations and modi?cations can be made. Therefore, 
the invention is not to be construed as restricted to the 
particularly described embodiments, rather the scope, spirit 
and concept of the invention Will be more readily understood 
by reference to the claims Which folloW. 

What is claimed is: 
1) A non-volatile memory device comprising: 

a) a non-volatile memory; and 

b) a user interface for selectively assigning one of a 
plurality of security statuses to at least one user ?le 
stored in said non-volatile memory, 

May 18, 2006 

Wherein each said user ?le is accessible only upon 
coupling With a host device, and said user interface 
is operative When said device is in an uncoupled 
state. 

2) The non-volatile memory device of claim 1, Wherein a 
said security status of at least one said user ?le is assignable 
only upon authentication. 

3) The non-volatile memory device of claim 2 further 
comprising: 

c) a biometric device, for said authentication. 
4) The non-volatile memory device of claim 1 Wherein a 

said security status of at least one said user ?le is modi?able 
from said host device. 

5) The non-volatile memory device of claim 1 Wherein 
said assigned security status is selected from the group 
consisting of encrypted, hidden, visible While protected 
against copying. 

6) The non-volatile memory device of claim 1 Wherein 
said user interface includes a mechanism for scrolling 
through a list of said user ?les. 

7) The non-volatile memory device of claim 1 Wherein 
said user interface includes a mechanism for selecting a 
speci?c said user ?le. 

8) The non-volatile memory device of claim 1 Wherein 
said user interface includes an audio interface. 

9) The non-volatile memory device of claim 8 Wherein the 
non-volatile memory device lacks a visual user interface. 

10) The non-volatile memory device of claim 1, Wherein 
said user interface is con?gured to enable simultaneous 
modi?cation of a said security status of a plurality of said 
user ?les according to a speci?ed set of criteria. 

11) The non-volatile memory device of claim 10 Wherein 
said criteria are selected from the group consisting of a ?le 
type, a ?le creation date, a substring of a ?le name, a ?le last 
date modi?ed, and a ?le location Within a directory struc 
ture. 

12) The non-volatile memory device of claim 1 further 
comprising: 

c) an audio playback device. 
13) A non-volatile memory device comprising: 

a) a non-volatile memory; and 

b) a user interface only for selectively modifying a 
security status of at least one user ?le stored in said 
non-volatile memory. 

14) A non-volatile memory device comprising: 

a) a non-volatile memory for storing user ?les; and 

b) code stored Within said non-volatile memory, said code 
for assigning to at least one said user ?le one of a 
plurality of security statuses, Wherein one said security 
status is visible While protected against copying. 

15) The device of claim 14 further comprising: 

c) a user interface for selectively assigning one of a 
plurality of a security statuses to at least one said user 
?le. 

16) A computer readable storage medium having com 
puter readable code embodied on said computer readable 
storage medium, said computer readable code for assigning 
to at least one user ?le one of a plurality of security statuses, 
Wherein one said security status is visible While protected 
against copying. 


