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SYSTEM FOR OPTIMIZING SERVER USE IN A 
DATA CENTER 

COPYRIGHT NOTICE 

[0001] A portion of the disclosure of this patent document 
contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure as it appears in the Patent and Trademark Office 
patent ?le or records, but otherWise reserves all copyright 
rights Whatsoever. 

BACKGROUND OF THE INVENTION 

[0002] Computing systems are groWing rapidly in siZe and 
complexity. Many businesses have data centers consisting of 
a multitude of servers. In such an environment servers Will 

have different con?gurations of hardWare and softWare, 
including operating systems. 

[0003] One of the problems in managing a data center is 
moving Operating Systems, applications and data betWeen 
servers, especially servers With different technology archi 
tectures, and load balancing across and Within the architec 
tures to provide optimal use of the servers. Generally, 
optimiZation occurs only Within a common architecture. 

[0004] Moving an Operating System, related applications 
and data from a source server to a target server traditionally 
requires that all softWare on the source server be reinstalled 
on the target server. This is often not trivial. The source 
server may have legacy applications that cannot be rein 
stalled. Further the source server may be utiliZing a version 
of an operating system that is not supported on the target 
server. The source server and target server may also differ in 
device drivers and connections to peripherals. Typically the 
individual performing the transfer must have direct contact 
With the source and target machines to insert media and enter 
commands. 

[0005] Load balancing requires a user to determine Which 
softWare applications should run on Which servers and 
When. In a large data center this is a complex problem. Load 
balancing is a constantly moving target as both applications 
and server con?gurations change. The user must be aWare of 
all applications, the amount of resources they require and 
When the applications use the resources of a server. 

SUMMARY OF THE INVENTION 

[0006] Some embodiments of the present invention are 
directed to a system for remotely monitoring usage of 
machines in a data center and suggesting conversions 
betWeen machines to make efficient use of the resources in 
the data center, the system comprising a data collection 
engine and an optimization engine operatively coupled to 
the data collection engine. 

[0007] Some embodiments of the present invention are 
directed to a method for remotely monitoring usage of 
machines in a data center to make ef?cient use of resources 
in the data center, the method comprising the steps of 
collecting performance and machine data, analyZing the 
data, and suggesting conversions betWeen machines. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] For a better understanding of the present invention, 
and to shoW more clearly hoW it may be carried into effect, 
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reference Will noW be made, by Way of example, to the 
accompanying draWings Which aid in understanding an 
embodiment of the present invention and in Which: 

[0009] FIG. 1 is a block diagram illustrating the conver 
sions betWeen machines; 

[0010] FIG. 2 is a block diagram ofa system utiliZing an 
embodiment of the present invention; 

[0011] 
[0012] FIG. 4 is a block diagram illustrating the interac 
tions betWeen the PoWerConvert and OFX modules; 

FIG. 3 is a block diagram of a data center; 

[0013] FIG. 5 is a block diagram illustrating machine 
hierarchy; 
[0014] FIGS. 6a and 6b are a How chart of the function 
ality of PoWerConvert; 

[0015] FIG. 7 is a block diagram of the components ofan 
OFX controller; 

[0016] FIG. 8 is a block diagram of the components of 
PoWerRecon; 
[0017] FIG. 9 is a How chart of the functionality of the 
analysis portion of PoWerRecon; and 

[0018] FIG. 10 is a block diagram of the components of 
PoWerOptiniZe. 

DETAILED DESCRIPTION OF EMBODIMENTS 
OF THE INVENTION 

[0019] Referring ?rst to FIG. 1 a block diagram illustrat 
ing the conversions betWeen machines is shoWn. There are 
three types of machines, Physical 10, Virtual 12 and Image 
14. Physical machines 10 are servers upon Which an oper 
ating system and its related softWare applications run. Vir 
tual machines 12 emulate a speci?c environment and run on 
virtual machine server softWare. For example, some virtual 
machines 12 may run on a version of Linux, others on 
versions of WindoWs. Through the use of virtual server 
softWare such as ESX and GSX provided by VMWare Inc., 
and Microsoft Virtual Server (hereinafter referred to as 
MSVS), multiple virtual machines 12 may be deployed on 
a physical machine 10. Other virtual servers such as Xen 
Which is open source, Virtual Iron and SW-Soft may also be 
supported by the embodiments of the present invention. 
Machine Images 14 are stored copies of the state of a 
physical machine 10 or a virtual machine 12 at a speci?c 
time. 

[0020] The conversion from a physical machine 10 (P) to 
a virtual machine 14 (V) is referred to as P2V. Similarly the 
conversion from a virtual machine 14 (V) to a machine 
image 12 (I) is referred to as V2I. In general, X is used 
Whenever the source or target is independent of the type of 
source or target. For example, 12X represents a conversion 
from a machine image to any other type, physical, virtual or 
image. In total there are nine possible conversion types as 
shoWn in FIG. 1. The intent of FIG. 1 is to illustrate that any 
machine may be converted from one to the other utiliZing the 
present invention. 

[0021] Referring next to FIG. 2, a block diagram of a 
system utiliZing an embodiment of the present invention is 
shoWn generally as 20. Data center 22 is Where the machines 
reside and is shoWn in greater detail in FIG. 3. In managing 
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data center 22 a user may Wish to move operating systems, 
applications and data betWeen machines 10, 12, and 14 
depending on the addition of neW servers, load balancing 
and disaster recovery. For example, it may be determined 
that a virtual machine 14 Would run more ef?ciently on a 
different physical machine 10. Machine images 12 alloW for 
the state of a physical machine 10 or a virtual machine 14 to 
be backed up and restored as needed. A machine image 12 
is stored on an image server, Which serves as a host for the 
image. The only difference betWeen a machine image 12 and 
a virtual machine 14 is that the machine image 12 may not 
be started. To start a machine image 12 it must be moved to 
either a physical machine 10 or a virtual machine 14. 

[0022] The conversion betWeen machines is directed by 
PoWerConvert 24. PoWerConvert 24 resides on a server and 
has a distinct URL. Through the use of a Graphical User 
Interface (GUI) 26, a user may manage the movement of 
operating systems, applications and data betWeen machines 
10, 12 and 14 residing in a netWork of machines shoWn as 
data center 22. PoWerConvert 24 obtains information on 
machines Within data center 22 as selected by the user 
through GUI 26 and alloWs the user to move operating 
systems, applications and data betWeen machines. OFX 28 
controls and reports on the jobs requested by PoWerConvert 
24 and client applications 30. OFX 28 resides on a server 
and has a distinct URL. In essence OFX is a generic job 
management engine that remotely executes and monitors 
jobs through OFX controllers 44 (see FIG. 3). Applications 
can be created through the use of OFX functionality. 

[0023] PoWerRecon 32 accesses servers in data center 22 
to monitor the servers and collects statistical data on real and 
virtual machine usage. PoWerRecon may be thought of as 
data collection engine. PoWerOptimiZe 34 utiliZes the data 
gathered by PoWerRecon 32 to suggest to a user options for 
optimiZing the use of the servers in data center 22. PoW 
erOptimiZe 34 may be thought of as an optimization engine. 
Should the user Wish to have PoWerOptimiZe 34 automati 
cally act upon the options selected, PoWerOptimiZe 34 
instructs PoWerConvert 24 to perform the optimiZations. 

[0024] Referring noW to FIG. 3, a block diagram of a data 
center 22 is shoWn. Data center 22 is a repository of various 
types of machines in various numbers. In the example shoWn 
there is a physical machine 10, a virtual server 40 hosting a 
plurality of virtual machines 12 and a machine image server 
42 hosting a plurality of machine images 14. A virtual server 
40 is a computer running virtual server softWare such as 
MSVS, ESX, or GSX. Through the use of virtual server 
softWare, multiple virtual machines may exist. Machine 
image server 42 is a computer that controls the storage of a 
number of machine images 14. Generically, a machine 
container is either a virtual server 40 or a machine imager 
server 42. Also, the term contained machine is used When 
making reference to either a virtual machine 12 or a machine 
image 14. 

[0025] FIG. 4 is a block diagram illustrating the interac 
tions betWeen the PoWerConvert and OFX modules. 

[0026] PoWerConvert 24 comprises four main compo 
nents: PoWerConvert Business Server 42, Database 54, 
PoWerConvert Web Services Interface 56, and PoWerCon 
vert Controller 58. PoWerConvert Business server 42 
handles requests to convert from a source machine to a target 
machine. In database 54 it stores archived operations and 
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device driver information. Database 54 contains information 
of a set of device drivers necessary When converting a 
machine. Users and client applications 30 communicate With 
the PoWerConvert Business Server 42 through PoWerCon 
vert Web Services Interface 56. In one embodiment PoWer 
Convert Web Services Interface 56 utiliZes Simple Object 
Access Protocol (SOAP) over Hypertext Transfer Protocol 
(HTTP) to provide a standard interface. PoWerConvert Con 
troller 58 is an instance of an OFX controller 44 (see FIG. 
3), but its role is specialiZed. It is responsible for running 
discovery jobs, and jobs that guide the overall conversion 
process, Which includes deploying other controllers to 
remote machines, When necessary. Primarily, it is respon 
sible for handling any requests to PoWerConvert 24 that 
cannot be ful?lled synchronously in the time of a typical http 
request/response. 

[0027] OFX 28 controls and reports on the jobs requested 
by PoWerConvert 24 and client applications 30. OFX 28 
controls and reports on the jobs requested by PoWerConvert 
24 and client applications 30. OFX 28 resides on a server 
and has a distinct URL. In essence OFX 28 is a generic job 
management engine that remotely executes and monitors 
jobs through OFX controllers 44 (see FIG. 3). Applications 
can be created through the use of OFX functionality. The 
core of OFX 28 is OFX Business Server 60, Which runsjobs 
through OFX Controllers 44. OFX Business Server 60 is 
passive; it is a Web server and responds to communication 
from OFX Web Services Interface 46. In one embodiment 
OFX Web Services Interface 46 utiliZes Simple Object 
Access Protocol (SOAP) over Hypertext Transfer Protocol 
(HTTP) to provide a standard interface. OFX Business 
Server 60 stores all information on requests, the status of 
requests and machine con?guration information in a data 
base 62. In operation OFX Business Server 60 receives 
information on the status of request from OFX Web Services 
Interface 46 through OFX controllers 44 (see FIG. 3) 
installed on machines in data center 22. 

[0028] PoWerConvert 24 is a fully automated solution for 
OS portability. That is PoWerConvert 24 can move the entire 
contents of a machine, including its operating system, appli 
cations and data to another machine. PoWerConvert 24 Will 
convert a source machine to a target machine. As discussed 

earlier, the types of source and target machines are Physical 
(P), Virtual (V), and Image (I). The steps required for each 
of the nine possible conversion types are illustrated in Table 
1 below. Note that the ?rst four roWs refer to discovery steps. 
Discovery steps are prerequisites to the conversion taking 
place. If the desired source and target machines cannot be 
discovered, the conversion Will not take place. 

[0029] Depending on the source machine and the target 
machine types used in a conversion, the actual steps used in 
the conversion process dilfer. Typically, either a step can be 
omitted because it is not needed, or a different step needs to 
be inserted because of the special processing involved for 
that conversion type. 

[0030] There are some prerequisites before the conversion 
can begin. First, the appropriate source and target machines 
must be discovered. Next, the user must initiate and con 
?gure the parameters that de?ne the conversion process. By 
default, the target machine Will be con?gured With essen 
tially the same properties as the source machine. This 
includes the hostname, amount of RAM, netWork con?gu 
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ration, number and sizes of disks, and other information. 
Using GUI 26, the user then modi?es the con?guration of 
the target machine to suit their needs. This may include 
changing the hostname or changing the memory siZe of the 
target machine. 

[0031] The conversion process is de?ned in a set of OFX 
jobs and actions that run on various OFX controllers 44 
installed on machines throughout the data center. 

[0032] The conversion process is guided by a job running 
on PoWerConvert Controller 58. Each action (or step) in the 
job is run in sequence. PoWerConvert Controller 58 cannot 
be expected to perform the entire conversion process, since 
the conversion is almost alWays distributed among several 
machines in the data center. Whenever the ‘next’ step in the 
conversion process needs to be run on a remote machine (for 
example, an ESX server on Which a virtual machine Will be 

created), it is the responsibility of the job running on 
PoWerConvert Controller 58 to schedule the appropriate job 
to run on the appropriate OFX controller 44 (see FIG. 3). It 
does this by calling OFX 28. 

[0033] Table 1 below indicates Which steps need to be 
executed for the given conversion type. 

TABLE 1 

Discovery and PoWerConVeit Steps 

Discover x x x x x x 

Source 
Discover x x x 

Source 
Machine 
Container 
Discover x x x x x x 

Target Machine 
Container 
Discover x x x 

Physical Target 
Install x x x 

Controller on 

Source 
Machine 
Container if 
necessary 
Install x x x x x x 

Controller on 

Target machine 
Container if 
necessary 
Create VM 
Take Control x x x 

of Target 
Machine 
Create x x x x x x 

Volumes on 

Target 
Take Control x x x x x x 

of Source 
Machine 
Copy Volumes x x x x x x x x x 

from Source 
to Target 
Prepare OS x x x x x x 

to boot 
Restart Target x x x x x x 

Con?gure OS x x x x x x 

in Target 
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TABLE l-continued 

Discovery and PoWerConvert Steps 

Description P2V V2V I2V P21 V2I I2I P2P V2P I2P 

Restart Source x x x x x x 

Machine 
(optional) 

[0034] When PoWerConvert 24 has been instructed to 
perform a conversion from a source machine to a target 
machine, it needs to provide instructions to and receive 
status information from those machines. This is done 
through OFX 28 via OFX Web Services Interface 46. 

[0035] A user through the use of GUI 26, or an application 
through clients 30, opens a discover machine dialog and 
provides the machine identi?cation such as a hostname or IP 
address and their credentials. This results in a job being 
scheduled on PoWerConvert controller 58 to discover the 
information about the source machine. Once complete the 
information collected is forWarded to OFX 28 and stored in 
database 62. The discovery gathers all the necessary infor 
mation needed for a conversion, as Well as some other 
information that may be useful to the user. The information 
includes all of the machine’s components: processors, disks, 
netWork adapters, the amount of memory on the machine, 
details about the operating system, and the netWork connec 
tions. 

[0036] If the source machine is running WindoWs, PoW 
erConvert 24 makes use of WMI (WindoWs Management 
Instrumentation) to remotely query the source machine. 
Since not all of the information that PoWerConvert 24 needs 
is available through WMI, some other means to gather 
information are utiliZed. For example the physical address 
Media Access Control (MAC) of each NetWork Interface 
Card (NIC) and the properties of each disk volume are 
queried by deploying a small executable program to the 
source machine, running it, and copying back the data it 
generates. In the case of a Linux source machine, PoWer 
Convert 24 communicates With the source machine using a 
secure protocol such as Secure Shell (SSH). PoWerConvert 
24 copies a small executable program to the source machine 
runs it, and copies back the data it generates. In one 
embodiment the data is provided as Extended Markup 
Language @(ML). 
[0037] FIG. 5 is a block diagram illustrating machine 
object hierarchy, shoWn generally as 60. Each machine type 
is de?ned in an XML schema. To aid the reader in under 
standing this mapping of machines, FIG. 3 describes the 
physical presence of the machines. FIG. 5 describes the 
hierarchical structure of hoW machines are described using 
XML. Machine 62 is the base type from Which all other 
machine types are derived. Each derived type de?nes addi 
tional properties that are not present in its base type. 

[0038] By Way of example We illustrate three types of 
virtual machines 70. They are Microsoft Virtual Machine 72, 
VMWare ESX Virtual Machine 74 and VMWare GSX Vir 
tual Machine 76. An example of the XML describing a 
VMWare ESX Virtual Machine 74 is provided in Appendix 
1. 

[0039] In the case of conversion of a machine image 14 as 
a source machine, a discovery of its machine container 
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occurs. Discovery of a machine container is a matter of 
determining Whether the source machine has a certain prop 
erty. That is, is it ESX, GSX, MSVS or an Image Server? 
After determining that the source machine is a machine 
container, queries are made to determine the properties of 
each machine container on the source machine. These prop 
erties include the version of the application (e. g. ESX v2.5), 
any special devices that are con?gured on the machine (eg 
the list of virtual NICs) as Well as a list of all of the contained 
machines. If the source machine is a machine image 14 then 
the server on Which it resides must be discovered, since a 
machine image 14 cannot be started, it cannot be discovered 
directly. 
[0040] In the case of a conversion to a target virtual 
machine 12 or a machine image 14 a discovery of a machine 
container occurs. This discovery is the same as the previous 
discovery step mentioned for conversion of a source 
machine that is an image. 

[0041] If the target machine is a physical machine 10 a 
discovery is made of the physical machine 10. In one 
embodiment this may require manual effort by the user, Who 
must boot the machine using a PoWerConvert boot CD, since 
it is expected that the physical machine may be bare. The 
boot CD contains a copy of WindoWs Preinstallation Envi 
ronment (WinPE). The boot CD also contains a WindoWs 
application to assist the user to discover and register the 
machine With PoWerConvert 24. The application prompts 
the user for the URL of PoWerConvert 24 and the credentials 
With Which to access it. This results in PoWerConvert 24 
instructing OFX 28 to create an OFX controller entry in 
database 62 for that machine. Next, an OFX controller 44 is 
doWnloaded from OFX 28 into the WinPE environment and 
installed and con?gured. A discovery job is then scheduled 
to run on this controller. The discovery job collects infor 
mation about the physical machine such as: memory siZe, 
number of processors, speed of processors, number and siZes 
of disks including partitions and volumes and all available 
components, including netWork adapters and hard disk con 
trollers. This machine information is stored by OFX 28 in 
database 62. In the case of Linux a Linux ramdisk is used 
instead of the boot CD. All other steps remain the same. 

[0042] Referring noW to FIGS. 6a and 6b a How chart of 
the functionality of PoWerConvert 24 is shoWn generally as 
80. FloW chart 80 refers to the steps conducted by PoWer 
Convert 24 should the above mentioned discovery be suc 
cessful. If discovery is not successful, information on the 
source and target machine Will not be provided to the user 
via GUI 26 to alloW them to initiate conversion. 

[0043] Beginning at step 82, an OFX controller 44 is 
installed on the source machine container, if necessary. 
When the source machine for a conversion is a machine 
image 14, PoWerConvert 24 manages machine image 14 by 
running jobs on its host machine image server 42. Thus, an 
OFX controller 44 must be deployed to the host machine 
image server 42. If the host machine image server 42 already 
has an OFX controller 44 installed on it from an earlier 

conversion, then this step can be skipped. 

[0044] Moving noW to step 84, if the target machine is a 
virtual machine 12 or a machine image 14, then PoWerCon 
vert 24 manages these machines by running jobs on the host 
Virtual Machine Server 40 (e.g., ESX, GSX or MSVS) or the 
Machine Image Server 42. Thus, an OFX controller 44 must 

May 18, 2006 

be deployed to the host machine container. If the host 
machine container already has an OFX controller 44 
installed on it from an earlier conversion, then this step can 
be skipped. 

[0045] It is not uncommon for a host machine With an 
abundance of memory, disk, and CPU resources to be used 
for multiple purposes. For example, a host machine may be 
running both VMWare GSX and MSVS. In this case, both 
machine container applications Will share the same OFX 
controller 44 to run their jobs. There is no need to install a 
neW instance of an OFX controller 44 for each machine 
container on the same host. 

[0046] Similarly PoWerConvert 24 might be installed on a 
host that is also running MSVS and an Image Server. In this 
case, PoWerConvert controller 58, Which is actually an 
instance of an OFX Controller, can be used to run the jobs 
necessary for the machine containers. 

[0047] Next is step 86. This step only needs to run in the 
case of converting to a virtual machine. When the target 
machine is a virtual machine, PoWerConvert 24 runs a job on 
the host of the virtual machine server 40 to create and 
manage a virtual machine 12. Each type of virtual machine 
server 40 provides its oWn API that can be used to create and 
manage one of its virtual machines. The PoWerConvert 
actions running in the jobs make calls to the virtual machine 
server 40 through the available API’s. 

[0048] By default, the properties of a virtual machine 12 
are set to re?ect the properties of the source machine. While 
con?guring the conversion in the PoWerConvert GUI 26, the 
user has the option to adjust many of the properties of the 
neW virtual machine 12 to make optimal use of the resources 
available. The folloWing properties of a virtual machine 12 
may be con?gured: 

a) The display name (as used by the virtual machine server) 

b) Memory (RAM) 
c) Minimum memory siZe 

d) Memory shares 

e) Number and siZe of the hard disks 

f) Hard disk controller types (IDE or SCSI) 

g) Number of CPUs 

h) CPU min and max, shares and af?nity 

i) Number of NICs and the mapping to a virtual adapter 

Finally, the neW virtual machine 12 is registered With the 
virtual server 40. 

[0049] We noW move to step 88. This step is run only in 
the case of conversion to a virtual machine. A virtual 
machine 12 has been created, but it cannot run because there 
is no operating system installed on the machine. 

[0050] The OFX controller 44 on the virtual server 40 is 
responsible for running this job. In this job, the neWly 
created virtual machine is modi?ed so that it connects to a 
virtual CDROM, Which contains a copy of the boot image 
(WinPE or Linux Ramdisk). Then the virtual machine is 
forced to reboot. When the machine restarts, it Will boot 
from the CDROM. The boot image Will load, and a con 
troller 44 Will be installed and con?gured. 
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[0051] In this step it is also possible to temporarily modify 
the memory footprint of the virtual machine for the purposes 
of running it under the control of PoWerConvert 24. For 
example, it may be suitable for the user to con?gure the 
target virtual machine to run With 128 MB of RAM, but the 
overall conversion speed can be improved in some situations 
if the machine under control is given additional virtual 
memory to utiliZe. 

[0052] There is no need to take control of a target physical 
machine during the conversion process, since this already 
happens during the discovery stage When the machine is 
booted from the CDROM. 

[0053] Moving next to step 90, noW that the VM has been 
created and is under the control of PoWerConvert 24, disk 
partitions and volumes are created. 

[0054] Moving next to step 94, PoWerConvert 24 takes 
control of a source machine directly. The job runs in 
PoWerConvert controller 58. The platform speci?c boot 
image is copied to the source machine. Next, the boot 
con?guration ?le is backed up and modi?ed to refer to the 
neW image. Finally, the source machine is forced to reboot. 

[0055] When the source machine reboots, it Will boot from 
the neW boot image. In one embodiment, the OFX controller 
44 is contained in the boot image, so it does not need to be 
doWnloaded. Instead, it only needs to be con?gured. As soon 
as the machine boots into the boot image, the original boot 
loader con?guration ?les are restored. This alloWs the 
machine to be restored back into its native operating system 
as soon as it is rebooted, even if it is rebooted in error. 

[0056] Moving noW to step 96 the source and target 
machines are ready to begin copying. If either the source or 
target machines are physical or virtual machines, they are 
running under control. That is, they are running Within a 
boot image, With a controller con?gured. If either the source 
or target machines is a machine image, then the controller of 
the machine container’s host is used. In any case, there are 
tWo controllers ready to handle the copying of ?les. A ‘copy 
source’ job is scheduled to run on the source machines 
controller, and a ‘copy target’ job is scheduled to run on the 
target machine’s controller. In the jobs, one side binds to a 
netWork port and Waits for a connection from the other side. 
Either the source or the target may be con?gured to listen on 
a port. In most cases, it does not matter since the conversion 
is taking place betWeen tWo machines that are under control. 
Once a connection is made, the transfer can begin. 

[0057] PoWerConvert 24 uses a ?le-based copy process. 
The source side begins With the root folder of a given 
volume and traverses the ?le system reading each ?le and 
folder. As each ?le and folder is found, the source side Writes 
it to the socket connection. The data is streamed across the 
netWork in the OFX Package format. On the target side, the 
OFX Package is read from the netWork connection, one ?le 
at a time. As each neW ?le arrives, it is recreated on the target 
machine With all of its associated properties. The intention 
is to recreate each ?le and folder exactly as it Was on the 
source machine. The ?le transfer continues for each volume 
that is con?gured to be copied. The user has the option of 
choosing not to copy one or more volumes, if so desired. 
Further, some ?les are not copied from the source machine 
to optimiZe the amount of data to transfer taking into account 
What can be recreated by the operating system on the target. 
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[0058] As mentioned earlier, PoWerConvert 24 uses a 
?le-based copy process. That is, each individual ?le and 
folder is copied from the source to the target. The alternative 
to this is an image based copy. In an image-based copy, the 
entire contents of a ?le system are read from the disk 
byte-by-byte, regardless of the ?le system. 

[0059] There are several advantages to using a ?le-based 
copy instead of an image-based copy, as follows: 

1. Resizing of volumes. At con?guration time, the user may 
decide that the siZe of a volume on the source machine is not 
optimal for the target machine. 

[0060] a) For example, the C: drive on a WindoWs 
source machine is 20 GB in siZe, and noW near capac 
ity. In this case, the corresponding volume on the target 
machine can be con?gured With an increased siZe of, 
say, 50 GB. 

[0061] b) Similarly, a volume on the source may be 
underutilized. It may be siZed at 120 GB, but only ever 
uses about 10 GB. In this case, the corresponding 
volume on the target machine can be con?gured With a 
smaller siZe of, say, 20 GB. 

2. Automatic defragmentation of the ?le system on the 
target machine. Any ?le on the source machine may be 
fragmented. That is, its data is not stored contiguously 
on the disk. During PoWerConvert’s ?le transfer step, 
?les are being Written to the target’s disk one ?le at a 
time, each ?le Will naturally occupy the next available 
sectors of the disk, since the disk starts off With a clean 
?le system. 

3. Filtering speci?c ?les so that they are not copied or are 
changed during the copy process. Files that can be 
recreated Without copying, such as the sWap ?le for the 
WindoWs operating system need not be copied Which 
often save 1 GB or more of data. 

[0062] Moving noW to step 98, PoWerConvert 24 prepares 
the operating system to boot While it is still under control. It 
is only at this time that PoWerConvert 24 has full access to 
the operating system that has just completed copying from 
the source. The folloWing steps are taken: 

[0063] a) Update drivers. Device drivers are installed on 
the Operating System. The drivers installed are those that 
match the plug and play identi?cation of the devices on the 
target machine, Which are determined at machine discovery 
time. For devices such as mass storage devices, it is vital to 
update the drivers While the machine is under control, 
otherWise the machine may likely never be able to boot. 

b) Update HardWare Abstraction Layer (HAL) and kernel 
?les. Hal and kernel ?les are updated, if necessary. 

c) Update boot con?guration ?le (boot.ini or grub.conf or 
linux.conf) so that the neW machine Will boot from the 
appropriate partition. 

d) Update hostname, as con?gured by the user. 

e) Update netWork connections. At this time for Linux only; 
it needs to be done later for WindoWs. 

f) Disable VMWare tools, if necessary. 

g) Disable MSVS additions, if necessary. 
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h) Update Windows services or Linux daemons, as con?g 
ured by the user. 

[0064] Moving noW to step 100, the target virtual machine 
is restarted. This step runs on the target machine container. 
Its purpose is to ‘undo’ the take control. This involves 
undoing the temporary changes that Were needed during the 
take control step, including the disconnection of the virtual 
CDROM and resetting the memory siZe back to the user 
con?gured amount. In the case of a physical machine, this 
step is run from PoWerConvert controller 58. It schedules a 
job to run on the target physical machines OFX controller 
44, and instructs it to reboot. 

[0065] Step 102 only needs to run for WindoWs target 
machines. For Linux, the target machine is fully con?gured 
by the end of the Prepare OS to Boot step 98. This step runs 
Within a small WindoWs service that is injected into the 
target earlier and does the following: 

a) Restore mount points on volumes 

b) Con?gure netWork connections 

c) Generate neW Session Id 

d) Join a domain or Workgroup, as con?gured by user 

e) Restore NT4 ?le security 

[0066] Step 104 ends the process and is optional. This step 
brings the source machine out of the PoWerConvert boot 
image and back into the native operating system. The user 
may Want to ‘move’ a machine, instead of ‘cloning’ a 
machine. In this case, they may not Want to restart the source 
machine, and the machine is left ‘under control’. If the user 
does Want their source machine restarted, then PoWerCon 
vert 24 Will relinquish control of that machine by running a 
‘reboot’ job on the controller While the machine is under 
control. 

[0067] To aid the reader in understanding the function of 
OFX 28 We Will noW describe some OFX terms. 

[0068] A device is a generic term for a physical or virtual 
device that can be controlled. Examples of devices Would be 
a computer, a virtual machine, a softWare application, a 
netWork sWitch or a group of devices. Devices can be nested 
to form a hierarchy. Information on a device includes a 
Globally Unique ID (guid), a display name, a security 
descriptor and Extended Markup Language (XML) instance 
data. PoWerConvert 24 extends the use of this instance data 
to store its oWn model of a machine object in XML format 
as discussed above With reference to FIG. 5. 

[0069] An OFX job de?nes a set of actions. Jobs are 
executed by an OFX controller 44 and are versioned. Jobs 
may be scheduled against devices or controllers. 

[0070] Actions provide implementation behavior for jobs. 
Actions alloW developers and users to extend the use of OFX 
28 With custom behavior for custom solutions and applica 
tions. Actions are implemented as dynamic link libraries and 
are reusable among jobs. 

[0071] An OFX package is a binary format that is used for 
?le distribution. It is similar in notion to a tar ?le or a Zip ?le. 
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[0072] OFX packages may be used in several Ways 
namely: 
[0073] l. OFX Action packages. When OFX controller 44 
needs to execute an action. To do so it must load a speci?ed 
.dll. This .dll and any dependent .dll’s are archived in a 
package available for OFX controller 44 to doWnload from 
OFX 28. In this scenario OFX controller 44 requires the 
.dll’s With their names and content, but little else. 

2. OFX Job packages. These typically contain data ?les that 
are needed during the execution of a job. Multiple job 
packages can be used in a job. 

[0074] 3. PoWerConvert File Transfer. During a conver 
sion using PoWerConvert 24, all of the ?les from a source 
machine are copied across a netWork to a target machine. For 
each ?le transferred all of the ?le’ s properties are transferred 
With it so that the ?le can be recreated on the target machine 
exactly as it Was on the source machine. 

[0075] 4. PoWerConvert Image Server. When archiving 
machine images on an image server, for each ?le in the 
archive, all of its properties and contents are stored so that 
it can be recreated at some later time When the machine 
image is deployed to a target machine. 

[0076] The same package format is used for both Win 
doWs and Linux and is portable to any operating system 
format. 

[0077] The structure of a package comprises four main 
components, a Package Preamble, Package Headers, File 
Headers and Files. We Will noW describe each in turn. 

[0078] A Package Preamble identi?es the package version. 

[0079] Package Headers consists of a set of Zero or more 
Headers that pertain to the package as a Whole. The format 
of Package Headers is as folloWs: 

Number of Headers four bytes 

Header 1 variable siZe 

Header n 

[0080] Package Headers can be used by the package 
author to provide additional information or hints about the 
source or the contents. For example, a package header could 
provide a hint about the approximate number of ?les or the 
estimated siZe of the package. This gives the program 
reading the package enough information to estimate 
progress betWeen 1% to 100%. 

[0081] File Headers have the same format as Package 
Headers and consist of a set of Zero or more Headers. The 
only difference from Package Headers is that the properties 
relate to a ?le, instead of the entire package. File Headers 
provide a great deal of ?exibility as a neW File Header can 
be added Whenever the need arises to describe some addi 
tional property of a special ?le type. For example File 
Header names used in one embodiment may include: 

Attributes An integer representation of the ?le attributes 

CreationTime An integer representation of the ?le creation 
time 

LastWriteTime An integer representation of the last modi 
?cation time 

Backup UtiliZes WindoWs backup semantics (Boolean) 
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[0082] A Header can be used for either packages or ?les. 
A Header includes a name/value pair that describes a prop 
erty of either the package or the ?le. Each header has a 
MustUnderstand Boolean ?ag. When Writing a package the 
author sets this value to TRUE if the reader must understand 
the meaning of this header. When reading a package the 
reader must check this ?ag. If the reader does not understand 
the meaning of the header, it Will fail. In describing headers 
and other components We Will hereinafter be referring to 
“Length-pre?xed UTF8 string”, this is a short form for 
“Four byte length-pre?xed eight bit Unicode transformation 
format encoded string”. One format of a header is as 
folloWs: 

Name Length-pre?xed UTF8 string 

Value Length-pre?xed UTF8 string 

MustUnderstand One byte (Boolean) 

[0083] The Files section consists of a sequence of File 
entries. The number of ?les in the package is never speci?ed. 
Instead there exists a Boolean marker With the value TRUE 
before the beginning of each neW File to indicate that a ?le 
folloWs. A Boolean marker With the value FALSE Will 
folloW the last ?le in the package. With this format the Writer 
of a package does not need to pre-calculate the number of 
?les in the package. This is bene?cial during a ?le transfer 
betWeen tWo machines. As each ?le is read from the disk, it 
can be immediately sent across the netWork to the target 
machine. Thus there is no need to Wait until the package is 
fully assembled. The Files section may be embodied in a 
format as folloWs: 

MoreFlag One byte (Boolean TRUE) 
File 1 Variable siZe 

MoreFlag One byte (Boolean TRUE) 
File 2 Variable siZe 

MoreFlag One byte (Boolean TRUE) 

File n Variable siZe 

End of Files Marker One byte (Boolean FALSE) 

[0084] Each File describes the properties and contents of 
a ?le or directory. A File structure is as folloWs: 

Full Name of File Length-pre?xed UTF8 string 

Is Directory One byte (Boolean) 

File Length in Bytes Eight bytes 

File Headers Variable SiZe 

File Contents Variable SiZe 

[0085] The OFX package format is designed to be ?exible 
for the easy addition of extensions. For example, ?le com 
pression can be added Without changing the File format by 
adding a File Header With the type “compressed”, for each 
?le that required compression. On the target machine the 
package reader Will knoW that the ?le is in a compressed 
format When it sees the “compressed” File Header. 

[0086] We Will noW provide more detail on PoWerConvert 
Web Services Interface 56 and OFX Web Services Interface 
46. 
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[0087] PoWer Convert Web Services Interface 46 deals 
primarily With Operations and Machines. To deal With these 
it provides an Operations Web Service and a Machine Web 
Service. The Operation Web Service provides a Wrapper 
around the OFX job information, especially With respect to 
tracking the relationships betWeen all of the remote jobs that 
make up a single conversion process. GUI 26 calls the 
Operations Web Service When it Wants to check on the status 
of a conversion, using OperationWebService.GetOperation( 
) The Operation Web Service also includes methods such as 
AbortOperation and DeleteOperation. 

[0088] The Machine Web Service handles all request 
related to machines, including: 

a) GetMachine( ), to retrieve the machine properties 

b) Discover( ), Which schedules a job on PoWerConvert 
controller 58 to gather information about the speci?ed 
machine, and add the results to database 62. 

c) Undiscover( ) Which Will remove the machine from 
database 62. 

d) ConvertToMachineContainer( ), Which schedules a job on 
PoWerConvert controller 58 to convert a source machine to 

a contained machine (i.e. x2V or x2I). 

[0089] OFX Web Services Interface 46 provides access to 
OFX Business Server 60. Web services are organiZed into 
three groups: Installation/ Setup, Controllers-Only and Runt 
ime. 

[0090] Installation/ Setup Web services are used to con?g 
ure OFX 28 With jobs, actions and packages. These are 
primarily used at installation time. Examples of Installation/ 
Setup Web services are: 

a) JobWebService alloWs the user to add, delete, modify and 
query job de?nitions including actions such as: AddJob, 
GetJob, GetJobs, DeleteJob and Setjob. 

b) ActionTypeWebService alloWs the user to add, delete, 
modify and query ActionType de?nitions including actions 
such as: AddActionType, DeleteActionType, GetAction 
Type and SetActionType. 

c) PackageWebService alloWs the user to add, delete, 
modify and upload package de?nitions including actions 
such as: AddPackage, GetPackage, SetPackage and Upload 
Package. 

d) SchemaWebService provides a means for de?ning the 
structure, content and semantics of XML documents in more 
detail. This Web service is used to add and get schemas and 
includes actions such as, AddSchema, GetSchema and 
GetSchemas. 

[0091] e) ImportExportWebService is used to import jobs, 
action types, devices, schemas and packages into OFX 28. 
The input is an XML document that contains the de?nitions 
of one or more job, action types and packages. This Web 
service Will call each of JobWebService, ActionTypeWeb 
Service, DeviceWebService, SchemaWebService and Pack 
ageWebService as required. 

f) Con?gurationWebService is used to get and set security 
descriptor ?elds in database 62. These include jobs, action 
types, devices, controllers and packages. Actions include 
GetRootSecurityDescriptor and SetRootSecurityDescriptor. 
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[0092] Controller-Only Web services are used by OFX 
controllers 44. There are tWo types of Controller-Only Web 
services, namely ControllerNoti?cationWebService and 
ControllerPackageDoWnload. 

[0093] ControllerNoti?cationWebService is used by OFX 
controllers 44 to notify OFX 28 of the controller status and 
the status of the jobs they are running. The three operations 
are: 

a) Startup, Which provides noti?cation to OFX 28 When 
OFX controller 44 starts. 

[0094] b) Heartbeat, Which is used by an OFX controller 
44 to inform OFX 28 that it (the controller) is still running. 
An OFX controller 44 sends to OFX 28 a snapshot of any 
jobs that it is currently running. OFX 28 then sends the OFX 
controller 44 any neW jobs that have been scheduled to run 
on the OFX controller 44. Typically this occurs every ?ve 
seconds or so. 

c) Shutdown, Which provides noti?cation to OFX 28 When 
an OFX controller 44 stops. 

[0095] ControllerPackageDoWnload is used by OFX con 
trollers 44 to doWnload any packages that are required to 
execute a job. A job is never executed until an OFX 
controller 44 has successfully doWnloaded all of the depen 
dent packages. Packages are de?ned by a guid and a version. 
When a OFX controller 44 doWnloads a package, the 
package is cached on disk, in case it is needed later to run 
another job that has the same package dependency. 

[0096] Runtime Web Services are of three types, Job 
SchedulingWebService, ControllerWebService and Device 
WebService. 

[0097] JobSchedulingWebService includes the folloWing 
services: 

a) ScheduleJob, Which is used for de?ning a neW job 
instance, along With input parameters and the device or 
controller for the job to be executed on. 

b) GetScheduledJob, Which returns information about the 
speci?ed job. This includes the job status, the status of each 
action in the job and any input and output data. 

c) GetControllerJ obs, Which returns all of the jobs related to 
a speci?c controller 44. 

d) AbortJob, Which aborts a running job. 

e) DeleteJob, Which is used to delete a scheduled job When 
it is no longer needed on the system. 

[0098] ControllerWebService includes the folloWing ser 
vices: 

a) AddController, Which is used to de?ne and con?gure a 
neW OFX controller 44 just before the controller is deployed 
to a machine. 

b) SetController, Which is used is used for modifying the 
properties of controller 44. 

c) DeleteController, Which is used to delete a speci?ed OFX 
controller 44 entry in the database. 

d) GetController, Which returns its properties and attributes 
of a speci?ed controller. 
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e) GetControllers, Which returns properties and attributes of 
all controllers 44. 

f) GetControllerEventLogEntries, Which returns the event 
log entries for OFX controller 44. 

g) ClearControllerEventLogEntries, Which clears the event 
log entries for OFX controller 44. 

[0099] DeviceWebService alloWs the user to add, delete, 
modify and query device de?nitions. It includes services 
such as: AddDevice, SetDevice, GetDevice, GetDevices, 
GetDevicelds, and DeleteDevice. 

[0100] An example of a SOAP request and response for 
the service ControllerWebService.GetController folloWs. 
The ?elds in bold are placeholders that need to be replaced 
With actual values. 

EXAMPLE 

ControllerWebService.Getcontroller 

POST /ofxWeb/Controller.asmx HTTP/1.1 
Host: sharkplatespincom 
Content-Type: text/xml; charset=utf—8 
Content-Length: length 
SOAPAction: “http://schemas.platespin.com/ofx/Ws/GetController” 
<?xml version=“l.0” encoding=“utf—8”?> 
<soap:Envelope XIHlHSIXS1=“ht1IpI//WWW.W3.0l‘g/ZOOl/XIHlSChEIHa 
instance” xmlns:xsd=“http://WWW.W3.org/200l/xmlSchema” 
xmlns:soap=“http://schemasxmlsoap.org/soap/envelope/”> 

<soap:Body> 
<id 

xmlns=“http://schemas.platespin.com/ofx/Ws/”>string</id> 
<options 

xmlns=“http://schemas.platespincom/ofx/Ws/”>Pr0perties or Data 
or SecurityDescript0r</options> 

</soap:Body> 
</soap:Envelope> 
HTTP/1.1 200 OK 
Content-Type: text/xml; charset=utf—8 
Content-Length: length 
<?xml version=“l.0” encoding=“utf—8”?> 
<soap:Envelope XIHlHSIXS1=“ht1IpI//WWW.W3.0l‘g/ZOOl/XIHlSChEIHa 
instance” xmlns:xsd=“http://WWW.W3.org/200l/xmlSchema” 
xmlns:soap=“http://schemasxmlsoap.org/soap/envelope/”> 

<soap:Body> 
<controller id=“string” status=“Unkn0Wn or Running or 

Stopped” dateCreated=“dateTime” dateModi?ed=“dateTime” 
bootFile=“string” bootFromNetWork=“b0olean” 
bootPlatform=“Wind0Ws or Linux” bootExpected=“b00lean” 
xmlns=“http://schemas.platespin.com/ofx/Ws/”> 

<description>string</description> 
<data>xml</data> 
<macAddresses> 

<macAddress>string</macAddress> 
<macAddress>string</macAddress> 

</macAdd_resses> 
<securityDescriptor>base84Binary</securityDescriptor> 

</controller> 
</soap:Body> 

</soap:Envelope> 

[0101] Referring noW to FIG. 7, a block diagram of the 
components of an OFX controller 44 is shoWn. An OFX 
controller 44 runs on a computer host to control one or more 

OFX devices, and it executes jobs provided to it by OFX 28. 
The design of OFX controllers 44 is independent of platform 
architecture and uses OFX Web Services Interface 62 to 
communicate With OFX 28. OFX controllers 44 are generic 
in that they knoW nothing about the actions they are execut 
ing. All the code needed to execute an action is doWnloaded 
on demand from OFX 28. 
















