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SYSTEMS AND METHODS FOR SEARCHING 
DIGITAL ASSETS USING VIRTUAL FOLDERS 

HAVING LABELS BASED ON TAXONOMY TAGS 

FIELD OF THE INVENTION 

[0001] The invention relates to managing digital assets in 
a distributed computing environment. More speci?cally, the 
invention relates to searching digital assets using virtual 
folders having labels based on taxonomy tags. 

BACKGROUND OF THE INVENTION 

[0002] Centralized document management and other cen 
tralized applications can ease digital asset management 
tasks. However, these tools are expensive, di?icult to install 
and con?gure, and require end-users to change the manner 
in the Way they Work and interact With each other. These 
solutions are also very dependent upon the end-users to 
self-enforce corporate governance policies With respect to 
the digital assets that they create. 

[0003] The centralized ?le control mechanism used by 
these present solutions typically requires end-users to use a 
burdensome check-in/check-out process to obtain ?les. 
HoWever, many end-users prefer not to give up control of 
their digital assets, are unWilling to sacri?ce the ability to 
use their laptops When they are detached from the corporate 
network, and resist the Work?oW requirements of centralized 
systems. This leaves open the potential for many ?les 
located on ?le servers, laptops, desktops, personal digital 
assistants (PDAs), and other computing devices to remain 
outside the controls of the digital asset management system. 

[0004] Additional draWbacks of current centralized docu 
ment management tools include: the inability to categorize 
all digital assets on a storage device; the poor quality of 
existing categorization techniques When used Within a struc 
tured context; the inability to provide effective automated 
control over categorization of digital assets as they are 
created and changed; the inability to request categorization 
information from the end-user; the inability to selectively 
record categorization information based on the conceptual 
value of the assets; and the lack of category maintenance as 
assets are copied, moved, renamed, deleted and restored. 

[0005] There is, therefore, a con?ict betWeen the bene?ts 
of centralized ?le management and end user behavior; a 
tension Which limits the amount of information that Will be 
captured by a centralized document management system. 

SUMMARY OF THE INVENTION 

[0006] The folloWing presents a simpli?ed summary of the 
invention in order to provide a basic understanding of some 
aspects of the invention. This summary is not an extensive 
overvieW of the invention. It is not intended to identify key 
or critical elements of the invention or to delineate the scope 
of the invention. Its sole purpose is to present some concepts 
of the invention in a simpli?ed form as a prelude to the more 
detailed description presented beloW. 

[0007] As a general introduction, the invention includes a 
computer softWare system for gathering and recording cat 
egorization data When a digital asset (e.g., ?le, voicemail, 
instant message log, email, and the like) or a digital asset 
container (e.g., folder, directory, disk drive, removable stor 
age medium, and the like) is created. The system executes in 
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a pre-emptive multi-tasking environment. In various 
embodiments, the softWare system provides the folloWing 
features: the ability to categorize existing digital assets in a 
?le system; categorizing digital assets upon creation; a 
structured and adaptable set of terms (i.e., a taxonomy) for 
categorization; rule-based categorization of digital assets, 
minimal change or interruption to the end-user While the 
softWare system is in use; the ability to gather meta-data 
about the digital assets from the end-user; categorization 
meta-data that is independent of the stored digital asset and 
structured for simple retrieval of the digital asset; segrega 
tion of categorization meta-data (e.g., storing only the meta 
data for a digital asset is indicated of value); maintaining the 
meta-data over time; and propagating the meta-data With the 
digital asset When the digital asset is transmitted, printed, 
moved, or copied. 

[0008] In one aspect, the present invention alloWs the 
end-user to leave a digital asset in the location it is most 
productive to the end-user rather than moving everything 
into a centralized repository. In today’s distributed and 
mobile corporate World, it is important that information 
reside locally With the end-user to enhance productivity 
While remaining under control of the corporation. To this 
end, the present invention provides a means to categorize 
digital assets at the point of creation With little or no Work 
on the end-user’s behalf. The location of digital assets is 
tracked Without requiring the digital asset by stored at a 
central location. 

[0009] Once digital assets are categorized, the present 
invention alloWs a policy application to the digital assets. 
One bene?t provided by this feature is that corporations can 
apply policies to digital assets according to a centralized 
policy. For example, a corporation decides upon a behavior 
such as privacy for speci?c human resource digital assets. 
That policy is then applied to all digital assets of that type, 
regardless of the form of the digital assets (e.g., ?les, email, 
instant message (IM) logs, etc) that are tagged as human 
resources digital assets. 

[0010] In order to provide the necessary level of control 
and management, operations performed on the digital assets 
can be audited. For example, using the categorization the 
end-user or administrator can set the level of audit to be 
performed. In one embodiment, a loW level of audit Would 
simply keep track of copies and relationships While a high 
level of audit Would keep track of every operation that took 
place on the digital asset and for the length of time required 
to perform the operation. 

[0011] Other features provided by the present invention 
include, but are not limited to retention/deletion of digital 
assets, automatic creation of copies of digital assets, pre 
vention of operations on digital assets, expiration of 
archived copies of digital assets, storing meta-data separate 
from the digital asset, prevention of restoration of expired 
digital assets, searching the digital assets using virtual 
folders having labels based on the meta-data, copy tracking 
of digital assets, combining meta-data tags, propagating the 
meta-data tags With the digital assets, providing an adaptive 
taxonomy used to create meta-data for the digital assets. 

[0012] Retention/Deletion: Each type of digital asset has 
controls on the minimum length of time that the digital asset 
is stored and possibly the maximum length the digital asset 
can be stored. This translates to storing digital assets for a 
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given period of time and then either archiving the digital 
asset or destroying the digital asset. In certain embodiments, 
the present invention provides this feature. 

[0013] Automatic Copy: There are a number of reasons to 
make automatic copies of digital assets. For example, the 
end-user or administrator could set a policy to make a copy 
of ?nancial digital assets. Another example Would be to 
make a copy of digital assets from a local storage device to 
a centraliZed storage device so the digital assets can be 
archived (i.e., backed-up). In certain embodiments, the 
present invention provides such functionality. 

[0014] Prevention of Operations: In various embodiments, 
the present invention applies a policy to block certain 
operations from being performed on a digital asset. For 
example, speci?c digital asset can be prevented from being 
transmitted outside of the company. Another example of a 
policy is to prevent speci?c digital assets from being copied 
to speci?c devices such as removable media, e.g., USB 
devices. Policies can also be applied based on the role of the 
end-user to provide role based access control to certain 
digital assets. 

[0015] Expiration of Archived Copies: In certain embodi 
ments, speci?c expiration policies are applied to digital 
assets. When copied to the storage medium for archiving, 
these policies are copied along With the digital assets. 
Should an attempt to restore the copies from the storage 
medium, the policies applied to the copies prevent their 
restoration. In other embodiments, an encryption key that 
Was used to encrypt the copies prior to storage on the 
medium is destroyed after an assigned expiration date. 

[0016] Additional features and aspects of the invention are 
described in greater detail beloW. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] The advantages of this invention, described above, 
and further advantages, may be better understood by refer 
ring to the folloWing description in conjunction With the 
accompanying draWings, in Which like numerals indicate 
like structural elements and features in various ?gures. The 
draWings are not necessarily to scale, emphasis instead 
being placed upon illustrating the principles of the inven 
tion. 

[0018] FIG. 1 shoWs an embodiment of a distributed 
computing environment (DCE). 

[0019] FIG. 2 shoWs an embodiment of a client of the 
DCE of FIG. 1 constructed according to principles of the 
invention. 

[0020] FIG. 3 shoWs an embodiment of a server of the 
DCE of FIG. 1 constructed according to principles of the 
invention. 

[0021] FIG. 4 shoWs an embodiment of an adaptive tax 
onomy that incorporates principles of the invention. 

[0022] FIG. 5 shoWs a How chart of an embodiment of a 
method of generating meta-data for a digital asset using the 
client softWare of FIG. 2 that is operating according to 
principles of the invention. 

[0023] FIG. 6 shoWs an embodiment of a method of 
providing meta-data using a graphical user interface accord 
ing to principles of the invention. 
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[0024] FIG. 7 shoWs an embodiment of a method of 
generating a digital identi?er for a digital asset according to 
principles of the invention. 

[0025] FIG. 8 shoWs an embodiment of a method of 
tracking copies of a digital asset according to principles of 
the present invention. 

[0026] FIG. 9 shoWs an embodiment of a method of 
locating a digital asset in the distributed computing envi 
ronment according to principles of the invention. 

[0027] FIG. 10 shoWs an embodiment of a graphical 
display of a locate result constructed according to principles 
of the invention. 

[0028] FIG. 11 shoWs an embodiment of a method of 
expiring a digital asset according to principles of the inven 
tion. 

[0029] FIG. 12 shoWs an embodiment of a method of 
preventing the restoration of an expired digital asset accord 
ing to an embodiment of the invention. 

[0030] FIG. 13 shoWs an embodiment of a method of 
performing categoriZation based access to a digital asset. 

[0031] FIG. 14 shoWs an embodiment of a method of 
propagating the meta-data With a digital asset. 

[0032] FIG. 15 shoWs an embodiment of a method of 
creating an alias to a tag of the adaptive taxonomy of FIG. 
4. 

[0033] FIG. 16 shoWs an embodiment of a method of 
unioniZing different meta-data sets for the same digital asset 
in accordance With principles of the invention. 

[0034] FIG. 17 shoWs an embodiment of a method of 
identifying digital assets in the DCE of FIG. 1. 

DETAILED DESCRIPTION 

[0035] The present invention provides systems and meth 
ods for managing digital assets in a distributed computing 
environment (DCE). The invention relates generally to the 
collection, recording and maintenance of meta-data that 
identi?es and categorizes stored digital assets for later 
location, retrieval and application of business controls. The 
term meta-data and asset identi?cation tag are used synony 
mously throughout the speci?cation to refer to the informa 
tion that is created and used by the present invention to 
identify and categoriZe digital assets. Although some of the 
meta-data created by the present invention corresponds to 
knoWn meta-data of a ?le system (e. g., the i-node associated 
With a ?le by the Unix operating system or a Master File 
Table Record used by the WINDOWS operating system, 
manufactured by Microsoft Corporation of Redmond, 
Wash.) the meta-data of the present invention supplements 
and extends the knoWn ?le system meta-data. 

[0036] With reference to FIG. 1, a distributed computing 
environment (also referred to as a client/server system) 100 
in Which principles of the present invention can be practiced 
includes one or more clients 110, 110', 110" (hereinafter each 
client or plurality of clients is generally referred to as 110) 
in communication With one or more servers 150, 150' 

(hereinafter each server or plurality of servers is generally 
referred to as 150) via communications netWork 140 through 
communications links 120. The communications netWork 
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140 can be a local-area network (LAN), a medium-area 
network (MAN), or a wide area network (WAN) such as the 
Internet or the World Wide Web. The communication links 
120 can be a variety of connections including standard 
telephone lines, LAN or WAN links (e.g., T1, T3, 56kb, 
X.25), broadband connections (e.g., ISDN, Frame Relay, 
ATM), and wireless connections (e.g., IEEE 802.11). The 
clients 110 and servers 150 communicate through the net 
work 140 using a variety of communication protocols (e.g., 
TCP/IP, IPX, SPX, NetBIOS, NetBEUI, and direct asyn 
chronous protocols). 

[0037] Additionally, the clients 110 can communicate with 
other clients 210, 210', 210" (hereinafter each other client or 
plurality of other clients is generally referred to as 210), 
which can be connected to a second network 240, through a 
communication link 180 that connects network 140 to the 
second network 240. The protocols used to communicate 
through communications link 180 can include any variety of 
protocols used for long haul or short transmission. For 
example, TCP/IP, IPX, SPX, NetBIOS, NetBEUI, SONET 
and SDH protocols. 

[0038] The client 110 can be any personal computer, 
Windows-based terminal, Network Computer, wireless 
device, information appliance, RISC Power PC, X-device, 
workstation, minicomputer, main frame computer, cellular 
telephone or other computing device that provides suf?cient 
faculties to execute client software and an operating system. 
Client software of the invention facilitates the creation of 
meta-data that identi?es, categorizes, and characterizes the 
digital assets generated and stored by the client. As used 
herein, digital asset refers to any digital ?le that can be 
stored in a storage medium. Examples of digital assets can 
include, but are not limited to, ?les, emails, instant messages 
(IM), audio ?les, video ?les, pro?les, drivers, programs, and 
other electronic embodiments of information. 

[0039] The server 150 can be any type of computing 
device that is capable of communication with the client 110. 
For example, the server 150 can be a traditional server 

computing device, a web server, an application server, a 
DNS server, or other type of server. Additionally, the server 
150 can also be a client 110 (e.g., in an ad-hoc or peer-to 
peer (P2P) network arrangement). One purpose of the server 
150 is receiving, storing, and managing meta-data associated 
with the digital assets of the clients 110. The sever 150 can 
also provide a means to modify and update a taxonomy used 
to categorize and create meta-data for the digital assets, 
request that the client perform operations on its stored digital 
assets, and generate reports on the state of the stored 
meta-data. One example of a server 150 that can be used 
with the invention is a DELL server classes computer 
having 1 gigabyte of RAM, dual central processing units, a 
250 gigabyte hard drive, and an network interface card. It 
should be understood that more than one server 150 can be 
used with the present invention. In such a con?guration, 
functionality can be distributed across the servers 150 or 
each server 150 can provide a full suite of functionality. 

[0040] FIG. 2 depicts a conceptual block diagram of a 
client 110 of the distributed computing environment 100. 
Each client 110 typically includes a processor 200, volatile 
memory 204, an operating system 208, client software 212, 
a persistent storage memory 216 (e.g., hard drive or external 
hard drive), a network interface 220 (e.g., a network inter 
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face card), a keyboard 224 or virtualized keyboard in the 
case of a PDA, at least one input device 228 (e.g., a mouse, 
trackball, space ball, light pen and tablet, touch screen, 
stylus, and any other input device), and a display 232. The 
operating system 116 can include, without limitation, WIN 
DOWS 3.x, WINDOWS 95, WINDOWS 98, WINDOWS 
NT 3.51, WINDOWS NT 4.0, WINDOWS 2000, WIN 
DOWS XP, WINDOWS VISTA, WINDOWS CE, MAC/ 
OS, Java, PALM OS, SYMBIAN OS, LINSPIRE, LINUX, 
SMARTPHONE OS, and the various forms of UNIX. 

[0041] The client software 212 is in communication with 
various components of the client 110 to provide features of 
the invention. In one embodiment, the client software 212 
includes an agent 250, one or more ?lter drivers 254, and 
one or more plug-in modules 258. It should be understood 
that the client software 212 can include some or all of the 
components shown and described. As a general overview, 
the client software 212 provides a means to create, edit, 
maintain, update, revise, modify, and produce meta-data that 
provides categorization and identi?cation of digital assets. 
The meta-data is associated with some or all of the digital 
assets created or stored on the client 110 and is used to 
provide tracking, locating, searching, and other features and 
aspects of the invention. 

[0042] The agent 250 operates in the “user space” of the 
operating system 208 as do a various plug-in (also referred 
to as Add-in) modules 258. The agent 250 and plug-ins 258 
are in communication with the various ?lter drivers 254, 
which operate in the “system space” of the operating system. 
Although shown in user space, it should be understood that 
in certain embodiments, the agent 250 can operate in the 
system space as well. The cooperation of the agent 250, the 
?lter drivers 254, and the plug-in modules 258 provide the 
end-user of the client 110 with the features and operational 
characteristic of the invention. These features can be invis 
ible to the end-user (e.g., automatic categorization of digital 
assets) or require end-user input through a graphical user 
interface (GUI) (e.g., end-user categorization). For example, 
when a request to create a folder is executed, the ?lter driver 
254 intercepts the command. The ?lter driver 254 commu 
nicates with the agent 250. In response, the agent 250 
displays a graphical dialog and asks the end-user for meta 
data information (e.g., categorization information). In one 
embodiment, the client software 212 also interacts with a ?le 
system ?lter driver 258 that is provided as part of the 
operating system 208. In another embodiment, the client 
software 212 replaces the ?le system ?lter driver 258 
provided by the operating system 208. 

[0043] During certain modes of operation, the client soft 
ware 212 intercepts ?le system commands and performs 
various functions of the invention in response thereto. For 
example, prior to adding a new digital asset to the ?le system 
of the client 110 the client software 212 intercepts the ?le 
system command to create the digital asset and requires the 
end-user to provide at least a portion of the meta-data (e.g., 
categorization information) associated with the digital asset. 
After the client software 212 applies the meta-data, the 
digital asset is added to the ?le system of the client 110. 
Another feature the client software provides is the genera 
tion of a digital identi?er that is associated with digital asset 
as part of the meta-data. The categorization information and 
digital identi?er form, in one embodiment, the meta-data 
that is associated with the digital asset. Another exemplary 
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feature provided by the client software 212 is to perform a 
search or locate. The end-user of the client issues a search or 
locate command, the client softWare 212 intercepts this 
command and provides a “virtualized” vieW of the contents 
of the ?le system of the client 110. Each of these examples 
is explained beloW in more detail. 

[0044] The associated meta-data for each digital asset may 
or may not be forWarded to the server 150 via netWork 
interface module 220 and communications link 120. 
Whether the meta-data for the digital asset is transmitted to 
the server for storage depends on the categorization and 
rules applied to the digital assets. This provides for granular 
control of certain digital assets of interest. 

[0045] With reference to FIG. 3, an embodiment of a 
server 150 for user in the distributed computing environment 
100 is described. The server 150 includes a processor 300, 
a volatile memory 304, an operating system 308, server 
softWare 312, persistent storage memory 316, a netWork 
interface 320, a keyboard 324, at least one input device 328 
(e. g., a mouse, trackball, space ball, bar code reader, scanner, 
light pen and tablet, stylus, and any other input device), and 
a display 332. The server operating system can include, but 
is a not limited to, WINDOWS XP, WINDOWS 2000 
SERVER, WINDOWS 2000 ADVANCED SERVER, WIN 
DOWS NT SERVER, WINDOWS NT SERVER ENTER 
PRISE EDITION, MACINTOSH OS X SERVER, LINUX, 
UNIX, SOLARIS, VMWARE, and the like. 

[0046] A central repository 336 (e.g., a database) is in 
communication With the server 150. Although shoWn as 
separate from the server 150, it should be understood that the 
central repository 336 can be integral With the server 150 or 
located elseWhere Within the distributed computing environ 
ment 100. The central repository 336 is con?gured to store 
meta-data associated With certain digital assets. In one 
embodiment, the digital assets and their associated meta 
data are stored at the clients 110 and a copy of the associated 
meta-data is stored at the central repository 336. This 
provides a “decentralized” digital asset management system, 
Which enables certain features and advantages of the inven 
tion. For example, by not storing the digital assets them 
selves at the central repository 336 the end-users are not 
required to check-out and check-in the digital assets in order 
to perform operations on the digital assets. 

[0047] Additionally, the communication link 120 that con 
nects the client 110 to the server 150 does not need to be 
maintained thereby tethering the client 110 to the server 150. 
Said another Way, the communication link can be established 
on an “as-needed” basis. This feature alloWs the end-user to 
Work “off-line” With the digital assets of interest and upload 
changes to the meta-data When a connection to the central 
repository 336 is established. Additionally, changes to the 
meta-data for a digital asset can be doWnloaded from central 
repository 336 When a connection is established. Also, 
various policies associated With the meta-data of the digital 
assets can require performance of speci?c tasks When the 
client 110 connects to the server 150. it should be understood 
that When the client 110 connects to the server 150 these 
tasks are executed. 

[0048] In certain embodiments, the server softWare 312 
provides a means to perform certain features of the inven 
tion. For example, the server softWare 312 alloWs an admin 
istrator to create and modify an adaptive taxonomy that is 
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used to create categorization information for a digital asset. 
Also, the server softWare 312 propagates different meta-data 
sets for the same digital each to each client 110 having a 
copy of the digital asset. The clients 110, in turn, perform a 
union of the different meta-data sets. In other embodiments, 
the server softWare 312 cooperates With the client softWare 
212 to enable other features of the invention. For example, 
an administrator can issue a command using the server 
softWare 312 to copy certain digital assets to a central 
location in an effort to produce documents required in 
litigation. An example of a function that is performed by the 
client softWare 212, but can also be provided by the server 
softWare 312 is the ability to perform a union of meta-data 
for a digital asset and propagate a selected characterization 
for that digital asset. Each of these features is described in 
more detail beloW 

[0049] With reference to FIG. 4, an exemplary adaptive 
taxonomy 400 of the invention is described. As used herein, 
taxonomy refers to a hierarchical structure of tags used to 
provide a method of organizing digital assets. Conceptually, 
a taxonomy can be thought of as a tree structure having a 
root node 410, a plurality branches 420 connecting leaf 
nodes 430. Each leaf node 430 can have further braches 420 
that connect the leaf nodes 430 to sub-leaf nodes 440 and so 
on. As used With reference to the taxonomy 400, the terms 
node and tag are synonymously. 

[0050] Each node 430 and sub-node 440 can be applied to 
a digital asset as a tag that is part of the meta-data for the 
digital asset. The tag that is used to identify and categorize 
the digital asset. When used properly, a taxonomy 400 not 
only helps an organization organize digital assets but the 
taxonomy also helps identify types of digital assets. Policies 
can also be associated With each node 430 and sub-node 440 
of the taxonomy 400. Applying a node 430 or sub-node 440 
as a tag of the taxonomy to a digital asset also associates the 
policy for that node to the digital asset. Examples of policies 
can include, but are not limited to, restricting access to a 
digital asset based on the role and/ or identity of the end-user 
of the client 110, restricting replication actions based on the 
destination of the copy of the digital asset or the present 
location of the digital asset, and When the digital asset is 
removed from the client 110. 

[0051] Although a taxonomy 400 is a poWerful organiza 
tional tool, a rigid taxonomy restricts the ?exibility of digital 
asset characterization. To that end, the invention provides a 
mechanism in Which modi?cations to the taxonomy 400 can 
be made be the end-users of the clients 110 on an individual 
level Without requiring modi?cations to the general tax 
onomy 400. Also, if a change to the general taxonomy 400 
is required, the invention provides a mechanism for propa 
gating the changes to the taxonomy 400 to the clients 110. 

[0052] To accomplish these features, the invention pro 
vides the functionality to create an “alias” for a node 430 or 
sub-node 440 in the taxonomy. As used herein, an alias 
refers to an alternate name for the same tag in the taxonomy 
400. For example, the term “CV” (Curriculum Vitae) is used 
in many parts of the World to have the same meaning as 
“resume” is used in the United States. In the taxonomy 400, 
a tag 440 is labeled “Resume” and has an alias 450 labeled 
“CV” associated With it. Essentially, the alias 450 points to 
the associated tag 440 and has the categorization and policy 
information as the tag 440. As Will be described in more 
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detail below, the alias 450 can be a local alias meaning that 
is available only to a speci?c client 110 or the alias can be 
a global alias meaning that the alias is available to all clients. 

[0053] The invention includes functionality implemented, 
in one embodiment, by the server software 312 to promote 
an alias 450 to a tag 440. The promotion does not change 
hoW the alias 450 has been used previously. That is, digital 
assets that Were tagged With the alias 450 are still governed 
by the same categorization and policy information of the 
alias 450. It should be understood that the transition from an 
alias to a tag 440 alloWs for the modi?cation of the policies 
associated With the alias 450. Further details of the adaptive 
taxonomy 400 are provided beloW. 

[0054] With reference to FIG. 5, the method 500 for 
generating meta-data for a digital asset is shoWn and 
described. In one embodiment, a client 110 executing client 
softWare 212 generates a digital asset. The client softWare 
212 intercepts a create or a save command for the digital 
asset and generates (step 510) an asset identi?cation tag. The 
asset identi?cation tag is the meta-data that is associated 
With the digital asset. Further, the client softWare 212 
associates (step 520) the asset identi?cation tag With the 
digital asset. The client stores (step 530) asset identi?cation 
tag. Optionally, the asset identi?cation tag is transmitted 
(step 540) to server 150 for storage in the central repository 
336. 

[0055] In one embodiment, generating an asset identi?ca 
tion tag (step 510) is performed When the digital asset is 
stored at the client. In another embodiment, the asset iden 
ti?cation tag is created When the end-user begins to create a 
neW digital asset. For example, if the end-user of a client 
creates a neW folder or directory for storing digital assets, 
the client softWare 212 examines any rules that related to the 
creation of the folder to categorize the neW folder based ?rst 
on the device on Which the folder is being created, next 
based on the application creating the folder, and lastly the 
end-user creating the folder. HoWever, if required, the end 
user can be prompted to provide categorization information 
via an end-user interface. The categorization data is saved 
and the folder is created Within the ?le system of the device. 
It should be understood that once a categorization data is 
applied to a digital asset, the categorization may be changed 
at a later time, if the associated rules alloW. This alloWs for 
recategorization of certain digital assets While preventing 
recategorization of other digital assets. The terms rule and 
policy are used interchangeably throughout the speci?ca 
tion. 

[0056] In various embodiments, application rules de?ne 
the set of categorized digital assets (e.g., taxonomy tags) that 
can be stored With a directory or ?le When that directory or 
?le is created by an application. Application rules consider 
the name and context of the digital asset (binary name, 
binary versions, process name, WindoW titles, and the link) 
and the name of the directory being created. From this data 
a set of taxonomy tags are determined and returned as the list 
of is tags for this digital asset. 

[0057] Device rules de?ne the set of taxonomy tags that 
can be applied to a directory or ?le When that directory or ?le 
is created by or stored on a particular device. Rules can be 
de?ned for device classes (e.g., local ?xed device, netWork 
device, removable devices), individual storage devices or 
input devices. Similarly, end-user rules de?ne the set of 
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taxonomy tags that can be associated With a directory or ?le 
When that directory or ?le is created or changed by the 
end-user. User rules can consider the end-user’s name, the 
end-user’s role, the end-user’s location or any other data that 
can be retrieved from a local or directory based end-user 
con?guration. 

[0058] By applying rules and categorizations to folders, 
directories, end-users, and devices, automatic and inherit 
ance based categorization of digital assets is achieved. For 
example, if a Word document is stored in a speci?c directory, 
the client softWare 212 applies the taxonomy tag indicated 
by the rules and categorization of the directory that stores the 
Word document. Further, if a one or more uncategorized 
digital assets are moved into a categorized directory those 
digital asset inherent the categorization of the directory. 
Such a feature alloWs for the categorization of digital assets 
existing on the client 110 prior to the installation of the client 
softWare 212. 

[0059] The folloWing example is designed to illustrate one 
embodiment of categorizing a digital asset. The example 
should not be read to limit the scope the invention. Assume 
that an end-user John Smith Who Works the ?nance depart 
ment creates an Excel ?le in the “\\?nance\john\budget” 
folder of his home directory that Was categorized using the 
taxonomy tags 430 and 440. The client softWare 212 creates 
meta-data that contains various categorization information 
based on John’s identify such as: data created, author, 
department, etc. The client softWare 212 can also add 
meta-data resulting from the rules associated With the “bud 
get” folder (or its parent folder Finance) such as con?dential, 
marked for compliance, do not delete, do not email, and the 
like. The level of meta-data granularity can be further 
augmented With input from John using the graphical user 
interface if desired by John or required by the rules. 

[0060] A method 600 of providing meta-data information 
using the graphical user interface is shoWn and described 
With reference to FIG. 6. The client softWare 212 provides 
(step 610) the end-user of the client 110 With a graphical 
display having one or more dialog boxes, lists, or radio 
buttons. The end-user manipulates the graphical user inter 
face to provide meta-data that is associated (step 620) With 
the digital asset. Manipulation can include, but is not limited 
to, selecting a taxonomy tag 430 to apply to the digital and 
the like. 

[0061] In addition to generating categorization informa 
tion as part of the meta-data for a digital asset, the client 
softWare 212 can generate a digital identi?er for each digital 
asset. One embodiment of a method 700 for generating such 
a digital identi?er is shoWn and described With reference to 
FIG. 7. For example, during a save operation the client 
softWare 212 analyzes (step 710) the contents of the digital 
asset using a hash function. In one embodiment, the client 
softWare 212 analyzes the text of the digital asset. In other 
embodiment, additional or other elements of the digital asset 
are analyzed. For example, the categorization information 
can also be included in the analysis, or in the case of an email 
or instant message the sender and recipient of the email or 
instant message. Examples of hash function that can be used 
by the client softWare 212 include but are not limited to 

MD5 (IETF RFC1321) and SHAl (IETF RFC3174). 

[0062] Also, the meta-data can include a list of keyWords 
that are a part of the digital asset. One method of generating 
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the list of keywords for the digital asset is to analyze the 
digital asset and record Words of importance. It should be 
understood that certain Words Will not be recognized as 
keywords. For examples, articles such “a”, “an”, and “the”, 
or pronouns, Will not be recorded as keyWords. Various 
knoWn techniques can be used to generate the list of key 
Words for the digital asset. 

[0063] The combination of the digital identi?er, keyWords, 
and the categorization information described above, or 
respective combinations of portions of each create the asset 
identi?cation tag (i.e., meta-data) for the digital asset. As 
previously stated, the asset identi?cation tag is associated 
(step 520) With the digital asset. Association can include 
creating a “hidden” ?le that stores the meta-data that is 
permanently linked to the digital asset. As used herein, 
permanently linked refers to an association that can not be 
removed regardless of the transmission, moving, or copying 
of the digital asset. For example, if a digital asset is emailed 
to another end-user the associated asset identi?cation tag is 
emailed as Well. The propagation of an asset identi?cation 
tag Will be described in more detail beloW. 

[0064] In one embodiment, storing (step 530) the asset 
identi?cation tag includes storing the asset identi?cation tag 
in the persistent storage 216 of the client 216. The asset 
identi?cation tag can be stored in the same shared storage 
area as the digital asset. Alternatively, the asset identi?cation 
tag is stored separate from the digital asset. For example, in 
a different dedicated memory location or another storage 
device. 

[0065] In order to determine Whether to transmit (step 
530) a copy of the asset identi?cation to the server 150, the 
meta-data of the digital asset is resolved to one of three 
levels: (1) unmanaged; (2) managed; or (3) records man 
aged. In one embodiment, if the digital asset is resolved to 
be unmanaged then the asset identi?cation tag is not stored 
by the client 110 or the server 150. HoWever, if the asset 
identi?cation tag is resolved to be managed then the asset 
identi?cation tag is stored locally at the client 110. Finally, 
if the asset identi?cation tag is resolved as records managed 
a copy of the asset identi?cation tag is transmitted to the 
server 150 to notify the server softWare 312 of the existence 
of the digital asset. It should be noted that actually the digital 
asset is not transmitted to the server 150, but instead the 
digital asset is stored locally at the client 110. Although 
described as having three levels of resolution, it should be 
understood that a feWer number or greater number of levels 
are possible. 

[0066] The advantages of having a class of “managed” 
digital assets and a class of “records managed” digital asset 
is to treat the digital assets in the manner similar to the other 
assets of a corporations. For example, look at the difference 
betWeen pencils and computers in a corporation. As With any 
asset in a corporation, pencils need to be managed. In the 
case of pencils, the corporation likes to knoW hoW many 
have been ordered and have a general idea of When to order 
additional pencils. The corporation is typically not con 
cerned With Who has a pencil or hoW many pencils are 
oWned by each person. In contrast to pencils, the corporation 
Wants to knoW exactly Which end-user has each computer 
and Where the computer is located. This analogy translates 
directly to digital asset. For example, “managed” digital 
asset can be mapped to pencils and “records managed” 
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digital assets can be mapped to computers. An example of a 
managed digital asset can be a voice mail from potential neW 
client. An example of a records managed digital asset can be 
an invention disclosure. By using a leveled approach to 
digital asset classi?cation, the centralized repository needs 
only to track a percentage of the digital assets in the 
distributed computing environment 100 instead of all the 
digital assets. The digital assets that are not tracked by the 
centralized repository are tracked by the clients 110. As 
previously explained, the clients 110 track each of the assets 
that are stored locally a the client. 

[0067] One Way to determine Which digital assets are 
unmanaged, managed, or records managed is to use the 
taxonomy tags 430. As previously stated, each digital asset 
is associated With at least one tag 430 of the taxonomy 400. 
The taxonomy tag includes policy information (e.g., rules) 
and a digital asset classi?cation level. Other meta-data 
entries can also be used to determine Whether a digital asset 
is unmanaged, managed, or records managed. For example, 
the creation date of the digital asset can be used. 

[0068] In one embodiment, any digital asset that exists on 
a client 110 When the client softWare 212 is installed is 
automatically categorized as unmanaged. As a result, no 
meta-data entry on the client is created for these digital 
assets. The taxonomy 400 can include a tag 430 in it that is 
labeled “unmanaged” that includes associated policies that 
are applied to unmanaged digital assets. Typically a small set 
of policies is used. For example, an expiration date (i.e., 
expire the asset in 1 year) and also a location control policy 
that does not alloW the digital to be moved, copied, emailed, 
or otherWise transferred from the current client 110. Simi 
larly, every other tag 430 of the taxonomy 400 can include 
a rule that creates a meta-data entry giving the digital asset 
a level of either managed or records managed. For example, 
if a digital asset is associated With the IP tag 430 the 
meta-data for the digital asset indicates that the digital asset 
is classi?ed as managed. Further, if the digital asset is 
associated With the disclosure sub-tag 440 the meta-data for 
the digital asset indicates that the digital asset is records 
managed and a copy of the meta-data is transferred to the 
server 150 for storage. 

[0069] In addition to a digital identi?er and categorization 
information, the meta-data for a digital asset can include a 
list of operations performed on the digital asset by the client 
110. This information can be thought of as an audit history 
and is useful for many things. For example, determining the 
number of copies of a digital asset that exists, Which 
end-user created the copies, What application created the 
copies, What is the source of the copy of the digital asset, and 
Which devices stored the copies. The resulting copy not only 
includes all the contents of the original digital asset, but also 
the meta-data for the original digital asset, Which include the 
digital identi?er of the original ?le. Said another Way, When 
a copy operation is performed both the contents of the digital 
asset and its associated meta-data are copied. 

[0070] It should be understood that the audit information 
for the same digital asset existing on the different clients 110 
can have different contents. If the digital asset is records 
managed, the audit information for each asset is transferred 
to the server 150 as part of the meta-data for the asset. The 
server softWare 312 performs a union of the audit informa 
tion, propagates the unionized audit information to the 
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clients 110, and instructions the client software 212 to 
remove the local copy of the pre-unioniZed meta-data and 
replace the pre-unioniZed meta-data With the unionized 
meta-data. 

[0071] Various methods for copying various digital assets 
are knoWn. Methods for ?les and email, both of Which 
digital assets, are described beloW. The most straight for 
Ward Way to create a copy of a digital asset is to print the 
digital asset onto paper. This creates a “hard copy” of the 
digital asset. It is important to track the printing of digital 
assets for a number of reasons. One reasons is for expiration 
purposes. It is desirable to knoW that if a digital asset Was 
printed the day of its expiration that the paper copy Was also 
destroyed. Another reason for tracking copies of digital 
assets, is to monitor Which end-users are access and copying 
Which digital assets. 

[0072] Also, there are many different Ways that an elec 
tronic copy of a ?le can be created by the end-user of the 
client 110. For example, the end-user can execute the “copy” 
command in WindoWs explorer and then execute a “paste” 
command in another location. This causes a copy of the 
content of the ?le to be created. Even though there are many 
methods to create a copy of a ?le, the actual create of the 
neW copy must go through the ?le system of the client 110. 
As a result, ?lter driver 254 is used to identify When a neW 
?le for the ?le system is created. 

[0073] It is also important to determine When an open ?le 
of the ?le system is Written to. For example, an application 
might open a ?rst ?le “A” for reading and a second ?le “B” 
for Writing. The application under the instruction of the 
end-user copies the contents of the ?rst ?le A to the second 
?le B. In this example, the second ?le B Was not created it 
Was only updated With the contents of the ?rst ?le A. In 
another embodiment, ?le B is created as a neW ?le and the 
contents of ?le A are copied into ?le B. 

[0074] Similar to ?les, there exists a number of methods 
that can be employed to create a copy of an email. The 
simplest method is to “copy” an email and then “paste” it 
using the functionality provided by the email application of 
the client 110. 

[0075] Another Way to create a copy of an email is to copy 
the folder or the email application ?le that stores the email 
or emails for the email application. Within an email appli 
cation, an email can be stored Within a “folder” of the email 
application to provide a means to organiZe the end-user’s 
email. The folders and emails that are displayed to the 
end-user of the email application are stored in ?les or 
directories of the client 110, Which may be ?le system folder. 
Using MICROSOFT OFFICE OUTLOOK as an example, 
the application creates and uses the .OST and .PST ?les for 
holding the de?nitions of the folders and the emails shoWn 
to the end-user of the application. One method the end-user 
can use to create a copy of email is to export the email out 
of the email application. Outlook provides an interface that 
alloWs one to export information. Using this feature, one can 
put the email into a text ?le, excel spreadsheet or even a 
.PST ?le thereby creating a copy of the email. 

[0076] Another method of creating a copy of email is to 
simply copy the .OST and/or the .PST ?le outside of the 
email application. In this case, the email application is not 
necessarily executing on the client 110 during the copy 
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operations. This operation is similar to the copying of a ?le 
from the ?le system as described above. 

[0077] With respect to FIG. 8, a method 800 of tracking 
a copy of a digital asset in the distributed computing 
environment is shoWn and described. In one embodiment, 
the method includes determining (step 810) if a copy of the 
digital asset is created, generating (step 820) a meta-data 
entry for the original digital asset that indicates a copy Was 
made, and updating (step 830) the stored meta-data for the 
digital asset. 

[0078] The determining (step 810) can be accomplished in 
many Ways. In one embodiment, the meta-data of the digital 
asset being created is compared to a list of knoW meta-data 
stored on the client 110 or server 150. In another embodi 
ment, only a portion of the meta-data is used to do the 
comparison (e.g., the digital identi?er). 

[0079] In another embodiment, the ?lter driver 254 or the 
plug-in 258 monitors the action of the applications executing 
on the client With respect to ?le I/O. By monitoring an 
application and its threads, the client softWare 212 can 
determine What ?les are being opened for reading and What 
?les are being open for Writing. For example, if an appli 
cation has opened ?le A and ?le B for input and ?le C for 
output. File C inherits, as previously described, all the 
meta-data (e.g., control policies and the like) from both ?le 
A and ?le B and associates them With ?le C. This method 
addresses the case of either creating ?le C as a neW ?le or 
opening an existing ?le C for Write. Once the ?rst U0 is 
completed to the output, the meta-data Will be updated to the 
union of ?le A and ?le B as described in more detail beloW. 
Further, if ?le C is stored in a folder having an applied 
taxonomy tag 430, resulting meta-data is the union of ?le A, 
?le B, and the folder. 

[0080] The generation (step 820) of meta-data can be 
accomplished in various Ways. For example, When a print 
(from the perspective of the client softWare 212 is essentially 
creating a paper copy of the digital asset) is executed 
meta-data about the print is add to the meta-data of the 
printed digital asset. This meta-data can include various 
combinations of the date and time the digital asset Was 
printed, Which end-user printed the digital asset, Which 
digital assets Were the source of the printed digital asset, the 
digital identi?er from the source digital assets, and What 
printer generated the paper copy of the digital asset. 

[0081] Also, various methods of updating (step 830) the 
meta-data for the digital asset can be used. For example, in 
the case of a managed digital asset the meta-data previously 
stored about the digital asset is refreshed With the copy 
meta-data. In the case of a records managed digital asset, 
after the locally stored meta-data is updated the updated 
meta-data is transmitted to the server 150 for storage. 

[0082] In certain instances, it is desirable to suspend the 
creation of meta-data for a digital asset. For example, during 
the installation of other softWare applications. Typically, 
When installing softWare, a program is executing commands 
that Will cause folders to be created. The end-user could be 
bombarded With requests for categoriZation of folders. 
Because of this, there is a special command that can be 
executed by the end-user of the client 110 that informs the 
client softWare 212 to suspend its operation. After the 
installation of the softWare, the client softWare 212 resumes 
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it’s normal operation. Although the operation of the client 
software 212 can be suspended, the invention monitors what 
operations are performed while the client software 212 is 
suspend and records this information to a general audit log 
for the client 110. 

[0083] After creating meta-data for each of the digital 
assets, the meta-data can be used to provide various features 
of the invention. Some of these features are provided by the 
client software 212, some are provided by the server soft 
ware 312, and some are provided by the cooperation of the 
client software 212 and server software 312. 

[0084] One feature provided by the client software 212 is 
the ability to locate a digital asset using the keywords and 
meta-data associated with the digital asset. As used herein, 
the term locate is used synonymously with the term search. 
Because each client 110 stores their digital assets locally, the 
possible solution set to a locate request is a closed set of 
digital assets. In essence, when a locate command is 
executed the full set of possible keywords and meta-data 
tags that could be used in locate are shown to the end-user 
of the client 110 as a set of virtualiZed folders. This removes 
the requirement from the end-user to input a search term in 
a search engine if the end-user can not think of a search term. 
Because most end-users work in a focused area, the number 
of taxonomy tags and the number of unique keywords stored 
in the meta-data of the digital assets words are typically 
limited to the end-users focused work area. 

[0085] With reference to FIG. 9, a method of locating a 
digital asset in the distributed computing environment 100. 
In one embodiment, the method includes receiving (step 
910) a search command from the end-user of the client, 
identifying (step 920) the taxonomy tags 430 associated with 
the digital assets that are stored locally at the client, and 
displaying (step 930) one or more folders to the end-user of 
the client 110. The folders include labels that are the 
identi?ed taxonomy tags 430. 

[0086] Receiving (step 910) a search or locate command 
from the end-user of a client 110 can be accomplished in 
various ways. For example, the end-user can select a hot key 
(e.g., F12) on a keyword. In another embodiment, the 
end-user can select a portion of a digital asset and right-click 
on the selected portion. As a result, a menu is displayed to 
the end-user that includes a locate menu item. Additionally, 
the end-user can select a search command from a start menu 

option. 

[0087] Various means of identifying (step 920) the tax 
onomy tags 430 associated with the digital assets of the 
client 110 are contemplated. In one embodiment, a scan is 
performed of all the digital assets stored at the client 110 to 
determine which taxonomy tags 430 are associated with the 
digital assets. In another embodiment, the end-user can 
supply a search term to the locate function. As a result, the 
identi?ed digital assets include the provided term in their 
associated meta-data. Alternatively, the provided term is 
used to exclude taxonomy tags 430. In addition to identi 
fying taxonomy tags 430, the client software 212 can 
identify the keywords in the associated meta-data for the 
digital assets. Also, a combination of taxonomy tags 430 and 
keywords can be used. 

[0088] Once the taxonomy tags 430 and/or keywords are 
identi?es, the client software 212 generates a virtualiZed ?le 
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system view of the associated digital assets and displays 
(step 930) to the end-user. In one embodiment, the familiar 
graphical “explorer” interface is shown to the end-user. With 
reference to FIG. 10, the explorer view 1000 depicts one or 
more folders 1004 and/or ?les to the end-user. The virtual 
folders 1004 include a label that is one of the identi?ed 
taxonomy tags 403 or keywords. The virtual folders 1004 
are not the actual ?le system folders. Creation of the virtual 
folders is accomplished by the client software 212. 

[0089] Selecting one of the virtual folders 1004 results in 
another display of another set of virtual folders. In essence, 
the system provides a means to “drill down” into meta-data 
of the digital assets to locate a desired digital asset. By 
selecting a displayed virtual folder, the client software 212 
is in essence performing another search using only the set of 
digital assets selected from the ?rst search. 

[0090] Another feature enabled by the meta-data and 
client software 212 of the present invention is the ability to 
control and maintain a document expiration policy. By using 
the associated expiration date that is present in the meta-data 
for the digital asset, different sets of digital assets can be 
exposed to an archive system and recorded to separate 
mediums. For example, all digital assets and only the digital 
assets having an expiration date in the range of a given week 
are exposed to the archive system. At the end of that 
indicated week, the archive tape can be destroyed, thereby 
destroying the backed-up copies of the digital assets. 

[0091] One embodiment of a method 1100 of expiring 
stored digital assets is shown and described with reference 
to FIG. 11. The method includes providing (step 1110) a 
date range using the client software 212, enumerating (step 
1120) the digital assets that have an expiration date within 
the provide range as ?le system elements, and storing (step 
1130) the enumerate assets on a storage medium. 

[0092] The end-user provides (step 1100) a date range to 
the client software 212 using a graphical user interface or a 
command line entry. In another embodiment, the client 110 
includes one or more archive scripts that are executed 
automatically. The scripts include date ranges used to expose 
speci?c digital assets to the archive system. Although 
described as storing the digital assets having the associated 
date range, it should be understood that the provided data 
range can indicate digital assets that are not be exposed. An 
indicator or ?ag (e.g., an exclamation point) can be used to 
indicate the described “not” function. Also combinations of 
both types of date ranges can be used to generate the desired 
set of digital assets. In addition, the meta-data associated 
with the digital assets can be used to de?ne the set of digital 
assets that are exposed for archiving. 

[0093] Using the provided data range, the digital assets are 
separated using a virtual ?le system. In one embodiment, the 
?lter driver 254 creates a virtual ?le system enumerating 
(step 1120) those digital assets having an expiration date 
within the provided date range. Conceptually, the virtual ?le 
system acts as a mask over the actual ?le system of the 
client. The mask exposes only those digital assets ful?lling 
the indicated criteria to the archive system. 

[0094] The exposed digital assets are copied (step 1130) to 
a storage medium. The storage medium can be a tape, disk, 
or other suitable storage medium. In one embodiment, the 
digital assets that are copied to the storage medium are 










