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(57) ABSTRACT 
The mobile ad hoc network (MANET) includes a plurality 
of Wireless mobile nodes and a plurality of Wireless com 
munication links connecting the nodes together. A method 
for operating a MANET includes predicting future-needed 
network services, netWork resources and netWork con?gu 
rations in the MANET. A netWork response is predicted, 
based upon the predicted future-needed netWork services, 
netWork resources and netWork con?gurations. The 
MANET is adjusted based upon the predicted netWork 
response before the future-needed netWork services, net 
Work resources and netWork con?gurations are actually 
needed in the MANET. 
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PREDICTIVE MOBILE AD HOC NETWORKING 
INCLUDING ASSOCIATED SYSTEMS AND 

METHODS 

FIELD OF THE INVENTION 

[0001] The present invention relates to the ?eld of com 
munication networks, and, more particularly, to mobile ad 
hoc wireless networks and related methods. 

BACKGROUND OF THE INVENTION 

[0002] Wireless networks have experienced increased 
development in the past decade. One of the most rapidly 
developing areas is mobile ad hoc networks. Physically, a 
mobile ad hoc network includes a number of geographically 
distributed, potentially mobile nodes wirelessly connected 
by one or more radio frequency channels. Compared with 
other type of networks, such as cellular networks or satellite 
networks, the most distinctive feature of mobile ad hoc 
networks is the lack of any ?xed infrastructure. The network 
is formed of mobile nodes only, and a network is created on 
the ?y as the nodes transmit to or receive from other nodes. 
Mobility can vary from Zero distance units per time unit to 
whatever the upper bound may be placed on the nodes. The 
network does not in general depend on a particular node and 
dynamically adjusts as some nodes join or others leave the 
network. 

[0003] In a hostile environment where a ?xed communi 
cation infrastructure is unreliable or unavailable, such as in 
a battle ?eld or in a natural disaster area struck by earth 
quake or hurricane, an ad hoc network can be quickly 
deployed and provide much needed communications. While 
the military is still a major driving force behind the devel 
opment of these networks, ad hoc networks are quickly 
?nding new applications in civilian or commercial areas. Ad 
hoc networks will allow people to exchange data in the ?eld 
or in a class room without using any network structure 
except the one they create by simply turning on their 
computers or PDAs. 

[0004] As wireless communication increasingly perme 
ates everyday life, new applications for mobile ad hoc 
networks will continue to emerge and become an important 
part of the communication structure. Mobile ad hoc net 
works pose serious challenges to the designers. Due to the 
lack of a ?xed infrastructure, nodes must self-organiZe and 
recon?gure as they move, join or leave the network. All 
nodes could potentially be functionally identical and there 
may not be any natural hierarchy or central controller in the 
network. Many network-controlling functions are distrib 
uted among the nodes. Nodes are often powered by batteries 
and have limited communication and computation capabili 
ties. The bandwidth of the system is usually limited. The 
distance between two nodes often exceeds the radio trans 
mission range, and a transmission has to be relayed by other 
nodes before reaching its destination. Consequently, a net 
work has a multihop topology, and this topology changes as 
the nodes move around. 

[0005] The Mobile Ad-Hoc Networks (MANET) working 
group of the Internet Engineering Task Force (IETF) has 
been actively evaluating and standardiZing routing, includ 
ing multicasting, protocols. Because the network topology 
changes arbitrarily as the nodes move, information is subject 
to becoming obsolete, and different nodes often have dif 

May 18, 2006 

ferent views of the network, both in time (information may 
be outdated at some nodes but current at others) and in space 
(a node may only know the network topology in its neigh 
borhood usually not far away from itself). 

[0006] Gathering fresh information about the entire net 
work is often costly and impractical. A network needs to 
adapt to frequent topology changes and with less accurate 
information. An application that a network is connected to 
may be time-critical and cannot withstand the delays 
imposed by a conventional network framework and archi 
tecture. 

[0007] Current MANET architectures are often designed 
from disjointed pieces of conventional TCP/IP protocols and 
one or more “conventional” MANET protocols. Here, the 
word “conventional” refers to non-crosslayer, non-predic 
tive protocols. However, TCP/IP is not designed to handle 
the pervasive multilayer prediction problems inherent in 
MANETs. Thus, in conventional architectures, necessary 
MANET cross-layer interactions such as routing, network 
management, QoS, mobility management, power manage 
ment, frequency management, etc. are blocked, and the 
conventional architecture cannot meet the real-time and 
accuracy performance requirements. 

SUMMARY OF THE INVENTION 

[0008] In view of the foregoing background, it is therefore 
an object of the present invention to provide predictive 
mobile ad hoc networking in which the network predicts and 
provides a response for future needed network services, 
resources and con?gurations. 

[0009] This and other objects, features, and advantages in 
accordance with the present invention are provided by a 
method for operating a mobile ad hoc network (MANET) 
comprising a plurality of mobile nodes and a plurality of 
wireless communication links connecting the mobile nodes 
together. The method includes predicting future-needed net 
work services, network resources and network con?gura 
tions in the MANET; predicting a network response, based 
upon the predicted future-needed network services, network 
resources and network con?gurations; and adjusting the 
MANET based upon the predicted appropriate network 
response before the future-needed network services, net 
work resources and network con?gurations are actually 
needed in the MANET. 

[0010] Predicting future-needed network services, net 
work resources and network con?gurations may comprise 
generating descriptive information of the MANET including 
at least one of physical and operational characteristics of the 
MANET. Generating descriptive information of the 
MANET may comprise generating detailed physical and 
operational characteristics of the MANET, and generating 
less-detailed physical and operational characteristics of the 
MANET. Predicting future-needed network services, net 
work resources and network con?gurations includes using 
fuZZy logic and a knowledge base of fuZZy if-then rules. 
Predicting future-needed network services, network 
resources and network con?gurations comprises statistical 
numerical forecasting, such as performing Holt-Winters 
forecasts. 

[0011] Predicting the network response may also be based 
upon non-predicted future-needed network services, net 
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work resources and network con?gurations. The network 
services include at least one of routing, quality-of-service 
(QoS), network management, network planning, resource 
management, security and mobility. Any other network 
service can also be included in which an interface can be 
developed to this invention’s predictive capabilities. Net 
work resources include at least one of power and frequency. 
Network con?gurations include the network topology and 
the con?guration of each individual node in the network. 

[0012] Another aspect of the present invention is directed 
to a mobile ad hoc network (MANET) including a plurality 
of mobile nodes, and a plurality of wireless communication 
links connecting the mobile nodes together. Each mobile 
node includes a communications device to wirelessly com 
municate with other nodes of the plurality of nodes via the 
wireless communication links, and a controller to operate 
the mobile node and to route communications via the 
communications device. The controller of at least one 
mobile node includes a network predictor to predict a need 
for future network services, network resources and network 
con?gurations in the MANET, and to predict a network 
response, based upon the predicted future-needed network 
services, network resources and network con?gurations. The 
mobile node communicates within the MANET to adjust the 
MANET based upon the predicted network response before 
the future-needed network services, network resources and 
network con?gurations are actually needed in the MANET. 

[0013] The network predictor generates descriptive infor 
mation of the MANET including at least one of physical and 
operational characteristics of the MANET. The descriptive 
information of the MANET may comprise detailed physical 
and operational characteristics of the MANET, and less 
detailed physical and operational characteristics of the 
MANET. The network predictor preferably uses fuZZy logic, 
a knowledge base of fuZZy if-then rules and statistical 
numerical forecasting, such as Holt-Winters forecasts. The 
network predictor may also predict the network response 
based upon non-predicted future-needed network services, 
network resources and network con?gurations. 

[0014] The network services include at least one of rout 
ing, quality-of-service (QoS), network management, net 
work planning, resource management, security and mobility. 
The network resources include at least one of power and 
frequency. The network predictor may predict the future 
need for network services, network resources and network 
con?gurations based upon at least one of mission plans, 
schedules, planned traf?c patterns and network management 
data. 

[0015] Another aspect of the present invention is directed 
to a wireless mobile node for use in a mobile ad hoc network 
(MANET) comprising a plurality of mobile nodes, and a 
plurality of wireless communication links connecting the 
mobile nodes together. The wireless mobile node includes a 
communications device to wirelessly communicate with 
other nodes of the plurality of nodes via the wireless 
communication link, and a controller to operate the wireless 
mobile node and to route communications via the commu 
nications device. The controller includes a network predictor 
to predict a need for at least one of future network services, 
network resources and network con?gurations in the 
MANET, and to predict a network response, based upon the 
at least one of predicted future-needed network services, 
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network resources and network con?gurations. The mobile 
node communicates within the MANET to adjust the 
MANET based upon the predicted network response before 
the at least one of future-needed network services, network 
resources and network con?gurations are actually needed in 
the MANET. 

[0016] The network predictor generates descriptive infor 
mation of the MANET including at least one of physical and 
operational characteristics of the MANET. The descriptive 
information of the MANET includes detailed physical and 
operational characteristics of the MANET, and less-detailed 
physical and operational characteristics of the MANET. The 
network predictor uses statistical numerical forecasting, 
such as Holt-Winters forecasts. The network predictor may 
also predict the network response based upon at least one of 
non-predicted future-needed network services, network 
resources and network con?gurations. The network services 
include at least one of routing, quality-of-service (QoS), 
network management, network planning, resource manage 
ment, security and mobility. The network resources include 
at least one of power and frequency. The network predictor 
predicts the future need for network services, network 
resources and network con?gurations based upon at least 
one of mission plans, schedules, planned traffic patterns and 
network management data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] FIG. 1 is a schematic diagram of a mobile ad hoc 
network in accordance with the present invention. 

[0018] FIG. 2 is a ?owchart illustrating the steps of a 
method for managing and controlling the mobile ad hoc 
network in accordance with the present invention. 

[0019] FIG. 3 is a schematic diagram illustrating a router 
of a node in accordance with the network of the present 
invention. 

[0020] FIG. 4 is a schematic diagram illustrating the 
details of the controller of the router in FIG. 3. 

[0021] FIG. 5 is a schematic diagram illustrating the 
general architecture of predictive or Psiactive Networking. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0022] The present invention will now be described more 
fully hereinafter with reference to the accompanying draw 
ings, in which preferred embodiments of the invention are 
shown. This invention may, however, be embodied in many 
different forms and should not be construed as limited to the 
embodiments set forth herein. Rather, these embodiments 
are provided so that this disclosure will be thorough and 
complete, and will fully convey the scope of the invention 
to those skilled in the art. Like numbers refer to like 
elements throughout, and prime notation is used to indicate 
similar elements in alternative embodiments. 

[0023] As will be appreciated by those skilled in the art, 
portions of the present invention may be embodied as a 
method, data processing system, or computer program prod 
uct. Accordingly, these portions of the present invention may 
take the form of an entirely hardware embodiment, an 
entirely software embodiment, or an embodiment combining 
software and hardware aspects. Furthermore, portions of the 
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present invention may be a computer program product on a 
computer-usable storage medium having computer readable 
program code on the medium. Any suitable computer read 
able medium may be utilized including, but not limited to, 
static and dynamic storage devices, hard disks, optical 
storage devices, and magnetic storage devices. 

[0024] The present invention is described below with 
reference to ?owchart illustrations of methods, systems, and 
computer program products according to an embodiment of 
the invention. It will be understood that blocks of the 
illustrations, and combinations of blocks in the illustrations, 
can be implemented by computer program instructions. 
These computer program instructions may be provided to a 
processor of a general purpose computer, special purpose 
computer, or other programmable data processing apparatus 
to produce a machine, such that the instructions, which 
execute via the processor of the computer or other program 
mable data processing apparatus, implement the functions 
speci?ed in the block or blocks. 

[0025] These computer program instructions may also be 
stored in a computer-readable memory that can direct a 
computer or other programmable data processing apparatus 
to function in a particular manner, such that the instructions 
stored in the computer-readable memory result in an article 
of manufacture including instructions which implement the 
function speci?ed in the ?owchart block or blocks. The 
computer program instructions may also be loaded onto a 
computer or other programmable data processing apparatus 
to cause a series of operational steps to be performed on the 
computer or other programmable apparatus to produce a 
computer or other programmable apparatus implemented 
process such that the instructions which execute on the 
computer or other programmable apparatus provide steps for 
implementing the functions speci?ed in the ?owchart block 
or blocks. 

[0026] The present invention may make use of the Tem 
poral Transition Network Protocol (TTNP) in a mobile ad 
hoc network to e?iciently make use of the management and 
control of route discovery and associated processes via 
temporal transitioning processes and events in a mobile ad 
hoc network, as described in copending application Ser. No. 
10/134,856, ?led Apr. 29, 2002 by the same assignee of 
record and incorporated by reference herein in its entirety. 
Furthermore, the present invention may make use of “Intel 
ligent Communication Node Object Beacon Framework” 
(ICBF), for intelligent, adaptive advertisement by any com 
munications node object of its presence and/or the corre 
sponding detection (neighbor discovery) by another node 
object or the network of those node objects transmitting such 
beacons as described in copending application Ser. No. 
10/235,242, ?led Sep. 4, 2002 by the same assignee of 
record and incorporated by reference herein in its entirety. 
Also, the present invention may make use of “Predictive 
Routing Including The Use Of Fuzzy Logic In A Mobile Ad 
Hoc Network” to provide predictive discovery of routes in 
a mobile ad hoc network as described in copending appli 
cation Ser. No. 10/426,580 ?led Apr. 30, 2003 by the same 
assignee of record and incorporated by reference herein in 
its entirety. 

[0027] Predictive networking, or more formally referred to 
herein as Psiactive Networking (IPNet), is mobile ad-hoc 
networking in which the network “senses and predicts” a 
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need will occur in the future for network services, resources 
and con?gurations which may not presently be needed. 
Fundamentally, 1I'Net fuses key information from multiple 
adjacent and non-adjacent network layers as is necessary to 
accomplish reliable prediction of future needed network 
services, resources and con?gurations. 

[0028] 1I'Net is an integrated ad hoc networking frame 
work and architecture of ad hoc networking which for 
handling current networking scenarios with a major predic 
tive capability that fundamentally uses a robust forecasting 
technique to peer into some future state of the network (or 
part of the network) to greatly increase the ability of the ad 
hoc network to timely respond to the entire range of network 
dynamics from slow to very rapid. Within the 1I'Net context, 
a “forecast” is any intermediate lookahead step and the 
“prediction” is the result of all steps leading up to the ?nal 
(predicted) outcome. 1I'Net will operate with conventional 
routing schemes, such as proactive and reactive routing, 
and/or a hybrid routing scheme such as Temporal Transition 
Network Protocol (TTNP) or Zone Routing Protocol (ZRP). 
Proactive schemes include, but are not limited to Optimal 
Link State Routing and Open Shortest Path First. Reactive 
(on-demand) schemes include, but are not limited to Ad Hoc 
On-Demand Distance Vector and Dynamic Source Routing. 
There are several other routing classi?cation schemes, but in 
the general sense, most can be ?t into one of these three 
types. 

[0029] As discussed above, current MANET architectures 
are designed from disjointed pieces of conventional TCP/IP 
protocols and other conventional MANET protocols. How 
ever, TCP/IP is not designed to handle pervasive multilayer 
prediction problems inherent in MANETs. Thus, in conven 
tional architectures, necessary MANET cross-layer interac 
tions such as routing, network management, QoS, mobility 
management, power management, frequency management, 
etc. are blocked, and the conventional architecture cannot 
meet the real-time and accuracy performance requirements. 

[0030] FIG. 1 is a snapshot of an example network 10 of 
mobile nodes 12 showing the wireless links 14 connecting 
nodes. A link 14 is the most atomic connection in a 1I'Net 
network and is simply the physical link between any two 
nodes 12. Anode 12 is the end point ofa link 14. Information 
describing the node includes an ID (IP address, ATM 
address, etc) and positional information if available. 

[0031] The application that this network is connected to is 
time-critical and cannot withstand the delays imposed by a 
conventional networking approach. Thus, the present inven 
tion creates a framework and architecture (generally cross 
layer) to optimally unite broad predictive network functions 
and services, as well as non-predictive network functions 
and services. Such predictive functions and services include, 
but are not limited to, routing, QoS, security, mobility 
management, network management and planning, antenna 
and radio management, and resource management such as 
power, frequency etc. Also, the following discussion of the 
network architecture incorporates a routing-centric default 
view but other views, such a QoS-centric or security-centric, 
are also supported. 

[0032] The general attributes of this new network and 
method include using application information to predict 
when, what, why, and where network services and resources 
will be needed, using predicted dynamics to improve net 
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work con?gurations and robustness, providing for the ser 
vices, resources and con?gurations before actually needed, 
improving the real-time response capability (i.e. a super 
real-time response) with potentially less overhead, and using 
1I'Net combined with many conventional MANET proto 
cols. The basic technology approach then breaks into dis 
tinct, but interconnected parts: predicting services, resources 
and con?gurations that will be required by the application; 
predicting failures/di?iculties in the network; and predicting 
solutions or responses needed to resolve the network needs 
and predicted failures/di?iculties; and putting in place the 
proper response to the future needs earlier than they are 
actually needed. 

[0033] FuZZy iterative prediction provides the core pre 
dictive function for MANET operations and services. FuZZy 
knowledge, described in further detail below, uniquely char 
acteriZes the prediction for any given MANET operation or 
service, and is important to the integration of all network 
functionality and services. As such, rules can be de?ned 
which mix fuZZy variables representing Psiactive function 
ality and services from multiple traditional network layers to 
provide a naturally-integrated system. The prediction 
involves processing the rules concerning multiple network 
functionality and services and effectively providing top-to 
bottom prediction-based network architecture and set of 
protocols. 

[0034] Referring to FIGS. 1 and 2, a method for operating 
the mobile ad hoc network 10 will now be described. The 
network 10 includes the plurality of mobile nodes 12, such 
as laptop computers, personal digital assistants (PDAs) or 
mobile phones, that are connected by wireless communica 
tion links 14 as would be appreciated by the skilled artisan. 

[0035] The method begins (FIG. 2; block 30) and includes 
predicting future-needed network services, network 
resources and network con?gurations in the MANET 10 
(block 32). The network services and resources include 
routing, quality-of-service (QoS), network management, 
network planning, resource management, security, mobility, 
power and frequency management. This prediction step also 
includes predicting failures/di?iculties that will occur in the 
network. At block 34 a network response is predicted, based 
upon the predicted future-needed network services, network 
resources and network con?gurations. Predicting the net 
work response may also be based upon non-predicted future 
needed network services, network resources and network 
con?gurations, and includes predicting the response needed 
to resolve the predicted failures/difficulties. At block 36 the 
MANET 10 is adjusted based upon the predicted appropriate 
network response before the future-needed network ser 
vices, network resources and network con?gurations are 
actually needed in the MANET 10, before ending at block 
38. 

[0036] Predicting future-needed network services, net 
work resources and network con?gurations may comprise 
generating descriptive information of the MANET 10 
including at least one of physical and operational charac 
teristics of the MANET. Generating descriptive information 
of the MANET 10 may comprise generating detailed physi 
cal and operational characteristics of the MANET, and 
generating less-detailed physical and operational character 
istics of the MANET. More speci?cally, the network pre 
diction uses metrics which combine two types of fuZZy 
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variables. FuZZy Focus Variables (FFV) provide robust but 
detailed physical/network, and operational/services, infor 
mation. FuZZy Perception Variables (FPV) provide robust 
but broad, much less detailed, network and services infor 
mation. Predicting future-needed network services, network 
resources and network con?gurations includes using fuZZy 
logic and a knowledge base of fuZZy if-then rules, and 
preferably includes statistical numerical forecasting, such as 
performing Holt-Winters forecasts. 

[0037] The predictive network and method of the present 
invention has improved on-time and real-time response, 
increased traf?c throughput, decreased end-to-end delay, and 
increased network reliability and dependability. These 
advantages will increase over non-Psiactive Networking 
approaches as the complexity and dynamics of the MANET 
increase. 

[0038] A system aspect of the invention will now be 
described with further reference to FIGS. 3 and 4. As 
discussed, the mobile ad hoc network 10 has a plurality of 
wireless mobile nodes 12, and a plurality of wireless com 
munication links 14 connecting the nodes together. Each 
mobile node 12 includes a router 20 that has a communi 
cations device 22 to wirelessly communicate with other 
nodes of the plurality of nodes via the wireless communi 
cation links 14. Also, the router includes a controller 24 to 
route communications via the communications device 22. 
Also, a memory 26 may be included as part of the controller 
24 or in connection with the controller. 

[0039] The controller 24 of at least one mobile node 12 in 
the network 10 includes a predictor 32 to predict the need for 
future network services, network resources and network 
con?gurations in the MANET, and to predict a network 
response, based upon the predicted future-needed network 
services, network resources and network con?gurations. The 
mobile node 12 communicates within the MANET 10 to 
adjust the MANET based upon the predicted network 
response before the future-needed network services, net 
work resources and network con?gurations are actually 
needed in the MANET. 

[0040] The network predictor 32 generates descriptive 
information of the MANET including at least one of physi 
cal and operational characteristics of the MANET. The 
descriptive information of the MANET may comprise 
detailed physical and operational characteristics of the 
MANET, and less-detailed physical and operational charac 
teristics of the MANET. The network predictor 32 prefer 
ably uses fuZZy logic, a knowledge base 34 of fuZZy if-then 
rules and statistical numerical forecasting, such as Holt 
Winters forecasts. The network predictor 32 may also pre 
dict the network response based upon non-predicted future 
needed network services, network resources and network 
con?gurations. 

[0041] The network services include at least one of rout 
ing, quality-of-service (QoS), network management, net 
work planning, resource management, security and mobility. 
The network resources include at least one of power and 
frequency. The network predictor 32 may predict the future 
need for network services, network resources and network 
con?gurations based upon at least one of mission plans, 
schedules, planned tra?ic patterns, changing link conditions, 
network management data and any other relevant network 
parameters that can be acquired and processed. 
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[0042] The general architecture of 1I'Net is built upon the 
premise of identifying and de?ning the components of 1I’Net 
such that these components and their external 1I'Net param 
eters are not dependent upon any particular application or 
general protocol stack. This de?ned generic set of external 
1I'Net interface parameters require whatever protocol stack 
and applications are chosen by the applications systems 
design to conform to the interface speci?cation. Such con 
formation could require the speci?c applications system to 
create these parameters through a custom parameter con 
version or extraction process. The architecture of each major 
component is kept separate so as to further preserve this 
independence. 

[0043] FIG. 5 shows the general architecture of 1I’Net 
including its relationship to a conventional protocol stack. 
The components include the fuZZy logic-based predictor and 
various prediction-based network services such as network 
management, timing, routing, and security. Additionally, 
many lower level network functions required to support the 
predictor and the network services. These include, but are 
not limited to database/knowledge base management and 
searching, timers, network topology tracking, data conver 
sion, etc. 

[0044] 1I'Net does not explicitly address how any of these 
components are physically mapped to any given node or 
subset of nodes. It is the philosophy of 1I'Net to leave the 
physical mappings to the targeted application or to the 
designer of the network that must support one or more 
applications. However, one could argue that it is preferable 
to have all of these components on each node provided the 
physical resources of the node will support all of these 
components residing simultaneously on each node and pro 
vided there are no other concerns, such as security, about 
having so much functionality on each node. The require 
ments, strategies, and reasoning for how fully distributed 
functionality should be in a network is to be determined by 
the network designer. 

[0045] Not all nodes need to be 1I'Net predictor-enabled 
nor, due to potential physical (power, processor type, 
memory capacity, communications capabilities) or informa 
tion access limitations, can all nodes necessarily be so 
enabled. This is one of the justi?cations that leads to 
possibly restricting the number of nodes in a 1I'Net network 
with the 1I'Net prediction ability. These “advantaged” nodes, 
called 1P0 (prediction control nodes), would then be able to 
make requests to other nodes or itself to get or request 
resources, services and con?gurations that are predicted to 
be needed at some point in the future. 

[0046] There are a number of basic requirements that 
should be met for this predictor to be effective in a general 
MANET environment. There is no particular ordering the 
following list. 

[0047] l A predictor must be on-time implementable. 

[0048] A real-time implementation that keeps up with 
every microchange in the network is not in general 
necessary. On-time becomes real-time in the few cases 
in which these microchanges are critical. 

[0049] Improved hardware and bandwidth may help in 
speci?c applications, but not in the broadest sense of 
applicability. 
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[0050] 2 A broadly applicable predictor must not require 
the collection of a lot of data (<l00 data points) before being 
able to make a reliable prediction. 

[0051] This is more than just a real-time consideration. 
Collecting a lot of data would often not even be 
possible because all meaningful collection could fre 
quently occur only over a few data points. 

[0052] The collection of a large quantity of such data 
simultaneously by many nodes in the network could 
result in too much overhead and threaten the available 
data bandwidth and timely response of the network. 

[0053] 3 A predictor must be robust in that it can issue 
reliable predictions even when relevant network conditions 
are “somewhat” outside the norm that the designer expects. 

[0054] 4 Predictors need not necessarily be complex, but 
the behavior of a predictor itself must stay within the bounds 
of acceptable predictability of the applications they serve. 

[0055] 5 The technology foundation of this strategic, fun 
damental predictor must be robust enough to function well 
regardless of the priority ordering of the above requirements 
in this list. 

[0056] This priority ordering could vary from applica 
tion to application. 

[0057] Candidates for the predictors for problems of a 
dynamically-changing MANET could be based on fuZZy 
logic, decision trees, rule induction or combinations of 
these. Nonparametric statistical or deterministic analysis is 
used to preprocess the data before sending to the actual 
predictor. 
[0058] Based on the requirements outlined in section 
above, the 1I'Net predictor method uses a fuZZy rule-based 
approach. In a general application of II'Net, multiple types 
of parameters (metrics) are used as input to 1I'Net’s predic 
tor. These metrics consist of data such as link quality data, 
location information, security levels, etc. Psiactive Network 
ing’s fuZZy logic approach enables predictions based on 
multiple types of data and knowledge (also called metrics) 
to be reliably accomplished without encountering as many 
intractable computational and decision convergence prob 
lems as would be encountered using a non-fuZZy computa 
tional approach. 

[0059] 1I'Net predictor is composed of nine components. 
These components are: 

[0060] 
[0061] 2 Sampling and Database Update and Tactics 

[0062] 3 Knowledge Base Sampling and Knowledge Base 
Update and Tactics 

1 Database 

[0063] 4 Statistical Numerical Forecasts 

[0064] 5 Information Structure Interface 

[0065] 6 FuZZi?er 

[0066] 7 Reasoning Engine 

[0067] 
[0068] The database includes data-sets which are collected 
during the actual operation of the network and data which is 
precon?gured into the database. The database typically 

8 DefuZZi?er 
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contains information that is typically descriptive of physical 
or operational characteristics of the network. Precon?gured 
data may be constants or default values for physical char 
acteristics of nodes. The data may be either numerical or 
textual in form. Much of the information in the database is 
retrieved from and relevant to the physical and application 
layers. The following is a sample list of information that 
could be acquired when possible and placed into this data 
base to facilitate more accurate and useful predictions. Any 
subset, superset or an entirely different set of parameters 
could be used as applicable to a given Psiactive Network 
instantiation. 

[0069] 
[0070] 2 Maximum number of nodes allowed in the net 
work (irregularly, if ever sampled); 

1 Initial number of nodes in the network; 

[0071] 3 Location of each node (frequently sampled); 

[0072] 4 Maximum possible or permitted speed of each 
node 

[0073] 5 ID of each node4often an lPv4/v6 or ATM 
address (sampled); 

[0074] 6 Allowed power capacity of each node for com 
munications 

[0075] 7 Node communications power utiliZation rate; 

[0076] 8 Current remaining power capacity for communi 
cations (sampled); 

[0077] 9 Expected locations of nodes at planned times; 

[0078] 10 Probability associated with each of the expected 
locations of nodes at the planned times; 

[0079] ll Predetermined pairs or groups of nodes that are 
planned to be in communication with each other at various 
times; 
[0080] 12 Prede?ned movement patterns of nodes; 

[0081] 13 Planned removal of nodes from service; 

[0082] 14 Planned activation of nodes into service; 

[0083] 15 Predetermined required source routing paths; 

[0084] 16 Permitted location boundary of a node’s move 
ment; 

[0085] 17 Node movement rateispeed and acceleration 
(frequently sampled); 

[0086] 
[0087] 
[0088] 20 Antenna type (omnidirectional, directional, uni 
directional); 

18 Node transmit distance; 

19 Node receive distance; 

[0089] 21 Current pointing direction (if directional) of 
antenna; 

[0090] 22 Planned future antenna pointing directions; 

[0091] 23 Link quality (stability, reliability, availability, 
etc). 
[0092] The sampling strategy must support the database 
update requirements for the types of information collected 
and the validity of the information. Typical types of infor 
mation are the items identi?ed as “sampled” in the list of 
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database information types above. The need for many nodes 
to hold large databases and sample information across the 
network can consume a signi?cant percentage of the needed 
total network bandwidth, occupy too much of a node’s 
memory and drain a node’s power reserve. Therefore, 
“right-sizing” the database is critical as are the tactics for the 
ef?cient and timely synchroniZation of databases across 
multiple nodes. 

[0093] Node position data is acquired by two types of 
sampling mechanisms with each mechanism sampling at 
two different timescales or frequencies (low frequency, low 
resolution position and high frequency, high resolution posi 
tion). The ?rst sampling mechanism uses a route discovery 
technique to acquire relative node positions at link-level 
resolution. The second sampling mechanism uses coordinate 
position data transmitted directly by either the node that the 
position data applies to or by another node that is designated 
to transmit its position data for other nodes in the network. 

[0094] Each node can independently collect data and store 
it in its local database. Generally, each node node’s database 
is not only different from other nodes’ databases in the 
numerical values of data items, but also in the types of data 
items collected. Since 1I'Net will in general need to obtain 
information contained in the databases of other nodes on 
some scheduled basis in order to make intelligent, informed 
predictions, it is essential that the databases be synchroniZed 
with each other as necessary to ensure the integrity of the 
data. This means that some of the needed database may be 
distributed among many nodes to save on local node 
memory resources, while other information must be dupli 
cated across selected subsets of nodes. The updating of this 
duplicated data is generally done at some rate independent 
of any particular access by nodes in order to maintain 
real-time prediction throughput. 

[0095] The 1I'Net knowledge base consists of the follow 
ing general categories of knowledge-encoded information: 
General system fuZZy lf-Then rules; Applications speci?c 
fuZZy lf-Then rules; Middleware fuZZy lf-Then rules; Meta 
Rules (rules that specify knowledge about other knowledge 
and types of rules); Sampling strategy used to populate the 
database; and Tactics used to synchroniZe databases across 
multiple nodes. 

[0096] The Statistical Numerical Forecasts component of 
1I'Net defaults to using the Holt-Winters extension to the 
classic exponentially weighted moving average (EWMA) 
univariate forecasting procedure to produce the numerical 
forecasts (predictions) calculated at various timescales. 
Other statistical numerical forecasting techniques could be 
used as necessary without altering the architecture or pro 
cessing ?ow of II'Net. Techniques such as Holt-Winters and 
EWMA are “ad hoc” techniques because no proper statisti 
cal model is associated with these types of techniques. 
Nevertheless, such forecasting methods have proven to be 
very useful and practical in practice. The results from each 
timescale serves as a separate numerical input into the 
overall 1I'Net prediction. For simplicity, only two timescales 
are utiliZed resulting in statistical numerical forecasts that 
serve as two of the three major inputs into a fuZZi?cation 
mapping. If sufficient computational power is available at 
the prediction nodes along with suf?cient real-time or on 
time data inputs to these prediction nodes, then the number 
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of timescales (multiple timescale granularities) could be 
increased to improve prediction results as may be required 
by the application. 

[0097] The following is the set of equations used for the 
Holt-Winters forecasts for any timescale. 

YHP‘t is the prediction of future observations P time periods 
from the current time t period given the value of Mt, which 
is the prediction for the current value of Y at time t or Yt. Bt 
is the slope of the prediction equation which is interpreted to 
mean the local linear trend of the data series. Ct is the 
“seasonal” component that in this case is considered to be 
additive in nature. Some seasonal components may be 
multiplicative in nature and therefore equation (1) would 
change to re?ect this multiplicative nature. For discussion, 
the additive case is assumed. K0, K1, KP are smoothing 
constants in the range speci?ed above. These recursive 
equations permit the reuse of results from one time period 
earlier to calculate the current time period results for each of 
the above equations. 

[0098] Fundamentally, 1I'Net does not restrict the acqui 
sition and analysis of data to the time domain. 1I'Net may 
also be formulated in the frequency domain, but that means 
changing from the Holt-Winters set of equations to an 
equivalent set in the frequency domain. This is not discussed 
in this document since the time domain captures the essence 
of any formulation of 1I'Net needed to present the concepts 
and functions of II'Net. 

[0099] The 1PNet fuZZi?er takes numerical information 
from the SNP and the knowledge base and maps them into 
a “fuZZy” space described by fuZZy sets. In a real world 
dynamic network, especially a MANET, the prediction 
problem will usually have some nonstatistically-quanti?able 
vagueness either in the target prediction itself or in the 
intermediate forecasts needed to arrive at the target predic 
tion. For instance, mission plans may specify that at some 
given future time, it will be necessary to establish a route 
between a certain (Sn, DD) pair. The di?iculty becomes how 
to specify the position and connectivity of nodes which 
would be candidates as the intermediate nodes in this route 
at the speci?ed future time given a complex, many-body 
interaction problem. In other words, this problem has a very 
speci?c goal but to get there, the network must utiliZe 
vaguely-knowable future node, link and system state infor 
mation. 

[0100] Approaches such as statistical processing, includ 
ing ad hoc methods like Holt-Winters, and conventional 
rule-based systems produce results which are too “brittle” to 
handle such problems. Brittleness is the opposite of robust 
ness and therefore violates the previously-discussed rule 
which requires any predictor to be robust in its ability to 
handle vague speci?cation of network conditions, interme 
diate and partial network solutions, network policies & 
goals, and any other vaguely-speci?able and relevant quan 
tity or quality. The present invention proposes to formulate 
this problem in fuZZy space with the appropriate fuZZy logic 
operators which together handle this type of vagueness and 
overcome the brittleness of more conventional approaches. 
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[0101] The fuZZy space mapping and fuZZy logic opera 
tions are used for the computation of information and for the 
formulation/evaluation of production rules. The net effect is 
to enable 1I'Net to be more robust in its predictions than 
possible otherwise. Mathematically rigorous fuZZy logic is 
applied to combine inputs and produce the appropriate 
outputs. Other advantages of fuZZy logic are that it requires 
minimal computational and memory resources and can be 
readily backtracked to understand how the results were 
obtained. 

[0102] The functions of the Reasoning Engine are to 
evaluate the fuZZy production rules and to fuse multiple 
rules’ outputs into a single fuZZy set. These rules may ?re as 
a result of the inputs from each or a precombined timescale. 
Unlike conventional reasoning engines, the output from a 
fuZZy reasoning engine will typically be far less brittle than 
that produced by its conventional counterpart. 

[0103] The DefuZZi?er is responsible for mapping the 
output of reasoning engine into a numerical value, range or 
set of values which is then the proper prediction to be used 
by the applicable 1I'Net functions and services. 

[0104] The following is a list of potential information that 
1I'Net could use dependent on the need, that is derived from 
the applications, datalink and physical layers: Expected 
locations of nodes at planned times; Probability associated 
with each of the expected locations of nodes at the planned 
times; Predetermined pairs or groups of nodes that will be in 
communication with each other at planned times; Prede?ned 
movement patterns of nodes; Planned removal of nodes 
from service; Planned activation of nodes into service; 
Predetermined required source routing paths; Permitted 
location boundary of a node’s movement; Node movement 
rate; Node transmit and receive distances; Remaining life of 
node power source; Antenna type (omnidirectional, direc 
tional, unidirectional); Traf?c congestion statistics; Current 
pointing direction (if directional) of antenna; Planned future 
antenna pointing directions; and Link quality (stability, 
reliability, availability, etc). Many other types of data and 
knowledge not listed here could be used as is applicable. 
Other protocol stacks may have different places in the stack 
to acquire the data and knowledge list above. 

[0105] Many modi?cations and other embodiments of the 
invention will come to the mind of one skilled in the art 
having the bene?t of the teachings presented in the forego 
ing descriptions and the associated drawings. Therefore, it is 
understood that the invention is not to be limited to the 
speci?c embodiments disclosed, and that modi?cations and 
embodiments are intended to be included within the scope of 
the appended claims. 

That which is claimed is: 
1. A method for operating a mobile ad hoc network 

(MANET) comprising a plurality of mobile nodes and a 
plurality of wireless communication links connecting the 
mobile nodes together, the method comprising: 

predicting future-needed network services, network 
resources and network con?gurations in the MANET; 

predicting a network response, based upon the predicted 
future-needed network services, network resources and 
network con?gurations; and 
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adjusting the MANET based upon the predicted network 
response before the future-needed netWork services, 
netWork resources and netWork con?gurations are actu 
ally needed in the MANET. 

2. A method according to claim 1 Wherein predicting 
future-needed netWork services, netWork resources and net 
Work con?gurations comprises generating descriptive infor 
mation of the MANET including at least one of physical and 
operational characteristics of the MANET. 

3. A method according to claim 2 Wherein generating 
descriptive information of the MANET comprises: 

generating detailed physical and operational characteris 
tics of the MANET; and 

generating less-detailed physical and operational charac 
teristics of the MANET. 

4. A method according to claim 1 Wherein predicting 
future-needed netWork services, netWork resources and net 
Work con?gurations includes using fuZZy logic and a knoWl 
edge base of fuZZy if-then rules. 

5. A method according to claim 4 Wherein predicting 
future-needed netWork services, netWork resources and net 
Work con?gurations includes integrating netWork services, 
netWork resources and netWork con?gurations using the 
fuZZy knowledge base and the fuZZy logic. 

6. A method according to claim 5 Wherein fuZZy logic 
includes the use of at least one of fuZZi?cation, fuZZy 
reasoning and defuZZi?cation. 

7. A method according to claim 1 Wherein predicting 
future-needed netWork services, netWork resources and net 
Work con?gurations comprises statistical numerical fore 
casting. 

8. A method according to claim 7 Wherein the statistical 
numerical forecasting comprises performing Holt-Winters 
forecasts. 

9. A method according to claim 1 Wherein predicting the 
netWork response is also based upon non-predicted needed 
netWork services, netWork resources and netWork con?gu 
rations. 

10. A method according to claim 1 Wherein the netWork 
services include at least one of routing, quality-of-service 
(QoS), netWork management, netWork planning, resource 
management, security and mobility. 

11. A method according to claim 1 Wherein the netWork 
resources include at least one of poWer and frequency. 

12. A mobile ad hoc netWork (MANET) comprising: 

a plurality of mobile nodes; 

a plurality of Wireless communication links connecting 
the mobile nodes together; 

each mobile node comprising 

a communications device to Wirelessly communicate 
With other nodes of the plurality of nodes via the 
Wireless communication links, and 

a controller to operate the mobile node and to route 
communications via the communications device; 

the controller of at least one mobile node comprising a 
netWork predictor to predict a need for future netWork 
services, netWork resources and netWork con?gurations 
in the MANET, and to predict a netWork response, 
based upon the predicted future-needed netWork ser 
vices, netWork resources and netWork con?gurations; 
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the at least one mobile node communicating Within the 
MANET to adjust the MANET based upon the pre 
dicted netWork response before the future-needed net 
Work services, netWork resources and netWork con?gu 
rations are actually needed in the MANET. 

13. The netWork according to claim 12 Wherein the 
netWork predictor generates descriptive information of the 
MANET including at least one of physical and operational 
characteristics of the MANET. 

14. The netWork according to claim 13 Wherein the 
descriptive information of the MANET comprises: 

detailed physical and operational characteristics of the 
MANET; and 

less-detailed physical and operational characteristics of 
the MANET. 

15. The netWork according to claim 12 Wherein the 
netWork predictor uses fuZZy logic and a knoWledge base of 
fuZZy if-then rules. 

16. The netWork according to claim 12 Wherein the 
netWork predictor uses statistical numerical forecasting. 

17. The netWork according to claim 16 Wherein the 
statistical numerical forecasting comprises the use of Holt 
Winters forecasts. 

18. The netWork according to claim 12 Wherein the 
netWork predictor predicts the netWork response also based 
upon non-predicted needed netWork services, netWork 
resources and netWork con?gurations. 

19. The netWork according to claim 12 Wherein the 
netWork services include at least one of routing, quality-of 
service (QoS), netWork management, netWork planning, 
resource management, security and mobility. 

20. The netWork according to claim 12 Wherein the 
netWork resources include at least one of poWer and fre 
quency. 

21. The netWork according to claim 12 Wherein the 
netWork predictor predicts the future need for netWork 
services, netWork resources and netWork con?gurations 
based upon at least one of mission plans, schedules, planned 
tra?ic patterns and netWork management data. 

22. A Wireless mobile node for use in a mobile ad hoc 
netWork (MANET) comprising a plurality of mobile nodes, 
and a plurality of Wireless communication links connecting 
the mobile nodes together, the Wireless mobile node com 
prising: 

a communications device to Wirelessly communicate With 
other nodes of the plurality of nodes via the Wireless 
communication links; and 

a controller to operate the Wireless mobile node and to 
route communications via the communications device, 
the controller comprising a netWork predictor to predict 
a need for at least one of future netWork services, 
netWork resources and netWork con?gurations in the 
MANET, and to predict a netWork response, based 
upon the at least one of predicted future-needed net 
Work services, netWork resources and netWork con?gu 
rations; 

the communications device and controller communicating 
Within the MANET to adjust the MANET based upon 
the predicted netWork response before the at least one 
of future-needed netWork services, netWork resources 
and netWork con?gurations are actually needed in the 
MANET. 
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23. The Wireless mobile node according to claim 22 
wherein the network predictor generates descriptive infor 
mation of the MANET including at least one of physical and 
operational characteristics of the MANET. 

24. The Wireless mobile node according to claim 23 
Wherein the descriptive information of the MANET com 
prises: 

detailed physical and operational characteristics of the 
MANET; and 

less-detailed physical and operational characteristics of 
the MANET. 

25. The Wireless mobile node according to claim 22 
Wherein the netWork predictor uses fuZZy logic and a knoWl 
edge base of fuzzy if-then rules. 

26. The Wireless mobile node according to claim 22 
Wherein the netWork predictor uses statistical numerical 
forecasting. 

27. The Wireless mobile node according to claim 26 
Wherein the statistical numerical forecasting comprises the 
use of Holt-Winters forecasts. 
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28. The Wireless mobile node according to claim 22 
Wherein the netWork predictor predicts the netWork response 
also based upon at least one of non-predicted needed net 
Work services, netWork resources and netWork con?gura 
tions. 

29. The Wireless mobile node according to claim 22 
Wherein the netWork services include at least one of routing, 
quality-of-service (QoS), netWork management, netWork 
planning, resource management, security and mobility. 

30. The Wireless mobile node according to claim 22 
Wherein the netWork resources include at least one of poWer 
and frequency. 

31. The Wireless mobile node according to claim 22 
Wherein the netWork predictor predicts the future need for 
netWork services, netWork resources and netWork con?gu 
rations based upon at least one of mission plans, schedules, 
planned tra?ic patterns and netWork management data. 


