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SECURE AND SEARCHABLE STORAGE SYSTEM 
AND METHOD 

FIELD OF THE INVENTION 

[0001] The present invention relates to a system and 
method for storing electronic documents in a secure and yet 
searchable manner. More speci?cally, the present invention 
relates to system and method for a third party, Who is not 
necessarily trusted, to store electronic documents of a ?rst 
party in a manner Which alloWs the ?rst party to search and 
retrieve stored documents Without the third party having 
access to the contents of the documents. 

BACKGROUND OF THE INVENTION 

[0002] Electronic documents are increasingly relied upon 
to operate businesses and governments. In particular, email 
has become one of, if not the most, relied upon day to day 
communication media for running many businesses and 
government functions. 

[0003] For a variety of business and legal requirements, it 
is desired by organizations to appropriately maintain copies 
of electronic copies of documents, such as emails, for 
various periods of time. It is also desired to be able to 
“prove” the existence of electronic documents and their date 
of creation, modi?cation, etc. 

[0004] Previous attempts to maintain copies of electronic 
documents have principally comprised the production of 
archive copies of the electronic documents Which are stored 
in a safe location, hoWever such archiving activities suffer 
from a number of disadvantages. For example, even small 
organizations produce large numbers of emails every day 
and archives of email communications can quickly groW to 
massive sizes. Accordingly, the processing to create, main 
tain and, in the event it is desired to retrieve a document 
from an archive, search such archives can quickly over 
Whelm an organization’s computer resources. 

[0005] Further, such archives must be stored in a safe 
location, Which typically requires the delivery, and often a 
physical delivery, of media containing the archive to the safe 
location, With the related risks of loss or copying of the 
archive in transit, providing proper controls to limit access 
to the archive, etc. and the associated delays in gaining 
access to the archive, should access be required for legiti 
mate purposes. 

[0006] Also, in the event that it is desired or necessary 
(perhaps for legal evidentiary purposes) to prove the date an 
electronic document Was created and/or to prove that it has 
not been modi?ed, it can be dif?cult or impossible for an 
organization to prove that its archives are correct and 
unmodi?ed. Finally, such archives of electronic documents 
do not implement the document retention policies of many 
businesses and/or governments, With documents in such 
archives being retained for the life of the archive. 

[0007] To address some of these issues, third party ser 
vices have been proposed Wherein the organization’s archive 
is stored by a third party. The third party can be equipped to 
deal With the computational and logistical expenses of 
maintaining the organization’s archives, thus freeing com 
puter resources of the organization and, the involvement of 
such a third party can assist in establishing the evidentiary 
status of an electronic document as the third party should be 
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able to evidence When an archive Was received and/or 
Whether it has since been modi?ed. 

[0008] HoWever, problems exist With existing third party 
service schemes in that, to provide any service other than 
just a storage facility, the third party must be trusted. If the 
third party is not trusted, then an organization must either 
encrypt all of its archives before they are passed to the third 
party, or take the risk that unauthorized use Will be made of 
its archives or that the archives can be modi?ed by the third 
party. Even if the organization is Willing to accept the risk of 
access by the third party, despite the possibility of corporate 
espionage or other risks, under many regulatory regimes an 
organization is not permitted to assume such a risk due to 
privacy laWs, securities laWs and other statutory regulations. 

[0009] If the organization’s archives are encrypted before 
being sent to the third party, Which is therefore generally 
required, the organization cannot search for and/or retrieve 
copies of individual electronic documents from the archives 
stored at the third party. To search the archive, a copy of the 
entire encrypted archive must be returned to the organization 
(in some appropriately secure manner), the archive then 
being decrypted by the organization and searched to identify 
and/or retrieve a desired copy of an electronic document. If 
it is necessary to evidence the provenance of a document, it 
Will likely be necessary for the organization to cause the 
third party to provide a copy of the encrypted archive, along 
With evidence that the archive is unaltered and has been in 
the care of the third party for a stated time period, and the 
necessary decryption key provided to a trusted authority 
Who can then perform the decryption and retrieval again to 
verify the provenance of the document. 

[0010] Clearly, such a system suffers from a variety of 
disadvantages especially if the number of archives to be 
searched is large and in the requirement to provide complete 
copies of the encrypted archives and the decryption keys to 
the trusted authority. Further, there still remains some dif 
?culty in proving that the archive Was not altered and Was 
stored With the third party for the stated time period. Also, 
such a system prevents the organization from easily imple 
menting a document retention policy for its electronic docu 
ments. 

[0011] While such systems might be Workable for meeting 
regulatory or legal requirements, they are onerous and/or 
expensive for an organization Which merely needs to locate 
an archived document for internal purposes and/or for an 
organization Which may have to ful?ll many requests for 
archived material. 

SUMMARY OF THE INVENTION 

[0012] It is an object of the present invention to provide a 
novel system and method for storing electronic documents 
in a secure, yet searchable manner, Which obviates or 
mitigates at least one disadvantage of the prior art. 

[0013] According to a ?rst aspect of the present invention, 
there is provided a system for storing electronic documents 
in a secure and searchable manner, the system including a 
client portion and a server portion, the client portion being 
located at a trusted location and comprising: a parser to parse 
electronic documents received at the client portion to iden 
tify terms of interest Within the received electronic docu 
ment; a search and retrieval interface to specify one or more 
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terms of interest to identify and retrieve one or more 
documents from the server portion; a ?rst encryptor to 
encrypt identi?ed terms of interest to obtain cipher text 
versions of the terms of interest; a second encryptor to 
encrypt the received document to obtain a ciphertext version 
of the received document; a decryptor to decrypt a ciphertext 
version of a retrieved document to obtain a plaintext version; 
and client communications means to transfer the ciphertext 
version of the received document and/or the ciphertext 
version of the identi?ed terms to a server portion and to 
receive a ciphertext version of documents from the server 
portion; and the server portion comprising: server commu 
nications means to receive from a client portion the cipher 
text version of a document and the ciphertext version of 
identi?ed terms and to transfer the ciphertext version of an 
identi?ed document to the client portion; a storage device to 
store ciphertext versions of documents received from the 
client portion; and an indexer and search engine to construct 
and maintain a searchable index of received ciphertext 
versions of identi?ed terms contained in the ciphertext 
versions of documents received from the client portion and 
responsive to the search and retrieval interface of the client 
portion to cause the storage device and the server commu 
nications means to transfer ciphertext copies of the identi?ed 
documents of interest to the client portion. 

[0014] Preferably, the server portion further includes: an 
encryptor to encrypt ciphertext documents received at the 
server portion and to decrypt ciphertext documents to be 
transferred to the client portion; a retention manager oper 
able to determine the relevant destruction date for each 
ciphertext document received at the server portion; and a 
retention key manager storing an encryption key for each 
destruction date of documents stored in the storage device, 
the retention key manager responsive to the retention man 
ager to provide the encryption key for the relevant destruc 
tion date to the encryptor and to destroy encryption keys 
Whose related destruction date has passed. 

[0015] Also preferably, the client portion is further oper 
able to encrypt and transfer to the server portion ciphertext 
copies of attachments to documents received at the client 
portion and the server portion is further operable to index 
and store the ciphertext copies of attachments in the storage 
device. 

[0016] According to another aspect of the present inven 
tion, there is provided method of securely storing electronic 
documents in a secure and searchable manner, comprising 
the steps of: at a trusted location, receiving copies of 
electronic documents to be stored; parsing the received 
copies to identify terms of interest in the documents; 
encrypting the received documents to obtain ciphertext 
versions of the received documents and encrypting the 
identi?ed terms of interest found in each document to obtain 
ciphertext copies of the terms; transferring the ciphertext 
copies of the documents and identi?ed terms to a second 
location over a communications link; receiving the cipher 
text copies of the documents at the second location and 
storing received ciphertext copies on a storage device; 
receiving the ciphertext copies of the identi?ed terms of 
interest at the second location and constructing and main 
taining an index Which indicates, for each received cipher 
text term of interest, the storage location of each ciphertext 
copy of the documents Which contains the term of interest; 
and providing a search interface at the trusted location 
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Wherein a user can search for a stored ciphertext copy of a 
document stored on the storage device by de?ning a query 
containing one or more plaintext terms of interest, the 
plaintext terms of interest being encrypted and, over the 
communications link, being compared to the ciphertext 
terms in the index to identify the ciphertext copies of 
documents stored on the storage device; and transmitting the 
identi?ed ciphertext copies of documents over the commu 
nications link to the trusted location and decrypting the 
transmitted ciphertext copies of the documents at the trusted 
location to obtain plaintext copies of the identi?ed docu 
ments. 

[0017] Preferably, the method further comprises the step 
of maintaining a list of identi?ed terms of interest at the 
trusted location and accepting queries at the search interface 
including one or more Wildcard operators and examining the 
maintained list of identi?ed terms of interest to expanding 
the Wildcard operators in the query. 

[0018] The present invention provides a system and 
method for securely storing electronic documents. The sys 
tem includes a client portion and a server portion and the 
client portion is located at a trusted location. The client 
portion encrypts each electronic document and produces a 
list of terms of interest relating to the document, Which terms 
are also encrypted. The encrypted document and the 
encrypted terms are transferred to a server portion Which 
need not be located at a trusted location. The document is 
stored at the server portion in a manner Which alloWs for 
locating the document again via the encrypted terms and 
returning the encrypted document to the trusted client por 
tion, Where it can be decrypted. Attachments to documents 
can also be encrypted and stored at the server, as can copies 
of dynamic documents, such as Web pages. The server 
portion can also have a retention manager and encryptor 
Which is used to implement document retention and destruc 
tion policies de?ned by the user of the system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] Preferred embodiments of the present invention 
Will noW be described, by Way of example only, With 
reference to the attached Figures, Wherein: 

[0020] FIG. 1 shoWs a schematic representation of a 
storage system comprising a client portion and a server 
portion in accordance With the present invention; and 

[0021] FIG. 2 shoWs a schematic representation of 
another embodiment of the server portion of FIG. 1. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0022] A storage system, in accordance With an embodi 
ment of the present invention, is indicated generally at 20 in 
FIG. 1. System 20 includes a client portion 24, Which 
operates at the premises of the client organiZation utiliZing 
the services of storage system 20, or other trusted location, 
and a server portion 28, Which is located at the service 
provider Who offers the services of system 20. 

[0023] Client portion 24 receives copies of electronic 
documents from one or more sources 32. In many circum 

stances, sources 32 Will be one or more email servers of the 
client organiZation but, as Will be apparent to those of skill 
in the art from the folloWing discussion, the present inven 
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tion is not limited to the storage of email and any other 
electronic document of interest, such as Word processing 
documents, program source code, etc. can be stored by 
system 20 and thus sources 32 can include a document 
management system, etc. 

[0024] Source 32 can provide copies of electronic docu 
ments in real time, as they are stored on source 32, or more 
commonly, on a batch basis Wherein copies of electronic 
documents are provided to client portion 24 at regular 
intervals (e.g.ihourly or daily) or in tranches of a given siZe 
(egia set of documents of a total siZe of betWeen 20 and 
30 MB) or based upon any other suitable criteria as may be 
desired. 

[0025] When source 32 provides one or more electronic 
documents to client portion 24, a parser 36 ?rst processes the 
received documents. If multiple types of documents are 
stored Within system 20, parser 36 can ?rst identify the types 
of the received documents and this determination can be 
achieved in a variety of manners including: source 32 
explicitly providing such information to parser 36 along 
With the documents; by parser 36 examining the contents of 
the documents and comparing them to knoWn types; by 
parser 36 comparing a ?lename extension to a list of knoWn 
extensions; etc. 

[0026] For a text, html or email document, parser 36 Will 
create a list of all of the terms of interest included in the 
document. As Will be apparent to those of skill in the art, 
various Words such as “a” and “the” can be deemed to not 
be terms of interest, and thus can be excluded from the 
produced list, in the manner of many indexing systems. 

[0027] Preferably, parser 36 is also operable to utiliZe 
metadata de?nitions provided to it, either previously or With 
the electronic document, to identify and construct enhanced 
search data. For example, in the case of email documents, 
the de?ned metadata can include appropriately de?ned 
metadata categories such as a “TO” ?eld, a “FROM” ?eld, 
a “CC” and/or “BCC” ?eld, a “SUBJECT” ?eld, a “SENT 
DATE” ?eld, a “RECEIVED DATE” ?eld, and a main body 
?eld. With such metadata, in addition to identifying appro 
priate search terms, parser 36 can also relate identi?ed terms 
to the metadata ?elds, for example relating the identi?ed 
term “Budget” (amongst others) to the SUBJECT metadata 
?eld for an email discussing a ?nancial budget When the 
email had a subject line of “1st Quarter Budget”. 

[0028] The construction of parser 36 is not particularly 
limited and, as Will be apparent to those of skill in the art, 
can be a general purpose computer system executing appro 
priate software or can be a purpose built device. In a present 
embodiment of the invention, source 32 comprises one or 
more Microsoft Exchange email servers and parser 36 
employs the MAPI interface to these servers to create the list 
of terms of interest. As Will be apparent, other email servers 
or document sources typically provide similar interfaces 
and/or other appropriate mechanisms for parser 36 to con 
struct the list of terms of interest. 

[0029] For documents other than email, parser 36 can 
create a list of appropriate terms of interest Which indicates, 
for example, the author, document name, its siZe, its date of 
creation, etc. and/or can process the document With appro 
priate metadata ?elds, such as “AUTHOR”, “FILETYPE”, 
“CREATION DATE”. etc. 
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[0030] Once all of the identi?ed terms of interest in a 
received copy of an electronic document have been pro 
cessed by parser 36, the terms and related metadata infor 
mation are passed to a dictionary tool 38 and to an encryptor 
40 as an ordered list of terms. By providing the list as an 
ordered list of terms, adjacency information, occurrence 
counts, etc. can be created and maintained at server portion 
28, as described beloW. 

[0031] Dictionary tool 38 creates and maintains a list of all 
extracted terms of interest processed by client portion 24 
and, optionally, their related metadata information, if any, 
for use in searching for stored encrypted documents, as Will 
be described further beloW. 

[0032] Encryptor 40 encrypts the extracted list of terms of 
interest into a list of ciphertext equivalents. Like parser 36, 
encryptor 40 can be implemented in a variety of manners 
including a general purpose computing device executing 
appropriate encryption softWare. If Warranted by the number 
and siZe of electronic documents to be stored by system 20, 
encryptor 40 can be a purpose built encryption device or, 
more commonly, can be a general purpose computer system 
including one or more hardWare or softWare encryption 
engines. Such hardWare and softWare encryption engines are 
commercially available, as is knoWn to those of skill in the 
art. 

[0033] The complete copy of the electronic document 
received from source 32 is encrypted by a second encryptor 
44 and, as Was the case With encryptor 40, encryptor 44 can 
be a purpose built encryption device or can be a general 
purpose computer system including one or more hardWare or 
softWare encryption engines. 

[0034] The processing by client portion 24 can be per 
formed on a per document basis or can be batched to occur 

When a pre-selected time period has expired (ieihourly, 
daily, etc.), When a pre-selected number of documents are 
ready for transfer, etc. 

[0035] When the terms of interest and the complete docu 
ment have been encrypted, the resulting ciphertext copy of 
the document produced by second encryptor 44 and the set 
of encrypted identi?ed terms produced by encryptor 40 are 
transferred to server portion 28. In the illustrated embodi 
ment, the transfer of the encrypted terms and the ciphertext 
copy of the electronic document is effected via a telecom 
munication manager 48 and a data link 52. 

[0036] While it is presently preferred that dictionary tool 
38 be located at client portion 24, it is also contemplated that 
dictionary tool 38 can be located at server portion 28. In such 
a circumstance, it can be assured that a valid and up to date 
dictionary can alWays be available, even if client portion 24 
has recovered from a hardWare or softWare failure. In this 
case, the encrypted list of terms of interest are transferred to 
server portion 28 and dictionary tool 38 creates the dictio 
nary for the encrypted terms. The dictionary of encrypted 
terms is then transmitted to client portion 24 at appropriate 
intervals from server portion 28, such as after each batch of 
documents has been processed by system 20, and client 
portion 24 Will decrypt the terms in the received dictionary 
to obtain a Working dictionary Which can be used, as 
described beloW. 

[0037] Telecommunications manager 48 can be a general 
purpose computer Which implements a suitable communi 
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cation management program, such as an FTP server, a 
Web-service based manager such as SOAP-XML over http 
or https, etc. 

[0038] To provide better security, telecommunications link 
52 is preferably a trusted link, such as a VPN implemented 
on telecommunications manager 48 and operating over the 
Internet or a private communications link, but link 52 can be 
an untrusted link, such as the Internet. 

[0039] In a presently preferred embodiment of the inven 
tion, client portion 24 is con?gured and supplied to clients 
of the service as an appliance, comprising one or more 
computing devices, Which operates at the clients’ premises 
and Which requires little, if any, active management or 
maintenance by the client. In a preferred aspect of the 
present invention, no important information is maintained in 
client portion 24 beyond the encryption keys for encryptors 
40 and 44 and the list of terms in dictionary tool 38. 

[0040] It is contemplated that the encryption keys Will be 
properly maintained in an appropriate manner as is Well 
knoWn to those of skill in the art and Will thus be available 
to the client in the event of a hardWare or softWare failure of 
client portion 24. 

[0041] In the case of a failure of client portion 24, it is 
contemplated that the list of terms in dictionary tool 38 can 
either be encrypted at selected time intervals and sent to 
server portion 28 for storage and backup or can be recon 
structed, if necessary, from information stored at server 
portion 28 and sent to a repaired client portion 24 as 
described further beloW. 

[0042] Thus, there is no need to provide data backup 
services for client portion 24. Client portion 24 can therefore 
be vieWed as an appliance Which is located at the client 
premises and Which operates Without substantial manage 
ment being required from either the client or the service 
provider. 

[0043] HoWever, as client portion 24 is intended to operate 
With little, if any, active management it is conceivable, 
hoWever unlikely, that an error may occur at client portion 
24 Which Would invalidate the encryption keys for encryp 
tors 40 and 44. If such an error Were to occur and Was 

undetected for some period of time, any terms and/or 
documents encrypted by encryptors 40 and 44 Would no 
longer be decryptable and the contents of these documents 
could be irretrievably lost. 

[0044] To prevent such loss of the contents of documents, 
client portion 24 performs a validation of the encryption 
keys at regular intervals, preferably before commencing a 
processing cycle on documents. If client portion 24 operates 
on a document by document processing cycle, the validation 
is performed for each document. If client portion 24 operates 
on a batch basis, the validation is performed prior to 
processing each batch. 

[0045] In a present embodiment of the invention, encryp 
tion key validation is performed by, preferably before the 
encryption keys for encryptors 40 and 44 are ?rst used, 
initially creating a set of test data (Which can be randomly 
generated or generated in any other suitable manner). A 
digital signature, such as an MD5 hash, suitably strong CRC 
or other signature technique, is then determined for the test 
data. Next, the test data is encrypted With the key to be 
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validated to obtain a ciphertext version of the test data. 
Finally, a digital signature is determined for the ciphertext 
test data. Then the ciphertext test data and the digital 
signatures for the test data and for the ciphertext test data, 
referred to herein as a validation data set, are transferred to 
server portion 28 for storage. 

[0046] To validate an encryption key, client portion 24 
retrieves a copy of the validation data set from server portion 
28. Once retrieved, client portion 24 determines the digital 
signature for the received copy of the ciphertext test data and 
compares the digital signature it has determined for the 
received copy of the ciphertext test data With the digital 
signature for the ciphertext test data that it received in the 
validation data set. 

[0047] If the received digital signature and the determined 
digital signature for the ciphertext test data are the same, 
then client portion 24 dencrypts the received ciphertext test 
data With the encryption key being validated to obtain the 
test data Which it then determines a digital signature for. This 
determined digital signature is then compared to the digital 
signature for the test data received in the validation data set. 
If the determined digital signature matches the received 
digital signature, then client portion 24 is assured that the 
encryption key has not been corrupted. 

[0048] If the determined and received digital signatures do 
not match, client portion 24 Will ask server portion 28 to 
transmit the validation data set again to reattempt the 
validation process to determine if the error Was due to 
corruption of the validation data set during transmission. 
After a selected number of retry attempts, for example tWo, 
client portion 24 deems the key being validated to have been 
corrupted and client portion 24 Will generate an appropriate 
error message to the user of client portion 24 and/or the 
operator of server portion 28 and appropriate steps can be 
taken to rectify the error. 

[0049] While it is presently preferred that client portion 24 
validate its encryption keys before each processing cycle, 
the validation of encryption keys can be performed more or 
less frequently if desired. 

[0050] Server portion 28 comprises a telecommunications 
manager 56, to interoperate With telecommunications man 
ager 48, an indexer and search engine 60 and a storage 
device 64. As Will become apparent from the folloWing 
description, server portion 28 need not be at a trusted 
location and need only be located at a location With appro 
priate levels of infrastructure services, such as ?re safety, 
physical security, poWer backup, etc. 

[0051] Data sets of the encrypted terms of each document 
and the ciphertext of the complete documents are received at 
telecommunication manager 56 and are ?rst provided to 
indexer and search engine 60 before storage in storage 
device 64. 

[0052] Storage device 64 can be any suitable mass storage 
device as Will occur to those of skill in the art, such as a disc 
farm, tape library, optical storage devices or any combina 
tion of such devices Which provides suf?cient storage of 
data. Ideally, storage device 64 provides services Which 
alloW for the aging of the stored information, alloWing for 
older stored data to be moved from more expensive devices 
Which provide high speed access, such as disc drives, to less 
expensive storage devices, Which may require longer access 
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times, such as tape libraries or WORM (Write once read 
many) optical discs, etc. Such aging and archiving systems 
are Well known to those of skill in the art and Will not be 
discussed further herein. 

[0053] When indexer and search engine 60 receives a 
ciphertext document from telecommunications manager 56, 
it ?rst assigns a unique identi?er to the document and then 
it processes the corresponding encrypted terms Which have 
also been received from telecommunications manager 56, 
adding them to an index of encrypted terms it maintains on 
storage device 64, referencing the unique identi?er assigned 
to the ciphertext copy of the document and the document is 
also stored on storage device 64 using the assigned unique 
identi?er. 

[0054] An example of the storage of an email document 
Will noW be described, Where the example message is shoWn 
in Appendix A. After creation in a conventional manner, this 
message is transferred from source 32 to client portion 24 
Where it is ?rst processed by parser 36. After processing by 
parser 36, the terms of interest shoWn in Appendix B have 
been extracted. In this example, parser 36 operates With a 
“skip list” of common terms Which it does not process, such 
as “a”, “the”, “1”, etc. While not necessary, the use of such 
a skip list is often preferred as it reduces the number of terms 
to be processed With little decrease in the usefulness of an 
index created from the terms. 

[0055] As also shoWn, parser 36 has determined (either: 
implicitly from the source of the emailian email server4or 
from the format of the electronic ?le; explicitly from an 
appropriate identi?er provided to parser 36 prior to its 
processing of the document; or via any other suitable 
manner of informing parser 36 of the nature of the document 
as Will occur to those of skill in the art) that the provided 
electronic document is an email document and it has pro 
cessed the email document using an appropriate set of 
prede?ned metadata Which Was previously provided to it 
including de?nitions of: “To”; “From”; “CC”; “Subject”; 
“Sent Date”; “Sent Time”; and “Body” ?elds. 

[0056] As shoWn inAppendix B, fourteen terms of interest 
have been identi?ed and the presence of these terms in one 
or more of the seven metadata ?elds has also been recorded. 

[0057] This output from parser 36 is then provided to 
dictionary tool 38, Which adds to the list of terms it main 
tains any of these terms of interest Which are not presently 
in the list. The output of parser 36 is also provided to 
encryptor 40 Which operates on the identi?ed terms and 
encrypts them into ciphertext equivalents, as shoWn in 
Appendix C. Exceptions can be de?ned for some terms of 
interest so that they are not encrypted and, in this example, 
the client and/or service provider have decided that date 
?elds Will not be encrypted to provide for easier/faster 
searching and sorting of stored messages. 

[0058] The entire document is provided to encryptor 44 
Which encrypts the document and provides the ciphertext 
result to telecommunications manager 48 Which also 
receives the list of ciphertext terms and metadata informa 
tion from encryptor 40, the metadata information indicating 
the encrypted terms Which appear in each of the prede?ned 
metadata ?elds and telecommunications manager 48 trans 
mits this data, over communications link 52, to server 
portion 28. 
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[0059] Thus, the information transferred to server portion 
28 from client portion 24 comprises an encrypted copy of the 
electronic document, a list of terms, also encrypted, Which 
appear in the electronic document and a list indicating the 
metadata ?elds that the terms appear in. As Will be apparent, 
provided that server portion 28 does not have the necessary 
encryption keys to decrypt the ciphertext versions of the 
electronic document or the identi?ed terms, the operator/ 
service provider of server portion 28 need not be a trusted 
party as they cannot access or modify the content of the 
encrypted electronic document. 

[0060] When telecommunications manager 56 at server 
portion 28 receives the encrypted electronic document and 
the list of encrypted terms and the information about Where, 
if at all, those terms appear in metadata ?elds, the encrypted 
document is assigned a unique identi?er (for example a 
serial number) by indexer and search engine 60 and the 
encrypted document is stored in storage device 64, indexed 
by the assigned unique identi?er. 

[0061] The list of encrypted terms and the metadata list are 
processed by indexer and search engine 60, in reference to 
the unique identi?er assigned to the identify the encrypted 
document, to update the index, Which is maintained by 
indexer and search engine 60, of documents stored on 
storage device 64. This index contains an amalgamated list 
of all of the encrypted search terms of all of the documents 
stored in storage device 64, adjacency information, occur 
rence information, etc. and the related metadata information, 
referenced to the unique identi?ers. 

[0062] When the client of the service Wishes to locate and 
retrieve a document stored on storage device 64, they access 
a search and retrieval interface 68 at client portion 24, Which 
can be implemented as an html page on a Web server, or an 

search and retrieval form on a dedicated computing device, 
etc. and the user constructs an appropriate search query. This 
search query can be Boolean-based, or can employ any other 
suitable search language and can refer to terms of interest 
and/or metadata ?elds de?ned for the corresponding docu 
ment types stored on storage device 64. For example, if the 
client is searching for an email, a list of the metadata ?elds 
de?ned for the emails stored on storage device 64 can be 
provided to the client either previously or dynamically, from 
server portion 28 over telecommunications link 52, and used 
to construct an appropriate search query. 

[0063] An example query, Wherein the client is searching 
for emails from “Paul” Where the subject contained the Word 
“budget” and Where the message Was sent in the third quarter 
of 2003, could be: 

[0064] FROM=“Paul” AND SUBJECT=“Budget” AND 
SENT=“Jul. l, 2003 TO Sep. 30, 2003”; 

The actual method of constructing the query is not particu 
larly limited and any suitable system as Will occur to those 
of skill in the art can be employed. 

[0065] Once an appropriate query is created With search 
and retrieval interface 68, the query is forWarded to encryp 
tor 40 Which encrypts each of the search terms in the query 
With the appropriate encryption key or keys, to obtain the 
query With encrypted terms. In this example, and using the 
example of Appendix C, after processing by encryptor 40 the 
query Would be: 
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[0066] FROM=“qpfn” AND SUBJECT=“leori” AND 
SENT=“Jul. l, 2003 TO Sep. 30, 2003”; 

Where, in this particular example, the date range is not 
encrypted as the date ?elds in the index on storage device 64 
are not encrypted. 

[0067] The query With the encrypted search terms is then 
provided to indexer and search engine 60 in client portion 28 
via telecommunication managers 48 and 56 via communi 
cations link 52. Indexer and search engine 60 examines the 
query and compares the de?ned criteria of the search query 
to the index it maintains for the documents stored on storage 
device 64. When the indexer and search engine 60 identi?es 
the unique identi?ers for all of the encrypted documents 
stored on storage device 64, the corresponding encrypted 
documents are retrieved from storage device 64 and are 
forwarded to a decryptor 72 in client device 24 via telecom 
munications managers 56 and 48 via communications link 
52. 

[0068] Decryptor 72 decrypts each retrieved document, 
using the appropriate decryption key, and provides the 
plaintext results for each document to search and retrieval 
interface 68 Where the user can access and/or copy the 
retrieved plaintext documents. 

[0069] In the event that it is desired to employ one or more 
Wildcards in a search query, Where the Wildcards are applied 
to terms Which are subject to encryption, the client creates 
the search query in a conventional manner, for example: 

[0070] FROM=“P*” AND SUBJECT=“Budget” AND 
SENT=“Jul. l, 2003 TO Sep. 30, 2003”; 

[0071] Where ‘*’ is a Wildcard and Where the client is 
attempting to locate documents authored by everyone Whose 
name begins With the letter “P”, Where the subject includes 
the Word “Budget” in a date range of interest. 

[0072] In such a case, in constructing the search query 
With the encrypted terms, search and retrieval interface 68 
expands the search query, using the dictionary list of terms 
maintained dictionary tool 38, to include all of the terms 
Which Would be covered by the Wild card. The Wildcard 
expansion is performed on the relevant search term, in this 
example “P”, and is used to select the matching terms from 
the list in dictionary tool 38. 

[0073] Assuming that client portion 24 has previously 
stored documents authored by “Paul” (Which has a cipher 
text equivalent of “qpfn”), “Pierre” (Which, for example, has 
a ciphertext equivalent of “WqfesW” and by “Peter” (Which, 
for example, has a ciphertext equivalent of “mmotZ”) on 
storage device 64, dictionary tool 38 returns the ciphertext 
equivalents of each term in its list that matches the Wildcard 
expansion. In this example, search and retrieval interface 68 
expands the search query to obtain: 

[0074] (FROM=“qpfn” OR FROM=“WqfesW” OR 
FROM=“mmotZ”) AND SUBJECT=“Budget” AND 
SENT=“Ju1. 1, 2003 TO Sep. 30, 2003”; 

Which expanded query is then forWarded to indexer and 
search engine 60 in server portion 28, as previously 
described. 

[0075] In determining Which terms match the Wildcard 
expansion, dictionary tool 38 preferably also considers the 
metadata ?eld Which the dictionary terms occurred in to 
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identify appropriate terms. For example, the expansion of 
‘FROM=“P*’” Will not match to terms in the list maintained 
by dictionary tool 38 Which Were not found in the “FROM” 
metadata ?eld and thus terms such as “production”, “pro?t”, 
etc. Which Were located Within the “Body” metadata ?eld of 
various stored documents are not used to expand the search 
query. 

[0076] As mentioned above, it is preferred that from time 
to time client portion 24 encrypt the list maintained by 
dictionary tool 38 and forWard the resulting ciphertext 
backup version of the list to server portion 28 to store on 
storage device 64. In the event the list maintained by 
dictionary tool 38 is subsequently corrupted or otherWise 
lost, due to a failure at client portion 24 or other error, the 
most recent ciphertext version of the list stored on storage 
device 64 can be transferred back to client portion 24 and 
decrypted by decryptor 72 and then provided to dictionary 
tool 38. 

[0077] Once dictionary tool 38 has received the replace 
ment list, dictionary tool 38 then updates the list to add the 
terms Which occurred after the ciphertext backup version 
Was created. Speci?cally, dictionary tool 38 can query 
indexer and search engine 60 at server portion 28 to get 
copies of all encrypted terms in the index maintained by 
indexer and search engine 60 other than those it has in its 
replacement list. 

[0078] Alternatively, a copy of the index maintained by 
indexer and search engine 60 can be transferred to client 
portion 24. Decryptor 72 can decrypt the terms in the copy 
of the index and can provide all of those terms and their 
related metadata information to dictionary tool 38 Which can 
then reconstruct the list. 

[0079] As Will noW be apparent to those of skill in the art, 
system 20 alloWs for the storage and archiving of electronic 
documents at a service provider is a secure manner, Without 
requiring that service provider be trusted and yet still 
providing the client With a versatile and effective manner of 
securely searching and retrieving electronic documents from 
storage. Client portion 24 can be implemented as an appli 
ance, comprising one or more computing devices and related 
softWare, Which requires little, if any, active management of 
the client or the service provider. Further, With the exception 
of encryption keys that are managed in any suitable manner, 
no information Which is essential to the operation of service 
20 is maintained in client portion 24 and thus, the client of 
the services of system 20 need not Worry about backing up 
information in client portion 24. 

[0080] A preferred additional aspect of the present inven 
tion is the ability to provide an more useful archive of 
electronic documents such as email. Speci?cally, it is noW 
common to include attachments With email documents and/ 
or links, such as a URL or other hypertext link Within emails 
and it can be dif?cult to later determine What Was being 
communicated Within the email if the attachment is not 
available With the email and/ or if the information pointed at 
by the link has been modi?ed or no longer exists. 

[0081] Accordingly, in another embodiment of the present 
invention, parser 36 also operates to identify attachments to 
email documents. The ?lenames, or other appropriate iden 
ti?ers, of attachments to an email are listed in an “Attach 
ment” metadata ?eld Which is provided to encryptor 40. The 
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?lenames and other identi?ers are provided to indexer 38 
and are stored in dictionary 42 in a similar manner to the 
other terms of interest, as described above. Further, the 
attachments are provided to second encryptor 44 and are 
encrypted to ciphertext versions Which are provided to 
indexer and search engine 60 in a similar manner to the 
encrypted copies of the documents, as described above. 
Thus, a user can retrieve a document such as an email, along 
With any attached documents if desired. 

[0082] For dynamic documents, Which can change or even 
disappear over time, such as html Web pages, or other 
hyper-text documents, parser 36 is further equipped With a 
content reference engine. As parser 36 parses a document, 
any identi?ed URL or other link is accessed by the content 
reference engine Which makes a copy of indicated informa 
tion, be it a Web page, data ?le or any other information. In 
addition to making a copy of the indicated information, 
preferably the content reference engine also makes a record 
of When it made the copy of the information. These copies 
of linked information are then treated like attachments to the 
original document and are processed as described above by 
system 20. 

[0083] If desired, for attachments, such as Word process 
ing documents or other text documents, parser 36 can 
examine and process the attachment in the same manner as 
the email or other document to Which it Was attached. In 
such a case, the attachment is treated like any other docu 
ment from a source 32, albeit With an additional metadata 
entry indicating that he document Was an attachment to 
another document and the identity of that other document. 

[0084] Another preferred additional aspect of the present 
invention is ability to implement document retention poli 
cies. As is knoWn, due to corporate, statutory and regulatory 
requirements, it is often desired to retain different types of 
documents for different periods of time. In such a case, 
categories of such documents can be de?ned, With an 
appropriate retention period and identifying characteristics 
being speci?ed for each category. For example, documents 
created by executives of a company, Whether they be emails 
or any other documents, may be categorized to be retained 
for seven years, While emails to or from employees other 
than executives may be categoriZed to be retained for three 
years. 

[0085] In this aspect of the present invention, the client of 
the service provided by system 20 de?nes the set of catego 
ries for the retention policies, including the criteria for each 
category and the time the documents in each category are to 
be maintained. These de?nitions are passed to server portion 
28 Where they are received by a retention manager 100 in the 
embodiment of the server portion 28a, shoWn in FIG. 2. 

[0086] When the ciphertext set of terms and metadata and 
the ciphertext copy of a document to be stored on storage 
device 64 are received at server portion 28a, retention 
manager 100 examines the terms and metadata and uses the 
prede?ned criteria to determine the appropriate retention 
period for the document and to calculate the date on Which 
the document is to be destroyed. 

[0087] A retention key manager 104 maintains a set of 
encryption keys With every destruction period having a 
unique key de?ned for it. For example, if the maximum 
retention period in the de?ned document retention policies is 
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seven years, then retention key manager 104 Will maintain 
a set of eighty-four encryption keys at all times, one for each 
month of the seven year (e.g.ifrom January 2005 to 
December 2011) WindoW. 

[0088] On an ongoing basis, at the end of a month, (for 
example January 2005) retention key manager 104 Will 
destroy the key for that month and Will add neW key for the 
month noW Within the seven year WindoW (in this example 
January 2012). 
[0089] Once retention manager has determined the appro 
priate destruction date for a received ciphertext copy of a 
document, this date is provided to retention key manager 
104 Which provides the retention key de?ned for that 
destruction date to an encryptor 108. 

[0090] Encryptor 108 then encrypts the ciphertext docu 
ment to be stored With the retention key provided by 
retention key manager 104 and this double encrypted cipher 
text copy of the document is stored on storage device 64 
along With an indication of its intended destruction date. 

[0091] If a document is to be retrieved from storage device 
64, in response to a search initiated at client portion 24 or 
elseWhere, the doubly-encrypted document is retrieved from 
storage device 64 by indexer and search engine 60 and the 
document is provided to encryptor 108 along With the 
indication of the destruction date of the document. Encryp 
tor 108 requests the retention key for that destruction date 
from retention key manager 104 and, if the key still exists on 
retention key manager 104, the key is provided to encryptor 
108 Which decrypts the doubly-encrypted document to 
obtain a singly encrypted document Which is then forWarded 
to client portion 24, as before. 

[0092] In the event that retention key manager 104 no 
longer has the retention key for the destruction date of the 
requested document (ieithe destruction date has passed 
and retention key manager 104 has deleted the key), then the 
retrieved document is effectively destroyed as it can no 
longer be decrypted. 

[0093] By implementing document retention services as 
described above, documents in different retention categories 
can be stored in a single archive Without affecting each 
others retention. Thus, documents stored on storage device 
64 can be grouped into convenient stores and moved 
betWeen different storage modalities (disc, tape, optical, etc) 
to manage the storage capacity of storage device 64 inde 
pendent of the individual document’s retention needs. 

[0094] As Will be apparent, the security and proper opera 
tion of system 20 depends upon the implementation and use 
of proper encryption key management techniques, hoWever 
such techniques are Well knoWn to those of skill in the art 
and need not be further discussed in any detail herein. 

[0095] In one con?guration, system 20 has a master key 
de?ned for it comprising an asymmetric key pair. The user 
of the services provided by system 20 holds the pair of 
asymmetric keys and one key is used by client portion 24 as 
a master encryption key and the other key is used by client 
portion 24 as a master decryption key. This master key pair 
is used to implement all other key management Within 
system 20. 

[0096] Encryption of documents and document terms and 
metadata information by encryptors 40 and 44 is preferably 
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performed using a symmetric key Which can be changed 
from time to time using the master key pair and known key 
management techniques. The key employed by encryptor 40 
can be changed With a different frequency than the key 
employed by encryptor 44 and, in fact, the key employed by 
encryptor 40 can be used for relatively long periods of time, 
so that the index constructed by indexer and search engine 
60 remains relevant, While the key employed by encryptor 
44 can be changed frequently to enhance document security. 

[0097] While the key employed by encryptor 40 need not 
be maintained once it has been replaced, as the index 
constructed by indexer and search engine 60 can be recon 
structed With the replacement key, the key employed by 
encryptor 44 to encrypt and decrypt the copies of the 
documents stored on storage device 64 must be maintained, 
even after it has been superceded by a neW key to alloW 
stored ciphertext versions of documents to be decrypted 
When desired. 

[0098] As Will be apparent, a certi?cate authority, or other 
key management service, can also easily be incorporated 
Within system 20, if desired. 

[0099] The present invention provides a storage system 
Which alloWs a client to securely store and retrieve elec 
tronic documents from a storage system maintained by a 
service provider Who is not necessarily trusted. Search and 
retrieval of the stored documents by the client is simple and 
effective and Wildcard type searches can be performed. 
Additionally, in another embodiment the storage system can 
also store attached documents and/ or copies of Web pages or 
other time varying information With the stored document in 
a manner Which is transparent to the client. Also, in another 
embodiment, the storage system can implement document 
retention and destruction functions, ensuring that documents 
are retained for necessary time periods, after Which they are 
automatically destroyed. 
[0100] To determine the authenticity and/ or provenance of 
documents stored in system 20, in a preferred aspect client 
portion 24 further processes each document received from 
source 32. Speci?cally, for each document client portion 24 
determines a digital signature of the plaintext version of the 
document and determines a digital signature of the cipher 
text version of the document, after encryption by encryptor 
44, and both of these digital signatures are also forWarded to 
server portion 28 along With the ciphertext copy of the 
respective document. These digital signatures are stored on 
storage device 64 and can be retrieved by client portion 28, 
When the respective document is retrieved, to verify that the 
document has not been altered. 

[0101] The above-described embodiments of the invention 
are intended to be examples of the present invention and 
alterations and modi?cations may be effected thereto, by 
those of skill in the art, Without departing from the scope of 
the invention Which is de?ned solely by the claims appended 
hereto. 

We claim: 

1. A system for storing electronic documents in a secure 
and searchable manner, the system including a client portion 
and a server portion, the client portion being located at a 
trusted location and comprising: 
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a parser to parse electronic documents received at the 
client portion to identify terms of interest Within the 
received electronic document; 

a search and retrieval interface to specify one or more 
terms of interest to identify and retrieve one or more 
documents from the server portion; 

a ?rst encryptor to encrypt identi?ed terms of interest to 
obtain cipher text versions of the terms of interest; 

a second encryptor to encrypt the received document to 
obtain a ciphertext version of the received document; 

a decryptor to decrypt a ciphertext version of a retrieved 
document to obtain a plaintext version; and 

client communications means to transfer the ciphertext 
version of the received document and/or the ciphertext 
version of the identi?ed terms to a server portion and to 
receive a ciphertext version of documents from the 
server portion; and the server portion comprising: 

server communications means to receive from a client 

portion the ciphertext version of a document and the 
ciphertext version of identi?ed terms and to transfer the 
ciphertext version of an identi?ed document to the 
client portion; 

a storage device to store ciphertext versions of documents 
received from the client portion; and 

and an indexer and search engine to construct and main 
tain a searchable index of received ciphertext versions 
of identi?ed terms contained in the ciphertext versions 
of documents received from the client portion and 
responsive to the search and retrieval interface of the 
client portion to cause the storage device and the server 
communications means to transfer ciphertext copies of 
the identi?ed documents of interest to the client por 
tion. 

2. The system of claim 1 further comprising a dictionary 
tool operable to maintain a list of the identi?ed plaintext 
terms of interest for all documents received at the client 
portion and Wherein Wildcard terms speci?ed at the search 
and retrieval interface are matched to terms in the main 
tained list, the matched terms being encrypted by the ?rst 
encryptor. 

3. The system of claim 1 Wherein the client communica 
tions means and the server communications means commu 

nicate via an encrypted link. 
4. The system of claim 1 Wherein the second encryptor is 

the decryptor. 
5. The system of claim 2 Wherein the parser also operates 

to relate identi?ed terms of interest to at least one metadata 
?eld for the received document. 

6. The system of claim 1 Wherein the server portion 
further includes: 

an encryptor to encrypt ciphertext documents received at 
the server portion and to decrypt ciphertext documents 
to be transferred to the client portion; 

a retention manager operable to determine the relevant 
destruction date for each ciphertext document received 
at the server portion; and 

a retention key manager storing an encryption key for 
each destruction date of documents stored in the stor 
age device, the retention key manager responsive to the 



US 2006/0101285 A1 

retention manager to provide the encryption key for the 
relevant destruction date to the encryptor and to destroy 
encryption keys Whose related destruction date has 
passed. 

7. The system of claim 6 Wherein the retention manager 
compares one or more characteristics of each received 
ciphertext document to prede?ned criteria to determine the 
relevant destruction date for the received document. 

8. The system of claim 1 Wherein the client portion is 
further operable to encrypt and transfer to the server portion 
ciphertext copies of attachments to documents received at 
the client portion and the server portion is further operable 
to index and store the ciphertext copies of attachments in the 
storage device. 

9. The system of claim 1 Wherein the parser further 
includes a content reference engine operable to copy 
dynamic documents referred to in the received document, 
the client portion being operable to encrypt the copies of 
dynamic documents to obtain ciphertext copies of the 
dynamic documents and the server portion being operable to 
store to the ciphertext copies of the dynamic documents. 

10. A method of securely storing electronic documents in 
a secure and searchable manner, comprising the steps of: 

at a trusted location, receiving copies of electronic docu 
ments to be stored; 

parsing the received copies to identify terms of interest in 
the documents; 

encrypting the received documents to obtain ciphertext 
versions of the received documents and encrypting the 
identi?ed terms of interest found in each document to 
obtain ciphertext copies of the terms; 

transferring the ciphertext copies of the documents and 
identi?ed terms to a second location over a communi 

cations link; 

receiving the ciphertext copies of the documents at the 
second location and storing received ciphertext copies 
on a storage device; 

receiving the ciphertext copies of the identi?ed terms of 
interest at the second location and constructing and 
maintaining an index Which indicates, for each received 
ciphertext term of interest, the storage location of each 
ciphertext copy of the documents Which contains the 
term of interest; and 

providing a search interface at the trusted location 
Wherein a user can search for a stored ciphertext copy 
of a document stored on the storage device by de?ning 
a query containing one or more plaintext terms of 
interest, the plaintext terms of interest being encrypted 
and, over the communications link, being compared to 
the ciphertext terms in the index to identify the cipher 
text copies of documents stored on the storage device; 
and 

transmitting the identi?ed ciphertext copies of documents 
over the communications link to the trusted location 
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and decrypting the transmitted ciphertext copies of the 
documents at the trusted location to obtain plaintext 
copies of the identi?ed documents. 

11. The method of claim 10 further comprising the step of 
maintaining a list of identi?ed terms of interest at the trusted 
location and accepting queries at the search interface includ 
ing one or more Wildcard operators and examining the 
maintained list of identi?ed terms of interest to expanding 
the Wildcard operators in the query. 

12. The method of claim 10 further comprising the step of 
encrypting copies of attachments to received documents and 
storing the resulting ciphertext copies of the attachments in 
the storage device. 

13. The method of claim 10 further comprising the step of 
copying dynamic documents referred to in the received 
documents; encrypting the copies of the dynamic documents 
to obtain ciphertext copies of the dynamic documents; and 
storing the ciphertext copies of the dynamic documents in 
the storage device. 

14. The method of claim 10 further comprising the step of, 
prior to encrypting a received document, validating at the 
client portion the encryption key to be used for that encryp 
tion. 

15. The method of claim 14 Wherein the validating of the 
encryption key comprises the steps of: 

(a) retrieving from the server portion a validation data set 
comprising plaintext test data, a ciphertext version of 
the plaintext test data previously encrypted With the key 
to be validated, and a digital signature for each of the 
plaintext test data and ciphertext version of the plain 
text data; 

(b) determining a digital signature for the plaintext test 
data and comparing the determined digital signature to 
the retrieved digital signature for the plaintext data set 
to determine if the plaintext data set has been corrupted 
and determining a digital signature for the cyphertext 
version of the plaintext test data and comparing the 
determined digital signature to the retrieved digital 
signature for the cyphertext version of the plaintext 
data set to determine if the cyphertext version of the 
plaintext data set has been corrupted; 

(c) if either or both or both of the plaintext data set and the 
cyphertext version of the plaintext data set has been 
corrupted, performing steps (a) and (b) again to obtain 
an uncorrupted validation data set; and 

(d) encrypting the plaintext data set With the encryption 
key to be validated and comparing the resulting cypher 
text version of the plaintext data set to the ciphertext 
version of the plaintext data set in the retrieved uncor 
rupted validation data set and deeming the encryption 
key to be valid if the encrypted the plaintext data set is 
identical to the ciphertext version of the plaintext data 
set in the retrieved uncorrupted validation data set and 
otherWise deeming the encryption key to be invalid. 

* * * * * 


